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Mpeaucaosue

KpumuHosornueckast 06CTaHOBKA, CJIOKUBINASICS B CTpaHe, TpedyeT
CYIIECTBEHHOI ME€PEOPUEHTAINN JIESTEIbHOCTHU, TIPEXKIE BCETrO, MPABO-
OXpPaHWUTEIbHBIX OPraHOB Ha peasibHOe obecriedeHrue KPUMUHOJIOTHYE-
CKOI 6€30TacHOCTH JIMYHOCTH, OOIIEeCTBA M TOCYHapCTBa B YCJIOBUSIX
pasButus nudposusanuu obuecTsa. Bolnonenye mocTaBieHHon 3a1a-
g TpeOyeT Cepbe3HON TOATOTOBKU CHEIUATINCTOB, KOTOPBIE OJIKHBI
YMETh HCCJIEI0BaTh COBPEMEHHOE COCTOSIHUME IIPECTYIHOCTH B cdepe
PasBUTHSI U IPUMEHEHUS IIM(PPOBBIX TEXHOJOTUH, BBISIBJISTH 0COOEHHO-
CTHU PUIMHHOTO KOMILIEKCA, AaHAJTU3UPOBATD COIMAIBHO-IeMoTpadude-
CKHE ¥ HPAaBCTBEHHO-TICUXOJIOTMYECKUE MTPU3HAKU JIUYHOCTU TPECTYII-
HUKA, COBEPIIUBIIETO TpecTyIieHne B cdepe Mu@POBHIX TEXHOJOTUIH,
OTIPEJIeJIITh OCHOBHBIE HAIIPABJIEHUsI MPOTUBOAEUCTBUS HA3BAHHOMY
BU/LY IIPECTYIHOCTU. TaKue 3HAHWUS MOKET JIaTh TOJbKO KPUMUHOJIOTHS
KaK COIMaJbHO-TIPaBOBasi OOIIeTeOpeTHYecKass W MPUKJIaJHas HayKa
u pucruinia. ViMenHo oHa pusBaHa MccieloBaTh MPECTYITHOCTh Kak
COIMAJIBHOE SIBJIEHUE, ONPEESATh CYIIHOCTD 1 (hOPMBI €€ TIPOSIBIEHUS,
BBISIBJISITh 3aKOHOMEPHOCTH BO3HUKHOBEHUSI, CYNIECTBOBAHUSI U U3Me-
HEHUsI IPECTYTHOCTH.

ITO CTaJI0 OCHOBAHKMEM K BBEICHIIO B yUeOHBII MTpottece AKajaeMun
yrpasienust MBJI Poccun yuebnoit aucummannbl «IIudposas xkpu-
MUHOJIOTHSI», YTO, B CBOIO OY€pe/ib, MOTPEGOBAIO TIOATOTOBKU y4eOHO-
METOMYECKOTO 00ecieYeHusT AUCIUIINHBI, 8 B €r0 paMKaxX U y4eOHOTO
nocobust «IludpoBast KpUMUHOJIOT US> .

OcHoBHast 11eJib  y4eOHOrO MOCOOUsT BBECTH, TPEXKAE BCETo,
MarvcTPaHTOB, AJBIOHKTOB U COUCKaTeJiell AKajeMuu YIpaBJIeHUs
MB/I Poccun, B chepy KpUMHHOTIOTHYECKUX TTPoOIeM i poBOi Tpe-
CTYITHOCTH, TI0KAa3aTh HapaBHE C KJACCUYECKUMHU U TPAAUIUOHHBIMU
BOIIPOCAMU, COCTABJISIIOIIUMHU CO/IEPIKAHIE KPUMUHOJIOTUU, HOBBIE TIPO-
6JieMbl, paHee KPUMUHOJOTUN HEM3BECTHbBIE, PACITMPUTD KPYT KPUMU-
HOJIOTUYECKUX 3HAHUI TPODECCOPCKO-TIPENoIaBaTebCKOr0 COCTaBa,
a TaksKe MpakTHYecKux paboTHukoB cucteMbl MB/I Poccuu, nunrepecy-
onuUXxcst IpobeMaMi IPOTHBOACHCTBIS TIPECTYIJICHUSIM, COBepIIae-
MBIM B cepe TUdPOBBIX TEXHOJOTUN UIN € UX UCTIOTH30BAHIEM.

YuebHoe mocobre BKIOYAET MaTePUaJIbl IO BOIIPOCAM, CBSI3aHHBIM
¢ MOHATHEM IUMPOBOI MPECTYITHOCTH, AHATU30M €€ MPUIMHHOTO KOM-
IJIEKCA, IUYHOCTH TPECTYIHUKA, BUKTUMOJIOTUIECKOU MPO(PUIAKTUKY,
MpeAYTPERACHUIO TTU(POBON MPECTYITHOCTHA, YTOJOBHON TOJUTUKHI
B chepe obecrieuerust ndpoBoit 6E30MACHOCTH MEKIYHAPOAHBIX 3apy-
GeKHBIX OCHOB IPOTHUBOJEHCTBUS 1HppoBoii npectymHocTn. Ocoboe
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BHUMAaHUE y/IEeJIEHO XapaKTePUCTUKE OTJETbHBIX BUIOB IPECTYILICHUH,
COBEPIIAEMBIX C UCTI0JIb30BAHNEM ITU(DPOBBIX TEXHOJIOTUI.

B xonte xaxkmoil TyaBbl MPUBENEHBI KOHTPOJIbHBIE BOIIPOCHI IS
CaMOCTOSITEIbHON MTPOBEPKH 3HAHU, a B KOHIIE OCHOBHOTO TEKCTa yueh-
HOTO TIOCOOUST COEPIKUTCS TIEPEYEHb TPUMEPHBIX BOIIPOCOB TS TPOME-
JKYTOYHOU aTTecTalliy, CIIMCOK PEKOMEHIyeMOU JIUTepaTyphl, TI0cca-
puii KPUMUHOJIOTUIECKUX TEPMUHOB.

ABTOPCKMiT KOJUIEKTHUB HACTOSIIIETO U3/IaHust OyyT BechMa IIpU3Ha-
TeJIeH YMTATE/IAM 32 3aMeYaHus U MoKeJIaHud, HallpaBJIeHHbIe Ha 1aJlib-
Helilee yaydiieHne CoaepsKaHust IPeACTaBJCHHOTO y4eOHOTO TTOCOOUSI.



OBLUAA YACTD

MaBa 1. COI.I,MaAbHO-I'IpaBOBbIe NpPeANOCbIAKHA
CTAaHOBAEHUSA U Pa3BUTUA I.I,M(l)pOBOﬁ KPUMHUHOAOTUMU
KaK Hay4YHOro HanpaBA€HUSA KPUMUHOAOTUU

lNMAaHMpyeMble pe3yAbTaTbl OCBOEHMS TEMbI FAABbI

— 3HaTh COIUAJBHO-TIPABOBBIE MPEANOCHIIKA CTAHOBJIEHUS W Pa3-
BUTHS ITU(DPOBON KPUMUHOJIOTUM KAK HAYYHOTO HAINPABJICHUS KPUMMU-
HOJIOTUW;

— YMETb [IPUMEHSITD ITOJIyYeHHbIE 3HAHUSI B CBOEH MTpodeccuoHab-
HOU JIesITeIbHOCTH; MCIIOJIb30BaTh 3HAHUS TIPU PENICHUN KOHKPETHBIX
3a/1a4 B IIPOIeCcce TPAKTUIECKUX OTHOIIECHU;

— BJAJI€Th HABBIKAMYM KPUMUHOJIOTMUYECKON OIIEHKU HOPMATUBHbBIX
aKTOB; HaBbIKaM¥ 3(D(HEKTUBHOTO OCYIIECTBICHUS TIPABOBOTO BOCITUTA-
HUs, pPa3pabOTK HOPMATUBHBIX MIPABOBBIX aKTOB B COOTBETCTBHE C TIPO-
purem.

B XVII B. npodeccop Tordpun Buabrensm JlelGHUI nucast, 4to
«Oynyiiee HeM30E€KHO CBSI3AHO CO CYUTAIOIIUMEU MalllMHAMM, KOTOPbBIE
Oy/LyT HACTOJBKO COBEPINEHHBI, 00bEeKTUBHBI U 3(D(PEKTUBHBI, 4TO CMO-
ryT OeCHpUCTPACTHO B3BEIIMBATH «3a» U <IIPOTHB» U TaKUM 0OPazoM
CII0cOOCTBOBATD, HATIPUMED, CYAOIPOU3BOACTBY>'. BecrnpucrpacTHOCTD
B 2TOI chepe NCKYCCTBEHHOTO UHTEJJIEKTA YKe UHTepecyeT co3aaTesneit
u@poBbIX MIATGHOPM U CETOJHS MPOPOUYECKUE TIPEJCKA3AHUS aBTOPA
cOpBatoTCST: 1UpoBoe Oyaylee CTAHOBUTCS OKPYsKAMOIIEH HAC peaib-
HOCTBIO; BCe Yalle pedb UeT o IMuppoBOil AIKOHOMUKE, TU(POBHIX TEX-
HOJIOTHSX, TG POBOI 6E30MACHOCTH, | T. /., YTO JAejaeT ubpPOBOH MUP
Bce GoJiee 3aMETHOI 4acThio Halleil peaJbHON KU3HU. Bce 31O roBO-
pUT O TOM, 4TO IU(POBast IKOHOMUKA, €€ TOTEHI[UAJ CEMUMUIbHBIMU
1raraMu pacrpocTpaHsieTcsi Bo Bee chepbl AesiTeTbHOCTH COBPEMEHHOTO
001I1ecTBa, CTPEMHUTETBHO BBITECHSISI CTAPBIH YKJIa/, CTapOe MBIIIIJICHAE
U yCTapeBINe TEXHOJOTUMN.

C nmepexomoMm Ha nudposbie MIaTHOPMBI U BHEIPEHNE TEXHOJIO-
TUYECKUX HOBIIECTB MMPOU3OILIN CePbe3HbIE COIMUATbHBIC N3MEHEHUS
BO BCEM MUPE, MOMEHsSIICS 00pa3 KU3HU KaKI0TO JKUTEJIsI TIaHEeTH,

" Keawuc B. E. O HOBOiI Teopun NPUKJIaAHONR KPUMUHOJIOTHU: PElEeH3Us Ha yued-
muk B. C. OBunmckoro « Kpumunomorust ndposoro Mupa» // Obmectso n npaso. 2018.
Ne 1 (63).
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MMOCKOJIbKY €KeJIHEBHO HaceJIeHHe, JioMa Wiu Ha paboTe, MOJb3yeT-
cst UG POBBIMU  yCTpoicTBAaMU (KOMITBIOTEPBI, cMapT(OHbI, GBITO-
Basi 9JIEKTPOHUKA U MOJ00HBIE Ta/KeThl). B Meauinue BHeapeHue
HOBBIX IU(MPOBBIX TEXHOJOTUI TO3BOJUJIO CO3/IaBaTh BBICOKOTEX-
HOJIOTUYHOE 000pyIOBaHUE I AMATHOCTUKHU, aHaAu3a W JIeYCHUsI
caMbIX pPas3IMYHBIX GOJIE3HE, YTO CIIOCOOCTBOBAIO HOBOMY HallpaB-
JIeHuI0 — 1uhpoBoil MeaunuHbl. B huHaHCOBOI, 6aHKOBCKON chepe
BHeApeHue MU@POBBIX TEXHOJOTUN U MHHOBAIIMOHHBIX (PUHAHCOBBIX
WHCTPYMEHTOB OTKPBIBAaeT, 0E3yCJIOBHO, HOBBIE BO3MOMKHOCTU JIJIsI
MPOABUKEHUST HE TOJBKO (DMHAHCOBOTO OM3HEca M XO3SUCTBEHHOM
JESATEILHOCTH, HO M OKa3bIBaeT ITOMOIIb IPaskjaHaM, 1ejast yaA0OHbIM
KCIIOIb30BAaHUs HOBOBBEACHUI B GAaHKOBCKON chepe B MOBCEAHEBHON
JKU3HU.

Ha stom doHe akTUBHO pa3BUBaeTCS PHIHOK ITU(PPOBBIX TEXHOJIO-
I, OHM aKTUBHO BHEJPSIIOTCSI B COBPEMEHHbIE YIIPaBJICHUECKIE CUCTE-
MbI KaK 11(POBOIl AIKOHOMUKHU, TAK U TOCYJAAPCTBEHHOTO YIIPABJIEHUS,
0060pOHBI, HE30ITACHOCTH ¥ TIPABOIMOPSIIKA HAIIICH CTPAHbI.

Wx crpemutenpHOE pa3BUTHE, HAmpaBieHHOe Ha (HopMUpoBa-
Hue 1udpPoBOTO 0OUIECTBA, XapaKTEPU3YETCsl CYNMIECTBEHHBIMU T0JIO-
JKUTEJbHBIMU U OTPUIIATEJIbHBIMU M3MEHEHUSIMU, TTPOUCXOAITUMU
B 001IIeCTBE, MPOIECCHl BHEAPEHIS KOTOPBIX HE TOJBKO AUKTYIOT HOBbIE
paBuUja, HO U HecyT B cebe OrPOMHBIN MOTEHIMAT KPUMHUHOJIOTHU-
YECKUX PUCKOB, O YE€M CBUJIETEJIbCTBYIOT PE3YJIbTAaThl IPOBEIEHHBIX
uccaenoBanuii. Tak, mo muenuio M. M. Babaesa m00ble MHHOBAIIUKU
«0bmaiany u 06J1aIaI0T OHOBPEMEHHO KaK CO3UIATEIbHBIM, TaK 1 Pa3-
PYUIUTENbHBIM TIOTeHIIMANIOM> . [Ipr 9TOM aBTOp cuMTaer, 4To KpHu-
MUHOJIOTHYECKHE «PUCKH COBPEMEHHOTO 00IIECTBa SABJSIOTCS (DOHOM,
HAa KOTOPOM pa3BoOpauuBaercs, U (haKTOPOM, KOTOPBIH OIpeessieT
OCHOBHbIE HAIIPABJICHNS YTOJOBHOM TOMUTUKY cTpaHbl. O6aacTh HTHX
PUCKOB — BCs Halla JeiCTBUTEILHOCTD, BCe 0e3 MCKIoYeHus chepbl
MIPOSIBJICHHS YEIOBEYECKON aKTHMBHOCTH, KOTOpast OO CO3HATEIHHO
reHepupyer, Jub0 J0IyCKaeT BO3MOKHOCT HACTYIIEHUST HEKUX OTfac-
HBIX U BPEIHBIX TTOCEICTBUI»”,

[To aToit mpwumHE TOCYAAPCTBO <IOJLKHO CTPAXOBAThCS HAIEK-
HbIMU AHTUKPUMWHAJIBHBIMU WHCTPYMEHTAMU: KaK IIPABOBBIMU, TaK
U OPraHU3AIlMOHHBIMU» ', TIOCKOJIbKY ViK€ CEroJ[HsI CJIEJAYeT TOBO-

* babaes M.M. Puckn Kak KOMIIOHEHT JICTEPMHHAIMOHHOTO KOMILIEKCA TIPECTYTHOCTH //
[Opuniueckas nayka n npaxtuka: Becrnuk Huskeroponckoit akagemnu MBI Poccum. 2018. Ne 1.

* Tam yce.

" Oguunckuii B.C. ®unancosas «Matpuuar. Kpunrosamora, 6okueiin u kpumu-
wan [Daexrponnsiii pecype]. URL: https://info-leaks.ru/archives/21519 (nara obpamerust:
11.10.2020).
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PHUTH O TOM, 4TO BHEApPeHHEe IU(PPOBBIX TEXHOJOTUH CIIOCOOCTBOBATIO
HE TOJIBKO POCTY TPECTYITHOCTH, HO U ee u3MeHeHuio. Tak, 1o MHEHUIO
A. V. TuauHCKOro <«HEONpeAeJeHHOCTh BCeX COIUATbHBIX ITPOIECCOB
B 00mIecTBe MOCTMOJIEPHA, Hen3beKHash TEepPecTPYKTYPU3AIlisT BUIOB
[IPECTYITHOCTH, TOSIBJIEHUE HOBBIX JI€SHUI, CBSI3aHHBIX C Pa3BUTUEM
HOBEHIINX TEXHOJIOTUI, HEOIIPEJeJEHHOCTh TOJUTUYECKOTO PA3BUTHS
CTpaH, UX PEKUMOB, OT KOTOPBIX B MEPBYIO 0YEPE/b 3aBUCUT KOHCTPY-
UPOBAHUE MPECTYITHOCTU — BCE 3TO JIEJIAET HEMPE/NCKAa3yeMbIM €€ J[aJTh-
HelIe TPeHIbI» .

Cosepiiieane TPeCTyIICHUN ¢ UCTIOIb30BaHUEM ITU(MPOBBIX TEX-
HOJIOTUI y>Ke O4YeBUAHBIN (DaKT, KOJIUYECTBO ITUX MPECTYIJIEHUN
B IOCJIEJHUE TO/bI MMOJIYYUJIO HNIMPOKOe pacipocrpanenue. CBuje-
TEJIbCTBOM 3TOMY SIBJIsieTCsl odullnaibHasi CTaTUCTUKA KOJMYECTBA
3apErucTPUPOBAHHBIX TpecTyiienuii B Poccum, panHble, MOJY-
YeHHBIE OT OPraHW3alluii, OCYIIECTBJSIONNX KuOepHe301macHOCTh
U MHEHHUE UX 9KCIepToB’. DTO ele pa3 ybexkaaeT B TOM, 4TO U3MeHe-
HUSI IPOUCXOIAT HE TOJBKO B 00IIECTBE, MEHSIETCST U MPECTYITHOCTb,
MOSIBUJIMCHh MaJIOU3ydeHHbIe CIIOCOOBI U CPEJCTBA COBEPINEHUS TIpe-
CTYTIJIEHUH, B YaCTHOCTU IIPECTYTIJIEHUS, cOBepIaeMblie B chepe -
POBBIX TEXHOJOTUU WJIN ¢ UX UCIOJb30BaHUEeM (IIM(poBast mpecTyI-
HOCTH, TIpecTyIieHus B cdepe NUMPPOBBIX TEXHOJOTUU BKIOYAIOT
B cebsl MpecTyIUIeHusI, coBepiiaeMbie B cepe BBICOKUX TEXHOJIOTHI
C UCIOJIb30BaHUEM UHMOPMAITMOHHO-TEJIEKOMMYHUKAITUOHHBIX TEX-
HoJsioruit). IIpoTuBozelicTBUE 3TUM MIPECTYIJIEHUSIM CETOMHS 3aTPY/I-
HEHO, TIOCKOJIbKY Pa3BUTHE HOBOI chepbl TpebyeT MOATOTOBKHM Opra-
HU3AIIMOHHO-YIIPaBJIeHIECKON MPABOBOW OCHOBBI MPOTUBOAEUCTBUSI
3TOMY BUJY TIPECTYITHOCTH.

B nacrosiiiiee Bpemst yike MPUHSAT PsiJi 3aKOHOIATEIbHBIX U HOPMa-
THUBHBIX aKTOB, KOTOPBIE COCTABJISIOT IIPABOBYIO OCHOBY 1IU(POBOIT 9KO-
HOMUKH', OPraHU3aIMOHHO-YITPABJICHYECKUX PEIICHIIT, HO HEOOX0IUMO

* C60pHIK H36PaHHBIX JEKITHiT 0 KDUMUHOJIOTHHU / TION Pefl. [i-pa IOpUIL. HayK, mpodec-
copa T. B. [lunkeuu. Mocxksa, 2020. C. 49.

* Anamuruuecknii Matepuan «CocTosiHie IIPeCTYNHOCTH Ha Tepputopuu Poccuitckoit
Depeparmn B yeopusix nangemun COVID-19 u renienipu ee passutust 10 Kouia 2020 . //
BHUUM MBI Poccrn, Akagemust ympasiaenust MBI Poccun, 2020. C. 77; MB/I: yuep6
or kubepnpecryiiennii B Poccun npessicun 210 mapa py6ueii [DiekTponHbiii pecype].
URL: forklog.com (ara o6pamenus: 17.02.2020 r.).

7O pasBUTMM MCKYCCTBEHHOrO MHTe/eKkTa B Poccuiickoit Menepauu: ykas Ipe-
sugenta Poccuiickoit @eneparuu or 10 oxrsiops 2019 r. Ne 490. [octyn u3 cipas.-
npaBoBoil cucrembl «Koncyaprantllmoc»; O 6e3omacHocTH KPUTHYECKOHT HH(OPMAI[H-
ool uubpactpykryps Poccuiickoit Denepannu: denep. 3akon ot 26 mioms 2017 r.
Ne 187-D3. Jloctyn u3 crpas.-mipaBoBoii cucreMbl «Koncyibrantllmocy; O BHeceHuu
U3MEHEHNH B YacTH TepByIo, BTopy1o 1 ctaTbio 1124 yactu tperneit [paskaanckoro xogexca
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orpejiesieHne KPUMUHOJIOTUIECKUX MEP TI0 CHUKEHUIO YPOBHS KPUMMU-
HOTEHHOCTHU B cepe MU POBBIX TEXHOJOTUI U MTOBBIIIEHUIO 3(heKTHB-
HOCTU TIPEYTPEKICHUS MPECTYIIeHNN B cdepe MubpoBbIX TEXHOIO-
ruii. OHaKO B HACTOsIIIEE BPeMsl HEJIOCTATOUHO pa3paboTaH MeXaHU3M
MIPOTUBOIEHCTBUS MM POBOI TPECTYITHOCTH,

B cioxuBiieiicst curyanuu tTpedyercst HaydHOe OCMBICJICHUE MPO-
6JieM TPOTUBOJICHCTBUS Ha3BaHHBIM SIBJICHUSIM U pa3paboTKa HaydyHO-
000CHOBAHHBIX MPEIIOKEHNUN 110 MOBLIMIEHUIO I(PGEKTUBHOCTUA AESI-
TEJIbHOCTU B HA3BAHHOU chepe U CHUKEHUIO YPOBHS yTPO3 KPUMHUHOJIO-
IUYecKOi 6E30MaCHOCTH.

C pasBuTueM U BHEIPEHUEM B MPAKTUYECKYIO TIOCKOCTh mH(-
POBBIX TEXHOJIOTHII CTAHOBUTCSI MOHSTHBIM, YTO JIaH Kak Obl HaydHBII
CTapT K CO3/[AHUIO HOBBIX JIOKTPUH, HAYYHBIX TEOPUIl U PA3BUTUIO HOBBIX
HaIPaBJICHUI B HAYYHOU JIESTEJBHOCTU 3HAYUTEIHHOIO KOJUYECTBA
oTpacjeil He TOJbKO 3HAHUM, HO ¥ TeXHOJOTHH. B cioxusiieiicsa cury-
aIrK COBEPIIEHHO 0OOCHOBAHHO CYUTAEM, YTO HeoOXoMMa pa3paboTKa
TeOPeTUIECKUX OCHOB I POBOIN KPUMUHOJIOTUN KaK CAMOCTOSITETbHOM
OTpACIN KPUMUHOJIOTUIECKON HAYKU.

Ciemyer mpu3HaTh, YTO UJEsI PA3BUTUS B KPUMUHOJIOTUU OT/IEJIb-
Hoit oTpacau «ludposas kpuMuHONIOTUS> HE SBIgeTCS HOBOM. Ilep-
BBIM B POCCUICKON KPUMUHOJIOIMYECKOH AOKTpHUHE OOpaTUI BHU-
MaHue Ha 3Ty MpolJieMy JOKTOP IOPUAMYECKHX HayK, Hmpodeccop
C.4. Jlebenen. Vim chopMyupoBaHbl TEOPETHYECKUE OCHOBBI KOH-
LEMNIUU CUCTEMHOTO HAYyYHOTO 3HAHUS O TEXHOJOTUYECKUX MHHOBA-
[USAX MPECTYIMHOCTU U €€ MPEAYIPEKIACHUs MO OOIUM TEPMUHOM —
kubepkpumuHoIorus®, Ilo MHeHMIO aBTOpa, KHOEPKPUMHHOJIOTUS

Poccniickoit Megeparmm: hemep. 3akon ot 18 mapra 2019 r. Ne 34-D3. ocTym u3 cmpas.-
npaBooil cuctembl «KomcyabrantlIlmoc»; O Gesomachoctu: denep. 3akoH oT 28 jeka-
Opst 2010 1. Ne 390. /Toctyn u3 crpas.-npaBoBoii cucrembl «Kowcyibrantlliocs; O upu-
BJIEUEHNH WHBECTHUINI ¢ MCTOJb30BAHUEM HMHBECTHIIMOHHBIX TIATHOPM U O BHECEHUH
M3MEHEeHHUIT B OT/IeJbHBIe 3aKOHOaTembHble akThl Poccmiickoit Menepamun: denep. 3akoH
or 2 asrycra 2019 r. Ne 259-®3. [locryn u3 crpas.-ipaBosoil cucremsl «KoHcysbrant
wmoc»; O Crpaternu passutus nHpOpMaironHoro obmecta B Poccmiickoit Meneparun
Ha 2017-2030 rozsr: ykas IIpesmnenta Poccuiickoit @exepannm ot 9 mas 2017 1. Ne 203.
Jocryn u3 crpas.-ipaBosoii cuctembr «Koucyaprantllmocy; O Crpaternu Hanmomasib-
Hoii OesomacHoctu Poccuiickoit Meneparmu: ykas [Ipesugenta Poceniickoit Degepariin
31 gexabps 2015 r. Ne 683. [loctyn us crpas.-mpaBoBoii crucrembl «KoncysprantIliocs;
06 yreepskaennn nporpammbl «Iludposas sxonomuka Poccuiickoit Dexepaiuu»: pacio-
pskerne [pasutensera Poccuiickoit Meneparun ot 28 utomst 2017 . Ne 1632-p. Toctym
u3 crpas.-npaBoBoii cucrtembl «Komcymbrantllmocy (mporpamma yTparuia cuiy, Kak
BBITIOJIHUBIIAS CBOIO (DYHKIIUIO); U JIP.

* Hlecmaxos JI. A., luxaes C. Y., Jlanunos A.I1. Jlerormes Cankt-Iletep6yprexoro Mesk-
JYHAPOAHOTO KpuMuHOIormdeckoro kiyba. Tox 2014 // KpuMuHoIOTHS: BYepa, CETO/HS, 3aB-
tpa. 2015. Ne 1 (36). C. 72-95.
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JIOJIKHA CTaTh TEOPETUYECKON U MPUKJIAIHON OTPACIbI0O KPUMUHOJIO-
TUYeCKON HAyKU W CIHENNaJbHON WHHOBAIIMOHHO-TEXHOJOTHIECKON
MPAKTUKK COIMATBHO-TIPABOBOTO KOHTPOJISI Haj KHOEPHIpecTyITHO-
cthio. Co3maTenb KOHIEMIINN YTBEPKIAET, UTO JTOCTOMHOE MPaBOOX-
PaHUTEJNbHOE MECTO [OJUKEH 3aHATh COOTBETCTBYIOIIHUN YTOJOBHO-
paBoBoii pecypc’. [Ipu aToM OBLIO TPEATOKEHO «IleJIeHATIPABICHHOE
n MacmrabHoe oObeanHeHne MPohecCHOHATbHBIX HAYYHO-aHAJINTH-
YECKUX MOTEHI[UAJIOB HKOHOMUCTOB, IOPUCTOB U UH(MOPMAIUMOHHBIX
TEXHOJIOTOB BOKPYT (hOPMUPOBAHUS aIeKBATHON COBPEMEHHBIM TTH(]-
POBBIM yrpo3aM Ge30MacHOCTH M ONTHMAJIbHON MO0 CBOUM 3KOHOMU-
YeCKUM, MPABOBBIM U MH(MOPMAIMOHHO-TEXHOJOTMUYECKUM Pecypcam
HoBoil mudposBoil Mozenn obecredyenus OE30MACHOCTH JMYHOCTH,
obrecTBa, Tocyaperas .

C nmanHOM KOHIENIUEH, cojepsKalleil Bce OCHOBHBIE Pa3[leJibl
COBPEMEHHOTO TEOPETUKO-MEeTOMOJOTUUECKOTO (hyHIAMEHTAa OTeue-
CTBEHHOU KPUMWHOJIOIMHU, UHTEPIIPETUPOBAHHOTO K CUCTEME T03Ha-
HUsI COBPEMEHHON M Oyaylieil MpecTyIHOCTH, a TaKkKe MPOIECCOB
ee TIPeNyNpEeKAeHUs, CBI3aHHBIX € WHHOBAIMOHHBIMU TEXHOJIO-
TUSIMU, KYyJIbTUBUPYEMBIMU B BUpPTyamdbHOM (1udpoBoM) unbOp-
MAI[MOHHOM TIPOCTPAHCTBE, HAYYHOE COOOIIECTBO MO3HAKOMHUJIOCH
B 2014 r. B macrtosdImee BpeMs AOKTOP IOPUAMIECKUX HAYK, Ipodec-
cop C.4. JlebeneB npemiaraer «uaeo pazpabOTKU caMOCTOSATETHHO-
ro 1udpoOBOTO YroJIOBHO-IIPABOBOTO CErMEHTA COIMAIbHO-TIPABOBOIO
KOHTPOJISI HaJl TPECTYITHOCTHIO B KUOEPIIPOCTPAHCTBE> .

Paccyxmass o  Ha3BaHHOW  KOHIENIINU,  MPEATOKEHHOU
C.4. Jlebenesbim B. D. [Ixxadapiu B cBoeM mokiane «O co3BydHO-
ctu Tesuca «upoBoit GezomacHOCTH — 1IUGPOBONA YrOJOBHO-TTpa-
BOBOI pecypc» Teopur KPUMUHOJIOTHYECKO He30macHoCcTH B chepe
UHOOPMAIIMOHHBIX TEXHOJOTUIT» €€ TIOJIEPKUBAET U PACCYKIAS O ee
3HAYMMOCTH, KakK Obl JIOTIOJIHSISI €€ YKa3bIBAeT, YTO <«B OIpejeeH-
HOIT Mepe peanmsanus tesuca «Ilubposoit 6ezomacHocTu — UG PO-
BOH YTOJIOBHO-IIPABOBOI Pecypc» MOKET ObITh OCYIIECTBJICHA Yepe3
dbopmupoBaHue W pasBUTHE CUCTEMbI KPUMHHOJOTUYECKON Oe3-
ormacHocTu B cepe nHGOPMAIMOHHBIX TEXHOJOTUH (CUCTEMBI KPH-

* Jlebedes C.A. 1udposas GesonacnocTs — MuPOBOil YroJoBHO-TIPABOBOI pecypc //
Kpumunomorust: Buepa, cerofms, 3aBtpa. Ne 4 (55), 2019. C. 18-19.

" U3 seicrymnenus C. 4. JleGenesa na sacemanun Cankr-IletepGyprekoro MeskayHa-
POIHOTO KpUMHHOIOrHYeckoro kiyba 6 aexabps 2019 rona «IIpaso, undposusaius u Ges-
OMACHOCTD B IIPECTYITHOCTUBE[YECKOM TI0JTe (BO3BPAIASICh K TeMe)» [ DIeKTPOHHBIN pecypc].
URL: http://www.criminologyclub.ru/home/3-last-sessions/373-2019-12-08-11-57-27.
html (aara o6pamenus: 08.12.2019).

" Tam oce.
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MUHOJIOTHYECKOi KubepbesonacHocT). B ¢BOIO odepe/b, MaHHBII
IPOoIleCcC COMPSIKEH ¢ OopMIEeHHEM TPEX PeCcypcoB — YTOJIOBHO-
[IPaBOBOr0, KPUMHUHOJIOTUMYECKOTO U HUHOOPMAIMOHHO-TEXHOJIOTHU-
YeCKOTO, JlajibHelilnee Pa3BUTHE KOTOPHIX JOJKHO HOCUTH UCKJIIOUU-
TEJIbHO KOMIIJIEKCHBIN XapakTep, MPOUCXOJUTD IIYyTeM MOCTOSTHHOTO
B3aUMO/IEUCTBUS» 7,

3HAUNTETBHBIN BKJAJ B UCCAEOBAHUE MPECTYITHOCTH IIU(POBOTO
MUpa BHECEH JOKTOpoM fopuandeckux Hayk B. C. Opunackum. VM mon-
TOTOBJIEH OTPOMHbBIN MacCUB MHMOPMAITMOHHO-AaHAJIUTUYECKOTO MaTe-
puajia, KOTOPbIil MO3BOJISIET M3Y4YUTh MPOGIeMbl M(BPOBU3AINN TIPO-
TUBOAEHCTBUS IIU(PPOBOIT MPECTYIMHOCTH B 3apyOEKHBIX CTpaHAX M Ha
MEKIyHAPOIHOM YPOBHE.

B 2018 r. BBImIET B CBET MOATOTOBJEHHBIH UM YYeOHUK JIJIsT
MaructpoB «Kpumunosorus mudgpoBoro mMupa» B IPEIUCTOBUH,
K KOTOPOMY, aBTOp yKasdbiBaeT: «Kpumunomorus mnudpoBoro mupa
npejacraBiasieT coboil, ¢ OIHOI CTOPOHBI, YacTh OOIIEH HAYKU KPH-
MUWHOJIOTUY, Ha KOTOPYIO PACIPOCTPAHSIETCS TPAJUIIMOHHOE yUueHue
0 TPUYMHAX TPECTYIHOCTH, JUYHOCTU TIPECTYIIHUKA, Mepax IIpeji-
yIpesxkaenusa npectymieanit. C Apyroil CTOPOHBI, YYNUTBIBasd CIIEIl-
ndundecKnit xapakTep caMoro mudpoBOro MUPA, eHCTBYIONIEH B HeM
MPECTYITHOCTU U (DAKTOPOB, €€ JEeTEPMUHUPYIONIUX, KPUMUHOJO-
rusi [UGpPoOBOro MUpa MOKET PACCMATPUBATHCS KAK CAMOCTOSITEJIb-
Hasl HayKa, MPeIIoJiaraomas TakkKe U caMOCTOSATENbHYIO YueOHYIO
auctuiinny> ®. Ero Hay4yHble B3TJIsAbI ObLIN pacHiupeHbl B pabo-
TaxX, KOTOPbIE COJEP/KAT aHAJIU3 PAa3BUTHUS OTAEJbHBIX ITU(MPOBBIX
TEXHOJIOTUI U WX BJHUSTHUE HA POCT IPECTYIMHOCTH, MPECTABIEHbBI
U Pe3yJIbTaThl UCCJENOBAHUST KPUMUHOJIOTUYECKUX YIPO3 U PUCKOB,
a Takke Mepbl 2(hdEKTUBHOTO MPOTUBOAEHCTBUSA IMPECTYITHOCTH
B Ha3zBaHHOU cepe'.

* Jcapapau B. @. O cossyunoct tesuca «indposoii bezonacuoctu — 1udposoit yro-
JIOBHO-IIPABOBOIL PECyPC» TEOPUH KPUMIHOJIOTHYECKOI Ge3omacHocTu B cepe nHbopmaru-
OHHBIX TexHOJIOTHIT // Kpumutosorust: Buepa, cerofst, 3atpa. Ne 4 (55), 2019.

¥ Osuunckuii B. C. Kpumunosorust nudpoBoro Mupa : yueGHUK Ui MarucTpaTypbl /
B.C. OBuunckuit. Mocksa, 2018.

" Oguuncxuii B.C. Bupryanbubiii mur u mew: CIIIA, BemuxoGpuranus, Kurait
B 1udposbix BoitHax Oymymero («Kostekius Wsbopekoro kiyba»). Mocksa, 2018;
Osuunckuii B. C. Unocrpauubie 6oeBukn-teppopuctsl. MHora onu Bo3spaiaorcst. («Koa-
sekiusa Visbopekoro kiaybas»). Mocksa, 2019; Japuna E. C., Oguuncxuii B. C. Vickycerpen-
Hblii nHTesekT. Bosbuine gauusie. [lpecrymnuocts // («Koseknust M360pckoro kiybas).
Mocksa, 2018; Jlapuna E. C. Po6oTsI-yGHitiiel mpoTHB YesoBedectsa. Kubep-anmokamumcnc
ceroans / E.C. Jlapuna, B. C. OBunncknit. Mocksa, 2018; Japuna E. C. VickyccTBeHHBII
uHTeaneKkT. JTuka u mpaBo. Cyzabsa ¢ uckyccrBennbiM nnTeiektom / B. C. OBunnckui,
E.C. Jlapuna / («Komnekuus Mz6opckoro kiaybas). Mocksa, 2019, u ap.
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Caenyert cornacutbea ¢ MmEeHUeM A. V. /lonroBoii, 4TO pa3BuTHe
HOBBIX OTpacJieil KpUMUHOJOTUYM HE O3HAYAET POKIEHUSI COOTBET-
CTBYIOIIUX HOBBIX HAyK'’, HO HOBasi OTPAC/ib 3HAHUN MMOBJIUSIET U HA
pasBUTHE KPUMUHOJIOTUHU B 11€JIOM. DTO 00YCJIOBIEHO TeM, 4TO -
pOBasi 9KOHOMUKA OTJIUYAETCS OT PEaJbHOM, TTOCKOJbKY OHa CyIile-
CTBYET TOJIbKO B BUPTYaJbHOM MHPE, €€ YHUKAIbHONH 0COOEHHOCTHIO
SIBJISIIOTCSI BUPTYaJIbHbIE TOBAPbI, BUPTYyaJbHAs BAJIIOTA U 2JIEKTPOH-
uble geHbru. OHa MOJHOCTHIO 3aBUCUT OT PA3BUTHUS 1IU(PPOBBIX TEX-
HOJIOTUH, TeIEKOMMYHUKAITMOHHBIX CeTell W KOMIIbIOTEPHOHN TEeXHU-
KU ¥ HeceT B cebe 3HAYMTEJbHBIN MOTEHIIMAT KPUMUHOJIOTUYECKUX
yTPO3 JUIHOCTHU, 001IecTBY U rocyaapcty. CienoBaTeibHO, OyayT
M3MEHEHBbl HE TOJIBKO 0cOOeHHOCTH cOopa SMIIMPUYECKOTO Mare-
puaja U ero aHajiusa, u3ydeHue MPUINHHOTO KOMILIEKCA U JIMYHO-
CTH TMPECTYNHUKA C MUCIOJb30BAHUEM TEXHOJIOTMN HCKYCCTBEHHO-
IO MHTEJJIEKTa, OOJIBINNX JaHHBIX ¥ MHBIX IIU(POBBIX TEXHOJOTHH,
HO OyIyT M3MEHEHa W CHUCTEeMa KPUMHUHOJOIMYECKOW IUMPOBOI
6e301acHOCTH.

Bce Brinensiioxkennoe gaeT oCHOBaHUE T10JIaraTh, YTO UM POBast
KPUMUWHOJIOTUSI — CAMOCTOSITEJIbHOE HAYUHOE HarpaBjieHue (0Tpacib
HAYYHOTO MO3HAHWA), U3ydyaiolee KPUMUHOTEHHOE BIUSHUE Pa3BU-
TS TU(PPOBON AIKOHOMHUKHU W ITM(PPOBBIX TEXHOJIOTUN HA COIMATbHBIE
MPOoIeCcChl, Ipoucxoasinue B oomecrse. OHa sIBJISIETCS 4acThio 001Ieit
KPUMHUHOJIOTHH, KOTOpast TpeOyeT HaJiesKalieil KOMIETEHIIUH, BKJIO-
yaiolell He TOJIbKO 3HAHUE 3aKOHOMEPHOCTEH MPEeCTyIHOCTU, aHa-
JIM3a ee COBPEMEHHOIO COCTOSIHUSI, BJaJeHHEe METOAMKOiI ee cOopa
U co3maHust OaHKa SMIUPUYECKUX JAHHBIX, yMeHHE (HhOPMYJIUPO-
BaTh TUIIOTE3bI IMEPCIIEKTUBHBIX HATIPABJIEHUN UCCJIEIOBAHUI, UMETh
JNOCTATOYHYIO0 HAYYHYIO DPYAUINIO, 00J1aaTh HaBbIKaMU 0O00IICHIS
U UHTEPIHPETANU CTPYKTYPHBIX U JUHAMUYECKUX paciipe/iesieHuii'’,
HO W MHOTO YPOBHSI MOJIyYeHUsI 3HAHUIN, KACAIONUXCS MPOTUBOIEN-
CTBUS MIPECTYMHOCTHU B chepe mu@poBoil 9KOHOMUKH.

[TporuBoaeiicTBre nndpoBoii mpectymHocTH OyAeT 9HHEKTUBHBIM
B TOM cJiy4ae, Korjga Oy/eT OCYIIECTBICHO «IleJIeHapaBJIeHHOe 1 Mac-
mrabHoe oObeauHeHne MPOMECCUOHATBHBIX HayYHO-aHATUTHYECKUX
MOTEHIIMAJIOB 9KOHOMUCTOB, IOPUCTOB U UH(POPMAIUOHHBIX TEXHOJIOTOB
BOKPYT (hOPMUPOBAHUS aJIeKBATHOU COBPEMEHHBIM ITU(POBBIM YyIpO3aM
6e301aCHOCTH W ONTUMAJIBHON 10 CBOMM 9KOHOMHYECKUM, ITPaBOBBIM

" Jlonzosa A. M. Teoperuueckue mpobaeMbl KpUMUHOIOTUHN Kak Hayku // [Ipexympes-
nenwue npecrynnoctu. 2001, Ne 1. C. 49.

' Kneiinenos M. M. CpaBHUTeNbHAS KPUMIHONOTHA: KPUMIHATH3AINA, TPECTYI-
HOCTb, YTOJIOBHASI IOJUTUKA B YCJOBHS TJIOOAIM3AIUIL JHC. ... -Pa 10pul. HayK. OMCK,
2015. C. 25.
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1 THOOPMAITMOHHO-TEXHOJIOTUICCKUM PecypcaM HOBOU @ poBoil yro-
JIOBHO-IIPABOBOI Mozeau obeciedenns 6€30IIacHOCTI JIMIHOCTH, 00LIe-
cTBa, rocyaapcria..»'. Ilpu arom 1udpoBas KpUMUHOJIOTUS HAYIHO
obecrieyrBaeT pear3aliio BaKHEHIIEro aJieMeHTa yKasaHHOTo obectie-
yeHust 6e30MaCHOCTH — TIPEAYIIPEKICHUS IPECTYIIICHUI.

KOHTpOJIbeIe BOITIPOCHI

1. HasoBute conmanbHbie TPEANOCHIKNA CTAHOBICHUS U PA3BUTHS
11 poBOI KpUMUHOJIOTUM.

2. HasoBute mpaBOBBIEe TPEANOCHUIKNA CTAHOBJICHUS W Pa3BUTHS
11 poBOI KpUMUHOJIOTUM.

3. BeibGepure TpaBUIIbHBIA BapraHT OTBeTa: MudpoBas KPUMUHO-
JIOTHsI — 9TO: a) Hay4HOe HalpaBJieHue; 6) HaydHast TEOPHS; B) YacTHas
TeOPUsT KPUMUHOJIOTHH.

4. Tlepeuuncaute OCOOGEHHOCTH, KOTOPbBIE IO3BOJISAT Pa3sBUBATHCS
HOBOMY HAayYHOMY HAIPaBJIeHUIO — MUMOPOBON KPUMUHOJIOTHH.

7 Jlebedes C.S1. Lndposoii Gezonacnoctu — nudpoBoii yronoBHo-IpaBoBoii pecype //
Kpumunomorust: Buepa, ceroms, 3aBtpa. 2019. Ne 4 (55). C. 23.



lAaBa 2. LinppoBas npecTtynHocTb 1 ee BUADI

I'IAal-mpyeMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— 3HATh MOHATHE TTU(POBOU MPECTYITHOTH, KAK COIUATBHOTO SBJIE-
HUSI, TOHUMATh XapaKTepHble ee 0COOEHHOCTH; BB IM(POBOI Ipe-
CTYIHOCTH;

— yMeTh IIPUMEHSITh CBOU 3HAHWS JIJIsi TOHUMAaHUsI 3aKOHOMEPHO-
CTell U TeHACHINI pa3BUTUA IUGPOBOU MPECTYITHOCTH; MPU aHAIN3E
COBPEMEHHOTO COCTOSTHUS UM POBOI TIPECTYITHOCTH UCIIOJIb30BaTh CTa-
TUCTHYECKHE TIOKA3aTEIN; OPUEHTHPOBATHCS B OCOOEHHOCTSIX OIIpeieie-
HUSI JIATEHTHOW TIPECTYITHOCTH U COIUAJIbHBIX [TOCJIEICTBUI;

— BJAJIETh TEPMUHOJOTHEH IU(POBOI MPECTYTHOCTH; HABBIKAMU
JUIST OPraHU3alUKu ¥ TPOBEJAEHUS] KPUMUHOJIOTUYECKUX UCCJIeOBAHUI;
MIPOTHO3WPOBAHUA NUMPOBON MPECTYIMHOCTH, TLIAHUPOBAHUS TPOduU-
JIAKTUYECKUX MEPOIIPUSITUI.

2.1.MNoHsTe 1 ocobeHHOCTU LUPPOBOIM NPECTYNMHOCTH

Cy1trecTBeHHBIM (DAKTOPOM, 3aTPYAHSIONIUM OIpefieienne mud-
POBOII TIPECTYITHOCTH, SIBJISIETCS U TaK Ha3biBaeMasi IOPUCAUKIMOHHAS
JINJIEMMa, TIOCKOJIbKY B Pa3HbIX CTpaHaX JAHHbI TEPMUH TOHUMAETCSI
U OTIpejiesisieTcs mo-pazHoMy. Kpome Toro, OTCYTCTBYIOT U HajlJIeKAlIe
KOHKDPETHbIE CTATUCTUYECKUE JIAHHbIE O COBEPIINEHHBIX IPECTYIJIEHU
Ha3BanHoOro Buza. Ta ke mpobseMa mpucyTcTByeT U B Poccu, B KOTO-
poii nionsiTue «1upoBasi MPECTYITHOCTh> B HACTOSIIIEE BPEMSI Ha 3aKO-
HO/IATeTbHOM ypOBHe OTcyTcTBYeT. W /71 poccuiickoit KpUMUHOIOTH-
YECKOU HayKM IMOHsITUE «IM(POBAsT MPECTYITHOCThY SIBJSIETCS HOBBIM
U TIOYTH He HUCCJeJ0BaHHBIM. ECTh OIBIT 3apyOesKHBIX YUEHBIX B HCCIIE-
JMOBaHUK KUOEPIPECTYITHOCTH, HO OH TOXKE He €T MOJHON KapTUHBI
U Ompe/esIeHUs] TeM MPeCTYIJIEHUsIM, KOTOPbIEe COBepIIaioTcs B cdepe
1I(POBBIX TEXHOJIOTUN WU C UX UCTIOJb30BAHUEM.

W3BecTHO, UTO TEPMUH <«KOMIIBIOTEPHASI PECTYITHOCTb» BIIEPBbIE
ObLJI UCTTOJIB30BAH B OIHOM 13 J10KI1a10B CTaH(OPICKOro NCCIe10BaTe b-
ckoro uHCTUTYTa. [T037Ke B CTaThsIX 110 KHOEPIPECTYITHOCTH ObLTa TPUHS-
Ta CJEyIoIas KIacCu(pUKaIMst: KOMITBIOTEP Kak CyObeKT MPECTYILICHNST,
KOMITBIOTEP KaK OOBEKT MPECTYIICHUST; NI KOMITBPIOTEDP KaK HHCTPYMEHT
(4eTBepTHINl BapuaHT, MpeayioskeHHbIll B 1973 Tomy, — KoMIIbIOTED Kak
CHMBOJI — TIO-BUIMMOMY, BbITeN 13 yrorpedienus B 1980-x rogax).

Tax, ObLIM BbIPAOGOTAHBI JIBa ONpPEAEJICHUsST KUOEPIPECTYITHOCTH
B Y3KOM W IIHPOKOM MoHUMaHuu. IIpu aTOM, B TIEpBOM ciydae, Kubep-
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[IPECTYITHOCTh PAcCMaTPUBAETCS Kak JI0O0e MPOTHBO3aKOHHOE MOBE/Ie-
Hue B (hopMe JIEKTPOHHBIX OIepalluii, KOTOPbIe HAIIPABJIEHbI HA HAPY-
meHre 6e30MacHOCTH KOMITBIOTEPHBIX CHCTEM ¥ JIAHHBIX, KOTOPbIe MU
obpabaTbiBatoTcsi. B MIHUPOKOM CMBIC/IE paccMaTpUBAIOT JI0O0e MPOTH-
BOBaKOHHOE IOBEJIEHUE, KOTOPOE OCYIIECTBJSETCS C UCIO0JIb30BAHUEM
KOMITBIOTEPHON CETU WJIU TOCPEICTBOM KOMIIbIOTEPHBIX cucteM. Kak
CBUJIETEIbCTBYIOT MaTepUasibl CyAeOHOI TIPAKTUKN K TAKOBBIM CJIELYET
OTHECTU HE3aKOHHOE BJIAJIEHUE, MPEJIOKEHNe WM PAaCHpOCTPaHeHue
un(OpMaIUU TTOCPEICTBOM KOMITBIOTEPHOIN CUCTEMbBI WU CeTH .

Briepsbie mpo6JieMbl TIPeypeKICHNsT KOMITBIOTEPHBIX MTPECTYILIe-
HUIl paccMaTpUBAIMNCh Ha BOCbMOM KoHrpecce 10 mpemynpexieHuio
MPECTYITHOCTH ¥ OOPAIEHUIO ¢ TPABOHAPYIIUTEISIMU, COCTOSIBIIETOCS
B 1990 r. OOH axTtuBHO 3aHUMAaETCA PACCMOTPEHUEM PA3JTUYHBIX ACTIEK-
TOB, CBI3aHHBIX C MCIOJb30BaHUEeM KOMITbIoTepoB. B 1992 romy OCOP
HOArOTOBUII <«JIUpeKTHBBl 1Mo mpobiemMe Oe3omacHOCTH WH(MOpPMAIU-
OHHBIX cucTeM». OHU BIIOCJEACTBUN OBLIU TIEPECMOTPEHBI U 25 UIOJISt
2002 r. mpunsaTel B KauectBe Pexomenparuii CoBera OICP «/lupek-
TUBBI 110 TIpobeMe 6e30MacHOCTH UHMOPMAIIMOHHBIX CUCTEM U CETell:
dhopmupoBanue KyabTypbl obecriedeHust 6e30macHoCTI .

Omnpenenenune kubeprpecrymHocTr 661710 Haro B 2000 roxy B X01e
paborsi ceccun necsitoro Kourpecca OOH 1o nipeynpeskaeHuo mpe-
CTYHHOCTU U YTOJIOBHOMY TIPAaBOCY/UI0. DbLIO MPU3HAHO, YTO KOM-
MBIOTEPHOE TIPECTYIICHUE KacaeTcsi JII0OOTO MPECTYITHOTO IesHUs,
«KOTOPOE MOJKET COBEPIIATHCSI C TMTOMOIIbI0O KOMIIBIOTEPHON CUCTEMBbI
WM CeTH, B PAMKaX KOMITbIOTEPHOUN CHUCTEMbI WJIU CETH WJIU MPOTUB
KOMIIBIOTEPHOU CHCTEMbI WJU ceTH. B mpuHIinie, OHO OXBATbIBAET
m060e MpecTyIieHne, KOTOPOe MOKET COBEPIIATHCS B AJEKTPOHHON
cpene»”.

Ho y»xe B pamkax ogunnaaiaroro Koarpecca OOH mo mpemymnpesk-
JIEHUIO TTPECTYITHOCTH U yToJI0BHOMY mipaBocyauio (2005 r.) 6b110 pes-
JIOKEHO <«II0-UHOMY C(OPMYJIUPOBATH 3TY KOHIIENTYAJTbHYIO MOJIEJIb,
paccMaTpuBasi MPECTYIJICHUSI, CBSI3AHHbBIE C MCIIOJIb30BAHUEM KOMITBIO-
TEPOB, KaK 3allpellacMoe 3aKOHOM M/MJIU CyAeOHON TPaKTUKOI MmoBe-

® Ocnosbl ~ 6oppObI ¢ KHOEPHPECTYIHOCTbIO M KHOEPTEPPOPH3MOM:  Xpe-
cromatus [dnekrponnsiit  pecype] / cocr. B.C.  Oumnckmii. Mocksa, 2017.
URL: http://cybersafetyunit.com (zata obpamenns: 01.12.2020).

" 0630p: dupexrusa OICP 1o npobueme GesonactocTi HHOPMALMOHHBIX CHCTEM
u cereil: GpopMUpOBaHUE KyJIBTYPbl OOecieueHns (e30MacHOCTH [ DJIeKTPOHHBINA pecype].
URL: https://www.oecd.org/sti/ieconomy/15582276.pdf (nata obpamernst: 23.08.2020).

* CrpaBoumplii ~ JIOKyMeHT /I CEMHHApa-PakTHKyMa 110  IIPeCTYyILICHH-
M, CBSI3aHHBIM € MCIOJb30BAHMEM KOMIIBIOTEPHOH  CeTH [ DJIeKTPOHHbII  pecypc.
URL: file://C:/Users/Ekaterina/Downloads/A_CONF.187 10-RU.pdf. C. 4 (mata obparme-
aust: 03.10.2020).
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JIeHUe, KOTOPOE a) HalpaBjeHO COOCTBEHHO Ha KOMITBIOTEPHYIO cde-
Py ¥ KOMMYHHUKAI[MOHHbBIC TEXHOJOTMU; D) BKJIIOYAaET UCIIOJb30BaHUE
UGPOBBIX TEXHOJIOTUI B IPOILECCE COBEPIIEHUS] [PABOHAPYIIECHUS;
€) BKJIIOYAET UCIIOJb30BaHUE KOMITbIOTEPA KAK MHCTPYMEHTA B IIPOIEC-
ce COBEpIIeHUsS] MHBIX MPECTYIJIEHUI, U, COOTBETCTBEHHO, KOMIILIOTED
BBICTYIIAET TIPU HTOM KaK MCTOUHHMK IJIEKTPOHHBIX IIPOIECCYATbHBIX
JIOKa3aTeIbCTB» .

[Ipencrasneno mousatue u B Cornamenuu [lanxaiickoii opranmsa-
1Y COTPYITHUYECTBA U OIPEEJISIETCsS OHO KaK «MH(MOPMAIMOHHAS TIpe-
CTYITHOCTh, TI0J] KOTOPOH CJIe/lyeT TIOHUMATh «UCI0Jb30BaHue HHHOP-
MaIlMOHHBIX PeCypcoB U (WJIM) BO3JEUCTBUE HAa HUX B WHMOOPMAIIUMOH-
HOM IIPOCTPAHCTBE B TIPOTUBOIIPABHBIX TEJISIX»> .

20-27 anpesst 2020 1. B 1. Knoto 10KeH GbLI COCTOSTHCS YeThIP-
Haanateiii Kourpece OOH 1o npenynpeskneHuio MpecTyImHOCTA U YTO-
JIOBHOMY TipaBocyauio. B matepuanmax CemuHapa-mpaktukyma «CoBpe-
MEHHBIE TEHACHIMH B 0OJACTH MPECTYITHOCTH, MOCTEAHUE M3MEHEHMSI
U HOBBIE PEIIEHMUs], B YaCTHOCTH, UCIIOJIb30BAHNE COBPEMEHHbBIX TEXHO-
JIOTUH KaK CPEeJICTBA COBEPIUICHUS MPECTYIICHNS] U HHCTPYMeHTa O60pb-
ObI C TPECTYMHOCThIO» BHOBB IpeEANoaaraeTcst oOCyaUTh MPOOIEMbI
UCIIOJIb30BAHUS COBPEMEHHBIX TEXHOJIOTUN MPU COBEPIIEHUU TPECTY-
wienuii. IIpuuem cieayer o6paTuTh BHUMaHKE, YTO B TIPEABAPUTEIbHBIX
Mmarepuasiax KoHrpecca HOHATHS «KHOEPIPECTYITHOCTh», «<KOMITBIOTEP>
yiKe IPAKTUYECKU HE UCIIONb3YI0TCs. Peub uier o coBpeMeHHbIx nHhop-
MaIMOHHBIX U ITU(PPOBHIX TEXHOJIOTUIX ™.

B Konsentuu Coseta Espons (Bynanenitckas KOHBeHITNA ) Tak JKe
OTCYTCTBYET OIpejesieHre KNOEPIPeCcTYMHOCTH, HO B 9TOM JOKYMEHTe
ATOT BUJ MPECTYIMHOCTU OTHOCUTCSI K KOMITbIOTEPHBIM IIPECTYILJICHUSIM
¥ JIAI0T UX KJIacCU(pUKAITHIO:

— TPECTYIJIEHUs] TMPOTUB KOHMPUIAEHIIMAIBHOCTH, I[€JOCTHOCTH
U JIOCTYITHOCTU KOMIBIOTEPHBIX IAHHBIX WJIM CUCTEM;

— TPaBOHAPYIIEHUS, CBS3aHHbIE C HMCIIOJb30BAHUEM KOMIIBIOTEP-
HBIX CPEJICTB;

*' Tpenasapurennibie urorn Oaunnaauaroro Kowrpecca Opranuzanuu O6begunen-
HpIX Hammit 1o npeynpekienuio MpecTymHOCTH M YTOJOBHOMY MPABOCY/MIO. BaHTKOK,
18-25 ampenss 2005 roma [dsexrponnsiii pecype]. URL: http://www.crime-research.ru/
analytics/crime_bangkok (zata o6pamenns: 20.12.2020).

* Cornamenue Mesky IIpaButesbersamu rocyaapers — unenos 1lanxafickoit opramm-
3aIUU COTPYAHUYECTBA O COTPYAHUYECTBE B 001aCTH 00ECIeUeHUs MEK/IyHAPOIHON HHGOp-
MaIMoHHoi 6e3omacHocTi (3akmouero B . Ekarepunbypre 16.06.2009). loctyn u3 crpas.-
1paBoBoii cucrembl «Koncyprantllmocs.

* Pykosoxcero s muckycenit. Yerspraanarsii Konrpece OOH 1o mpemympese-
HUIO TIPECTYITHOCTH M YTOJOBHOMY MpaBoCyauio [DyekTpornbiii pecype]. Kuoro. Amomus,
2027 anpens. URL: //A/conf/234/PM.1. C. 50-56.
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— TPaBOHAPYIIEHUS, CBSI3AHHBIE C COJEPKAHUEM KOMITBIOTEPHbIX
JIAHHBIX.,

Ha mocTcoBeTcKOM TIPOCTPAHCTBE OIpe/ie/ieHue KOMITbIOTEPHOTO
npecrymsienusi gano B CorjialieHuu O COTPYJAHUYECTBE TOCYIAAPCTB —
yuactHukoB Cozpyskecrsa CHI' B 60pbbe ¢ mpecrymienusiMu B cepe
KOMITbIOTEPHOI MH(MOPMAIIUK, B KOTOPOM JIA€TCSI OIIPE/IEIEHUE <ITPECTY-
mierns B cepe KOMIbIOTEPHON MH(MOPMaITUK», KOTOPOE MPEICTaBIIs-
er coboll «yroJIOBHO HakKazyeMoe JIesiHUE, TPEIMETOM MOCSATaTeIbCTBa
KOTOPOTO SIBJISIETCS KOMIbIOTepHas mHpopmaimsy. [Ipu atoMm, Kk KOoM-
IbIOTepHON MHGMOPMAIIUN HA3BAHHBIM MOKYMEHT OTHOCUT WHMOpMa-
1110, HAXOJSIIYIOCS B TTAMSITH KOMIIBIOTEPA, HA MAIIMHHBIX UJIU UHBIX
HOCUTeIX B (popMe, mocTymHON BocmpudaTuio DBM, nnu nepexparoria-
sicst o KanasiaM cBsi3au™. Cpei HUX MPUCYTCTBYIOT COCTaBbl, KOTOPbIE
He YUYTEHbI B MOJIOKEHUSAX Dyanemrckoil KOHBEHIIUY, HATIPUMEp «Pac-
[IPOCTPAHEHWE C WUCIOJb30BAaHUEM WHOOPMAITMOHHO-TEJIEKOMMYHM-
KaIMOHHON ceTu VIHTepHET MM WHBIX KAHATIOB JIEKTPUUYECKON CBI3U
MaTepUaioB, MPU3HAHHBIX B YCTAHOBJIEHHOM TOPSIJKE 9KCTPEMUCTCKU-
MU WJIA COJEPKANIUX MPU3BIBbI K OCYIIECTBJIECHUIO TEPPOPUCTUUECKOI
JesITeJIbHOCTH WJIK ONpaBaanuio teppopusmas. Ho B 2018 r. B /{ymiante
MTOAITOTOBJIEH HOBBIM TOKYMEHT (OH TTOKa He BCTYIWJI B CUJITY ), KOTOPBIH
nocssiteH 6opp6e crpan CHT ¢ npecrymienusimu B cepe nHbopmanm-
OHHBIX TEXHOJIOTHH, (DAKTUUECKU JK€ PEUb MO-TIPEKHEMY UJIET O TIPECTY-
IJIEHUSX B cpepe KOMITBIOTEePHOU NHGMOPMAITUN.

B Monenpnom yromosHOM Kozekce rocynapcts CHI taxxke ycra-
HOBJIEHA OTBETCTBEHHOCTD 32 KOMIIBIOTEPHbIE MTPECTYTLIEHUS ™,

Takum 06pa3oM, B MEKIYHAPOAHBIX aKTaX MOHATHE <IH(poBast
[PECTYITHOCTh» MPAKTUYECKN OTCYTCTBYET, OOIBITMHCTBO MESKLYHAPO/I-
HbIX aKTOB HCIIOJIb3YET TEPMUH <«KOMIIbIOTEPHOE PECTYILIEHUE, MO/
KOTOPBIM ITOHUMAETCS JTI000€ JIesiHIe, B KOTOPOM WHCTPYMEHTOM, HEJIbI0
WJIL MECTOM TIPECTYITHBIX JEUCTBUIl SIBJSIIOTCS KOMITBIOTEPBI, KOMITHIO-
TEPHbIE CETH, a TAK)KE IIU(PPOBbIE TEXHOJOTUH.

B 3akoHOMaTEIbCTBE 3apYOEKHBIX CTPAH YIOTPEOJISIOTCS, HE TOJIb-
KO TEPMUHBI «KOMITHIOTEPHBIE MPECTYIIEHUSI», HO U <«3JIEKTPOHHbBIE

* Corvamenue o COTPYAHMYECTBE TocyaapcTs — yyactHukos Compyskectsa Hesa-
BucuMbix Locyzapcers B GopbOe ¢ mpectyiieHisiMu B chepe KOMIbIOTEPHOI nH(opMarum»
(3aruoueno B 1. Mumncke 01.06.2001) // bronnerens mexaynapoausix porosopos. 2009.
Ne 6. C. 12-17.

* Moie/TbHBIH YroMOBHbIH KofieKe A1 TocyapeTs — yuacThnkos Coapyxectsa Hesa-
BUCUMBIX [ocyzapcTB. PekomenpatebHBIN 3aKOHOMATENbHBINA akT (TpuHAT B T. CaHKT-
Herepbypre 17 despanst 1996 r. TlocraHosieHnem 7-5 Ha 7-OM IJICHAPHOM 3acefaHUK
Mesxnapaamentckoii Accambaien rocyzapets-yyactinkos CHT [duextponmbiii pecypc].
URL: http://iacis.ru/.
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CPENCTBa CBS3U», «MH(MDOPMAIIMOHHbBIE TEXHOJIOTUUY WJIU <IIPECTYILIe-
HUS B chepe BBICOKUX TeXHOJOTU.

B Poccuiickoit @enepaliun JaHHON TeMe IMOCBAIIEH P AUccepTa-
LUOHHBIX MCCJIEA0BAHUN, HO B OOJIbIIEH CBOE 4aCTH OH MOCBSIIEH [Ipe-
CTYILIEHUSIM, COBEPIIIAEMBIM C MCIIOJIb30BaHUEM MH(MOPMAIIMOHHO-TEJIe-
KOMMYHUKAIIMOHHBIX ceTell  «VIHTepHeTy, K KOTOPBIM aBTOPbI OTHOCSIT
TPYIIITY MPeCTyIeHu B chepe KOMITbIOTepHOI mH(popMaIm.

[ToceiHMe HECKOJBKO JIeT OBLIN TIPOBEICHBI HMCCJEA0OBAHUS
ATUX MPECTYIIEHUI, HO TIepeUYeHb YTOJIO0BHO-IIPABOBBIX HOPM ITPOCTO
ObLI paciper. B Hacrosiiee BpeMsi B yrOJOBHOM 3aKOHE UCITOJIB30-
BaHMe MIPU3HAKA «C UCTOJIb30BaHNEM WH(MOPMAITMOHHO-TEJIEKOMMY -
HUKAITMOHHBIX ceTell (BKIouas ceTb «HTepHET» )» MpeaycMOTPpeHOo
B 19-t1 nopmax Ocobennoit vactu YK P®D. Hecayuaiino ¢ nausana
2017 r. oTAEbHON CTPOKOUM CTaM BBIIENSTHCS JICSIHUS, COBepIae-
MbI€ C UCIIOJIb30BAHUEM KOMITBIOTEPHBIX U TEJIEKOMMYHUKAIMOHHBIX
TEXHOJOTUI B YTOJIOBHOU CTATUCTUKE TIPU yUeTe MPECTYILICHUN 3KO0-
HOMUYECKOHN HampaBieHHOCTU. OmHAKO NMPU KBadudUKAIUU Ipy-
IUX JIeSTHUH, TOCATaoNMX Ha caMble Pa3jnYHble 0ObEKThI YrOJOB-
HO-TIPABOBOM OXPaHbl, MCIIOJb30BAHUE CETCH TEJIeKOMMYHUKAITUN
HE YYUTHIBAETCSI BOBCE M HE MOKET ObITh YUTEHO, BBULY OTCYTCTBHUS
KOHCTPYKTUBHBIX IPU3HAKOB cocTaBa npectyrieHust. Ho ecau panee
JIJIST U3YYEHUST BBINIEIIEPEYNCICHHBIX HOPM JOCTAaTOYHO OBLIO pac-
KPBITh MOHSTHE «IIPECTYMHOCTh C UCIOJb30BAaHUEM MH(MOPMAIUOH-
HO-TEJIEKOMMYHUKAIIMOHHBIX ceTell (BKIouas ceTb «VHTepHET»)»,
TO CETO/AHs, C pa3BUTHEM ITUMPOBBHIX TEXHOJOTUHN, HA HAIl B3TJISI,
HEOOXOMMO paccMaTpUBATh JaHHYIO MPOOJIEMYy MIHpPE, TaK KaK POCT
TEXHUYECKUX BO3MOKHOCTEH OOYCJIOBHJI BO3MOKHOCTH HENPaBO-
MEPHBIX JAECUCTBUN TTOCPEACTBOM IU(PPOBBIX TEXHOJOTUU HE TOJBKO
B chepe nHdopMaIni, HO U B UHBIX chepax yeoBedecKol JKu3Heme-
SATETbHOCTU.

B cBsi3u ¢ BbIIIEN310KE€HHBIM, MOJKHO C YBEPEHHOCTBIO YTBEPIK-
aTh, UYTO TOHATUSA <«IIU(POBAS MPECTYITHOCTh» IMOKA POCCUUCKOI
KPUMUHOJIOTUYECKOI JIOKTPUHE HE WU3BECTHO, MPEAINPUHUMAIOTCS
TOJIBKO TIOTBITKUA K €T0 MCCJeOBAaHui0. B TO ke BpeMs B CJIOKUB-
nreiicsi KpUMUHOTEHHON 0OCTaHOBKE CJIEAYET TOBOPUTH O TOM, YTO
MOHSATHE <IU(POBast MPECTYIMHOCTb» INMUPE MOHATUS <«KuOeprpe-
CTYITHOCTb», MOCKOJIbKY 1IH(PPOBbIE TEXHOJOTUU TJAaBHBIM 00pa3om
UCIOJIB3YIOTCS B BBIUMCJAUTETbHON M(POBOI 3JIeKTPOHUKE (B TOM
qUcie KOMIBIOTEPhl W HMCIOJb30BaHNE WHMOOPMAITMOHHO-TEJIEKOM-
MYHUKAIIMOHHBIX ceTell (BKJodas ceTb VIHTepHeT), B Pa3jMIHbBIX
00J1aCTSAX 2JIEKTPOTEXHUKHU, TAKUX KaK UTPOBbIE aBTOMAThl, poOOTO-
TEeXHHMKa, aBTOMATU3aIKs1, H3MEPUTEIbHbIE TPUOOPHI, PAINO U TeJie-
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BUJIEHUE, U MHOTHE JPYyrue MudpoBble YCTPOUCTBA U IIPOUUE CPEJI-
cTBa cbopa, XpaHeHus1, aHaIr3a nHopmaiuu 1 oOMeHa e B 1ud-
poBoM dopmare. Bojee TOro, pacrnpocTpaHeHue BPeIOHOCHBIX
[POrpaMM MOJKET OCYIIECTBJISATHCS HE TOJIBKO 4Yepe3 KOMIIbIOTEp
u WHTepHer, HO Takske 1 4yepe3 TexHosorun MMS, Bluetooth u apy-
rue u@poBbie MPOTPAMMbBI, B PACCMATPUBAEMOIM CUTYAIIUU MPOTHU-
BOIIPaBHOE JIesTHUE B ITOJTHOM Mepe He Oy/IeT MoANaaaTh Mo MOHSITHS
«MHTEPHET-TIPECTYILICHUSI» WJIU <KOMIIBIOTEPHAST IMPECTYITHOCTb>.
Kak BUAUM HaHHBII BU PECTYITHOCTH BKJOYaeT OoJiee MMUPOKUIL
JIMATIO30H MPOTUBOTIPABHBIX JICHICTBUIL, B TOM YHCJIE€ COBEPIIAEMbIX
Kak B chepe mudpoOBBIX TEXHOJOTUHN, TaK U C UX UCIOJTb30BAHUEM,
B TOM YHUCJIe U B BUPTYaJIbHOU cpejie, JOTOJHSIONEN HaIly peajib-
HocTh. Takum o6paszoM, HUdPOBast MPECTYIMHOCTh — 3TO COIUATIb-
HOE MPOTHBOIIPABHOE SIBJICHUE, BKIIOUYaloliee B cebsi COBOKYITHOCTH
MIPECTYILICHUH, coBepIiaeMbiX B chepe MU POBBIX TEXHOJOTUHN MIN
C WX UCIIOJIb30BAaHUEM, B TOM YHUCJIE BKJIIOYasi He3aKOHHOE 3aBJiajie-
HUE U TPeJIOKeHNe UM pacipocTpanenrne nHdpopMaun B nHdop-
Mal[MOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETSIX U B BUPTYaJIbHOM cpejie,
JornosHsoneill peaabHocTh. Cienyer oOpaTUTh BHUMaHKUE Ha TO, YTO
MOoMOGHBIN MOAXO0/ TMO3BOJISIET PACCMOTPETh OoJiee MMUPOKUIA KPYT
COCTAaBOB IPOTHUBOIPABHBIX JIESHUI, COBEPIIAEMbIX B pacCMaTpHU-
BaeMOil oGsactu. IIprMepoM 3THUX MPECTYIJIEHUA MOKET CJIYKUTH
UCIIOJIb30BAHNUE TIPU COBEPIIEHUUW TPECTYIICHUN BUPTYATbHOMI
BaJIOTH (KPUIITOBAJIOTHI ).

Ocob6eHHOCTh  TIGPOBBIX MPECTYIUICHUHA 3aKI0YaeTCsi B TOM,
YTO € PasBUTHEM IU(MPOBBIX TEXHOJOTUI MPECTYNHOCTb MU3MEHUJIACH
n 6OJIbIIIast e YacTh COBEPIIAETCSI B BUPTYAIbHOM Cpejie.

Teopernueckasi M TpakTUYecKash 3HAYMMOCTH KJAacCHU(MDUKAITU
COCTOWT B TOM, YTO OHA MO3BOJISIET IPYIIIMPOBATH U3ydaeMble OOBEKTHI
B 3aBUCHMOCTH OT TIOTPEOHOCTEH TEOPUU U TIPAKTUKH, 0OeCIIeunBast TeM
CaMbIM pellieHre MHOTOOOPa3HbIX TEOPETUYECKUX M MTPUKJIAJHBIX 3a/1a4.
OHa 1Mo3BOJIsIET YTOYHUTD YPOBEHD U 00beM 3HAHUI O TIPeIMeTe UCcie-
JOBaHMsS U ONpeaenTh Harbosee a(hHEeKTUBHBIE MyTH MCIOIb30BAHUS
3TUX 3HAHWH HA MTPaKTHUKe.

Wrak, wuccaegoBas ocobeHHocT HUQGPOBOL  KPUMUHOJJOTHUH,
MM POBON HSKOHOMUKN M TU(PPOBBIX TEXHOJOTHM, MOXKHO B KauyecTBE
Kputepust KiaaccuuKaluu pacCMOTPETh, C OJHON CTOPOHBI, pasjeJie-
HUe Ha BUIbI MPECTYIICHUN, ¢ YIeTOM HMeEIoNeNcd KaacCu(puKaIum,
COTJIACHO YTOJIOBHOTO 3aKOHOJATEIBCTBA U 3Ta KJIacCU(pUKAIUS BCEM
M3BECTHA U TTOKa3aTh 0COOEHHOCTH 3THX IpectymieHnit (okoso 280 cra-
Teli), a ¢ APYTOl CTOPOHBI, KJIACCU(DUITMPOBATH 110 HATIPABICHUIM Pa3-
BUTHS IU(POBOI SIKOHOMUKHU, B OCHOBY KOTOPBIX OJIOKEHBI CKBO3HbBIE
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MM POBBIE TEXHOJOTHH, TT0 chepaM NX BHEAPEHUS, a MOXKHO Kaaccuhu-
LIUPOBATD 10 KATETOPUSIM IIPECTYILIEHUIA.

Wtak, BeIEAIIOT TpU BUAA ITU(POBBIX IPeCTyIieHn. K TakoBbIM
cJielyeT OTHECTH JIBE KATETOPUU JIESTHUI, KOTOPbIE COBEPILEHBL:

— B OTHOIIEHWHN Pa3BUBAIOINXCS ITU(MPOBBIX TEXHOJIOTHN (HEUPO-
TEXHOJIOTHH ¥ MCKYCCTBEHHOTO MHTEJIEKTa, POOOTOTEXHUKI; 000poTa
BUPTYAJIBbHON BaJIOTHI (KPUMTOBATIOTH); ncmoab3oBanue [oT (unTep-
HeT Belleil); TeXHOJIOInil OOJbIINX AAHHBIX; KBAHTOBBLIX TEXHOJOTHI,
B TOM uncJie udpoBoi 9IeKTPOHUKE (KpoMe KOMITBIOTEPOB), B Pa3iny-
HBIX 00JIaCTSIX 9JIEKTPOTEXHUKH, TAKMX KaK UTPOBbIE aBTOMAThI, POOO-
TOTEXHUKA, aBTOMATH3AIlNsI, U3MEPUTEIbHbIE TIPUOOPBI, Pao U TeJe-
BUJIEHUs], © MHOTHUE JIpyrie 1udpoBbie yCTPOUCTBA U IIPOUUE CPE/ICTBA
c6opa, xpanenus, anaansa nnGopmanu 1 ooOMeHa exo B udpoBoM Hop-
MaTe) UJIH C UX UCII0JIb30BaHUEM;

— C WCIOJIb30BaHUEM KOMIIBIOTEPHBIX YCTPOMCTB U MPOrpaMM
KaK:

a) CpeJICTBAa COBEPIIEHUS MPecTyIieHus: (rporaran/ia HeHaBUCTH
U BPaXK/Ibl, IKCTPEMU3ZMA U TEPPOPUCTUYUECKON JESITEIBHOCTH, HE3AKOH-
HBII 000POT HAPKOTUKOB W OPY:KHsl, Jieraqusaiuss (OTMbIBaHUE) Ipe-
CTYITHBIX JIOXO/IOB, HE3AKOHHbBIE a3aPTHBIE UTPbI, PACIIPOCTPAHEHUE TIOP-
HOrpaduu, MOIMIEHHUYIECTBO );

6) opyaue COBEpUICHUSI MPECTYIJICHUs (1T M3TOTOBJIEHUS IO/
JIeJIBHBIX JIEHET, IEHHBIX OyMar Win JOKYMEHTOB);

B) IpEIMET COBEPIICHUST TPECTyIienus: (HEeCAaHKIIMOHUPOBAHHOE
UCIIOJIb30BAHUE KOMITBIOTEPHOI CUCTEMBI, HECAHKI[MOHUPOBAHHOE Pac-
[POCTPaHEeHUE [AHHBIX, HE3aKOHHOE IPOHUKHOBEHHE B KOMIIBIOTED
(B37I0M), pacTIipocTpaHeHNE KOMITbIOTEPHBIX BUPYCOB).

K takoBBIM ciieyeT OTHECTH:

— XaKHUHT — BHECEHNE U3MEHEHUH (B3JIOM 3alUTH KOMITBIOTEPHOU
CeTH, OTKJIOYEHUE CAalTOB W TIP.) B MPOTPAMMHOM 00ECIeYeHUM JIJIst
JIOCTUZKEHUST OTIPE/IEJIEHHBIX 1eJIel, OTIMYAIONINXCS OT 1leJiell co3aTe-
JIell TIPOTPaMM, OUY€Hb YACTO UBMEHEHUSI SIBJISTIOTCS] BPEJIOHOCHBIMU );

— KapauHr — Kpaku 0a3 JaHHBIX KPEAWTHBIX KapT C IOJHOM
ungopMalueil o Bjajiesiblle, OTMbIBAHUE JIEHET U TTOJyYeHUEe HE3AaKOHHO
KYILJIEHHOTO TOBAapa;

— (pUUIMHT-aTaK#H — 3TO BUJ| MHTEPHET-MOIIIEHHUYECTBA, TIOCTPOECH-
HBIM Ha TMPUHITUIIAX COMAIbHON WHKeHEPUH (XHUIeHNEe C UCTI0JIh30Ba-
HUEM 3JIEKTPOHHBIX CPEJICTB IOCTYyIA TIEPCOHANBHBIX JJAHHBIX, HOMEPOB
KPEIUTHBIX KapT, MapoJiell U MePCOHATBHBIX IAHHBIX C 1EJIbI0 J[abHel-
IIer0 UX UCIOJIb30BAHUS JIJIsI XUIIEHUS JIEHEKHBIX CPEJCTB, KOTOPbIE
B JIaTbHEHUIIIEM HEBO3MOKHO OCTIOPUTD ).
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Paboraer (uummHr M uYepe3 IepeHanpaBiIeHUE [0JIb30BaTe el
Ha TOJJIEJIbHBIE CETEBbIE PECYPCHI, SBJSIONINECS IOJHON MMUTAIIUEN
HACTOSITIUX.

ITo manHbIM MPOBEAEHHBIX HccaenoBaHuil 80 % YCIEMHbIX XaKep-
CKHX aTak HauyumHaercs ¢ ¢puimHra (a mo HEKOTOPBIM JaHHBIM 95 %);
10 % curnamoB tpesorn B SOS cBsA3aHO ¢ (DUITUHTOBBIMU aTaKaMH,
PEATHHT YCTEINTHBIX KINKOB Ha (DUIIMHTOBbIE CCHIIKN — 21 %, Pefitumr
3arpysKu/3amycka BpeJOHOCHBIX TpuroskeHuit 11 %

K tpetpemy Bumy KiIaccuguranum mno cepam npuMeHeHus mudpo-
BBIX TEXHOJIOTUI MOKHO OTHECTH MPECTYIJIEHUs], COBEPIIEHHbIE B ce-
pax 3JIeKTPOHHOI KOMMePITUH, ITU(POBOI IOTUCTUKH, ITU(PPOBOI MeIN-
IIUHBI, ITU(POBOTO CTPAXOBAHUSA, ITU(PPOBOIN HEABUKUMOCTH, MHTEJLIECK-
TyasbHOI cobcTBenHocTH, VIHTepHera, Bemmeii (Io0T) u ap.

JlanHoe jiesienne yCcJa0BHO, MOCKOJIBKY HET ellle JJOCTATOYHBIX JlaH-
HBIX, KOTOPbIE ObI MO3BOJIMJIN BO3BECTH ITY KIACCH(DUKAIMIO B Paspsi/
00s13aTe/IbHBIX.

* Yexmucer s 60puObi ¢ hummmrom | exrponnbiit pecype]. URL: https://habr.com/

ru/company/cisco/blog/465085/ (nara obpamenust: 07.04.2021).



2.2. lndpposas opraHMzoBaHHasi NpPeCTyNHOCTb
1 ee 0CO6eHHOCTH

OprannzoBaHHasi PECTYIHOCTh TO-TIPEKHEMY Kpaliie HeraTUuBHO
BJISIET Ha COCTOSIHKE HAIlMOHAJIbHOM OesonmacHocTr Poccuu, akTUBHO
BHE/IPSISICh HE TOJIBKO B 9KOHOMUUYECKYIO JIeSITEJIbHOCTD, HO U B OPraHbl
rOCY/IapCTBEHHON BJIACTU U YIIPABJICHMUSI.

CoBpemenHasi OpraHu30BaHHAs TIPECTYITHOCTh AKTUBHO UCIIOJIb3Y-
eT B CBOEH JIesITeJIbHOCTH G POBBIE TEXHOJIOTHH, YTO U CIIOCOOCTBOBA-
JIO UIBMEHEHUIO €€ CTPYKTYPbI, B KOTOPOI TePsieTCsl B3AMMOCBSI3b U JINY-
HOE B3aMMO/ICIICTBHE €€ YyYaCTHHKOB, Bce OOJIblliee pacipocTpaHeHUe
noJrydaer 6JIOYHO-ceTeBast OpraHM30BaHHAs! IPECTYITHOCTD, B TOM YHCJIe
U TpaHCrpaHuyHas”.

Cutyaiusi OCJI0KHSIETCS TEM, UTO Y TIPECTYITHUKOB MOSIBUJIACH BO3-
MOKHOCTb H€ TOJIBKO HMCIIOJIb30BaTh HOBBIE CPEJACTBA M CIIOCOOBI JIJIst
COBEPIIEHUS TIPECTYIUIEHUI, HO 1 u30eraTh yroJOBHOW OTBETCTBEHHO-
CTH, TIOCKOJIbKY aHOHUMHOCTh U 0e30MacHOCTh OPraHU3aTOPOB COBEP-
IeHNS TIPECTYIJICHUN, B CUJIY WCIOJIb30BAHUA HOBEUINX IHU(POBBIX
TEXHOJIOT U, MO3BOJISIT UM OCYIIECTBJISITh JJIUTEIbHO IPECTYIIHYIO JIesi-
TEJIbHOCTD U UCIIOJIb30BATh UX B KAUECTBE KOHTPMED MTPABOOXPAHUTETh-
vbiM opra"am. [lo muenuio B.C. OBuUMHCKOTO, OpraHN30BaHHbBIE TIpe-
CTYIIHbIE TPYIIIBI «BEChbMa PasHOOOPA3HbI 110 CBOEH OpraHmU3almOHHON
cTpyKTYype, (pyHkiuonany u cocraBy. OHU BapbUPYIOTCS OT KPYITHBIX
TpaaunoHHbIX repapxudecknx OTIT 10 THOKUX YCTONUMBBIX CETEBBIX
CTPYKTYP ¥ HEOOJBIINX BBICOKOTEXHOJOTMYHBIX TPYIIT, OPUEHTUPOBAH-
HbIX HA KOHKPETHBIE BU/IbI TIPECTYITHOCTH *,

Tax, Ha MesKTyHAPOJHOM yPOBHE, B yHKTe 3 cTaThu 27 KouBeHInu
00 OpraHM30BaHHOMN TIPECTYITHOCTH MPELYCMOTPEHO, Y4TO TOCYAapCcTBa
JIOJKHBI CTPEMUTBCSI COTPY/THUYATD ¥ COBMECTHBIMU YCUJTUSIMU TIPOTH-
BOJICHICTBOBATh TPAHCHAIIMOHANBHON OPTAHU30BAHHOU TPECTYITHOCTH,
UCTIONB3YS TIPU 3TOM COBPEMEHHBbIE TeXHOJOTHHU. Bce 9TO coBepieHHO
BepHO. U, neficTBUTENBHO, TIPU3BIB 00 MCIIOJIb30BaHUH ITU(MPOBBIX TEX-
HOJIOTUI JIJIsl TIPOTUBOJENUCTBUS TIPECTYIIHOCTH, B TOM YUCJE U Opra-
HU30BAHHOW IPECTYIMHOCTU, BUAMMO cBoeBpeMeHeH. OHAKO OpraHu-
30BaHHAgd TIPECTYIMHOCTh AKTUBHO BHeAPSeT IubpPOBbIE TEXHOJIOTUHN
B CBOIO [PECTYITHYIO JIEATEIbHOCTD, YTO ¥ IMOCTYKUJIO OCHOBOI U3MeHe-
HUS TIOAXO/I0B K MOATOTOBKE PsI/Ia TSKKUX U 0CO00 TSIKKUX TIPECTYILIE-
HUH B chepe SIKOHOMUUECKOU eI TeTbHOCTH.

" Qeuuncruii B. C. Kpumunosorus wudposoro mupa. Mocksa, 2018. C. 209.
® Tam awce.
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Bwmecte ¢ tpanchopmarueit mudpoBoii 9KOHOMUKU TTPOU3O0ILIA
TpaHcopMans IKOHOMUYECKOH, OPTaHU30BAHHOW IPECTYITHOCTH,
U3MEHUJIACh U TPECTYITHOCTh TEPPOPUCTUIECKON HAMPAaBICHHOCTH.
Bce uate onm ctanm coBepmiaThes ¢ UCMOTb30BaHUEM MH(POPMAITNOH-
HO-TEJIEKOMMYHHMKAIIMOHHBIX TEXHOJIOTHIA™, TO eCTh OOJIbIIast UX 4acTh
COBEPINAETCSI B BUPTYAJbHOU cpefie, YTO HE MO3BOJIICT CBOEBPEMEHHO
[PeIOTBPALIATh, IIPECEKATh TAKUE IIPECTYILJICHUST U BISIBJISITH JIUIL, TIPU-
YACTHBIX K UX COBEPIIEHUIO.

Kpowme TOrO, MU aKTUBHO UCIOJIB3YIOTCSI M KOPPYIMIIMOHHBIE CBSI-
3u. CaMbIli BBICOKUI YPOBEHDb KOPPYIIIINH, IT0 MHCHUU 9KCIIEPTOB, «CBSI-
3aH ¢ KMOEPIPECTYITHOCThIO B (PMHAHCOBOW 1 TOProBoii cdepax. IIpak-
TUYECKH COBEPIIEHHE JIF0OOT0 KPYITHOTO KMOEPIIPECTYILICHUST B OHJIailH
GaHKWUHTE WJIM TOPTOBJIE TIOAEP/KUBACTCS MIPECTYITHBIMU WHCANIepaMu
U3HYTPH KOMIIaHUK»”, a MHOT/[A B UX Ka4yeCTBE UCIOJIB3YIOTCST U ObIB-
1IMe COTPYAHUKN (DUHAHCOBBIX YUPEKIECHUI U CTPYKTYP, XOPOIIIO OCBE-
JIOMJIEHHBIE O cucTeMe Oe30MacHOCTH.

B nacrosiee BpeMsa OpraHN30BaHHON MIPECTYITHOCTHIO TPETPUHU-
MAIOTCSI MOTBITKU K TOTAJIbHOMY KOHTPOJIIO HAJl 9JIEKTPOHHOI TOProB-
Jieit, MapKeTHHTOM, JIeHbraMi, GAHKUHTOM, CTPAXOBBIMK YCJIyTaMU.

CiemryeT OTMETUTBH, UTO ITOT BUJ OPTAHU30BAHHOM TIPECTYITHOCTH, KaK
MIPABUJIO, COCTOUT U3 TIPEICTABUTENIEH HECKOIbKUX cTpaH. [Ipumepom MokeT
CJLY’KUTh TPECTYIHAsI JeITeJbHOCT B chepe He3akOHHOro obopora Hap-
KOTUKOB. DTOT KPUMHUHAIBHBIN BUI IEITETbHOCTU SIBJISETCS BBICOKO MPU-
OBLITLHBIM ¥ BHICOKO JIATEHTHBIM. B 1OC/I€/IHIE TO/Ibl HBMEHUIIUCH OCOOEHHO-
CTU TPAHCIIOPTUPOBKY U € PA3BUTHEM ITU(POBBIX TEXHOJOTHUI OPTraHU30BaH-
HbIE TIPECTYITHBIE PYIIIbI B TIEJISAX KOHTPAOAH/IbI YiKEe CTaIU UCIIOJIb30BaTh
MHHOBAIIMOHHBIE TEXHOJIOTHH, B TOM YHCJIE IPOHOB U POOOTOB.

[Tomumo mapkroTpaduka, mpecTynHble (POPMUPOBAHNA HA3BAHHOTO
TUTIA KOHTPOJUPYIOT OPTAHU30BAHHYIO M0N0 U He3AKOHHOE U3b-
sTHe, XpaHeHUe, TPAHCIIOPTUPOBKY, U3bIATHE U UCIIOJb30BAHIE OPTAHOB
U TKaHel yesioBeKa JJIsT TPAHCIIAHTAIIUY, OCYIIEeCTBISAIOT HE3aKOHHYIO
TOPTOBJIIO OPY’KUEM, TOPTOBJIIO JIIOIbMU, U TIp. B mocaegame roaer yua-
CTUJINCHh CIYYau UCIOJb30BAHUS KPUIITOBAIIOTHI MIPU OIJIATE MTOMUMO
Ha3BaHHbBIX 3aKa3HBIX MMPECTYILICHWIA, TPUOOPETEHUST U PaCIIPOCTPaHe-
HUST TOPHOTPaQpUIECKUX MaTEPUATOB.

[Ipuunna, MO KOTOPOI OHU UCHIOJB3YIOT KPUITOBATIOTY, 3aKJIO-
YaeTcst B TOM, YTO OHa 0OeCcreYnBaeT aHOHUMHOCTD TPaH3aKIIUHA, KOTO-

* 3a nocaesmme 5 net Bospocio B 25 pas (B 2019 roxa — 294 Tric.), 0cobemHo ¢ yueToM
HU3KOM X packpbiBaemocti (25 %). B mepBom mosyromun 2020 rofa HeraTHBHAS TEHACHIUST
JIMIITD YCUITIITACh. 3adukcnupoBan poct Ha 92 % (225 Thic. ), em B 2019 T. 32 aHAIOTUYHBIH TepH-
on [dexrponnsiit pecype]. URL: https://genproc.gov.ru/smi/news,/genproc/news-1880616.

* Oeuuncxuii B. C. Tan ace.
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pasi rapaHTHpOBaHa HECKOJbKUMHU YPOBHSAMH MpoBaHus Kubep-
KOIIEJTbKOB W MTHOBEHHON CKOPOCTBIO TIepeMeIeHusT TIIaTexkei
(ot 15-20 cexynn, nanipumep Dash, 10 5—10 munyT y Bitcoin).

Harpasiienue rnpectymmHoi gessTeJibHOCTH 3TOT0 BU/Ia OPraHU30BaH-
HOI MPECTYIHOCTU PACIPOCTPAHSIETCSI HA MONIEHHUYECTBO M BBIMOTA-
TEJILCTBO, COBEPIIaeMbie B cepe 000poTa BUPTYalbHbIX geHer. IIpu aTom
daxr aTux npectymienuii B [T-cdepe GyayT TOTBKO YBETHINBATHCSI.

Ocoboe MecTo B AEATEJbHOCTH OPraHU30BaHHON MPECTYIMHOCTH
OTBEJIEHO TIPECTYIJIEHUSIM, COBEPIIAeMbIM B (hUHAHCOBO-KPEAUTHOMN
cepe. Yike ceromHs cieayeT TOBOPUTH O POCTE MPECTYIIeHN B cdhepe
(buHaHCOBBIX MUpaMua 1 060poTa KpUNToBaaoThl. Ceroaus GyHKINO-
HUPYET MHOKECTBO XOJIJIMHTOB U UHBECTUIIMOHHBIX ILJIOIIA/I0K, KOTOPbIE
OCYIIECTBJISIIOT CBOIO JIESITEJIBHOCTD MyTeM PUBJIEUEHUSI UHBECTOPOB,
JIESITE/IbHOCTD KOTOPBIX 3aKJII0YAETCsI B IPUEME B JJOBEPUTETHHOE YIIPAB-
JIEHWE KPHUIITOBAJIIOTHI IyT€M TOProB Ha Oup:ke U OOHYCHOI CHCTEMBbI
[OONIPEHNI, BBITIJIATE TIPOIIEHTOB UHBECTOPAM. 3/1€Ch IIPOCJIEKUBACTCS
[IPUYACTHOCTD K 3TOM JIeATEIbHOCTH TIPEJCTABUTEN N OPTaHU30BAHHbBIX
MIPECTYITHBIX (hOPMUPOBAHUIA.

Emte onno marpassieHue, KOTOPOE SIBJISIETCSI JTAKOMBIM KYCOUKOM
[IJIT OPTAaHU30BAHHOU MPECTYITHOCTU B cpepe TMU@POBBIX TEXHOJOTUN —
aT0 TexHosornu «Bosbiux manHbix» («big data), orpoMHbIii 06beM
HEO[HOPOAHON 1 OBICTPO MoCTyHaoIIek 1 poBOil HHMOPMAIINHT, KOTO-
PYIO HEBO3MOKHO 06pabOTaTh TPAAUIIMOHHBIMEI HHCTPYMEHTAMI», HO €€
MOJKHO HCIIOJIb30BaTh BO MHOIHMX c(hepax KU3HEAESATENbHOCTH 00IIe-
CTBa, B TOM YHUCJIE U B IIPECTYIHBIX 11X ™,

KoHTpoAbHble Bonpocbl

1. Packpoiite ocobeHHOCTH I POBOI MPECTYITHOCTH.

2. OnpenenuTe MpU3HAKU IMU(POBOM MPECTYITHOCTH.

3. HazoBute mpecTyIieHNs, coBepuiaeMble OPTaHU30BAHHBIMU TIpe-
CTYTHBIMH (POPMUPOBAHUIMHU C UCIIOJIb30BAHUEM T(POBBIX TEXHOIOTHIH.

4. HazoBuTe THUNMYHbIE NTPUYMHBI W YCJIOBUSA TIPECTYILJICHUH,
COBEPIIAEMBIX C UCTI0JIb30BAHNEM ITU(DPOBBIX TEXHOJIOTU.

' Corpynnukamu Ynpasienns «K» MBJI Poccnn coBMeCTHO ¢ onepaTHBHUKAMU OT/Ie-
Jsa «K» TY MBJI Poccun o Huskeropozckoii obmacti u Y OCB Poccun o Huskeropozckoit
00JTacTy mpecedena JAesTeIbHOCTD 3JI0YMBIIIIEHHIKOB, OCYIIECTBIISBIINX HECAHKIMOHUPO-
BAHHbII JIOCTYI K KOMIIBIOTEPAM PYKOBOJMTEJEH KPYIHBIX TOCYJAPCTBEHHBIX U KOMMepYe-
CKUX OPTaHU3aI C T[eJIBI0 MOJYYeHNsT KOHDUAEHIINATBHON UHPOPMAIUY | DTEeKTPOHHBII
pecype]. URL: https://xn—blaew.xn—plai/news/item/ (nara obpamenust: 15.12.2020).
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laBa 3. CoBpemeHHoOe cocTosiHWe LUPPOBOH
npectynHoctu B Poccun

lNMAaHupyeMble pe3yAbTaTbl OCBOEHMS TEMbI TAQBbI

— 3HaATh KOJIMYECTBEHHBIE M KAYECTBEHHbBIE MMOKA3ATEJIM MPECTYII-
HOCTH B cepe pasBUTHS M MCIOJIb30BaHUST MU(MPOBBIX TEXHOJOTHH,
MPUYKMHBL U YCJIOBHUSI, CIIOCOOCTBYIOIINE UX COBEPIIEHMIO, M HAIPaBJIe-
HUSI UX [IPELYTTPEKICHIST;

— yMEeThb IIPUMEHSITh CBOM 3HAHUS TIPU XaPAKTEPUCTUKE COBPEMEH-
HOTO COCTOSIHMSI IPECTYITHOCTU B cepe pa3BUTUS U UCIOJb30BAHUS
U(GPOBBIX TEXHOJIOTHIT; OPUEHTHPOBATHCS B OCOOEHHOCTSIX OIpeeie-
HUSI JIATEHTHOM MPECTYITHOCTH, COIUAJIbHBIX TIOCAEICTBUN U TPUIUHHO-
IO KOMILJIEKCa;

— BJAJIeTh TEPMUHOJIOTHEN TPECTYMHOCTU B cdepe pa3BUTHA
U WCIOJb30BaHusT HU(PPOBBIX TEXHOJIOTUI; HABBIKAMM OPraHuU3aIun
U TPOBEJEHNS] KPUMUHOJIOTMUECKUX MCCJIE0BAHUIA, IIPOTHO3UPOBAHMS
ATOrO BUJA TIPECTYINHOCTH, TJIAHUPOBAHUS TPOPUIAKTHUECKUX MEPO-
TIPUATHUI.

3.1. Oco6eHHOCTU U NPOBAEMbI TPOTUBOAEUCTBUS
uMPppoOBOI NPECTYNHOCTH

PaccmarpuBasg coBpeMeHHOE cocTosTHIE TTUGPOBOI TPECTYITHOCTH,
HEOOXOANMO OTMETHTb, YTO OOJIBIINAS YaCTh CKBO3HBIX U(POBBIX TEX-
HOJIOTHI, B HACTOSIIIIEE BPEMsI HAXOJUTCS TOJIBKO B CTA/[IUU PA3BUTHUSI,
HEKOTOPbIE U3 HUX y’Ke HE TOJIbKO aKTUBHO PA3BUBAIOTCS, HO U UCIIOJIb-
syiorcst B Poccun. Tak, HanpuMmep, TeXHOJIOTUsT «OJIOKYEH> aKTHBHO
HCTIOJIb3yeTCs Ha Tepputopun Poccnn, a Takke MUPOKOE PACcIPoCTpa-
HEHUsI, 0 UeM CBU/IETEJIBCTBYIOT PE3YJIbTaThl IIPOBEACHHOTO COI[UOIOTH-
YeCKOTO MCCHEOBAHUS, TOTYUNI TaKOW (DUHAHCOBBIN aKTUB, KaK BUP-
TyasbHast BaoTa (KPUIITOBAJIIOTA), a €r0 000POT, POCT COOTBETCTBYIO-
X TPAH3aKINH, esKeTHeBHO yBeanduBaeTcs. Ho pa3BuTHe oCTaabHBIX
11u(POBBIX TEXHOJOTUN Y)KE «HE 32 TOpaMU» W COBEPILIEHUE TIPECTY-
TJIEHU ¢ UX MCIIOJIb30BaHMEeM yxKe Oo4eBUAHBIN (akT. [Ipectymienns
MOTYT COBEPIIAThCs He TOJBKO B chepe 060poTa nudpoBbix (hrHaHCO-
BBIX aKTUBOB (B TOM YMCJE U BUPTYATbHON BATIOTHI (KPUTITOBAIIOTHI),
HO ¥ B cepe PasBUTHS M UCIIOIb30BAHUST TEXHOJOTHH OOJIBIINX JaH-
HBIX, MCKYCCTBEHHOTO WHTEJJIEKTA, TMPOU3BOJICTBEHHBIX TEXHOJOTUH
U T. 10
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AHanu3 KpUMUHAIBHON CUTYAIlUH, CTIOKUBIIEHcS B chepe BHenmpe-
HUS ¥ UCTIOJIb30BaHUs ITU(MDPOBBIX TEXHOJOTUI, CBUIETEIBCTBYET O TOM,
YTO MPECTYIJIEHUS UMEIOT TEHIEHITUIO K pocTy. Tak, HarpuMep, TOJIbKO
3a 2019 1. B 9101 chepe ObLIO 3aperucTpupoBato 294 Thic. IPeCTyILIC-
uuii, uto Ha 70 % Gomabuie, yeMm B 2018 1. IIpu sToM 98, 4 ThIC. 3aperu-
CTPUPOBAHHBIX TIPECTYIIJICHUH OTHOCUTCS K KATETOPUH TSIKKUX 1 0C000
TSDKKUX TPECTYIUICHII. Y1epO OT XUIIEHWii, COBEPIIEHHBIX ¢ UCIIOJb-
3oBanueM MU@poBbIx TexHogoruit B 2019 r., mo ganusim M B/l Poccun,
cocraBu 6osiee 10 mupa py6iein™, a paCKpbIBAEMOCTh 9THX TIPECTYILIE-
unit cocrasuna 20, 5 %*. Tak, no ganneiv HannonanbHoro orpesrenunsa
DBP, or 85 % 10 97 % KOMIBIOTEPHBIX IIOCITAaTEIbCTB JaKe HE BhISIB-
gstiorest”, 1o oreHkaM Jpyrux 9KCIEpPTOB, JIATEHTHOCTb ITUX MPECTY-
mwiennii B CITA gocruraer 80 %, 8 Beaukobpuranuu — 85 %, B OPT —
75 %, B Poccuu — 6oaee 90 %*.

3a gecarp MmecareB 2020 T. pocT HcCTETyeMBIX TIPECTYIICHUN
cocraBut 75,1 % u 6bL10 3aperucTpupoBano 420,7 ThIC. MPECTYILICHHMIA,
U3 HUX KOJUYECTBO 0COO0 TSKKUX M TSUKKMX MPECTYIJICHUN YBEJUYN-
JIOCh, TIO CPABHEHWTO € TIPEABIAYINM TiepuooM Ha 84,9 % (216,4 Tbic.).
[Ipu coBepiiienny 9TUX MPECTYIIEHUI UCIOJb30BAJINUCH WU [IPUMeE-
Hseh: cetn «MuTtepHer> (243,6 ThIC.), cpeiacTBa MOOWJIBHOW CBSI-
3u (181, 2 trIc.), pacuetHble (TIIacTuKOBBIe) KapThl (161,4 Thic.) KOM-
npioTepHas TexHuka (23,8 Teic.), mporpaMMHbIe cpenctsa (8,2 ThIC.),
¢uxTuBHBIE 3MeKTpOoHHBIE TIMaTe:ku (1,1 Thic.). Bompmas yacte n3 HUX
coBepIlieHa MPOTUB COOCTBEHHOCTH KaK IOPUANYECKUX, TaK U (husnde-
cKux Jmi B (UHAHCOBOM 1 GaHKOBCKOU cdepe, B chepe HEe3aKOHHOIO
060poTa HAPKOTHKOB ¥ TIP.

[[lupokoe pacmpocTpaHeHue MOJYYUJIN PECTYITHbIE —JIeSTHUS
¢ MCHOJIb30BaHKeM GaHKOBCKUX KapT. Tak, 6osee 80 % 3apeructpupo-
BaHHbBIX MMPECTYIUICHWI B Ha3BaHHOW cdepe COBEpIIEHbI MPOTUB COO-
CTBEHHOCTU, B OCHOBHOM 3TO KPa)ku U MOIIEHHUYECTBO. Tak, pacipo-
CTpaHeHue MOIIEHHUYECTBO TTOJIYYUIIO [P BHECEHUU UBMEHEHUI B €J11-
HBIII TOCYZapCTBEHHBIN peecTp (DUKTUBHBIX CBEACHUIN IOPUINIECKUX

# O6sop: MB/I: ymep6 or kubepmpectymiennii B Poccun mpesbicun 210 Mpx
pyGueii [ dnexrponnsiii pecype]. URL: forklog.com (nata obpamenns 17.02.2020 1.).

® O630p: Kparkasi XapakTepucTHKa COCTOSIHMS IPECTYIHOCTH B Poccumiickoii
(denepaunu 3a ausapb — Aekabpp 2019 roga: MBI Poccuu [iexrpommbiii pecypcl.
URL: https://MBr.pd/reports/item/19412450 (mara ob6pamenmst: 17.02.2020 t.).

" Aiixos /. KomIbloTepHble IPeCcTyIIeHUs: PyKoBOACTBO 110 60pb0e ¢ KOMIbIOTEPHbI-
mu npectymienusmu / J[. Aiikos, K. Ceiirep, Y. @ouncropx; nep. ¢ anri. B.V. Boponaesa
u I.T. Tpexamna. Mocksa: Mup, 1999.

¥ Bonesods A.T. ITpotuBozielicTBIe KOMITBIOTEPHBIM TPECTYTLICHUAM: TPABOBbIE OCHOBHI
MeKyHapoAHOTo coTpyanmdectsa. Mocksa, 2002; Andpees b. B., Ilax II. H., Xopcm B.II. Pac-
cJIe/IOBaHNeE TIpecTyIiennit B chepe KommbroTepHoil nuopmaii. Mocksa, 2001.
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JIMIL U UHJUBUIYAJIbHBIX [PEAINPUHUMATENENH, B Pe3yJbTaTe KOTOPBIX
3JI0YMBINLIEHHUKU TIOJYYUJIN BO3MOKHOCTH 3aBJIa/IETh MMYIIECTBOM,
aKTUBaMu (PU3UUECKUX U IOPUIAMYECKUX JIUI[, B TOM YHUCJE C rocy/ap-
CTBEHHOW JI0JIell yCTaBHOTO KaITUTAJIA.

[TpobeMa pacKpbIBAEMOCTH OTUX MPECTYIJICHUH 3aKII04aeTCst
B TOM, 4TO GOJIBINAS YaCTh ATUX MPECTYIJICHUH COBEPIIACTCS B BUPTY-
AJILHOI CPe/ie, YTO HE MO3BOJISIET CBOEBPEMEHHO BBISIBUTD JIUIL, TPUYACT-
HbIX K CBEPIIEHUIO TAKUX IIPECTYILJICHUT.

Cremyer OTMETUTD, YTO IU(MPOBLIE TPECTYIJICHNUS, 110 CBOEH CyTH,
MaJIOU3y4€eHbl U UMEIOT BBICOKHMI YPOBEHDb JIATEHTHOCTH, YTO 06YCJIOB-
JIEHO, C OJTHOU CTOPOHBI «OTCYTCTBUEM COBPEMEHHOUN METOIUYECKOM
6a3bl UCCICIOBAHMS TOTO BH/IA JAESIHUI, HEJOCTATOYHBIMU 3HAHUSIMU
IT-TexHOIOTHI, M3MEHEHUEM CIIOCOOOB COBEPIICHUS MPECTYILICHIIT
u up. [leficTBUTEIHHO, B HACTOSIIIIEE BPEMSI, IPECTYILJICHUSI MOTYT COBEP-
1IaThCsl B BUPTYAJIbHON Cpejie, He BBIXOJSl U3 CBOETO JloMa uiu oduca
U COXPaHssi aHOHUMHOCTb> ™,

Ocobyto TPeBOTY BbBI3BIBAIOT XaKUHT, KapAWHT W COBPEMEHHBII
dummnr. Yarie Bcero 00beKTaMy XaKepCKUX aTak CTAHOBUTCST TIPOMBIIII-
JIEHHOCTD, B 28,9 % cyiydaeB, U MPaBUTENbCTBEHHDIE YIPEKAEHUS, B 25 %
cay4yaeB. JTOT MOKA3aTeJib CBUJETEJNbCTBYET O TOM, YTO IPECTYIHbIE
GopMUpPOBaHUS CETOIHS CTPEMSTCS BJIAJETh Bcell mHdopMaliueii o pas-
BUTHH HOBbIX TEXHOJIOTUI, UX BHEJPEHUU B MPOMBIILJIEHHOCTD, O TIPU-
HSITUU HOBBIX 3aKOHOB U MHBIX HOPMATUBHBIX aKTaX, a TAK)KE MOJIy4aTh
uH(GOPMAIUIO O I TETbHOCTU TIPABUTEIbCTBA.

AHanu3 THUTIOB arak, MpoBeieHHbIN [leaTpoM MOHWTOpPHMHTA W pea-
TUPOBAHUSI Ha KOMIIBIOTEPHBIE aTaKu B KPeAUTHO-(DUHAHCOBOU chepe
(inCERT), nampaByieHHBIX Ha OpTaHU3AIUNA KPeauTHO-(PIUHAHCOBOM cde-
PbI [TOKaszat, 9To B epBoM mosryroanu 2019 roga cemb KpUroOMpIK, BKIIIO-
vast KpynHeiimme Bithumb u Binance, moctpamam ot KpyImHbIX B3JIOMOB,
[OTEPSIB TIPU TOM JIECSITKU MUJJIMOHOB JIOJIJIAPOB CPEJICTB T0JIb30BaTe-
seit. Tlosske Cunramypcekast kpuntobup:ka Bitrue oduimanpho 3asBuia
o kpaske TokeroB XRP na cymmy $3.9 M u tokenos Cardano (ADA)
Ha cymmy $225,000. Takum 06pa3oM, BMECTE ¢ HOBBIM B3JIOMOM, YHCJIO
YCHENTHBIX Xakepckux aTak B 2019 roxy BEIPOCIO 0 8, YTO BHOBD BBIBOIUT
Ha MepBblii mIaH Bonpockl 6e3onacHocti. CTpeMUTEIbHBII POCT KOTHPO-
BOK JIEJIACT KOIIEJIbKI KPUIITOOMPIK HEBEPOSITHO TIPUBJICKATEIBHBIMHE JIJISI
XaKePOB, OITOMY B JIaIbHEHIIEM CUTYaInst OYET TOJIKO YXY/AIIAThCS.

* Kones /].A. Kpumnnosnoruyeckas 6esonacHocts 1 ee obecredenue B cepe nudpo-
BBIX TEXHOJIOTHIL: I0CTaHOBKA 11poliembl // Kpumunaibhas curyarust B Poccun u aHTUKpH-
MHHAJIBHOE 3aKOHOJATELCTBO: MPOOIEMBI KDHMUHOJIOTUYECKOH 00YCJIOBIEHHOCTH 3aKOHA.
Mockga, Poccniickas kpumuHOMOTHYeckas accormanus. 2020,
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ITo muenuio mpexacraBureseil kommanuu <Jlabopatopusi Kacrep-
CKOTO», Pe3yJIbTaThl MPOBEJEHHOIO UMU UCCJIEIOBAHUS, B KOTOPOM IIPH-
HSJIA yYacThe WH]YCTPUAJIbHbIC OPraHU3aI[UU MOYTH BCEX CTPAH MUPA,
BKJfoYast Poccuio, TPUILIM K BBIBOAY, YTO 3a HOCJEAHUI roji GoJiee
50 % TPOMBITIIEHHBIX KOMIAHUN B MUPE TTOCTPAIAia OT OHOM /T0 BOCD-
ME XaKepcKUX arak. IIpu aToM ObLIN 3aTPOHYTHI KPUTHYECKU BasKHbIC
UHOPACTPYKTYPHI UM aBTOMATU3UPOBAHHBIE CUCTEMbI YIIPABJICHUS TeX-
HosMorudeckuMu Tmporieccamu. [lpencraBuTtensamu Takux OpraHU3AIII
ObLJIO MOTPAYEHO B TEYEHKE rojla Ha yCTPaHEHUE TOCTIEACTBUN OT TaKUX
artak 710 420 toic. nosmapos CIITA. He ctano HEOXUIAHHOCTBIO IS TIPO-
MBIIIJIEHHBIX MPEANPUSATUN U KOMIAHWI, KaK CBUIETEIbCTBYIOT PE3YJib-
TaThI OIIPOCOB, BEPOSITHOCTD TIOCTPA/IATh OT XaKePCKUX atak. X pormycka-
10T TPU YETBEPTH KOMIIAHUI, TIPU TOM, 110 UX MHEHUIO, (83 %), K TakuMm
WUHIUJIEHTaM B UX IIPOMBIIIIEHHBIX HH(GPACTPYKTYPaX OHU XOPOIIO MO/I-
roToBJieHbl. B HacTostiee BpeMst KoMIaHuu GOJIbIIIE BCETO OMACAIOTCsI BO3-
MOKHOCTH 3apaskeHusi BPEJOHOCHBIM TIPOrPAMMHBIM 0O€CIICYEHIEM, TaK
KaK TIOCTPAJIaBIITHE OT XaKePCKUX aTak (53 %) TMOATBEPANIN CIYIan CTOJ-
KHOBEHUSI ¢ Pa3INYHBIM BPEIOHOCHBIM TIPOTPAaMMHbBIM Obecrieuernem”.

B magane 2020 r. xommanueii Group-IB 3aduxcupoBan dbummaT
muoHckoi nporpammbl HawkEye ¢ temoit Free face Mask. ITuch-
MO ObLIO OTIIPaBJIEHO SIKOOBI OT MeHeKepa KUTANCKON KOMIIAHUU
GALAXY ELECTRONIC INDUSTRIAL, a nosyuarensimu ObLin poc-
CUICKUE KOMITAHUM, B TOM uucJjie U3 chepol anepretrkus ™, [Ipu oTKpbI-
T ceprudurara toapa Bo Biokennn (RAR-apxus Mask 2020.rar)
naxoauics daita Mask 2020.exe ¢ BpeJlOHOCHBIM COAEP/KAHUEM K IIIIH-
OHCKOIT iporpamMmoii u3 cemeiictea HawkEye (aka HawkSpy).

ITo onenkam ChepbaHKa MOTepU MUPOBOH 9KOHOMHMKH OT XaKep-
ckux arak B 2019 roxy ysesmuarcst 1o $2,5 tpan. Ilpu stom yiiepb
Poccun oT Takmx atak MOXKET COCTaBUTH B TekyiieM roay 1,6—1,8 Tpan
py6ueil. B pamkax BcemupHoro skoHommueckoro ¢dopyma B /laBoce
npezactaButesib CoepbatKa 3asiBUJI O TOM, UTO ITPH COXPAHEHUH TEKYIIIe-
ro tpetza k 2022 roxy yuepb oT AeHCTBHIT XaKepOB ISt MUPOBOI 9KO-
HOMUKH MOsKeT BbipacTs 10 $8—10 tpiH B rox”.

3HauuTe bHAS YaCTh TAKUX aTaK OCYIIECTBJISIETCS C LEJIbIO XUIIle-
Hust uadopmanuu. Tak, B nepBoii mososune 2019 r. B Poccun Gosee
[IOJIOBUHBI XaKEPCKUX aTaK COBEPIIEHHBI C IEJbI0 XUIEHUS Pa3HOO-

T KubepmpectymHocts B Mupe | Dextpomusiit pecype]. URL: http://www.tadviser.ru/
index.php/ (mara obpamermst: 29.11.2020).

* Tposu Ginp sapabatbiBaer Ha Koponasupyce [Daekrponnbiii pecype]. URL: https://
www.kaspersky.ru/blog/ginp-trojan-coronavirus-finder/27762/ (nara o6paterust: 03.04.2020).

¥ URL: https://karelinform.ru/news/society/02-10-2019 /rosseti-otrazhayut-bolee-9-
mln-hakerskih-atak-ezhegodno?ind=272newizv (nara obpamenus: 06.09.2020).
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OpasHoil uudopMalyy, OT JIUYHON HEPerCcKU 10 KOMMEPUYECKON Taii-
HBI, HO 0c000€ BHUMaHUE Y/ENSIOCh YYETHBIM JaHHBIM, MMEPCOHANb-
HbIM JIAaHHBIM U JIAHHBIM TIJIATEKHBIX KapT. Tak, Harpumep, B cepeiute
2019 rpynma xakepoB aTaKOBajJa KOMITBIOTEPHI IIPEACTaBUTEIbCTBA
EBpomneiickoro coroza B MockBe 1 moXuTuIa ¢ HUIX HEKOTOPYIO UHGMOP-
marnuio. Kubeparaka mpojosskanach 60Jbiie AByx et ™.

Havano 2020 roga aus Poccun o3naMeHoBaI0Ch OecrpeneaenTHoR
DDoS-atakoii ¢ kotopoii cronknyscs Coepbank. Ona Obuta B 30 pas
MOIIIHee, YeM caMasi MOIIHAs aTaka, mpousoteamas B 2018 roxy, 3a Bcio
ucropuio Coepbanka’. JlaHHbBIE TTOKA3aTEJN CBUAETEIBCTBYIOT O TOM,
4YTO 3a MOCJEJHME JIBA TOJa KOJUYECTBO ITOTO BUJA IPECTYIIEHUI
BbIPOCJIO B 30-pas, YTO CBUIETEIBCTBYET O «XaKEPCKOU 9BOJIOIUN» *,

B Poccun Tompko 3a mepseie mects MecsteB 2020 T. poccutickasi KOM-
MbIOTEPHAS] CUCTEMA, HAXOJSIIASCS B BEIECHUU TOCYIAPCTBA, MOBEPIJIACH
OJIHOMY MUJLTHAP/LY XaKEePCKUX aTak u3-3a pybexka”, 6oJiee MoJOBHHbBI XaKep-
CKHUX aTaK COBEPIIAIOTCS C TEJIbI0 XUIeHusT WH(DOpMAIU, 3/I0YMbBIILICHHU-
KU 3aHTEPECOBAHbBI B CAMBIX Pa3HOOOPA3HBIX TAHHBIX — OT JIMYHON MEperti-
CKHM JI0 KOMMepuecKoi Taitibl. Ho mo-npexkHemy Hanbosiee BBICOKO TIEHATCS
y4eTHbIE JIaHHbIE, IEPCOHAIBHbIE JIAHHBIE U JIAHHBIE TJIATEKHBIX KapT.

Manubie IlenTpa MOHMTOpPUHIA W pearupoBanusi Ha Kubepara-
ku Solar JSOC <«Poctenekom-Cosapa» 3a <«Iepuoj siHBapb—HOSIOPb
TekyItero roga 3abukcuposan 6osee 200 mpodeccnoHaIbHBIX XaKep-
CKHX aTak Ha POCCHIICKME KOMITAHUH, 4TO B JBOE OOJIbIIIE, YeM 3a BECh
2019 rox, o6pamaer Bunmanue usganue. [Ipu arom 30 arak cosepiunim
XaKepCKHe rPyIupoOBKU HarboJjiee BBICOKOTO YPOBHsT» .

Oco0blil BUJI XaKePCKUX aTak OTMEYAETCS B IEpUOJ IIaHIeMUN
COVID-19, npecTymHUKN MOMEHTAJIbHO AJalITUPOBANINCH K CJIOKUB-
1Ieiicst CUTyalluu U Urpasi Ha ONaceHUM U CTPaXe 3a CBOIO JKU3Hb TOTEP-

 BuzzFeed coo6um o MOXMINEHNN JAHHBIX ¢ KOMIBIOTEPOB IpeficTaBuTenbeTsa EC
B Mockse [daekrponnsiii pecype]. URL: https://www.interfax.ru/russia/663906 (nara
obpamenust: 08.10.2020).

" O6sop: Tpybununa M. Coepbank croskmyics ¢ momueiimeit DDOS-arakoii [Dex-
tponnbiii pecypc]. URL: https://rg.ru/2020/01/21/sberbank-stolknulsia-s-moshchnejshej-
ddos-atakoj.html (zara obpamenns: 06.06.2020).

* Kones /].A. Kpumnnosnoruyeckas 6esonacHocTb 1 ee obecredenue B cepe nudpo-
BBIX TEXHOJIOTHIA: ocTanoBKa mpobiembl // Kpumunanbhas cutyarust B Poccuu 1 aHTUKPH-
MHUHAIBHOE 3aKOHOJATEIBCTBO: MPOOIEMBI KDHMUHOJIOTHYECKOH 00YCIOBIEHHOCTH 3aKOHA.
Mocksa, Poccuiickas kpumuHosorudeckast accoruarust, 2020,

* O630p: Bosee MuLapAA XaKepCKUX aTak M3-32 Pybe:ka COBEPIICHO Ha POCCHIiCKHE roc-
caiiTpl ¢ Havasia rojia [ mexrpornsiii pecypc]. URL: //www: pnp.ru (zata obpamietus: 13.08.2020).

“ O630p: DKCIEPTHI BHIABMIN CKaYOK Ync/ia KubepaTak Ha CTpaTeriyeckue mpejiph-
stust PO [Dnexrponnsrii pecype]. URL: https://www.interfax.ru/russia/739380 (nara o6pa-
menns: 01.02.2021).
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[EBIIUX U3BJEKAIU MarepuasbHyio Beiroqy. llo muenuio Eppornouia,
[OJIyYeHHbIE PE3YJIbTAaThl UCCIEJOBAHUS ATUX MPECTYILJICHUIN TO3BOJISI-
€T BBISIBUTH OOHOBJICHHYIO KapTHHY YTPO3 U OIEHUTH JajibHeillee yBe-
JIMYEHUE ITOTO BUJIA TIPECTYITHOCTH

[Tpo6ieMy BbI3BIBAIOT (DUITUHTOBbIE aTAKH, COAEPIKAIIIE BPEIOHOC-
HOe TIPorpaMMHoOe obecIiedeHne, TO3BOJISIONIee MPECTYMTHUKAM UCTIOJIb-
3ys mporpaMMbl, HarpuMmep, Ransomware, 3apaxaTh (aiiyibl Ha yCTPOi-
cTBe TyTeM Mu(pPOBAHMS JAHHBIX U MOCJEAYIONIEr0 0TKa3a B JIOCTYIIe
Kk HUM. TTocsie 6JI0KHPOBKY KOMITBIOTEPOB MOTEPIIEBIIMM MTPEIJIATanoch
3aIlIaTUTh 32 UX Pa3bJOKMPOBKY. Yalle BCero MUIIEHBIO SIBJISTIOTCS 00b-
€KTBl KPUTHYECKON MHPOPMAIIMOHHOM HH(MPAcTPyKTYpbl (OaHKH, aTOM-
Hble TPEANPUATHsI, 00BEKTBI 3[PaBOOXPAHEHMUs], HIEKTPOCHAOKEHUS,
BOEHHBIE OOBEKTHI U TOCCTPYKTYPHI).

IKCIEPTHI eKeHeeNbHO (PUKCUPYIOT TOSIBJIECHUE JIECSTKOB HOBBIX
(PUITUHTOBBIX PEeCypPCcOB, UMUTUPYIOMMUX CAUThI KOMIAHUN He(TIHOH,
XUMHWYECKOU MPOMBIIIJIEHHOCTH, a TaKKe TPeAnpusTuii cepbl TsKe-
Jioro mamunoctpoenus. [loj ynap B epByio ouepe/ib MomnajaioT yuacT-
HUKU TPAHCTPAHUYHBIX C/IEJIOK, KOTOPbIE BELYT MEPENUCKY HA aHTJIHii-
cKoM s3bike. [IpecTymTHUKY BKJIIOUAIOTCS B TIEPEITUCKY OT UMEHU OJ[HOTO
U3 KOHTPAreHTOB, MOCJIEe Yero OTIPABJISIIOT B a/[peC KOMITAaHUY (DUKTUB-
HbIE CYeTa ¢ UBMEHEHHBIMU OAHKOBCKUMMU PEKBU3UTAMU M JIOKHMIAIOTCS
[O/ITBEP:K/IEHUST OTLJIATDI, B OJIHUX CJydasix. B 1pyrux ciyuasx, BbliaBast
cebst 3a mpejIcTaBUTE el U3BECTHBIX OPEHIOB, B TOM YKCJIE POSHUYHBIX
ceTel, CTPOUTETHHBIX M HEMTIHBIX KOMIIAHUN, OHU aTaKyIOT C TTOMO-
IIBIO TIUCEM C BPEIOHOCHBIM COJIEP/KAaHIEM, KOTOPBIE TIPUXOIST 1Mo Oy1-
HsIM B paboune vachl. B manHOM cirydae ux 1esb — 3apaxkeHue nHbpa-
crpykrypsi mudposasibimkom Shade/Troldesh: mporpamma koaupyer
(aiiibr Ha yCTpOICTBE MOJIB30BATENSI U TPeOYET Y HETO TIATY 34 TOCTYIT
K HUM.

[[lupokoe pacmpocTpaHeHue MOJYYUJIN PECTYITHbIE —JIeSTHUS
C UCIIOJIb30BaHWeM OAHKOBCKHMX KapT, HH(MOPMAIMOHHO-TEJIEKOMMYHH-
KanMoOHHOI cetu «VHTEpHET», CPeACTB MOOMIBHON CBSI3U U KOMIIbIO-
teproit Texuuku. bomee 80 % 3aperncTpUPOBAHHBIX TIPECTYTLIEHUN
B Ha3BaHHOU cdepe COBEpIICHDbI IPOTUB COOCTBEHHOCTH, B OCHOBHOM
ATO KPaKU M MOIIEHHWYECTBO. Tak, pacrpocTpaHeHyre MOIIeHHUYe-
CTBO MOJIYYUJIO TIPU BHECEHUN U3MEHEHUN B eIUHBIN TOCYAapCTBEHHBIHN
peecTp (DPUKTUBHBIX CBEAEHUN IOPUINIECKUX JIMI] U WHUBUIYATbHBIX
[peAlpuHuMaTesieil, B pe3yabTare KOTOPBIX 3J0YMbBIIIJIEHHUKU TIOJIY-

“ TloiiMath ~ BuUpyC  KHMOCPUPECTYMHOCTH, — AC3MHMOPMAINT U TaHACMHH
COVID-19» [dnexrponnsrii pecypc]. URL: //https://MBr.pd,/upload/site151 /doc/Evropol.
Doklad Poymat_virus_kiberprestupnosti.pdf (zara o6pauenns: 17.03.2021).

34



YUJIM BO3MOKHOCTH 3aBJIAZICTh MMYINECTBOM, aKTUBAMU (PU3UIECKUX
U I0PUIMYECKUX JIUII, B TOM YUCJIE C TOCYIaPCTBEHHON J0JIeil yCTaBHOTO
KamuTaIa.

OcHOBOII 3TUX TPECTYIJICHUN SBJSAETCS CONUAJIbHAS WHXKEHe-
pust — oOMaH, KOTOPbIil POBOIMPYET MOJIb30BaTEICH HAa COBEPIIEHUE
MOCJIEI0OBATEIbHBIX JCHCTBUN, KOTOPbIE CIMOCOOCTBYIOT aKTHBU3AIUU
BPEJOHOCHOTO ITPOTPaMMHOT0 oOectiedeHust. ONMacHOCTh ee IPUMEHEHMSI
3aKJII0YAETCS B TOM, UTO OT €€ METO/IOB TIOKA HET 3aIUTHL.

Pacmpoctpanenue mpectynHOCTH B cdepe MU(POBBIX TEXHOJIOTUN
U B OTHONIEHUU UX HEMIOCPEJCTBEHHO, <HACTOIBKO BEJIUKO, UTO €IIle Pa3
MOATBEPIKAAET HEOOXOAUMOCTD CAMOTO CEPHE3HOTO BHUMAHWUSI CO CTOPO-
HBI TOCYIAPCTBA K ATOM 1pobsieMe U B3BEIEHHOTO PUHSATHS PEelieHui

110 TIPEAYTIPEKACHUIO TTPAaBOHAPYIICHUN U TMPECTYIUIEHUH B HA3BAaHHOM
46

cepe» .

B Hacrostiee BpeMst 0coOY0 OITAaCHOCTb MPEACTABIISIIOT SKCTPEMU3M
U TePPOPU3M, TIOCKOIBKY UCIOIb30BaHNE HOBEUTITUX ITU(PPOBBIX TEXHO-
JIOTWUH TOBBIIIAET He TOJMbKO 3(h(hEeKTUBHOCTD IIPECTYTHON AeSTeTbHOCTH
OKCTPEMUCTOB U TEPPOPUCTOB, MO3BOJISAST 0OECIIEUYNTh «aHOHUMHOCTh>
ux (pUHAHCHPOBAHUS, HO M JIAET BO3MOKHOCTb OObEANHATH IHPOKUI
KPYT pa3o0IeHHBIX M0JIb30BaTes el MHGOPMAIMOHHO-TEIEKOMMYHUKa-
IMOHHBIX CeTel, HAXOISIINXCSA B PA3HBIX TOUKax Mupa. MHuoroobpasue
(hopM uX MposiBJIEHU, 3HAYUTETIHBHOE YUCJIO TEPPOPUCTUYECKUX U IKC-
TPEMUCTCKUX OPTaHU3AIN, TeHCTBYIONINX He ToJIbKo B Poccuu, HO 1 BO
BCEM MUPe, TPAHCHAIIMOHAJIBHBIN XapakTep UX JesTeJIbHOCTHU, YBEJH-
YeHue KOJUYECTBA Yrpo3 BHEITHET0 M BHYTPEHHErO XapakTepa CBUJIE-
TEJILCTBYIOT O TOM, YTO JEATEIBHOCTH MO MPOTHBOAEHCTBUIO UM TpehyeT
0c0060T0 BHUMAHUSI, MIOCKOJIbKY TaKKe SIBJICHUsI, OCOOEHHO TEPPOPU3M,
MPOJIOJIKAIOT MPEACTABISATh CEPhE3HYI0 YIPO3Yy MEKIYHAPOIHON 6e3-
omacHocTH "

“ Cumomvsinunos E. C. TIpobaembl peansainn yroJoBHOM OJNTHKH 10 TPOTHBO/EN-
cTBUIO npecTyiienusiM B cpepe Boicokux texnosoruit / E. C. Cmonbsuunos, M. 0. Bopo-
unn // Becrauk PITY. Cepus «Jxonommuka. Ympasaenue. [IpaBo». 2018. Ne 3 (13).
C. 134-141.

" Oeuunciuii B.C. Vinoctpannbie 60eBUKI-TeppopUCTbL. HOMA OHU BO3BPAIAIOTCEL.
(«Kosmekmus z6opckoro kiaydas). Mocksa, 2019.
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3.2. KpuMunHoAoTHYECKHE PUCKH
U UX BAUSIHUE Ha COCTOSIHME LUUPPOBOM NMPECTYNHOCTH

Henbssa ne obpaturh BHUMaHue Ha OOBEMbI JUYHOK MHQOpPMA-
1IUW, PasMeniaeMoil 1 cucTeMaTu3upyeMoit B cetu VlHTEpHET, KOTOpHIE
BO3POCIH 10 OeClpelefieHTHBIX pasMepoB. [Ipoucxosiime mporecchl
B udPOBOI cpese CIocOOCTBOBAMU IOSBICHUIO TEXHOIOrUU «bBob-
mux gaHHbix> («big datar). BecrnokoicTBO BhI3BIBACT pa3BUBAIONIASICS
TEXHOJIOTHST GOJIBIINX JAHHBIX, OHA HOCUT YHUBEPCAJIbHBIN XapakTep
U MOJKET UCII0JIb30BaThCsI BO MHOTUX C(hepax 4esIOBEeUeCKO 1esTesIbHO-
ctu (6aHKOBCKOM, CTPaxXOBOM, MEUIIMHCKOM, TPABOOXPAHUTEIBHOI U T.
J1.), OpPraHu3aIUsIMU: TIPEJAOCTABISAIONIMMEI TaKUe JaHHbIE; 3aHUMAIOIIH-
MUCS MX XpaHeHHeM; pa3padaThiBAIONMMU aJITOPUTMbI JIJIsI MX aHAJIM3a.
VIMEHHO Ha OCHOBE PE3yJIbTATOB aHa/lW3a ATUX JaHHBIX OYIyT CTPO-
UTbCS U YK€ CTPOSITCS TEXHOJIOTUU yiipaBJjeHus. B cBoeM mnocianun
Depepanbromy cobpanuio B 2018 romy Ilpesupent PO B.B. Ilytun
3asIBUJI O TOM, 4TO «Poccust oJKHA CTaTh OJIHUM U3 MUPOBbBIX 1EHTPOB
XpaHeHus1, 06pabOTKH, Tepeayr U 3alUThl HHGOPMAITMOHHBIX MaCCHU-
BOB — «Boubimx ganubix» . B 10 ke Bpemst, Tpebyercst Gesorararesib-
HOE pellleHre BOIPOca MPOBOJUTD JESITEJbHOCTD 110 1IU(MPOBOMY pa3Bu-
THIO CTPaHBl TAKUM 0OPa3oM, 4TOOBI 3alIUTUTh JIUYHbIE JaHHBIE JOAEH
U JaTh pasBuBarbcsl OusHecy. Ha Hall B3IJIsijl, aKTYaJbHBIM OCTAETCSI
BOIIPOC C NPUHATHEM 3aKOHA O PEryJMpOBaHUU «BOJbIINX TaHHBIX»,
KOTOPBII TPEIOCTaBUT BO3MOKHOCTb TPAXKIAHAM 3alPETUTh HUCIOJIb-
30BaHMe UX JIUYHBIX JIAHHBIX OTIePATOPaM CBSI3U U JPYTUM KOMITAHUSIM;
UCKJTIOUUT (PaKTbhI, KOTAA JIUIO0 HA OCHOBAHUU TOJITUCAHHOIO IMOJIH30-
BaTEJbCKOTO COTJIAIEHUsI MIPEJIOCTABIISIET CBOU TIEPCOHAJIbHbBIE JTAHHBIE
JUISL OTHUX TIeJied, a 10 (haKTy OHU COOMPAIOTCS U UCIIOJb3YIOTCS /LISt
npyrux. B naniem nonnmanuu «bosibiiine fanHbie» — 9TO MpeEK/e Bee-
ro CBeleHUsI B IIMGPOBOM BHUJIE, KOJOCCATLHOTO 0ObeMa ¥ HEOHOPOI-
HOTO COJIEPKaHMsI, KOTOPbIE HEIPEPBIBHO MOMOJIHSIIOTCS, OOHOBIISIIOT-
CS1 M XPAHSTCS B Pa3jIMYHbIX UCTOYHMKAX. /[Ba BUma GOJBIINX MaHHBIX:
CTPYKTYPUPOBaHHbIE U HECTPYKTYPUPOBAHHbBIE

Texnomnornu «Boapmux FaHABIX> HOCAT YHUBEPCATbHBIN XapaKTep
U MOTYT HCIOJIb30BATHCSI BO MHOTUX c(epax 4eJOBEYeCKOU JesiTehb-
HocTH (GaHKOBCKOM, CTPaxOBOM, MEAMIIMHCKOM, MPaBOOXPAHUTEIbHOI
U T. 1), OPTAaHU3AIUAMU: MPEAOCTABIIIONINMU TaKWe JaHHbIe; 3aHU-
MAOIIUMHUCS UX XpaHEeHUeM; pa3padaThiBAIOIUMK aJTOPUTMBI JIJIsI UX

® Mocanue Baaanmupa Iytnna Depepanbiomy cobpannio — 2018 [DnekTpoHHbIii
pecype] // TASS.ru. 1 mapra 2018 r. URL: https://tass.ru/ekonomika,/4998315 (nara oGpa-
menust: 15.03.2021).
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aHaymnsa. VIMEHHO Ha OCHOBE PE3yJIbTAaTOB aHAJIM3a ITUX JAHHBIX OYIyT
CTPOUTBCS U YK€ CTPOSITCS TEXHOJIOTUU YIIPABJIECHUS, 2 TAKIKE OCYIIECT-
BJISITBCS MEHEKMEHT B 1U(pOBOM aKOHOMUKE. MBI Ke HazieeMcs, 4TO
BTH TEXHOJOTUU OYAyT aKTUBHO WCIOJb30BATHCS U B JESATETBHOCTH
OpPraHoB BHYTPEHHUX JieJl, TIOCKOJbKY TaKue TEXHOJOIMH IO3BOJIST
UCCeIOBATh IPECTYIHOCTh HE TOJbKO MO JAHHBIM CTAaTUCTUYECKON
OTUYETHOCTH, HO U TI0 CJIeJIaM BO BceX UCTOUHUKOB undopmanuu. Ho ectb
U KPUMHMHOJIOTHYECKIE PUCKU UCIIOJIb30BAHUE HA3BAHHON TEXHOJOTUU
HE TOJIBKO JIJIST CO3UIAHKS U Pa3BUTHS OOIIECTBA, HO M B KPUMUHAIBHBIX
EJISIX, 4TO TpeOyeT MOATOTOBKM COOTBETCTBYIOIIEH MPAaBOBOIT OCHOBHI,
CIIOCOOCTBYIOIIEH 3aIITE HHTEPECOB IOPUANYECKIX U (PU3UYECKIX JIHII,
HUMEIOIUX GOJIBINO0I 000POT KOPIMOPATUBHOMN, IMYHOMN, CEMEITHOI 1 T. JI.
nHbOPMAIUN.

Vcxo/1s1 M3 BBINIEU3JI05KEHHOTO, XOTEJI0Ch ObI OTMETUTD, 4TO «B0JIb-
HIMe JaHHbIe» KaK IIPABUIO COOMPAIOTCS € TOM 1IeJIbI0, YTOOBI IOCPE-
CTBOM MX OOBEIMHEHUS ¢ MHBIMK Ga3aMU U3BJI€Yb HOBYIO HHMOPMAIIUIO
U IPUMEHUTD €€, TOPOI B IPECTYITHBIX HEJISIX.

Oco60ro BHUMaHUS CETOHS TPeOYIOT Pa3sBUBAIOIIUECS BUPTYaJlb-
Hble 9KOHOMHWYECKHME OTHOIIEHHMs], OJarogapsi KOTOPbIM aKTHBHO CO3-
JIAIOTCSI PA3JIMUHble BUJbI HJIEKTPOHHBIX IJIATEKHBIX CEPBUCOB U TEX-
HoJioruil. iMeHHo Giarozapst 9TUM TIpeoOpasoBaHKsIM CTaJN aKTUBHO
UCIIOJIb30BATHCS AJIEKTPOHHbBIE ¥ BUPTYaJbHbIE JleHbIU. B 11esioM BUp-
TyasbHag BaJioTa (KPUNTOBAIIOTA), KAK PAa3HOBU/HOCTD BUPTYaATIbHOMN
1U(POBOI BATIOTHI, IPHOOPEIa BHICOKYIO HOIYJISIPHOCTD U B Psijie CTPpaH
CTaJjia He TOJIbKO MOJIHOIEHHBIM ILJIATEKHBIM CPEJICTBOM, HO M BBICTYTIA-
€T UHBECTUIIMOHHBIM aKTUBOM B Psi/ie TAKMX CTPaH MUpa, Kak Anonus,
[IBeiinapwus, [IBerus, l'epmanus u ap.

Cy111ecTBYIOT BBICOKME PUCKU KaK (PMHAHCOBOTO, TaK U KPUMUHO-
TeHHOTO CBOMCTBA, CBSA3AHHBIE C BUPTYaAJIbHON BaTIOTON (KPHUIITOBAIIO-
TOI), IOCKOJIBKY OTCYTCTBYET €€ TPaBOBOii cTaTyc, OHa He obecieyeHa
JIMKBUIHBIMU aKTHBAaMH M KaKMMHU-JTUO0 TapaHTHSIMH TOCYAapCTBEH-
HOro JIMGO YaCTHOTO KaIMTaja, MOITOMY OCYIIECTBJICHUE OIepaIinii
Ha «BUPTYaJbHBIX OUPIKAX» HECET BHICOKUI PUCK MIOTEPH €€ CTOUMOCTH,
a MpUMEHEHNE B TEHEBOI 9KOHOMUKE MO3BOJISIET 06ECIIeYNTh HEMOIKOH-
TPOJIbHOCTb HAITMOHAJbHBIM OPraHaM BJIACTH.

U, ecn B Poccun TOIBKO HAYMHAETCS CO3AAHUE MIPABOBOH (asbl
1npoBbIX (PUHAHCOBBIX aKTUBOB, Ky/la HAZeeMCs U BOUAET BUPTYaJb-
Hast BamioTa (KPUMITOBAJIIOTA), a KPUMHUHAJIbHBIE TTOAXOABI B cdepe ee
060pOTa OPraHM30BaHHON MTPECTYITHOCTBIO YiKe OTPabOTaHBbL.

Ocoboe BHUMaHME CETOMAHS TPEOYIOT WMCCICAOBAHUS MPECTYILIE-
HUIi, KOTOPbIE COBEPIIAIOTCS C MCIIOJIb30BAHUEM BUPTYAJIbHOU BaJIIOTHI
(kpunroBasmioThl). V3ydenne cyneOHO-CIECTBEHHOM MPAKTUKK CBU-
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JIETEJIbCTBYET O TOM, YTO OHA MPU COBEPIICHUHU TPECTYILIEHUN MOXKET
BBICTYIIATh B KAayeCcTBE IPEJMETa U CPE/CTBA COBEPIIEHUS MPECTYILIe-
Hus. [Ipu 9TOM HasBaHHASI BAIIOTa MOKET OBITh TPEIMETOM XHIICHUS,
MOITIEHHUYECTBA, BBIMOTATEIbCTBA, JeTAMU3ani (OTMBIBAHUS ) TEHEXK-
HBIX CpefCcTB. [loCcTaTOYHO PpacmpoCTpaHEHHBIMU SIBJSIOTCS CJIyYaw,
KOr/la BUPTyaJibHasl BaaioTa (KPUIITOBAJIOTA) UCIIOJIb3YETCSI B KAUeCTBe
CPeJICTBA OILIaThl B HAPKOOM3HECE. YBEJUYNIOCH KOJIUIECTBO TIPECTY-
TJIEHUH, CBSI3aHHBIX C Jeranu3aiueli (OTMBIBAHIEM ) TIPECTYITHBIX J0XO0-
noB. HaszBannbie BU/IbI TIPECTYILIEHUI YK€ CETOJIHS BbI3bIBAIOT CEPbE3-
HYIO TIpo0JIeMy, TIOCKOJIBKY CYIIECTBYIOT TEXHUUYECKHUE TPOOIEMbI TIPU
BBISIBJIEHNH BCEX YYACTHUKOB MTPECTYITHON NeATETbHOCTH.

Bupryasnbnag Basmora (KPpUITOBAIIOTA) MOKET BBICTYIIATDH IIpeJi-
METOM COCTABOB MOJIyueHust (Jlaun) B3STKU 1 KOMMEPUYECKOTO MOJKYIIA.
JTOBOJIBHO 4acTO /IS €€ JOOBIYM UCIIOJIb3YETCsT TaK Ha3blBAEMBbIil «HEI0-
OGPOCOBECTHBIN» MAHUHT C HEIIOCPEICTBEHHBIM HCIIOJIb30BAaHUEM CTO-
POHHUX MOIHOCTEH /IS LesIeil INYHOTO 0O0raIeHusl.

AHOHUMHOCTH TPOBOANMBIX TLIATEXKEH OTKPBIBACT IMTUPOKUN JHa-
Ma30H IS «yXo/Ja OT HaJoroobI0KeHus, (DYHKIIMOHMPOBAHUS B TEHE-
BOM CEKTOPE HKOHOMWKHU, a TAKKE MOBBINIAET PUCKU YTPAThI BAJIIOTHI
cOOCTBEHHUKAaMK B cJiydae OaHKPOTCTBA 3JEKTPOHHBIX OUPIK 10 TOP-
roBJIe KPUIITOBAJIOTON WJIN B Pe3yJibTaTe XaKepcKoil atakus» . Criemnyer
[IPUBHATH, YTO HE TOJBKO B 9KOHOMUYECKOI cepe UCIOIb3yeTCsl BUP-
TyasibHasi BajioTa (KPUIITOBAJIIOTA), OHA PACHIMPSIET KPUMHUHAJIbHBIE
IPAaHUIBI U B MOCJEJHUE TOJbl YUACTUIUCH CJIyUYaud €€ UCIOJb30BAHUS
[IPU OTIJIaTe 3aKAa3HBIX MPECTYIJIEHWH, OPraHOB U TKaHell YyejoBeKa JIJist
TpaHCIJIAHTAIIMK, TPUOOPETEHHBIX U PACIPOCTPAHEHHBIX OpHOrpadu-
YeCKUX MaTepPHUaJIOB, HE3AaKOHHO MTPUOOPETEHHOTO OPY KU U OoerpuIia-
COB, HAPKOTUYECKUX CPENCTB, MCUXOTPOIHBIX U CUJIbHOJACHCTBYIONIUX
BEIEeCTB, [PU TOProBJie JIOABMU U (PUHAHCUPOBAHUHU IKCTPEMHU3IMA
1 TePPOpU3Ma, 1 TIp.

BoJbiiy o 03a009€HHOCTD CErO/IHST BBI3IBAET U POCT ITPaBOHAPYIIIE-
HuUii B chepe UCIOIb30BAHUS UCKYCCTBEHHOTO UHTEJIIEKTA, JJaHHAs TeX-
HOJIOTHST TIPEACTaBIsIET COOOM TPOrpaMMHO-aIapaTHbIC BBIYUCTIUTEb-
Hble KOMILJIEKChI TIOJIHOTO WHMOOPMAIIMOHHOTO IUKJA (BKJIIOYAIONIErO
BocIpusiThe, hrabTpaImo, 06paboTKy, XpaHeHne HHGOPMAIIUH, BBITTOJI-
HEeHNe aHAJTUTUYECKUX W CUHTETUYECKUX KOTHUTUBHBIX (DyHKIIHIL),
[IO3BOJISIIONIUE B PEKUME U€JIOBEK-MalllUHA WU ABTOHOMHO IPUHUMATD

“ Bypvixun A. B. Kpunropayiora Kak BUPTYaJIbHbIH HHCTPYMEHT: BO3MOKHOCTH 1 HeJl0-
cratkn // epcrekTussl popMupoBaHus HOBOI aKoHOMUKH XX Beka. AKTyasbHble 10CTH-
JKEHUS] PETMOHAJIBHOI HAYKHM: COOPHUK MEKIYHAPOHON HAyYHO-IPAKTHYECKOIl KOH(epeH-
1, 2017.
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1 peajn30BbIBATh PEIIeHUs B CA0KHOM, TMHAMUYHON U HeOIlpeieieH-
HO¥I cpejie. Ero pazBuTHe MPOUCXOAUT B YCJIOBUSIX YBEJTMUEHUSI AaHOHIM-
noctu. [Ipu 3TOM coeutenne TEXHOJIOTMU UCKYCCTBEHHOTO UHTEJLIEK-
Ta ¢ ceTbio VHTepHeT co34ai0T MOUCTUHE Oe3rpaHrmYHble BO3MOKHOCTI
JUISE IPECTYITHOM JIeATEIbHOCTH, YTO OTKPhIBAET OOJIBIIIE BOBMOKHOCTH
[T pOCTa TIPECTYTIEHUH B Ha3BaHHON cdepe, MOCKOJIbKY MPeCTyTHUKN
ysKe B HACTOsIIIee BpeMsi MOTYT 0e3 KaKuX-J1n60 MpensTCTBUN Ipruodpe-
CTHU KaK IIPOrpaMMHbIe, TaK U allllapaTHbIe KOMIIOHEHTHI CaMbIX MOIITHBIX
CUCTEM UCKYCCTBEHHOTO MHTEJLIEKTA. BoJjiee TOro, MUPOKOe UCIIOJIH30-
BaHMe OTKPBITOTO KOJIa B HA3BAHHOW TEXHOJIOTUU ITO3BOJISIET TIPECTYII-
HUKaM 0e3 Kakux-aub0o 3aTpaT CPEe[ACTB IMOJIyYaTh AOCTYI K HOCHE/-
HUM pa3paboTKaM BeayIux KommaHuii. COOTBETCTBEHHO, B Oy/IyIIeM,
110 Mepe IMUPOKOro PACIPOCTPAHEHUsI Ha3BAHHON TEXHOJIOTHMH, BO3pac-
TET W KOJHMYECTBO MPECTYIUICHWI B HazBaHHOI cdepe, B Oimkaiiniem
OyylieM CyIIeCTBYIONIME YIPO3bl OYAYT AOMOJIHEHbI HOBBIMMU, CBSI3aH-
HBIMH C PAa3BUTHEM UCKYCCTBEHHOTO MHTEJJIEKTA. T UIIOBbIE yrpo3bl CTa-
HyT 60JIee TEXHUIECKHU CJIOKHBIMU U M30IIPEHHBIMHU.

WckyccTBeHHBIN MHTEJIEKT «3TO TEXHOJIOTUS TPOMHOTO Ha3Hade-
uust. I mMoxer ObITh UCIIOJIb30BAH KaK /IS TPAKIAHCKUX, TAK W I
BOeHHBIX meseii. OtaespHOE HampaBjeHue wucnoab3oBanus WU —
Mapuosno-reppopuctudeckoes ™. [Ipu aTOM TEXHOIOTUSI UCKYCCTBEHHO-
ro MHTEJJIEKTA CTajla aKTUBHO UCIIOIb30BATHhCS HE TOJNBKO B IIOBCEHEB-
HOI KM3HY, B GJIArKX L[EJIIX, HO U B KPUMUHAIbHBIX 1e/sX. Tak, u3Bect-
HO, 4TO TaKU€ TEXHOJIOTUU aKTUBHO MCIIOJb3YIOTCS MPU (DUITUHTOBBIX
aTakax. BoJiblyto onmacHOCTb HeceT B cebe co3ianne KOMOMHUPOBAHHBIX
CHCTEM, BKJIIOUYAIONIMX UCKYCCTBEHHbBIH MHTEIEKT U POOOTH3NPOBAH-
Hble ycTpoiicTBa. Tak, HalpuMep, UCII0JIb30BAHUE IPOHOB U UHbBIX JIeTa-
TEJILHBIX allapaToB /I KOHTPaOaHIbl HAPKOTHKOB, OPYsKHUSI, a TaKKe
UCIOIb30BAHME UX B LEJIAX Iepejadyl B MeCTa JIUIIECHUS CBOOOIbI HeJle-
rajJbHO <«HAPKOTUKM, CUTAPEThI, MOOUJbHBIC TeIe(OHbL, OPUTBEHHBIC
JIE3BUST ¥ IPYTYIO KOHTpabaHy» .

B HekoTOpBIX ciaydyasix WX UCHOJB3YIOT JJIsI Pas3Be/KH, HAIpPU-
Mep, IPU MOATOTOBKE KPasku WM pa3bOHOTO HalaJeHusl, MOCKOIbKY
C MOMOIIBIO TAKUX JPOHOB <«M3y4aTh IJIaH COOCTBEHHOCTH, TJe yCTa-
HOBJIEHA KaKasl crcTeMa Oe30IacHOCTH, THe HaXOAATC XJIUIIKUE ABEPU
U OKHa, TJIe PACIOJIOKEHBI KaMepbl. Bce 9TO 1M03BOJISIET TIPECTYITHUKAM
BBIOPATD OM MU UHON 0OBEKT, COCTABUTD AETAJbHbIN ILIaH U BEIOPATh

¥ Jlapuna E. Vickycersenmbiii untenext. Bonbume gannsie. Ilpecrymmocts («Kosex-
s s6opekoro kiay6a»). Mocksa, 2018.

" IInexanoe M. Boennble HOBOCTH: pa3BebIBaTe/IbHbIE APOHbI PECTYITHUKOB [D/1eK-
tponusIil pecype]. URL: https://inosmi.ru/social /20180508,/242170511.html (nara obpare-
mus: 19.02.2021).
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MapipyT st B3jsioma. C MOMOIIBIO JPOHOB MOKHO TaKKe YCTaHOBUTD
rpaduk mpedbIBaHKs X03s1€B WJIM OXPaHbl Ha 0ObEKTE, IPUBBIYKN BJIa-
JIeJIbIEB, KOJIMYECTBO JIIO/Eel U Tak jajiee» ™.

B Gamkaiitiem OyzyiieM CyIiecTBYIOIIHe YIPO3bl OYAYT AOMOTHEHBI
HOBBIMU, CBSI3aHHBIMU C PAa3BUTHUEM MCKYCCTBEHHOTO MHTEJLIEKTa, Turo-
BbI€ YIPO3bI CTAHYT H0JIEE TEXHUYECKU CIOKHBIMU M M30IIPEHHBIMI.

Ocob6oe BHUMaHUE Y/IEJISETCsT CETOHST HE TOJBKO PA3BUTHIO TEXHO-
Jgoruu VIHTepHeTa Belteil, 1 MPecTYIHOU AesITeTbHOCTH B cpepe Ha3BaH-
noit Texuosnorun. Texuonorus MurtepHer seuieil npeacrasisger coOoi
ceThb (PU3NIECKUX MPEAMETOB («Beleliy ), MOAKIIOUeHHbIX K VIHTepHe-
TY W B3aUMOJIEHCTBYIOINX MEKIY coO0i Wiin ¢ BHeIHel cpenoi. Ipu
ATOM CJIElyeT OTMETUTD, UTO JJAHHAST TEXHOJIOTHS YK€ aKTUBHO UCIIOJIh-
syercst. IIpu 3TOM 9KCIEPTHI MPOTHO3UPYIOT, YTO B OJIMZKANIINE TOIBI
caMbIM OBICTPOPACTYIIUM CETMEHTOM WHTEPHETa BEIeil CTaHyT YCTPOii-
CTBa «YMHOTO JIOMa», BKJII0Yasi OBITOBBIC HJIEKTPOIPUOOPHI U JaTIYHKU
CHCTeM BEHTHJISIIINH, OTOIJICHNUSI, BUuAeoHaOmoneHust. VIHTepHeT Bereit
MPOJIOJIKAET BBICTPAMBATh TJI00ATbHYI0 MH(MOPMAIIMOHHYIO CETh JIIN-
HOIO B 1IeJI0€ MTOKOJIeHUE. 3/1€Ch MOKHO BBIJIEJTUTH JIBA IIEPECEKAIOIIUXCS
HATIPABJICHUS: CO3/IAaHME <«YMHBIX»> MOAKIIOYEHHBIX MPOAYKTOB U cHOp
JMAHHBIX [T YJIYYIIEHUS] Pe3yJIbTaToOB OUsHec-aesiTeibHoCTH. Pasiny-
HbIE CEKTOPBI M KOMIIAHUU COCPEJOTOYNBAIOT CBOU YCUJIMS HA TOM WJIN
uHOM Harpasjexuu. K mepBoMy HarpaBjeHUIO OTHOCSITCS U3BECTHBIE
HOTPEOUTENBCKUE YCTPOHCTBA — OT <«YMHBIX» YacOB M TEPMOPETYJIsi-
TOPOB 10 POOOTH3UPOBAHHBIX TTOMOIIHUKOB O JOMY U JasKe MOIKJIIO-
YeHHBIX aBTOMOOWJIEH. Bropoe HampaBiieHHe BKJIIOYAECT MPOMBIIILICH-
veiii VlHTEpHET Bemell, ¢ MOMOIIBIO KOTOPOTO TTPOU3BOAUTENTN U IPY-
re y4aCTHUKHU PBIHKA OCYIIECTBJSIIOT cOOP MaHHBIX ¢ 0OOPYIOBAHMS
U JIPYTUX UCTOYHUKOB M UX MOCJIEAYIONIUIT aHATIU3 B 1IEJISIX ONTUMU3a-
I[UM CBOWX TIPOIECCOB, IPOTHO3MPOBAHUS U MIPEAOTBPAIIEHUS TPOOIEM
U, B KOHEYHOM WTOTE, CO3/aHust GoJiee COBEPIIEHHBIX 9KOCHCTEM JIJIst
HOBBIX TIPOJYKTOB U YCJIyT, a Tak:ke cbopa 1 06pabOTKH JaHHbIX, B TOM
YUCJIE U B IPOMBIILJIEHHBIX [[EJISIX.

Henb3ast 060iiTH CTOPOHON ¥ BOIPOCHI, KOTOPBIE BOJHYIOT COTPY/I-
HUKOB IPABOOXPAHUTEBHBIX OPraHOB — 3TO IpPeCcTyIienus B cdepe
HMHTEPHETA BElIel, TOCKOIbKY 3/1ECh ITPOSIBJISETCST 0OCOOBIN MHTEPEC KPH-
MUHAJIBHBIX CO00IIECTB. ITO 0OYCJIOBJIEHO, BO-NEPBbIX, CEPbE3HBIMU
[IOCJIEJICTBUSIMU, TIOCKOJIBKY €Ille He TTOATOTOBJIEHBI TEXHOJOTUU, KOTO-
pbie ObI CIIOCOOCTBOBAJIN CHUKEHIIO YPOBHSI PUCKOB TIPU MCIIOJIH30Ba-
HUU TAKUX KOMILJIEKCOB ITOBCEMECTHO U MOBBIIIEHUEM YPOBHSI KDUMUHO-
JIOTUYECKUX PUCKOB, CBSI3aHHBIX C TIOCATATEIbCTBAMY HA HUX.

* Tam xce.
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ITo HEeKOTOPBIM OllEHKaM, KOJTMYECTBO IMOCATATEIbCTB Ha YCTPOW-
CTBa WHTEpPHETA Belllell TOCTOTHHO yBenmduBaercs. Tak, B 2018 r.
[0 CPAaBHEHUIO C MPEAbIAYIIUM Bbipocso Ha 217,5 %. B nepsoii moJio-
BuHe 2019 roma crenmamictsl Komnanun <«Jlabopatopust Kacnepcko-
ro» <«3aburcupoBasnn 105 mun atak wa loT-ycrpoiicTBa, MCXOAATITIIX
¢ 276 teic. yaukanbHbiXx [P-anpecos. /lagHbIil mOKazaTesab B ceMb pa3
Gouble, yeM B nepBoii ostosure 2018 roza, xkorga 66110 OOHAPYKEHO
okoso 12 mutH atak ¢ 69 Tteic. IP-anpecos. Tlomb3ysich craboii 3ammu-
Toil [0T-npoyKTOB, KMOEPIIPECTYIMHIKU TIPUKJIAABIBAIOT GOJIBIIE YCHU-
Jiii st cosnanust 1 MoHetusarmu loT-6oTHeToB> ™. Tlog craTh pactyT
1 pacxojibl Ha obecrieyerne 6e30MacHOCT MHTEPHETa BEIei: Mo MPOrHo-
3am Gartner, pacxoapl KoMIanuii Ha obecreuenue ux 3amurbl B 2017 r.
nocturau $1,17 mupa, a k 2021 . cymma mpessicut $3 mupa. Henbasa
TaK)Ke UCKJII0YaTh KOPPEKTUPOBOK ATUX UMD B CTOPOHY 3HAUUTEIbHO-
IO YBEJUYEHUS B TOCJEAYIONINE TO/IbL.

ITo muenuto akcrepros, MurepHer Bereil (anrir. Internet of Things,
[0T) B COBOKYITHOCTH € MCKYCCTBEHHBIM MHTEJJIEKTOM, OOJIBITUMU JIaH-
HBIMU U OJIOKYEHH TEXHOJIOTHEH COCTABJISIET CYyTh HOBOW TPOMBIIILICH-
Ho# peBostoiuu’™. Ocoboe BHUMAHWE YAEISIETCS CETOHS U TIPECTYITHON
neATebHOCTU B chepe MHTEPHETA Belllel, TOCKOIBbKY, C OHOU CTOPOHBI,
pa3BUTHE 3TOHM TEXHOJIOTUU MOKET MOBBICUTD 39(h(heKTUBHOCTD, TIOTHATH
[IPOU3BOIUTENBHOCTD, CHU3UTD KOJIMYECTBO OTXOJIOB, MOJICTETHYTh KO-
HomMudeckuii poct. C ApyToii ke CTOPOHBI, KpUMUHOJIOTUIECKIE PUCKHI
aTaK CO CTOPOHBI MIPECTYITHUKOB, TEPPOPUCTOB U UHBIX 3JI0YMbBIIIIEHHN-
KOB yBEJIMUNUBAIOTCSI.

[TpoBost UTOT CJIEYET OTMETUTD, YTO TIOKA HE BBIPAOOTAHBI J0CTa-
TouHble 3(h(PEKTUBHBIE MEXaHU3MbI BbISBJIEHUS U TIPECEUYEHUs IIpe-
CTYTIJICHUH, COBEPIIEHHBIX B cepe MUMPOBBIX TEXHOJIOTUN U CIOXKHO
KBaJU(UIIUPOBATD, W BBISBJIATH CyOHEKTOB MPECTYIJICHUIN, B TOM YHC-
Jie ¥ cyOBeKTOB XaKepcKux atak. Hacramo BpeMst MIBMEHUTH CTPATErHiO
U TAKTUKY TIPOTUBOJICHCTBUS TIPECTYILJIEHUSIM, COBEPIIAEMbIM B cdepe
1 poBbIX TexHO0THi. Heo6X01MMO0 H3ydeHue u onpeaeeHne KpuMu-
HOJIOTUYECKUX YTPO3 U PUCKOB, KOTOPbIE TIO3BOJISIT OIIPEIEJUTD IIPOTHO3
0 TOM, <KakK OyIeT MEHSThCSI CTPYKTypa MPECTYIHOCTH, Kakue OyIyT
MOSIBJISATCST HOBBIE (DOPMBI OPraHU3aI[MK PECTYIHBIX COOOIIECTB, KaK
U3MEHSIETCST TPECTYIIHOE IMOBEIEHUE MO/ BO3JCHCTBUEM TEXHOJOTUI

* Nudopmanmonnas Gesonactocts nnrephera semeii (Internet of Things) [Daexrpon-
weiii pecypc]. URL: https://www.tadviser.ru/index.php/Crarbs:Uudopmaimontas_Ges-
omactoctb_nnteprera_semieii (Internet_of Things) (nara obpamenns: 10.03.2021).

* Japuna E. Kpumunaibubii meiiy nnrepnera semeit [Daextponnbiii pecype] /
E. Jlapua, B.C. Opuunckmit. URL: http://hrazvedka.ru/blog/kriminalnyj-shlejf-interneta-
veshhej.html (nara oGpamenus: 04.02.2021).
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HOBOM TEXHOJIOTMYECKON PEBOJIONMU W T. IL». bojiee TOro, ocHOBOM
TakoW pabOThI JOJKHBI CTaTh Pe3yJIbTaThl PaOOTHI ¢ MCIOJIb30BAHIEM
METO/IOB ¥ MPOTPAMM MCKYCCTBEHHOTO MHTEJIEKTA M aHaIN3a OOJIBIITIX
JMaHAbIX. Takas MOATOTOBKA JIOJKHA BECTHCH COBEPIIEHHO HAa HOBOM
YPOBHE.

Heo6xoaumMo HOpMaTHBHOE peryJMpoBaHie MU(GPOBBIX TEXHOJO-
il U paspaboTKa yroJOBHO-IIPABOBOTO MEXaHU3Ma IPOTUBOAECHCTBHS
[IPECTYILJIEHUSIM, COBEPIIAEMbIM C UX UCIOJIb30BAHUEM, HO CAMOE TJIaB-
HOE — 3TO MOATOTOBKA CIIEIUAIICTOB, KOTOPbIE CIIOCOOHBI OYIyT IPOTH-
BOCTOSITh BCEM KPUMUHOJIOTUIECKUM PUCKAM 1 YTPO3AM.

KoHTpoAbHble Bonpocbl

1. OmpenennTe OCHOBHBIE KPUMWHOJIOTMYECKUE PUCKUA UM POBBIX
TEXHOJIOTUH.

2. Ilpoananmm3upyiiTe COBpPEMEHHOE COCTOsIHUE IUGPOBOH IIpe-
CTYTTHOCTH.

3. Paccmorpute  OCOGEHHOCTH — TIPECTYILICHUH,  COBEPIIAEMBIX
C UCTIOJIb30BAHUEM UCKYCCTBEHHOTO MHTEJIIEKTA.

4. KaxoBa B3auMOCBs3b IU(MPOBOIT TPECTYITHOCTH ¢ OPTraHU30BaH-
HOH TTPECTYMHOCTBIO, TEPPOPU3MOM U 9KCTPEMU3MOM U T. JI.7



laBa 4. MpuYnHHDbIN KOMMAEKC LMPPOBOH NPECTYNHOCTH

I'IAal-mpyeMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— 3HATh MOHATHE MPUYMHHOTO KOMILTEKca NUMPOBON TMpecTym-
HOCTH, IPUYUHBI M YCJIOBHS, CIOCOOCTBIONIME COBEPIIEHUTO TH(PPOBHIX
MIPECTYTIICHUT;

— yYMEThb CBOEBPEMEHHO OIPEE/SITh OCHOBHbBIE HAIPABJICHUS
HCCJIEIOBAHIS TIPUYUH U YCIIOBHIA, CIOCOOCTBIONIMX COBEPIICHUTO -
POBBIX TIPECTYIICHUH /71t 3 HEeKTUBHOI PabOTHI MO TIPOTUBOAECHCTBUIO
Ha3BACHHOMY BU/LY [IPECTYITHOCTH;

— BJIaJIeTh HaBBIKAMU aHaIM3a WH(OpMANU O TPUIMHHOM KOM-
wiexkce 1udpoBO MPECTYMHOCTH, OTICHKN KPUMUHOJIOTUIECKON CUTY-
aluu, CKOJIAJIbIBAIONIEICSI B TOT WM UHOU TIEePUOoJi BpEMEHH, BJIUSHUN
Ha Hee MPUYMH U YCIOBUI, CIOCOOCTBYIONMX COBEPIIEHUO TH(PPOBHIX
MIPECTITYIEHUH 1 IPUMEHSITh MOTyYeHHbIC 3HAHUS Ha MTPAKTUKE.

4.1. O6uas Teopus NPUUUHHOCTU U LMPpoOBas MPECTYNMHOCTb

[IpexynpeaurebHast 1eITEIbHOCTh HEBO3MOKHA O€3 MCCIe0-
BaHWs IPUUUHHOTO KOMILJIEKCA IU(POBOI TPECTYITHOCTU, TTOCKOJIb-
Ky €€ pe3yJbTaThl JOJKHBI ObITh IMOJIOKEHBI B OCHOBY TOATOTOBKH
Mep IO TPOTUBOAEUCTBUIO MPECTYITHOCTU U TOBBIMIEHUIO 3dhdeK-
TUBHOCTU TIPEAYIPEKIEHUS JeSITEJIbHOCTU MPABOOXPAHUTEIbHBIX
OpTaHOB.

XapakTepusyst IPUYUHHOCTD, CJIEAYET PacCMaTpUBaTh ee Kak 00b-
E€KTUBHYIO, TeHETHYECKYIO (ITPOU3BO/IANLYI0 TIOPOXK/AAIONIYIO) cBA3b. OHa
paccMaTpuBaeTcs Kak ofiHa 3 (hOpM YHUBEPCATHbHOTO B3aUMOIEUCTBUSI
MEKLy IPUIUHON U cjie/icTBueM”. B cBsI3U ¢ 9TUM CJie/lyeT COTJIacUTh-
ca ¢ maeaneM A.V. [loaroBoii, koTopas yTBepXKIAeT, UTO «IIPUYNUHA,
[IPOU3BO/IS JIEMCTBUE TIOPOKIAET CJIEACTBIE, OHA BCET/A TPEIIIECTBYET
CJIE/ICTBUIO, @ CJIEACTBHUE, B CBOIO OYePe/lb, HE MOKET OBITh TPUUUHON
u oHa (IpUYKMHA) HEe MOKET OBbITh CBeeHa K cJIeAcTBUIo> . Ho Henb3st
3a0bIBATh, YTO B3aMMOCBSI3b <«IIPHYMHA-CJIEACTBHE» BO3MOKHA TOJIBKO
[IPU COBOKYITHOCTH HEOOXOAMMBIX YCJIOBHIA, MOCKOJbKY B MEXaHU3MeE
MPUYMHHOCTU MPECTYITHOCTU MPUYMHA TIOPOXKIAET CJEICTBUE, a YCJIO-

7 Matepuammcrideckas guanektuka. Mocksa, 1982. T. 1. C. 210-228.

% B KpUMUHOTOTHYECKOH JOKTPHHE MCTOMB3YIOTCS TAaKMe KaTCTOPUH, KaK <«TIPITIIHA
U CJIEJICTBHUEY, <ITPUYMHHO-CJIE/ICTBEHHBIE CBSI3MY, «[IPUYUHHbIE KOMILTIEKCH», 1 1. (cM. Kpu-
MUIHOJIOTHS: y4eOHIK 17151 By30B / oz peft. A. V1. JloaroBoit. Mocksa, 2001).
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BUE CrocoOCTBYET aTOMY. TaKOro jkKe MHEHUS NMPUAECPKUBACTCS U P
aBTOPOB”.

B Toxe BpeMs1, HeCMOTPs Ha OOLIEIPUHATOE MHEHUE B KPUMUHOJIO-
FUYECKON JIOKTPUHE O pas3ziesIeHrH COIMAIbHbBIX SIBJICHUN U IIPOIECCOB,
JIETEPMUHUPYIONUX TIPECTYIHOCTD, HA MIPUYUHBI U YCJIOBUS, B MPABO-
IPUMEHUTEIbHON MPAKTUKE, PASTPAHUYUTD UX OYEHD CIO0KHO. ITO 060-
CHOBAHO T€M, YTO OHH, IPUYUHBI U YCJOBUS, MOTYT MEHSITBCSI MECTAMU,
3aMEHsIThb JPYT Apyra. bBoJiee TOro, ycjaoBUsi caMu HE MOTYT MOPOJIUTD
pecTyIieHne, Ho 6e3 UX HaJM4usl MPUYUHA He MOKET HU C(hOPMHPO-
BarbCsl, HU peannsoBarbes. [[oaTOMy HA BOIIPOC O TOM, UTO K€ OTHOCHT-
Csl K MPUYMHAM TIPECTYITHOCTH, & YTO K YCJOBUSIM €€ CYIIeCTBOBAaHUS,
KPUMUHOJIOTH OTBEYAIOT HEO[HO3HAUHO™,

[IpuunnHoe 0ObICHEHUE ITOrO SABACHUI — HEOOXOLUMOE COCTABJISI-
fotree JIF00ro KPUMHUHOJIOTHYECKOTO UCCIIEA0BaHMUs, CIIOCOOHOE YKa3aTh
Ha TO, KaK#e IIPOIECCH IIOPOK/IAIOT JaHHOE sIBJIEHHE, B KAKUX KOHKPET-
HBIX YCJIOBUSIX OHO MOXKET BOBHUKHYTh.

Ha TeopernueckoM ypoBHE CYIIECTBYET MHOKECTBO TMOJXO/I0B
K OIpe/IeJIEHUIO IPUYWH U YCJIOBUIL pecTynHoctu B mejaom™. Tak, npu-
YUHBI [IPOTUBOINPABHOTO MOBEIEHUS] HA3BIBAIOT 110-Pa3HOMY: (haKTOPHI,
KPUMHMHOTEHHBIE JIETEPMUHAHTBI, 0OCTOSITEILCTBA IPECTYILICHH, yCJI0-
Bus. Ha mamr B3rusig, BCe 9TU TEPMUHBL, TaK WM MHAYe, 0O03HAYAIOT
OJIHOTIOPSI/IKOBbIE SIBJIEHUS”, TI09TOMY COBEPIIEHHO CIIPABE/JINBO, YKa-
3bIBasi HA CJIOKHOCTH PA3rPaHUUYEHUS IIPUYUH U YCJIOBUI IPECTYITHOCTH,
BO3MOKHOCTHU MX TpaHchOpMaIUK U3 OHOTO KayecTBa B japyroe’. Psin
KPUMMHOJIOTOB UCIIOJIb3YET TePMUH (haKTOPBI, 0003HAYAIOIINI KaK IIPHU-
YUHBI, TAK U YCJIOBUSL.

B HayuHbIx paboTax 0co00 MOIYEPKUBAETCS, YTO IPUIMHBL U YCJIIO-
BUSI [IPECTYIMHOCTU COIMAJIBHBI TI0 CBOEMY MPOUCXOMKIAEHUIO U CYIIHO-
ctu. Tak, nanpumep, o muenuio H. @. Kysuetnosoit: «IIpuautst u yciio-
BUSI [IPECTYITHOCTU — TO CUCTEMa HEraTMBHBIX JIJIsI COOTBETCTBYIOIIENH
001IECTBEHHO-9KOHOMUYECKON  (hopMaIlii UM JIAaHHOTO TOCYapCcTBa

7 Kpmmimrosorns: yuebmnk / mox pex. mpod. H.®. Kysmernosoit, B.B. Jlyneesoi.
Mocksa, 2004. C. 166—167; Cmapros O. B. Kpumutiosnorus: O6mas, Ocobertas u Crienuasib-
Has yactu: yueGuuk. Cankr-Ilerep6ypr, 2012, C. 132—134.

* Cwm.: Kyopsisuee B.H. Tpuunnsl npasonapymennii. Mocksa, Hayka. 1976; Kysnue-
uosa H.@. TIpobrembl kpuMuHOIOTHYecKoi aerepmunarmu. Mocksa, MI'Y. 1984; xos-
nee A. M. Teoprist KpUMIHOJIOTHE U COTIMATbHASA TTpakTika. Mocksa: Hayka. 1985.

* Tam ace.

* Cm.: Kpuvunomorus. M., 1979; Kpumunonorns. Mocksa, 1988. C. 115; Kpumunoso-
U 1 mpoduakTKa mpectymiennit. Mocksa, 1992.

" Cwm.: Mowax I.T. Yxaz. cou. C. 83; Kopobeiinuxos b. B., Cenusanos H. A., Cxeop-
o6 K. @. Nzydenne GhakTopoB, BIUSIONMX HA M3MeHEeHNe YPOBHS I CTPYKTYPbI TIPECTYITHO-
cri // Coetckoe rocyapeTBo u mpaso. 1982. Ne 1.
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COLMAJIBHBIX SIBJICHUH, J€TEPMUHUPYIOIIUX IPECTYIHHOCTh KaK CBOE
caeacraue» .

Takast mo3unust SIBJISIETCSI TOCIOJCTBYIONIEH B CCTEME COBPEMEH-
HOU KpumuHOMOrHK. OTAE/NbHBIE MONBITKKA MEPEOIEHUTh POJIb GHOJIO-
ruyeckux (akTopoB B CUCTEME TPUYUH MPECTYITHOCTU HE TOJYUUJIn
IIUPOKOTO PACIIPOCTPAHEHMUSI, TOCKOJIBbKY CYMTACTCS OOIIEIPU3HAHHBIM,
YTO HU OHO COIMAJIBHOE SIBJIEHUE HE MOXKET ObITh OOBSICHEHO € MTOMO-
b0 OrosIorHyeckrx Teopuil.” Bmecre ¢ TeM coBpeMeHHbIE KPUMUHO-
JIOTW HE OTPHIAIOT, YTO OUOJIOTMYECKHEe 0COOEHHOCTH JIMYHOCTH XOTS
U He TTOPOKAAIOT IPECTYITHOCTH, HO OKA3bIBAIOT 3HAYUTEIBHOE BIIUSHUE
Ha TOBE/ICHNE YeJIOBEKa, SIBJISIOTCST 0a30i JIJIsl BOCIIPUSITHS Y€JIOBEKOM
COIMAJIBHOI POTpaMMbI™,

YyuuterBag TOT PaKT, YTO MIPUYNH U YCIOBU, COBMECTHBIE ICHICTBUS
KOTOPBIX BBI3BIBAIOT CJICICTBUE, GOMBINOE KOJTUIECTBO, Mbl Oy/IeM TOBO-
PUTH O IPUIUHHOM KOMILIEKce IU(POBOI MPECTYITHOCTH KaK O «COBO-
KYIHOCTH (haKTOPOB ¥ CBSI3AHHBIX C HUMU COIUAJIBHBIX TPOTUBOPEYUIA,
JIETEPMUHUPYIONUX KPUMUHOTEHHOCTh>”. MccaenoBanue mpuanHHOTO
KOMILJIEKCA KpUMUHOTEHHOCTHU 1IU(DPOBOI PECTYITHOCTU MTO3BOJIUT Pac-
KPBITh MPHUPOJLY ITOTO SBJICHUS, OOBSICHUTD €€ TPOUCXOKICHHE, TTOKa-
3aTh 0COOEHHOCTH, CIIOCOOCTBYIOIINE COXPAHEHUIO €€ BHICOKOTO YPOBHSI.
Tax, nanpumep, Toapko B 2020 T. B CBI3UW ¢ TaKUM COIMATHHBIM SBJIE-
rreM kak nangemust COVID-19 usmernmicst u yeyryOumicst IpUanHHBIN
KOMILJIEKC U YBEJIUYUIUCH KPUMUHOJOTUIECKUE PUCKU. DTO MOITBEPIK-
nmaeTcs U MHeHueM tipezicenatens CuetHon namatel A. Kynpuna, KoTo-
PBIil CUMTAET «32a MOCJEIHUE IIATh JIET YPOBEHb JKU3HU B HAaIlleil cTpa-
He CHU3WJICSI IPAKTUYECKU HA JIECSATh IPOIEHTOB. /laHHbIil moKa3aTesib
B0 BTOpoM KBapTase 2020 roga goctur 8 %, a B TpeTheM 3ahpUKCHPOBAH
crax — 4,5 %»%, 9T0 CBUAETENBCTBYET O TOM, UYTO «KOJUYECTBO OCTHBIX
B Poccuu BbIpacTeT MpUMEPHO Ha OJIMH MUJUIMOH 4eJoBeK. B Gumkaii-
IIMe TO/bl CUTYaIUs KapJAMHAJIbHBIM 06pa3soM He uaMenurcsi»”. Bosee
TOTO, OH TaK;Ke OTMETHII, YTO B OJvsKaiiniee BpeMsi Hen36e;KHO BO3HUK-

 Kpumunosorus. Mocksa, Msa-so MT'Y. 1994.

% Cwm.: Hoii M. C. Metopoioruyeckue 11pobieMbl coBeTckoil kpumunonornn. Capatos,
1975.

* Cwm.: Jybunun H. JI., Kapney U. U., Kyopsasuee B.H. Teneruxa, nosejenue, oTser-
CTBEHHOCTB. 2-¢ U3/, epepal. u gonon. Mocksa, 1989; Kydpssues B. H. Couuaibhbie gedop-
marmu. M., 1992.

% Kmoxosckas M. H. CoBpementoe coctosiue Koppyninn B Poceun u mpobiiembl ee
npenynpexiaenns. Crasporob, 2001.

“ URL: https://www.rbc.ru/finances/13,/04,/2020,/5¢942¢2b9a794789aaf7034e (nata
obpamenmst: 13.01.2021).

 Tam ance.
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HYT 1po6JIeMbl y GaHKOB, MOCKOJIBKY MOCTPAAABIINE OT TaHIAEMUH 0PHU-
audeckre u (pu3ndecKue JUIa He CMOTYT OTJIaunBaTh paHee MOTydeH-
HbIE KPEIUTHL. B 11e/10M B iepcriekTrBe OyaeT paciupsiThes IPECTYITHAS
JIeSITE/IbHOCTD, MEHSISICh HE TOJIBKO KOJIMUECTBEHHO, HO U Ka4eCTBEHHO,
a YYUTBHIBAsT TEHJEHIMU NU(PPOBON MPECTYNHOCTU, TO, TPU HATUYUN
0cOOEHHOCTEN TPUYMHHOTO KOMILIEKCA, OHa OyJET TOJBKO YBEJUYHU-
BaThes. [IpencraBiennble JaHHBIE CBUETETBCTBYIOT O TOM, HA CKOJIBKO
cepbe3Hble UBMEHEHUS, TPOUCXO/IAIINE B O0IIECTBE, BIUSIOT Ha KPUMU-
HOJIOTUYECKUE PUCKU U IPUIUHHBIN KOMILJIEKC TPECTYITHOCTH.
W3BecTHO, 9TO B XO7e M3yYeHUI MPUINHHOTO KOMILIEeKca Iudpo-
BOIT IIPECTYIMHOCTH CJIeyeT obpaliaTh BHUMAHNE Ha KOMILIEKCHbBIE 6JI0-
KW MIPUYUH ¥ YCJIOBHIA, CITOCOOCTBYIOIINX COBEPIICHUTO MPECTYILICHHIA.
K HUM cremyer OTHeCTH COIMATBHO-TIOIUTUYECKUE, COIMATBHO-IKO-
HOMHWYECKHE, COIMUAJIbHO-TIPABOBbIE, OPraHU3alMOHHO-TEXHUYECKUI
u unble. [Ipn xapakTepucTuke 3TOW TPYIIBI TPECTYIIEHNUH, KaK Tpes-
CTaBJISIETCSI, CJIELYET OCTAHOBUTHCSI Ha aHAJIM3€e TPeX OJOKOB, 3TO COIHU-
AJIbHO-9KOHOMUYIECKUH, TTPABOBOU 1 OPTaHU3AIIMOHHO-TEXHUUECKUT.



4.2. OcHOBHbl€ NPUYUHbI U YCAOBUSA LiUPPOBOI NPECTYNMHOCTH

Wccnenys mpuauHHBIN KOMILIEKC ITU(POBOM TTIPECTYITHOCTH U YUU-
TBIBast TOT (hakT, 4To GoJsiee MoAPOOHO OH OYIET PACCMOTPEH TIPU Xapak-
TEPUCTUKE OTIEJbHBIX BHUIOB MPECTYITHOCTH, TTO3BOJUM cebe paccMo-
TpeTh B 9TOM maparpade TOJbKO OCHOBHBIE OJIOKM, TPUCYIIHE BCEM
BUZaM UMPOBON MPECTYMHOCTU. K HUM ciieflyeT OTHECTH COIUAIbHO-
9KOHOMMYECKHE, COIUATBHO-TIOJUTUYECKUE, COIMATbHO-TICUXOJI0TnYe-
CKHe, BOCITUTATEJbHbIE, IPABOBbIE U OPTaHU3AIMOHHO-YIIPaBIEHUECKUE
[IPUYMHBIL.

Anasms ocobeHHOCTE CONMATbHO-9KOHOMUYECKUX TPUIHH U YCJIO-
BUI, CITOCOOCTBYIOIINX COBEPIIEHUIO TIPECTYIICHUH B cepe mudpoBbIx
TEXHOJIOTMI KOHEUHO JKe JIEKUT B OCHOBE 9KOHOMUYECKUX OTHOIICHUI,
BBI3BAHHBIX JIJIUTEJbHBIMU KPU3UCHBIMU SIBJECHUSIMA B COBPEMEHHON
Poccun, HecTabUIBHOCTHIO 9KOHOMHYECKO# TIOJIMTUKN, KOTOPBIE BJIHSI-
10T Ha COIUAJIbHYIO ¥ 9KOHOMHUYECKYIO He CTaOMIbHOCTD, 8 B MOCJIEHNAE
rogasl B Poccun Bee wamie obpainaor Hac ceOsl BHUMaHUE, BBICTYIIHIN
CBOEOOPA3HBIM «CTHMYJISITOPOM POCTA KPUMHUHOTEHHOCTH .

Henb3st 3a0biBaTh ¥ O TOM, YTO C YTBEPKACHHEM MPOTPAMMbI
«O Crparernu passuTusi nHhOpMaIMOHHOTO 0o0IecTBa B Poccuiickoii
Depepanyn Ha 2017-2030 rogpr» *, coryiacHo KOTOPOI «CTPaTernyecKu
BR)KHBIM BOIIPOCOM jijisi Poccuu B 11€JI0M, OIPEEISIONIMM €€ KOHKY-
PEHTOCIIOCOOHOCTh Ha MHUPOBOI apeHe SIBJISIeTCsT pasBUTHE HPPOBOI
sKoHOMUKM» ™ ¥ npunsatun nporpammbl «Iludposas skonomuka Poc-
cutickoii Menepaiuus» ™ cTaau CTPEMUTENBHO PA3BUBATHCS TEXHOJIOTUN
UG poOBOI IKOHOMUKH, TIOTEHITUAT KOTOPBIX CErOJIHS, BO-TIEPBbBIX, pac-
IPOCTpaHsIeTCst BO Bee cepbl AesTENbHOCTH COBPEMEHHOTO 00IIEeCTBa,
CTPEMUTEJILHO BBITECHSISI CTAPbIil YKJIa/l, CTAPOE MbIILIEHUE U YCTaPEeB-
e TeXHOJIOTUHU. Bo-BTOPBIX, U@ poBasg 9KOHOMUKA U pa3BUTHE -
POBBIX TEXHOJIOTHIT HeceT B cebe OrPOMHBIN MOTEHIIHAT KPUMUHOJIO-
IMYECKUX PUCKOB, O YEM CBU/IETEJIbCTBYIOT PE3YJIbTAThl ITPOBEIEHHbBIX
UCCJIeIOBAaHU, TIOCKOJIBKY 1TPABOBasi OCHOBA, OPraHU3aIlMOHHO-YIIPaB-

* O Crparernu pasutns nHpopMaruonHoro obmectsa B Poceniickoit Mexepartim
Ha 2017-2030 rozsr: ykas [pesugenta Poccuiickoit Meneparin ot 9 mast 2017 1. No 203.
Jocryn 13 nHbOpMaMOHHO-TIPaBOBOTO opTana «apants.

* IMunkesuy T.B. Paszutie muhpoBoit SKOHOMIKH 1 e¢ BIUAHNC Ha KPHMUHOJIOTHHC-
ckyio GesomacHocth Poccuu // YrosoBHas TOMUTHKA M PABONPUMEHUTEbHAS [IPAKTHKA:
cOopHUK cTareil 10 Marepuanam V Bceepoceniickoii HayuHO-IPaKTHIECKON KOH(epeHIn
3 mosibpst 2018 1. / mox pexn. a-pa opuj Hayk, nonenta E. H. Paxmanosoit. CeBepo-3amambiii
¢bumman GTBOYBO PI'VII, Cankr-ITerepGypr, 2019.

" 06 yreepxaerun mporpammbl «Llipposas sxomomuka PD»: pacnopsxenne Ilpa-
sutenbctBa Poccuiickoit Mezeparuin ot 28 mionst 2017 1. Ne 1632-p. [loctyn u3 crpas.-
1paBoBoii cuctembl «Koncyiprantllmocs.
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JIEHYECKUE COCTABJSIONNE AHTUKPUMUHAJIbHBIE WHCTPYMEHTBI €lrle
HAXOMSTCS Ha CTaAuu Pa3pabOTKH, a MPEACTABUTEIM OPTaHM30BAHHBIX
[PECTYIHBIX (POPMUPOBAHMIT yKe€ WCIOJIb3YIOT HOBBIE TEXHOJOTUU
B IIPECTYTTHBIX TEJIIX .

M 1nockoJbKy He paspaboTaHbl MEXaHM3Mbl 3alUThl 1TH(POBBIX
TEXHOJIOT U1, METO/IOJIOTUYECKUE TTO/IXO/Ibl K €€ OllEHKE, ee pean3alun
B YCJIOBUSX IIM(POBOIT SKOHOMUKHU ¥ KOHTPOJISI HAJl STUMU [IPOIIECCAMHU,
ATO CYIIECTBEHHBIM 00PA30M BJIUSIET Ha XapaKTepP M Pe3yJIbTaThl CIIOJIb-
30BaHUs IU(MDPOBBIX TEXHOJIOTHUI U HA POCT MPECTYIHOCTH.

Tak, BHempenne MMMPOBBIX TEXHOJIOTUI MPUBEIET K PE3KOMY POCTY
6e3paboTHIIbL. ITO CBSI3AHO C TEM, YTO BHEJ[PEHNE, HATPUMED, TEXHOJIOTUI
pacIpeseIMTEIbHOTO PEecTpa, UCKYCCTBEHHOTO WHTEJJIEKTa, pOOOTOTEX-
HUKH CIIOCOOCTBYET COKpalieHnio pabounx Mect. V3-3a HOBBIX TEXHOJIO-
Uil B MUpPE MCYE3HYT MUJUIMOHBI pabounx mect. Tak, Hampumep, riasa
Coepbanka I'. Tped 3asBu 0 ToM, 4TO B OJIvzKaiiliee BpeMst B Ha3BaHHOI
opranuszanuu Oyzer paboTaTh B JydineM ciydae Thicsida. OnHU KCIep-
TBI TIPOTHO3UPYIOT, uTo «depe3 10 seT TpeTh mpodeccuii otompeT. YiineT
YacTh 9KOHOMUCTOB M IOPHCTOB, 32 KOTOPHIX HAYHYT paboTaTh POOOTHL...
[MudpoBusarusg u mepexon Ha APyTHe MOJENN YIPaBIeHU, TTPOhUIak-
THKY JIIOOBIX HAPYIIEHUH CYIIECTBEHHO COKPATST MOTPEOHOCTh B YMHOB-
HUKAaX, U pelieHust OyayT MPUHUMATHCS aBTOMAaTHYECKH... OyIeT He XBa-
Tath 1 MJIH NPOTPAMMKCTOB, KOTOpbIE OYAyT 3aHUMAThCS ONU(MPOBKOI
B J110601 oTpacsm» ™. JIpyrue aKCIepTsl CYUTAIOT, YTO «/IJIsST IPOPhIBA HAM
He HYKEH MUJIJIMOH [TPOrPAMMUCTOB, HAM HY’KHO, 110 HAIIUM [OJICUETaM,
120 ThICSY BBICOKOKBAMU(DUIINPOBAHHBIX NHKCHEPOB U MTPOTPAMMUCTOB,
HOTOMY YTO, €CJI MBI TIEPEYYUM BCEX, U OHU OYLyT HE OUEHb TPaMOTHbBIE» .

[TpOTHO3 9KCIIEPTOB CBUAETEIBCTBYET O TOM, YTO OJIMKANIINE TO/bI
OyayT OTMEYEHBI KapAWHAIbHBIMU M3MEHEHUSIMH Ha PBIHKAaX TPY/Ia,
U3MeHeHUsIMU Tipodeccuii, TpedyIoNMX 0T pabOTHUKA HOBBIX HABBIKOB.
COKpaTHTCSI KOJIMYECTBO MPOTPAMM CPEIHUX CHEIUATbHBIX YU4eOHBIX
3aBejieHuil (KoJuteKeit ), 00yJaronux psiay mpodeccuii, KOTopbie Yyepes
3—4 roma 6ymyT ne BoctpeboBanbt. Tak, B 2019 r. B Poccun u3 yueGHbIx
[POrpaMM HCYE3JIN TIOYTH CTO MPO(hECcCuii, KOTOPBIM 00yYaich paHee

™ Iunxeeuy T. B. TIpo6iemMbl TPOTHBO/EHCTBISA OPraHU30BaHHON MPECTYITHOCTH B ce-
pe 1udpoBoii akoHoMuKr // Bopbba ¢ OpraHM30BaHHBIMU TIPOSIBIECHUAMU TPECTYIIHOCTH
1 obecreyeHne HarmoHabHOI GeszomacHoctn Poccuiickoit Denepauu // mox pex. a-pa
1opuL. Hayk, npodeccopa A. M. losrosoit. Mocksa, Poccuiickas KpUMHHOIOTHYECKAs acco-
nuanms, 2019.

7 Ky[puH: 4acTh 5KOHOMUCTOB M HAJIOTOBUKOB uepes 10 jeT MOryT sameHuTh pobo-
o1 [DutekTponnbiii pecypc]. URL: https://tass.ru/ekonomika/4717521 (nara obpaietust:
18.03.2021).

™ URL: Bibliodose k PS 20.02.18 d1(2) d1(2).docx (nara o6pamenmst: 20.01.2021).
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BBIITYCKHUKY ITKOJI. EcJin He TIpeiBOCXUINATD U HE PeliaTh TaKie BOIIPO-
CBl CBOEBPEMEHHO B OJIMIKAIIIE TOABI MOKET OOEPHYTHCS OTPOMHBIMU
AKOHOMMUYECKUMHU U COLMAJIbHBIMU U3jiepskkamu. Bee 9To ctaBut Boripoc
0 KOMILJIEKCHOW CTpaTeruu MOATOTOBKU KaJ[POB C HOBBIMU HABBIKAMU,
COOTBETCTBYIOIUMU COBPEMEHHBIM CTPATETUSIM PAa3BUTUSI U TPEH/AM
COBPEMEHHON TEeXHOJIOTUIECKON PEBOIIOIUMN.

Cornacno ananusy kommanuii Microsoft u The Future Laboratory,
65 % HBIHEMHUX MIKOJFHUKOB W CTYAEHTOB 3aliMyT JTOJKHOCTH, KOTO-
pBIX etne He cyriecTByeT. [To mporuo3dy cnenuanuctos Kk 2025 rogy Han-
6osiee BOCTpeOOBAaHHBIMU CTaHYT JAM3aiiHEPbI BUPTYAJIbHOU Cpeibl 06u-
TaHWsl, aJBOKATHI 110 poOoaTHKe, OMoxakepbl Ha ¢puiance. [Ipu atom
CIIeIUaNNCTbI Gy yIero OyayT BJAaaeTh HECKOJIbKUMI HaBbIKAMU.

Boicokuii ypoBeHb 6e3pabOTHIIBI BCerja OTPUIATEBHO BJIUSET
HA KPUMWHOTEHHYIO CUTYAIIUIO, TTOCKOJIbKY KPUMUHAIBHBIN TOTEHIIUAJ
OIPEIEJIEHHOTO ¢JI0st 6e3pabOTHBIX OPUEHTHPOBAH Ha BKIIOYEHME B KPHU-
MUHAJIbHBII OHU3HEC OpraHM30BaHHOW MpecTynHOCTH. bBespaboruiia,
Kak oTMedaeT B.E. OMUuHOB, ABIseTCS «pe3epBOM MPECTYIIHOCTH, UTO,
II0 er0 MHEHUIO, «/I0Ka3aHO BCell MCTOpUeil pa3BUTHS UETOBEUECTBA» .
CyrectBoBasia yOeKIEHHOCTh B TOM, YTO HOBBIE OTPACIH BOEPYT B cebst
ocrapuxcst 6e3 pabotsl Jozeil. K coskaieHuio, peabHOCTh OKa3blBaeT-
cst mHOM. Yueo Jioieid, 3aHSIThIX B TEXHOJTOTHYECKOM CEKTOPE, OCTAETCS
CKPOMHBIM, 0K0JI0 5—6 % Bceit paboueit cuiibl. A 4em OyayT 3aHUMATH-
Cs CEeTOMHAIIHUE HecOBepIleHHoJseTHHE, yepe3 10 jeT, a mX B cTpaHe
27 374 000, u3 mux 26 % (7 110 220 4genr.) MpOKUBAIOT B MATOUMYIIINX
CEMBSIX U B CHJIY CJIOKMBIIMXCSI 0OCTOSITEIHCTB HE CMOTYT IMOJYYUTH
COOTBETCTBYIONIETO 00Pa3sOBaHMUSL.

HeratuBnoe BiusiHre Ha KPUMUHOTEHHYIO CUTYAI[UIO OKa3biBaeT
CHUXKEHUE YPOBHSI JKU3HU 3HAUUTEJNbHOM yactu rpaknan. [lo cBenenu-
sam uccaenosanus akcreptoB OMI u «ITmardopmbi» ™ 60stee 50 % pabo-
TAOMIUX POCCUSTH COOOIIMIN O 3HAYUTEJBHOM MaJCHUK J0X0/a CEMbU
¢ Hayvajia pacrpocTpaHenus koponasupyca. Hazpauuble siBjieHust npu-
BEAyT K POCT MUTPAIH, 0cOOEHHO OyleT HapacTaTh €€ BHYTPEHHSISI
YacTh, HaceJeHue OyeT MUTPUPOBATH BHYTPHU CTPAHBI C IEJbI0 HATH
3apabOTOK, TOJYYUTh BO3MOKHOCTD JKUTh B OJIarOYCTPOCHHOM SKUJIbE
u T. 1. IIpuHATO cunTaTh, YTO TAKUE SIBJEHUS, KAK MUTPAIUs U TeHEeBas
SKOHOMMKA TECHO B3aUMOCBSI3aHbI.

™ Omunoe B. E. TIpuuuHbl mpecTynHocTy B Poccu: KpUMIHOIOTMYECKUI 1 COLMATbHO-
rcuxoJjiornyeckuit ananus. Mocksa, 2011.

” PoccraT oTYMTANCS O COKPAIIEHHH PEAIbHBIX PACIOJaraeMbIX JOXOA0B POCCHSIH.
OcCHOBHOIT yz1ap 10 JI0X0OJaM HaceJieHHsl U3-32 KOPOHABUPYCA IPUJIETCS HA BTOPOil KBap-
tan [daexrponnsiii pecype]. URL: https://www.rbe.ru/economics/26,/04,/2020/5ea40aaf9a
7947217tbda5f9?from=materials_on_subject (aara o6pamenus: 09.12.2020).
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Cuemyer takske o6paTUTh BHUMAaHKE ¥ Ha TPOOGJIEMY COIMAIbHO-
ro u 1u@poBoro HepaBeHcTBA. B Teopun KPUMUHOJIOTMU C MOMEHTA
ee BO3HUKHOBeHNA B XIX B. HEPABEHCTBO OTHOCUJIN K YUCJIY TJIaB-
HBIX nmpuuuH npectynHocTu. C Havanma XXI B. BO BceM Mupe CI0BO
«HEPaBEHCTBO» HE CXOJUT CO CTPAHUI] ra3eT U HKPAHOB TEJIEBU30POB.
BonbnmucTBo uccaeoBaresieil mojgaraioT, YT0 IKOHOMUUECKOE Hepa-
BEHCTBO — 9TO TJIABHOE 3JI0, C KOTOPBIM CTAJKMBAETCSI COBPEMEHHOE
ob6recTBO. MBI yiKe CErofHs CTalIKUBaeMcs ¢ pobaeMoil 1udpoBo-
ro HepaBeHCTBa, MH(OPMAIIMOHHOTO HEPABEHCTBA, KOTJA IpejcTa-
BUTEJIU COIUAJbHON IPYIIIbl 324aCTYI0 OFPAHUYEHbl B BO3MOXKHOCTHU
UMETh JIOCTYII K COBPEMEHHBIM cpejicTBaM KoMmmynukaiuu. [ludpo-
BOI Gapbep SIBJISIETCSI TEPMUHOM COIUATBHO-TIOJUTHYECKOTO XapakK-
Tepa. Ha BO3MOKHOCTU YIIEMJIEHHOUW TPYIIIbl BJIUSIOT OTCYTCTBUE
UM OTPAaHUYEHHBIN OCTyTA TeleBuieHno, IaTepHeTy, TeaedOoOHHON
cBst3n (MOOMJIBHON ¥ CTAIlMOHAPHOI), paano. Bee 910 orpanmunBaer
BO3MOKHOCTH 9TO¥ TPYIIIbI B MOWCKe PabOThI, HAaJa)KUBAHUK COIU-
AJbHBIX CBSI3€H, KyJIbTYPHOM OOMEHE W MOKET HEraTUBHO BJIMSITH
Ha 9KOHOMUYECKYTO 3(PHEKTUBHOCTD, PAa3BUTHE U COXPAHEHUE KYJIHTY-
PBI, yPOBEHb 00Pa3oBaHMUs.

CorytacHO OOUIENTPUHATHIM BO33peHUsIM Ha 1ndpoBoe (MHMGOpMa-
IIMOHHOE) 06IecTBO, ero crenudrKka TakoBa, 4TO CBOOOAHBI 0OMeEH
nHopMalmeir cnocoOCTBYET MPEOAOJECHUI0 HUIIETHI U HEPABEHCTBA,
O/THAKO y T€X, KTO OTKJIIOYEH OT TAaKOT0 00OMEHa, EPCIIEKTUBbI KaTaCTPO-
(pmaeckn yxymaimarorcs.

B nmannom ciydyae He Tak Ba)KHO, KAKMMHU KOHKPETHO HMPUYMHA-
MU TIPOAMKTOBAHO HaJWuue IUMPOBOTO HEPABEHCTBA MEXKIY TEMHU,
KTO MOJKET II0JIb30BaTbcs Osaramu u cobumasnamu Certw, U ocTalb-
HeiM Mupom. CymecTBeHHO japyroe: 1udpoBoe Oyiayiiee TPOBOIUPY-
€T BO3HUKHOBEHUE <HOBBIX GEIHBIX». B 9Ty IpyIIly MOKHO 3a4KC/ISATh
HE TOJIBKO T€X, KTO MO OOBEKTUBHBIM IIPUYUHAM JIUIIEH BO3MOKHOCTH
noctyma kK MaTteprery u mmudposbiM yeTpoiictBaM. Cioza Jke TomaaoT
U T0JIb30BATE/M, HEKAUECTBEHHO MPUMEHSIONINE TIPEIOKEHHbIE TeX-
HUYECKUEe BO3MOXKHOCTH. KakeTcsi, YTO pasHHUIlA MEXIYy ITUMU TIPYII-
[aMu BeJIMKA, HO 9TO He coBceM Tak. [lepBbie He MOTyT MO3HAKOMUTH-
csl C IJIOJIaMU HAYYHO-TEXHUYECKOU PEBOJIOIUK, BTOPbIE — OCO3HAHHO
WJIM HET — He XOTAT. Pe3ysbTar B 060MX caydasixX IIa4eBHbIA — Oy yliee
HacTymaer 6e3 HiX.

[Ipu ycusienun conuasibHOTO PACCJOEHUST POCT IMPECTYIHOCTUA OYe-
BU/ieH. Pa3BUTHINT MUP BO MHOTOM OT MAacCOBOH <«yJWYHON» IPECTyTI-
HOCTH OTBBIK 3a TIOCJIE/[HUE TPy JECATKOB JieT. TO CJEACTBUE U POCTA
YPOBHSI JKM3HU, U KOMITBIOTEPU3AI[UU: KOMIIBIOTEPHBIE UTPbI 3HAUNTETh-
HYIO 4acTh arpecCuyl 3arHaiv B BUPTyaabHbIH Mup. KoneuHo, GbiBaoT
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U «BBIOPOCHI» ATOI arpeccuy B MUP peasibHbIil, HO BCE Ke 9TO HE Macco-
BOE sIBJICHUE.

B cBsa3u ¢ BO3MOXKHOI MaccoBoil Gespaboruineil U Hem3OeKHbIM
KPYIIEHUEM COIUAJIbHBIX TOCY/IAPCTB B TOM BUJIE, B KAKOM OHUM BO3HUK-
JI BO BTOPOH mosioBuHEe XX B., HOBBIM BCIJIECK MPECTYITHOCTUA CTAHET
peasbHOI OMAaCHOCTBIO.

B ycnoBusax HEOTHO3HAYHBIX MEPCTIEKTUB 9KOHOMUYECKOTO Pa3BU-
TS OyJIET BCe CJIOKHEE YAOBIECTBOPUTH OOIIECTBEHHbIE 3aIIPOCHI U 00e-
CIIEYUTh KPUMUHOJOTUIECKYIO OE30TIaCHOCTh. DTH yCUIus OyayT caep-
JKUBATBCA (DUCKATHHBIMA OTPAHUYCHUSMU, PACTYIIEH TOJIUTHIECKON
MoJIIpU3annell, yBeJIUIUBAIONINMCS PA3PhIBOM MEXKIY TUHAMUKON TeX-
HOJIOTHIA, 3aKOHAMU ¥ HOPMaMHU, JIEXKAIUMU B OCHOBE TOCY/IaPCTBEHHON
BJIACTH.

ColnabHO-OJIUTUYECKUE TTPUUYMHBI PACIIPOCTPAHEHUS TIPECTY-
wieHni B cdepe MU@PPOBBIX TEXHOJOTUH B3aMMOCBSI3aHBI COIUAIBHO-
HKOHOMUYECKUMK TIPUYUHAMU TIOCKOJIbKY IMOJUTHYECKast HeCcTaOuIIb-
HOCTh Bcerga 000CTPSieT 9KOHOMHYECKYIO M CONMAJIBbHYIO CHTYAIWH.
[Toatomy «IosiuTHKA, MOJUTUYECKAs] CUTYyalllsl B CTpaHe, KOTOpas
BJIMSIET Ha BECh KOMILIEKC OTHOIIEHWIT B OOIIECTBE ONPEIE/sieT TOCY-
JApCTBEHHYIO CTaOUIBHOCT. ECM JKe MOJUTHYEeCKast BJIACTh HeCTa-
OuJbHA, TO PEryJupoBaHue OOIIECTBEHHBIX OTHOIIECHUNA MEHSIETCs
B OTPUIIATEJIHHYIO CTOPOHY M BJIeUeT CHUKEHHE JKU3HEHHOIO YPOBHS
HaceJeHusl, MX He3alUIIeHHOCTh B MPaBOBOW M COIMAJIbHOU cdepax.
N kak cienctBue — HACTYIAIOT HETATUBHBIE MTOCJIEJACTBUS, 2 UMEHHO —
POCT TPECTYIHOCTU ",

WccnenoBanne TpUIMHHOTO KOMILTEKca 1TU(POBON MPECTYITHOCTH
CBUJIETEJIBCTBYET O TOM, UTO BAJKHYIO POJIb 3/1€Ch UTPAIOT IIPUIHHBI COTIH-
AJIbHO-TIPABOBOTO XapakTepa. PazButue nudpoBBIX TEXHOJOTUH CETO-
Hsl HAXOJUTCS B CTa[uu cTaHoBjeHus. OIHAKO UX Pa3BUTHE COIPSIKeE-
HO ¥ C CO3/IaHueM HOPMaTHBHOI 6a3bl ¥ HE TOJBKO JIJIs UCIIOJIb30BAHMS
1U(POBBIX TEXHOJIOTU, HO ¥ JIJISl 3alIMTHI B IEJIOM JIMYHOCTH, OOIIeCTBa
n rocymapcra. HeobxoauMa MOATOTOBKA aJMHUHUCTPATUBHBIX perJia-
MEHTOB JIJISI CIIEI[UAINCTOB, PAGOTAIONIHMX ¢ IIH(MPOBBIMI TEXHOJIOTUIMU
U MPUMEHSIIONMMU MX BO BCexX cepax KU3HeIAesTeIbHOCTH 00IIecTBa.
ITo, Tpexae Bcero, Takue chepbl MpUMEHEHNd, Kak nrdpoBoe yIipas-
Jienne, 1udpoBasi JIOTUCTUKA, ITU(POBast MEIUIIUHA, HJIEKTPOHHAS KOM-
MepITus, YMHBII JOM W YMHBIU Topof, u np. VX npuMmenerue ¢ ogHOM
CTOPOHBI paboTaeT BO GJaro, yirydinas KU3Hb TPak/IaH, ¢ APYroil HeceT

™ Mandpvico A.B. YTros0BHO-IIPABOBBIE M KPUMUHOJIOTHYECKHE MEPBI POTHBOJC-
CTBUSI TIPECTYITHOCTH B chepe MHTEJIIEKTYaTbHON COOCTBEHHOCTH: IHC. ... KaH]l. IOPU/. HayK.
Mocksa, 2017.
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B cebe OrPOMHBII MTOTEHIIMAT KPUMUHOJOTHYECKUX PUCKOB, O YeM CBU-
JIETEJIbCTBYIOT PE3yJIbTaThl MPOBEIEHHBIX WCCJEI0BAHUI, MTOCKOJIbKY
[IpaBOBasi OCHOBA, OPraHM3AIMOHHO-YIIPABJIEHUYECKUE COCTABJISIONINE
AHTUKPUMWHAJbHBIE WHCTPYMEHTBI €llle HaXOJSATCS Ha CTauu pa3pa-
GOTKH, a MPEJACTAaBUTEIM OPTaHU30BaHHBIX MIPECTYITHBIX (HOPMUPOBAHUI
YK€ UCIO0JIb3YIOT HOBBIE TEXHOJIOTUY B TIPECTYITHBIX IEJISAX .

Cosnanue B Poccun cooTBeTCTBYIONIEH MPaBOBOM Gasbl MPOIOJI-
JKAETCSI, YaCTh KOHIIENTYaJbHBIX BOIIPOCOB PEIlleHA C IPUHSITUEM Psijia
001X HOPMATUBHBIX AKTOB, YTO JKe KACAeTCst YaCTHOCTEH, TO 3/1ECh €eIlle
ocTaeTcst MHOTO 1IpobJieM. B HacTosiiee BpeMst CYIeCTBYIOT €IMHUYHbIE
HOPMAaTHUBHO-TIPABOBbBIE AKTbI, PETYJIUPYIOIINE OT/ENbHbIE HATIPABICHUS
B pasBUTHM U(POBBIX TEXHOJOTHIT W PSIJI CIOKHBIX MPOOJIEM B JaH-
HOI cepe ocTaeTcst HepeleHHBIM. Tak, HapuMep, OTCYTCTBUE aMU-
HUCTPATUBHBIX PErJIAMEHTOB 110 TPUMEHEHUIO0 UCKYCCTBEHHOTO UHTEJ-
JIEKTa, Jaske caaboro, KOTOPBIH aKTUBHO MCIOJIB3YETCSI B HACTOSIIIEE
BPEMsT, MOKET OBITh OTIaCeH ISt JII0Ieil. ITO HEIPeMEHHO OYIeT BJIUSTH
U Ha YPOBHE KPUMHUHOTEHHOCTH B OOIIECTBE M CHU3UT HKOHOMHUYECKYIO
a(bdeKTUBHOCTD 13-32 HECOBMECTUMOCTH OT/EJIbHBIX COCTABJSIONIUX
POGOTOTEXHUYECKUX KOMILJIEKCOB € HMCKYCCTBEHHBIM HHTEJLIEKTOM
U KOHTPOJIEM Y€eJIOBEKA.

Tpebyer 0co6Oro BHUMaHUS U 3aKOHOAATEIBHOE PEryJHPOBAHUE
HCKYCCTBEHHOTO MHTE/UIEKTa M POOOTOTEXHUKH, B YaCTH OIpeeie-
HUS1 cyOBEKTa, MCHOJIb3YIONEr0 aBTOMAaTU3NPOBAHHBIE TPAHCIOPTHBIE
cpejcTBa M OECHMIOTHBIE JIeTaTeJbHbIE alapaThl, TOCKOJIbKY B CJIy-
yae OmMOKM yKa3aHHBIX allllapaToB CJOKHO OINPEIETUTh BHHOBHOTO
U TOHSTDH, TOYEMY HCKYCCTBEHHbBIM WHTEJIEKT MPUHSI TO WM WHOE
perierne B onpeneneHHoi cutyanuu. [Ipunaras HammonampHasa crpa-
Terusl Pa3BUTUS UCKYCCTBEHHOTO MHTeJUIekTa Ha mepuoxa 1o 2030 roga
oTpejiesinia <IeJU W OCHOBHbIE 3a/[aull Pa3BUTHUSI UCKYCCTBEHHOTO
nnresiekta B Poccuiickoit Deneparinm, a Takske Mepbl, HallPaBJIeHHbIe
Ha ero MCI0Jb30BaHUE B IIEIAX 00eCHeYeHUsT HAIMOHAIbHBIX HHTEpe-
COB ¥ peajin3aluu CTPATErnuecKux HallMOHAIbHBIX IIPUOPUTETOB, B TOM
yrcsie B 06J1aCTH HAyYHO-TEXHOJOTMYECKOr0 pa3BuThst» . OiHaKO HEOO-
XOJIMMa TIOATOTOBKA W TPUHSITUE KOHIENIUU PETyJIUPOBAHUS UCKYC-
CTBEHHOTO HWHTEJIEKTa WM KOHBEHIMH O POOOTOTEXHUKE W HCKYC-

" Iunxesuu T. B. TIpobeMbl TPOTHBOCHCTBISA OPraHU30BAHHOI TPECTYIHOCTH B cepe
1nbpoBoil sKoHOMUKH // BOpb0a ¢ OpraHM30BaHHBIMU IPOSIBJICHUSAMU TIPECTYITHOCTU 1 00ec-
Teverne HarmonaabHoi Gesomacroctu Poccuiickoit Degepatyu / 10/ pejl. A-pa 0P, HayK,
npodeccopa A. U. [losrosoit. Mocksa: Poccuiickast kpumuHoJorndeckas accormarust, 2019.

" Hanuonanphasi cTpatervsi pasBUTHS MCKYCCTBEHHOTO WHTEJJIEKTa Ha Hepuoj
1o 2030 roga: ykas Ilpesnmenta Poccuiickoit @exeparn ot 10 oxrsabps 2019 r. Ne 490.
Jloctym u3 cripas.-mipaBoBoii cucteMsl « Korcymprantllmocy.
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CTBEHHOM MHTEJIJIEKTE, B KOTOPBIX OYAyT C(hOPMYIMPOBaHBI TIPaBHIA
POGOTOTEXHUKH, U3JIOKEHBI TIPOOJIEMbI 1 BOBMOJKHBIE ITyTH UX PEIICHNS,
C KOTOPBIMHU MOJKET CTOJIKHYThCST OOIIECTBO, Pa3BUBasi HCKYCCTBEHHBII
UHTEJLIEKT.

HecmoTpst Ha TO 4TO B TeKyleM roxy BHecenbl usmenenusi B Mejie-
pasibHbIil 3aKOH «O TEPCOHANBHBIX JJAHHBIX» B YaCTH UCIOJb30BAHUS
GOoJIbIIINE JAHHBIX U MOATOTOBJIEH 3aKOHOTIPOEKT, TPELyCMAaTPUBAIOIINI
HOBOBBe/IeHUsT B 3akoH 00 mHopMarn (TpeboBanust 06 0053aTeIbHOM
nHGOPMHUPOBAHUK TOJIb30BaTE s 06 06pabOTKE CBSI3aHHBIX ¢ HUM OOJIb-
MIUX JIAHHBIX ), HeOOXOMMA MMOJATOTOBKA ¥ MPUHSITHE CAMOCTOSITEIbHO-
ro 3akoHa 0 OOJIBIIMX JaHHbBIX, C IO OTPAHUYEHMS UCIIOTb30BAHMS
JIMYHBIX JIAHHBIX TPETHUMU JIUI[AMU B TIPECTYIIHBIX 1EJSX. AHATOTMYHO
00CTOUT BOTIPOC € HEHPOTEXHOJOTHSIME, KOTOPbIE CTaBAT CBOOOLY pa3-
yMa T10/] yTPo3y, TO TpeOyeT MOArOTOBKY U MPUHSITHSI 3aKOHOAATEIbHBIX
AKTOB, HAIPABJIECHHBIX Ha 3AlUTy YMCTBEHHON CBOOOJIbI, MCUXUYECKOI
HEMPUKOCHOBEHHOCTH U TICUXOJIOTUYECKO ITPEeMCTBEHHOCTH.

He ompesesieno na 3akoHOATEILHOM YPOBHE IPABOBOE IMOJIOKE-
HU€ UCIOJIb30BAHUSL: KBAHTOBBIX KOMIIBIOTEPOB, KOTOPbIE CMOTYT TIPE/I-
YrajiblBaTh «Iaru» XakepoB B MUJIJIMOHAX WJIU MUJLIMAP/AX BO3MOJK-
HbIX uTeparusix. KBantoBast MOIIb TO3BOJIUT OCYIIECTBJISATh KBAHTOBOE
mudpoBaHue, HO B TO JKe BpeMsl Xakepbl 6ecripobIeMHO CMOTYT B3Jia-
MBIBaTh CaMble CJOKHbBIE METO/bI OE30MaCHOCTH, KOTOPbIE 0OecIeunBa-
I0TCSI OTHOCUTEJIBbHO TPUMUTUBHBIMY MatiuHaMmu 20; HOBBIX IIPOU3BOJI-
CTBEHHBIX TEXHOJIOTHIl, K IPUMEPY YCTAHOBOK /JINTUBHOTO TIPOU3BOJI-
ctBa (3D-neyatn). C momotipio 3D-puHTEPOB BO3MOYKHO pacredaTaTh
[IPEIMETDI JIJIs1 COBEPIIEHUS IPECTYIICHUI: OPY;KUE, KITI0YH, TOJIETKN
IPOM3BEICHUN UCKYCCTBA M CKaHEPbl, CIIOCOOHbIE MyOIMpOBaTh IpakK-
TUYECKK JIIOObIE 3allaTeHTOBaHHBIE TPEXMEPHBIE TPEAMETbl U MHOTOE
npyroe. locymapcrBennast Jlyma Poccuiickoii Denepaiiii B 3TOM
HAIIPaBJICHUK TOJIBKO TIPEJjIaraeT BBECTH 0OSI3aTEIbHYIO PETUCTPAIIAIO
3D-nipunTEpOB.

BesomnacHocTh MHTEPHETA BElIeH CKJIAAbIBAETCS M3 0E30MaCHOCTH
CBSI3U, 3AIIUTHI U KOHTPOJISI YCTPOUMCTBA, KOHTPOJSI B3aUMOICHCTBUI
B ceTu. Tak 3JI0yMBIIIJIEHHUKH, UCIIOJIb3YsI YSI3BUMOCTHU JIAHHBIX TEXHO-
JIOTUI, MOTYT TOJICJYIIUBATh KOH(MUIEHI[MAIbHbIE PA3TOBOPHI, a 3aTeM
HCIIOJIb30BaTh WX B MPECTYNMHBIX Ieasax. B 3akonax o6 mHbopmaimn
U CBSI3U TOBOPUTCS 0 Oe30macHOCTH GeCrpOBOHOM Mepeadn JaHHbIX,
rJie IpY aBTOPU3AIINH, TI0JIb30BaTEb B 00513aTEIbHOM TIOPSIIKE T0JIKEH
MPOUTH MAEHTU(GUKAINIO JUIYHOCTA U cBoero rajzkera. Maentuduka-
1St Heo6GXoMMa 1Ipu O0IIECTBEHHOM JI0CTyTIe K Wi-fi B 06IIecTBEHHBIX
Mectax (kade, 6ubIMOTEKAX, MIKOJAX, TTapKaX ¥ T. 1.). OQHaKO HUYEeM
HE PEryJupyeTcst UCIOJIb30BAHNE TOUEK JOCTYIIA, YCTAHOBJIEHHBIX YaCT-
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HBIMU JIUIIAMH, K KOTOPBIM TIOJb30BATEIN MOTYT MOAKJIIOYATBCI aHO-
HUMHO, B TOM YHCJIE UCTIOJIb3YS UX B MPOTUBO3aKOHHBIX IETISX.

Bupryasbnas u J0mOJHEHHAsT PEATBHOCTb TAaKXKe MPENCTaBISIOT
onpezieJieHHYI0 yrposy it obitectBa. OueHb 4acTo B CPeACTBaX Mac-
COBOII MH(MOPMAIMKU Mbl CJBIIIAM O COBEPIIEHUU TOAPOCTKAMU IIpe-
CTYIUICHWIA TIOJl BJMSTHUEM KOMIIbIOTEPHBIX Urp. ITorpyskeHue pebeHka
B BUPTYJIbHYIO (JIOTIOJTHEHHYIO) PEeaJbHOCTh B UTpPe TOMUMO (husn-
YECKUX BO3/EUCTBUII HA OPraHW3M BHUPTYaJbHOTO ITyTEIIeCTBEHHUKA
MOKET OKa3bIBaTh W MCUXUYECKOE BO3AEUCTBUI, B TOM YHMCJIE HA BOC-
[PUSITHE [T0JIB30BATEIEM CaMOro ceOsl.

OTHOCUTEIBHO CUCTEMbI PACIPEIEJIEHHOTO peecTpa Wau OJIOK-
yeitHa, CJIeAyeT OTMETHTh, YTO pa3paboTaHa W IMPHUHATA AOPOKHAS
KapTa ero pasBuTus. JlopokHast Kapra J0IycKaeT mpuMeHeHue OJI0K-
yeliHa B (puHAHCOBOMU ESTENIBHOCTH, TPOMBIIIJIEHHOCTH, TPAHCIIOPTH -
POBKE U TOCYIIPABJIEHUHU, IIPEJIATAETCS €r0 UCIOJb30BAHUE BO BCEX
rocyZIapCTBEHHBIX MH(POPMAIIMOHHBIX CHUCTEMaX, B TOM 4YHUCJE MPU
roJIOCOBAaHUM HA MYHUIIMIIAJTHLHOM YDOBHE U I[PU KOHTPOJIE 3a pac-
XO/l0BaHueM OI0/KeTHBIX cpeacTB”. OMHAKO MexaHu3M obecredeHust
KPUMHUHOJOTHYECKON 6e301MacHOCTH B TOi cepe B TOPOKHON KapTe
He TIPOINICaH.

K opranusanuoHHO-TeXHUUECKUM TPUYUHAM ITUGPOBOH MPeCTyTI-
HOCTM MOKHO OTHECTU OIlpe/ie/ieHie OCHOBHBIX HAaIpPaBJEHUN IIPO-
(dbumakTyeckoii  pabothl, obecrieyeHne B3aMMOICHCTBUS € WHBIMU
cyObekTaMu POMUIAKTUKI; TEXHUYECKasi OCHAIIEHHOCTh MTPaBOOXpa-
HUTEJIbHBIX OPraHOB HOBEHMIIIUMU TEXHOJOTUSIMU 1IU(POBOrO MUPA; OCY-
IIECTBJICHNE KPUMUHOJOTUYECKON TIPOIaratibl 1 OOydYeHUsT IpaskiaH
ITPAaBOBBIM OCHOBaM IT(hpOBOTO TTPaBa.

Henb3st 3abbiBaTh, 4YTO MPECTYMHOCTh IH(MPOBBIX TEXHOJOTHIA
JIETEPMUHUPYET U JIPYTUE COLMAIBHO-TIPABOBBIE SIBJIEHUS, KOTOPBIE
cJielyeT YYUTBIBAThb IPU XapaKTEPUCTUKE MPUYMHHOTO KOMILIEKCA
nudpoBO TPecTYyMHOCTH. K UX 4uciry OTHOCATCS SBJIEHUS, TPOIIECCHI,
(haKkTOpPBI, KOTOPBIE TOPOXKAAIOT, OKUBJISIIOT, YKPEIJISIOT U MTO/IEPIKU-
BalOT B OOIIECTBEHHOM CO3HAHWM aHTHCOIMAIbHbBIC B3TJISA/bI, TCHICH-
[[UH, TPUBBIYKH, JIeKAIe B OCHOBE aHTHOOIIECTBEHHOTO MOBEICHUS,
6O HEMOCPEACTBEHHO BBI3BIBAIOT MU 00JIETYaloT COBEPIIECHUE Tpe-
CTYTIIIEHUH.

Hemasnyio poJsib B IPUUMHHOM KOMILJIEKCE UTPAeT HPABCTBEHHO-
MICUXOJOTUYECKUN KPU3UC.

? Tpunmmon npoeayT 10 nenu. «Poctex» NMpejacTaBui «I0pOKHYI0 KapTy» pasBi-
st Grokveitna B Poccun [Dexrponnbiii pecypc]. URL: https://www.kommersant.ru/
doc/3977352 (nara obpamenust: 11.04.2021).
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Bce paccMoTpentbie KpUMUHOTEHHbBIE JIETEPMUHAHTBI HE SIBJISIIOT-
CsI YEeM-TO M30JIMPOBAHHBIM, OHU, B JIEHCTBUTEIHHOCTH, MIEPEILIETAIOTCS,
cosgaBas o0muii HebaaronpuaATHLIA (OH A1 coBepuieHrs HhPOBLIX
MIPeCTYIIIeHUH.

KoHTpoAbHble Bonpocbl

1. OmnpenenuTe OCHOBHBIE MPUYUHBI U YCJOBUSA IUGPOBOI TIpe-
CTYTTHOCTH.

2. Ilpoananmm3upyiite cONMATHPHO-9KOHOMUYECKUE TTPUUUHBI TTUd-
POBOM MPECTYITHOCTH.

3. PaccMorpute 0COGEHHOCTH CONMUATBHO-TIOJIUTHYCCKUX TIPUYNH
U YCJIOBUH, CTOCOOCTBYIOIINX COBEPIICHUIO IIU(POBBIX TPECTYILICHUI.

4. KaxoBa B3amMOCBSI3b Pa3BUTHUSA ITU(PPOBBIX TEXHOJOTUH U pOCTa
11 poBOI MPECTYITHOCTH ?



laBa 5. AuuHOCTb NpecTynHK1Ka, COBEPLUMBLLETO
npectynAeHue B cpepe UMPPOBbIX TEXHOAOTUM

lNMAaHupyeMble pe3yAbTaTbl OCBOEHMS TEMbI TAQBbI

— 3HATh [OHATHE JIMUHOCTH COBEPIIMBIIETO MPECTyIIeHuE B chepe
1U(GPOBBIX TEXHOJIOTUI, €€ OCHOBHbIE XaPAKTEPUCTUKK U THUIII;

— YMETh TUIIOJIOTM3UPOBATH JIMUHOCTb COBEPIIUBIIETO MPECTY-
mienne B cdepe 1MUMPOBBIX TEXHOJIOTUU, OMPEAEISITH OCHOBHBIE €€
CBOICTBA; TIPUMEHSITH MOJIyuYeHble 3HAHUS B IPAKTUYECKON JIesATEb-
HOCTH;

— BJIaJeTh TEPMUHOJIOTMEN KaTeropuu <«JIMYHOCTb TPECTYITHU-
Kay; HaBbIKAMU JIJISI OPraHU3alluK U [IPOBEJCHUST KPUMUHOJOTHIECKUX
UCCeIOBAHUIN JIMUHOCTU MPECTYIMHUKA; COCTABJICHUS WHIAUBUIYJIbHO-
MPOUTAKTUYECKUX TTPOTPAMM.

5.1. 3HaueHune U3yyeHUs KaTeropmm «AMYHOCTb MPECTYNMHUKa»
B OpraHax BHYTPEHHUX AEA

Kareropusi «TMIHOCTD IPECTYITHUKA» OTHOCUTCA K IICHTPATHHOMY
00BEKTY KPUMHHOJOTHYECKOTO aHAIN3a. 3a/lada M3Y9IeHus 9TOH KpH-
MUHOJIOTMYECKON KATErOPUU COCTOUT B BBISIBJIEHUY U aHAJIU3E JIUIHOCT-
HbIX KaYeCTB, CBOMCTB U YePT, MPOAYIUPYIONIUX IIPECTYITHOE TOBEIeHUE
U OTPENEeNANNUX MYTH AadbHelnel ero mpoduaakTuku. «JInauocTsb
[IPECTYITHUKA» MOKHO TIPEJICTABUTD, KAK «COBOKYITHOCTbH CBOUCTB, TIPH-
CYIIIUX, COBEPIIAIOIIEMY WU COBEPIIMBIIEMY TIPECTYILIEHUE, YETOBEKY,
COCTABJIAIONINX €T0 UHIUBUIYATBHOCTD>.

[TpobeMbl  JIMYHOCTH — TIPECTYIHUKA  SIBJASIIOTCS  KJIIOUEBBIMHE
HE TOJIbKO B TEOPETUUYECKOM acCIIeKTe JIJisi KPUMUHOJIOTHH, HO U B TIPaK-
TUYECKOM JIJISI OCYIIECTBIICHUST pabOTHI 10 TIPEAYIPEKACHUIO TIPECTYII-
HOCTH OpPTaHaMU BHYTPEHHUX JIeJI, B YUCJIO KOTOPBIX BXO/ISIT OIEPAaTUB-
HbIe TTofipazzesenus. [IpeqynpenurenbHas neaTeIbHOCTh OPTAaHOB BHY-
TPEHHUX JIeJI OCHOBBIBAETCS HA 3HAHUSX KPUMHHOJOTUYECKOU HAYKH,
U3yvaloleil 3aKOHOMEPHOCTH U TEH/IEHIIUN PA3BUTHUSI TIPECTYITHOCTH, €€
[PUYMHBI U YCJIOBUSI, TUYHOCTH MPECTYIMHUKOB, MEXAHU3M JIeT€PMIHA-
1Y ¥ TeHEe3UC TIPECTYITHOTO TOBeleHUs. JIMUHOCTh TPEeCTYITHUKA B TIPO-
1iecce MPUHSTHUST PEIIEHUs], TOJTOTOBKU U COBEPILIEHUS TIPECTYIIEHUN
nposiBysier cebsi B AMHAMKKE, B3aMMOJIEHCTBYET ¢ BHEITHUMHU W BHY-
TPpeHHUMU (DaKTOpaMU OKPYKAIOMIeH AeCTBUTENbHOCTH B Pe3yabTaTe
YEro MOKHO BBIUJIEHUTh KPUMHUHOJIOTHYECKU 3HAUUMYIO UH(POPMAIIHUIO,
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KOTOpasi 0TOOpaskaeT JTNIHOCTHBIE 0COOEHHOCTH, TIAHUPYIOIIETro JO0
COBEPIIUBIIIETO TIPECTYILIEHUE JIUTIA.

KOHIIEIINIO «JIMYHOCTH MPECTYIMHUKa», Kak 0O0beKTa mpoduiak-
TUKU MPECTYILIEHUH CJIelyeT PACCMAaTPUBATh B PAMKAaX KPUMWHOJIOTH-
YECKOU CUCTEMbI BbIBEPEHHBIX B3aMMOCBSI3aHHbBIX MPUHITUIIOB, UJEH,
3HAHUI U TUIIOTE3, UCIIOJb3YEMOIl B IESITEIbHOCTH OPTAHOB BHYTPEH-
HUX JIEJT C TIEJIBIO OIUCAHMS, BBISIBJIIEHUsI 0COOEHHOCTEH Ipask/aH, KOTO-
pbie ¢ OOJIBIIEH CTENEHBI0 BEPOSITHOCTH MOTYT COBEPIINNTD, COBEPIIAIOT
WJIM COBEPIIMIIN MPECTYIICHUE, DTa KOHIENIHsT 0ObSICHSIET MPOIILIbIE
U HACTOSIIHE XapaKTePUCTUKK 0003HAYEHHON JUYHOCTH (IpUYeM
B IMIPONIJIOM — 3aKOHOIIOCJYITHOHN, HEe COBEPINUBIIEH WUJIN TOTOBSIIEH
COBEpIIIEHNE MPECTYIUIEHWE), a TakKKe IPOrHO3UpyeT ee Oyayliee
COCTOSIHUE.

OcHOBHasl 11€JIb 9TOM KOHIIEIIIMNA — PACKPHITHE 3aKOHOB CYOBEK-
TUBHBIX PEATTHil, COCTOSHUH, TPOIIECCOB, CBOMCTB BHEIIHETO U BHYTPEH-
HEro MUPA, KaK 3T CBOMCTBA HAKJIA/IBIBAIOTCS HA JIMUHOCTD U MIPOSIBJISI-
I0TCSI B KOHKPETHBIX yCI0BUsIX. OHa 00bsICHSIET HCTOYHUKH CYIIECTBYIO-
ITUX TTPOTUBOPEUNH, TIPOIECCOB KAU€CTBEHHbBIX HETATUBHbBIX M3MEHEHUI
BO BHYTPEHHEM PAa3BUTUH JUYHOCTHU, PACCMATPUBAET BHYTPEHHUE TIPO-
1[ECCHI JIMYHOCTU TIPECTYITHUKA B UX CJIOKHON [MHAMUKE.,

KoHenmust «IM4HOCTH TPECTYIMHUKa» 00J1a1aeT MPOrHOCTHYECKOI
Ba)KHOCTbIO, /laBasi OpraHaM BHYTPEHHUX JIJI BO3MOXKHOCTb MPOrHO3M-
pOBaTh MHIMBHULYaTbHOE TIPECTYITHOE MTOBEICHIE, paspabaThiBaTh METO-
UKy TAKOTO MTPOTHO3WPOBaHUsA. be3 mporHocTudeckoit cocTapsonieit
HEBO3MOKHO 3((PEKTUBHO PeaTn30BBIBATH CTOMIINE TIePell Pa3TUIHbBI-
MU TIO/[pa3/Ie/IeHHsIMI OPraHOB BHYTPEHHUX JI€JT 3a/[a4t, 0COOEHHO Tex,
Yybst paboTa CTPOUTCS Ha aHaIM3€e WHAUBUAYAJIbHON XapaKTEePUCTHKH,
ornepaTUBHOI 0OCTAHOBKU ¥ MIPOTHO3€ BEPOSITHOCTHOTO PasBUTHSI Ipe-
CTYITHOTO MTOBEICHUST VI COOBITHSI.

JlocTaTouHO MaBHO OBLIO KOHCTATUPOBAHO, YTO TEOPETHYECKOE
u3ydyeHue JUYHOCTH B KPUMUHOJIOTUUECKOU HAYKe SIBJISIETCS OCHOBOI
JUIST IPAKTUYECKUX PEKOMEH/IAINI, IPUMEHSIEMbIX ITPU OCYIIECTBIEHUN
UHIUBUAYAIBHOU MPOMUITAKTUKYA TPECTYIICHUN, OCYIIEeCTBIIEMON
OopraHaMy BHyTPEHHUX Jies”.

JIMYHOCTD MPECTYITHUKA B KPUMWHOJIOTUN — 3TO TIOHSITUE, BbIPAXKa-
I0lllee COIUATBHYIO CYIIHOCTH MPECTYITHUKOB PAa3HbIX TUIIOB, CJOKHBIN
KOMILJIEKC XapaKTePU3YIONINX UX IPU3HAKOB, CBOICTB, CBsI3€ii, OTHOIIIE-
HUH, UX HPAaBCTBCHHBIN U yXOBHBIN MUP, B3SATHI€ B PA3BUTUHU, BO B3au-
MOJIECTBUU C COIMATBHBIMU ¥ UH/IUBU/IYyaJIbHBIMU KU3HEHHBIMU YCJIO-

% Aumonsm I0.M. OcHoBHbIE 4epThl TEOPMH JMYHOCTH TPECTYNHIKA B KPUMUHOJIO-
run // CoBetckoe rocyzaperso u npaso. Mocksa, 1984. Ne 3.
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BUSIMU U B TOU WM MHON Mepe OIIPEIeIsIIONIe COBEPILEHUE ITPECTYILIe-
Huil. [o3HATh MUYHOCTH MPECTYMHUKA BO3MOKHO IyTeM U3YICHUS ee
CTPYKTYPBI, KOTOPast MpecTaBisieT co60i MHOTOOOpasue JTNIHOCTHBIX
KavyecTB, OObEAMHEHHBIX B OIPEAETICHHbBIC TPYIIIBI®, IJIs1 OPraHOB BHY-
TPEHHUX €/ OIPEAEIAIONee 3HAYCHUE MMEIOT UMEHHO 0000ILEHHbIE,
TUTIOJIOTUYECKUE JIAHHBIE O JIMYHOCTHU MPECTYNHUKOB (BKJIIOUast U 1ud-
POBBIX MPECTYIMHUKOB), O TMpoiiecce (HOPMUPOBAHUS OIPeIeTEHHbIX
CBOICTB, KOTOPBIMU XapaKTEPU3YEeTCS MPECTYITHUK.

basucnoii mpuuymHOIl coBepiliecHUS TTPOTUBOINPABHOTO IECSTHUS
sBJIsieTcst iehopMarust OmpeesIeHHbIX CyObhEKTUBHBIX KayecTB JIMIA,
a UMEHHO — IIEHHOCTHO-MOPAJbHOTO psaaa. OmnpezeseHHbIe CUTYyallnn
1 OKPY’KaoIas COlMaNIbHAs cpefla 3allyCKAl0T MEXaHU3M CYIIeCTBYIO-
KX IIPOTUBOPEUUIL B YEJOBEKE, €r0 IICUXOJOIMYECKUX 0COOEHHOCTEN.
Buernnve ycioBus, Hak/JIa[bIBasCh Ha crieluuiecKkue 4epThl JUIHO-
CTH, KOTOPBIE MPEPACIIONATAIOT K HETATUBHOMY MOBEIEHUIO, TIPUBOIST
K COBEPIIEHUIO TP POBOTO MPOTUBOIIPABHOTO JIESTHUSI.

[IpuunHbl UHAMBUAYAJIBLHOTO MPECTYITHOTO TIOBECHIS MOKHO YBU-
JIeTh U BO BHYTPEHHUX CBOMCTBAX TUYHOCTU. B OCHOBE COBEPIIEHMS INU-
HOCTBIO KaK COIMAIbHO-TI0I0KUTEIbHBIX, HEHTPAIbHDIX, TAK U COI[UAJIb-
HO-OIIACHBIX JIeficTBU, 110 MHeHIO A. P. PatuHoBa, JeKaT 1eHHOCTHDIE
opuenTaiun®. O ToM, 4TO MeOpMUPOBAHHAS MOPAJIb U IPABOCO3HAHIE
camMu 1o cebe MOTYT CTaTh IPUYMHON BBIOOpPA IPECTYITHOTO MOBEJIE-
nwus, mucanu A, P. Patunos u . 1. Kaprenr®. A. 1. /loarosa cBsi3piBaja
KPUMHUHAJIBHOE TTOBE/IEHUE ¢ TaKUMH JIMIHOCTHBIMU TIPU3HAKaMU, KaK
OTPEOHOCTH, MOPAJIbHbBIE CBOICTBA, IIEHHOCTHLIC OPUEHTALIMY U IIPABO-
cosmamnue”.

Cy1tiiecTBeHHOE 3HAUCHUE UMEIOT 3HAHUS KPUMUHOJOTUU O MOTHU-
BaIlUU MIPECTYITHOTO TOBeleHNsT (KPUMUHATBHON MOTUBAIIUN ), TaK KaK
OHH TIOMOTAIOT «/[yMaTb» 32 MPECTYIHUKA, YTO SIBJSETCS BaKHEHIITNM
WHTEJUIEKTYaTbHBIM HAYaJIOM OTIePATUBHO-PA3BICKHON TakTUKU. MeeT-
¢ B BULY PEKOHCTPYKITUS BO3MOKHBIX JACHCTBUN MPECTYITHUKOB (TIPO-
IIIJTBIX U TIPEICTOSIINX ) C YIETOM UX TTPECTYIMHON KBaTUMUKAIINY U TIpe-
ctynHoTo ombiTa. Korma corpyaauxk OB/l 3HaeT, uTo mpeamoaarai, Kak
[OCTyHAJ MPECTYITHUK U TI0YeMYy UMEHHO TakK, a He WHAue, — OH MOYKET

" Muyx A.T. XapakTepucTHKa JMYHOCTH YCIOBHO OCY/KICHHOIO, COBEPIIMBIIETO Tpe-
CTyIJIeHNe // Y T0TOBHO-NCTIOMHNTEbHOE TIpaBo. Pszanp, 2011,

 Pamunog A. P. IIcHX0MOTHS TUIHOCTH TPECTYHIKA. L[eHHOCTHO-HOPMATHBHBIH M-
xo1t // JINYHOCTD IPecTyMHNKa Kak 00heKT MCHXO0I0THYecKoro BosaeiicTsus. Mocksa, 1979.

® Kapney, M. U., Pamunos A.P. TlpaBoco3nanue Kak aJ1eMeHT HpaBoBoii KyJIbTyphbl //
[IpaBoBast KyzbTypa 1 BOIPOCHI paBoBOro Boctutanus. Mocksa, 1974.

* Kypc coserckoii kpumunonornu. Ipeamer. Merogonorus. [Ipectymmocts u ee mpu-
ynnbl [Ipecrynank. Mocksa, 1985.
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JOCTATOYHO SIPKO TIPEACTAaBUTH cebe (CMOJEJUPOBaTh) HE TOJBKO €ro
COIMAJIbHBII, HDABCTBEHHBII 0OJUK (OTHECTH €T0 K COOTBETCTBYOIIEMY
COIUAJILHOMY THUITY JIMYHOCTH ), HO M €r0 MHANBUAYAJbHbBII 00pa3. A 310
umeeT GOJIBIIOE 3HAYEHME ISl OpUeHTHpoBaHus cua u cpeacts OBJI
Ha BbISIBJIEHUE MIPECTYIHUKA U TIPEAOTBPAIIEHUS IPECTYILICHUSL.

Tak, uepapxusi MOTUBOB COBPEMEHHBIX MPECTYITHUKOB, KOTOPbIE
COBEPINAIOT TPECTYIIeHU B chepe MUMPOBBIX TEXHOJIOTUN TTN(PPOBBIX
BBITJISIZIUT CIIEAYIONIM 00pa3oM: B 65 % CIIydasix y mMpecTymHUKOB TIPH-
CYTCTBOBAJ KOPLICTHBIA MOTHUB, TIPH 3TOM 8 % WHTEPHET-TIPECTYITHUKOB
YIOBJIETBOPEHBI CBOUM JI0XO/I0M, 69 % He ymoBIeTBOPEHBI U 23 % HYK-
natorest; y 12 % Oblu Xysuranckue nooysxaenust; 11 % cosepimim mpe-
CTyIUIeHre U3 JIIoOONbITCTBA (HUCCaeI0BaTe/IbCKUiT nHTepec); 6 % 1pu
COBEPIIEHUH JIesiHUST U3-32 BJUSHUS U3BHE (HAlpuMep, COBepIIeHue
WHTEPHET-TIPECTYTIJICHWH B COCTABE MPECTYITHBIX TPYIIN); 4 % 13 TOJIN-
THYECKUX MOTHUBOB; 2 % 13 4YyBCTBA MECTH.

B tpynax I'.C. CapkucoBa npsiMO yKa3bIlBaeTcsl Ha OOBEKT WH/IH-
BUAYAJbHON TPO(GUIAKTUKN TIpecTyIiuieHnil. «MoKHO yTBep:KaaThb, —
MUIIET OH, — YTO OOBEKTaMU WHIUBHULYaTbHO-ITPOPUIAKTUIECKOTO
BO3/IEHCTBUS ABJASIOTCA UCKakeHud (medopmannu, paccoriacoBa-
HUsT) IEHHOCTHO-HOPMATUBHOM CUCTEMbl UHVUBU/IA, TOJIEPKUBAEMbIE
U COXPAHSIONIMECS 32 CYET HEPA3BUTOCTH, PACCOTIACOBAHHOCTU CUCTE-
MbI PETyJISITOPOB MOBE/IEHUs], CBSI3aHHbIE C JUYHOCTHBIMU CBOHCTBAMU
WHIUBUA, a TAKXKe ¢ OKPYy’Kalomieil cpenoil, kotopas B popMe TTOBTO-
PSIIONIUXCS] KOHKPETHBIX JKU3HEHHBIX CUTYAIMI TIPEJICTABIISIET BO3ZMOK-
HOCTb JIJISl UX TIPOSIBJIEHUS] U PEAJIU3AINU, B TOM YUCJIE U B BUJIE OTKJIO-
HSIIOIErocs: MoBeleHust» ™. AHaIU3 9TUX TIPEJCTABICHUI UMEeT Teope-
TUYECKOE U MPAKTUYECKOE 3HAUCHUE.,

Ocoboe 3HaYeHUEe B JAESATEIBHOCTH OPTAaHOB BHYTPEHHHX IO IPO-
(pumakTUKe MPECTYIIeHUN WMEIOT yCJOBUS HPaBCTBEHHOTO (hOpMU-
POBaHUS JIWII, COBEPIIUBIINX IpecTyiienre B cdepe 1udpoBbIX TeX-
HOJIOTHH, B OCOOEHHOCTH cpeiu OJmsKaiiero OBITOBOTO OKPY’KEHUS,
cBsi3eif, 3HAKOMCTB. [l mpenoTBpallieHus: MpecTyIIeHus UCKIII0UN-
TEJIbHO BasKHO BBISIBUTH KPUMHHOTEHHBIE 0OCTOSITEIHCTBA KOHKPETHOM
JKM3HEHHOW CUTYallud, BAUSIONIEH ¢ YIeTOM 0COOEHHOCTEH JIMYHOCTH
Ha BO3MOKHOCTb COBepIlieHus npectyiierust. Ho pemaiomum sipysieTcst
3HAHUE COIUAJIbHBIX, ICUXOJOTUYECKUX U HPABCTBEHHbBIX CBOUCTB JINY-
HOCTH 1U(POBBIX MPECTYIMHUKOB (B3TJISI/[bl, HABBIKU, [IPUBBIYKHU, COJIEP-
JKaHUe ¥ YPOBEHb WHTEPECOB U MOTPEOHOCTEI, 0COOEHHOCTH XapaKTepa
u ap.). KpumuHosnornueckue nanuble o Bumax (K nmpumepy: crabdepsl,

¥ Capxucos I'.C. O6beKT HHAMBUYAIBHOTO TPOGUIAKTIYECKOTO BO3IEHCTBUSA B Teo-
puH npeaynpeskenus npectyntocti. Epesan, 1975.
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3aJTUBIIUKY, APOMOBOBI, (DUIIIEPHI U P.) U TUMax (K IpuMepy, ¢ MOJIu-
TUYECKON MOTHBAIIMEH; ¢ KOPBICTHONW MOTHBAIMEl; ¢ HACUIbCTBEHHO-
ATOUCTUYECKOU MOTHWBALMEH; ¢ aHAPXMYeCKO-UHAUBUILYATUCTHIECKON
MOTHUBALUEI; ¢ JIEFKOMBICJCHHO-0€30TBETCTBEHHON MOTUBALMEN 1 T. IL.)
JIMYHOCTU 3TUX TPECTYITHUKOB BBIBEPEHBI B HAYYHO-IPAKTUYECKUX
HCCJIEIOBAHIAX, OHM 0a3upPyIOTCS Ha MIMPOKUX 0OOOIIEHUSX, aHAIU3e
HE TOJIBKO OT/EJIbHBIX JIUL], HO ¥ BCErO TOrO OOIIEro, TUIIMYHOIO, YeM 9TH
[PECTYITHUKY BBIIEJISIIOTCS B cOlluyMe. B 3TOM OTHOIIEHUN KPUMUHOJIO-
Il UMEET OIpe/e/eHHbIEe PEKOMEHAALNNY, IPUMEHIET PasHoobpasible
METO/Ibl ¥ B PE3YJIbTaTe TOJIyYaeT JOCTOBEPHYIO UH(POPMAIIUIO, KOTOPYIO
HEOOXOIMMO MCII0JIb30BaTh OpraHaM BHYTpeHHUX jest. lanHas utdop-
Malysi [MOMOTAeT MO3HATbh MEXAHW3M IIPECTYIHOTO TMOBEIEHUs, KOTO-
pblii siBiIsteTcst 06 BEKTOM PO UIaKTHIECKOTro Bo3eiicTBust. Ha ocHoBe
takux sHauwii corpyaaukun OBJI, craskuBasich ¢ 00CTOSITEIBCTBAMH,
CIIOCOOCTBYIONIMMHU MOJATOTOBKE K MPECTYIUICHIIO, JIUIIb 10 00hEKTHB-
HbIM JIAHHBIM y’K€ MOTYT OIPEIeUTh IPU3HAKKA U TUII JIMYHOCTU — TIpe-
CTYITHUKA U ONPEIEJUTh MPUMEPHYIO TIPOTPaMMy MPOMDUIAKTUIECKOTO
BO3/ICHICTBUSL.

B pamkax 0603Ha4e€HHOTO HATIPABJICHUS U3YYAIOTCS JIUIA: HEOHO-
KpaTHO cOBepiaBiiye 1u@poBbie MPaBOHAPYIIEHUS U MPECTYIICHUS,
a TakKe Te, YbM JIMYHOCTHBIE KAYECTBA CBUAETEIBCTBYIOT O OOJIBIION
BEPOSITHOCTU COBEPIIEHUST TAKUX MPECTYIICHUI. MeXaHUu3Mbl U CIIOCO-
Obl BBIABICHUS IOCICAHENH KATETOPUN JIUL] ¥ OKA3aHKUe Ha HUX WHIUBU-
JIyaJIbHO-TIPO(UIIAKTUYECKOTO BO3/IENCTBUS TIPEICTABJISETCS B HACTOSI-
1ee BPeMsI IEHTPAIbHON B JEATENbHOCTU CIEIUAJbHBIX OIIEPATUBHBIX
nioapasaeneranit MB/[ Poccum.

Ananusupysi BOIPOCHI TEOPETUUECKOTO U TIPUKIAJHOTO 3HAYECHUS
oneparuBHON NPOGUIAKTUKY KaK HanboJjee MepCIeKTUBHOO HAIPaB-
JIEHUsI TIPeLyIpesKaeHust I POBBIX MIPECTYIIIEHUH, PACCMOTPUM €€ KaK
KOMILJIEKC MEPOIPUSITUI, OCYIECTBJISIEMBIX C UCIIOJIb30BAHUEM CPEJICTB
1 METOOB OIIePATUBHO-PO3BICKHON [eITeIbHOCTH® HaIlpaBJIeHHBIX
Ha pelieHue OIpeleJIeHHbIX 33/[au: YCTONYMBYIO OCBEOMJIEHHOCTD
0 KPUMUHOT€HHOI YacTh HacesaeHus 1 poBOTO MUPA; CBOEBPEMEHHOE
[OJIy4eHUe CBEJICHUIN O TEHJICHITUSIX MOBEIeHUsT KPUMUHAJIBHO aKTUB-
HBIX [T0JIb30BATEISAX MHTEPHETA; MAKCUMAJIHLHO BO3MOKHOE TIPE/CTaBIIe-
HHUE 0 crcTeMe aHTHOOIIECTBEHHBIX U TIPECTYITHBIX CBSI3€H B UX CPE/IE;
orpejieJieHue ¥ aHaiM3 MUKPOCPEIbl U chepbl OOMIEHUSs, TIPOAYIIUPY-
IOIUX aHTHOOIIECTBEHHOE U MPECTYITHOE TToBeeHne (04aroB akTHBHO-
rO JICHCTBUS IETEPMUHAHT MIPECTYITHOCTH ); U300JIMYEHNE B 9TOH cpejie

* Oeuunckuii C.C. OneparuBHo-pasbickast IpoduIaKTHKa: Mekius. Kammmuurpas:
BIIT MB/I CCCP, 1982.
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JIATEHTHBIX MPECTYIHUKOB; aHAIU3WUPOBAHUE COIUATbHO-AeMorpadu-
YECKUX ¥ HPABCTBEHHO-TICUXOJOTMYECKUX KAyeCTB JIUII, ITIOBEJCHUE
KOTOPBIX OTpakaeT aHTHOOIIECTBEHHYIO HAIIPAaBJECHHOCTh U YKa3bIBaeT
Ha BO3MOKHOCTD COBepITIeHUS UM POBBIX MPECTYTLICHUI.

IlepBoouepeanbIMU 3a71a9aMi OTIEPATUBHON TTPOMUIAKTUKNA TTHD-
POBBIX TPECTYIJIEHUI SIBJSIOTCS — <KOHTPOJb U MPOMUIAKTUIECKOE
BO3JICHICTBHE» HA JIUII «3aMBIILISIONINX JTUOO0 MOATOTaBJINBAONMIMX (-
POBBIE TIPECTYILJIEHUS»>, «COCTOSIINUX HA ONEPATUBHO-PA3BICKHBIX U TIPO-
punaktnyecknx yderax OB/l». OnepatuBHag mpoduIakTUKa, MPeIoT-
BpallleHUE U TIPecedeHre MPeCcTyIJICHUH HeBO3MOKHbI Oe3 BO3IeHCTBIS
Ha JINI], KOTOPbIE B CHJIy CBOMX OTPHUIATEIbHBIX 0COOEHHOCTEN 00Ia1a-
10T TMOTEHIIUAJIBHOM TIPEAPACIIONIOKEHHOCTHIO K COBEPIICHUIO TUDPO-
BBIX IIPECTYTIICHN.

Takag KpUMHHOMIOTHMYECKN 3HAUMMasg WH(OpMaNus O JUIHOCTU
1U(GPOBOrO MPECTYITHUKA SIBJISIETCST CUCTEMOOOPA3YIOIIUM 3JIEMEHTOM
XapaKTePUCTUKH OT/EJbHbIX BUJIOB IIU(POBBIX MPECTYILJICHUN U TI03BO-
JisieT pa3paboTaTh BEPOSSTHOCTHBINA IPOTHO3 PA3BUTHUST IPECTYITHOM jiesi-
TEJIbHOCTHU.

B mesitetbHOCTH OPraHoB BHYTPEHHUX JIeJ1 00s13aTeJIbHO TPUMEHSI-
€TCs KpUMUHOJIOTUYECKOE TIPOTHO3UPOBAHUE UHMBUYAJIBHOTO U IPYTI-
MTOBOTO TPECTYITHOTO MOBefeHNd. Takoe TPOrHO3UPOBAHNE CTAHOBUTCS
BO3MOKHBIM [TOTOMY, YTO HIPECTYIHOE TOBEICHNUE CBA3aHO ¢ 00hEKTUB-
HbIMU SIBJICHUSIMY COLMAJIBHON CPe/lbl MHOTUMU HUTSMU® .

[IporaozupoBanue cocTaBjisgeT OCHOBY TPO(MUIAKTUYECKOTO yde-
Ta, TaK Kak ero GaHKW WH(DOPMAIMK CO3AI0TCs Ha OCHOBE MPOTHO3a
BEPOSTHOCTU TIPECTYMHOTO MOBEJACHUS PA3HBIX TUMOB IU(POBBIX TIpe-
cTynHUKOB. MHbOpMaIusg o mponioM (CyIUMOCTD, TIPABOHAPYIICHUS,
aMopaJibHbIe TTPOCTYIIKN ) U HACTOsIIEM (TTO//IEPsKaHUEe OTPUIATEbHBIX
CBs3el, Mapa3uTu3M, CKJIOHHOCTh K BUPTYaTbHOMY MUPY) TOBEIEHUN
JIMYHOCTU SIBJISIETCSI OCHOBAHUMEM JIJIs [IPOTHOCTUYECKUX BBIBOJIOB O BO3-
MOZKHOM ITPOTHBOIPABHOM TIOBEICHUHN B OyayIeM. Y YU ThIBAIOTCS Bapu-
AHTBI OBE/IEHUSI, MOPAJIbHbBIE U HPABCTBEHHbBIE CTEPEOTUIIBI JIUIA, TIPE]I-
crasyistfoniero uaTepec. COBOKYIMHOCTh 0003HAYEHHBIX JAHHBIX O JIMIE
SIBJISIETCS 3JIEMEHTOM, 3AJI0KEHHBIM B METO/T KpUMITHOJIOTMYECKOTO TIPO-
THO3UPOBAHUS, KOTOPBIM UCTIOJIB3yeTCs B OPraHaX BHYTPEHHUX JIEI.

Takum 06pazoM, aHaIM3 KPUMUHOJIOTHYECKON MHMOPMAIIUN O JINY-
HOCTH TIPECTYITHUKA SIBJISICTCS HEOOXOAMMON YacThiO TIO3HABATEIHBHOTO
[poliecca B XOjle PaccieloBaHusl MPECTYIICHUST WJIN OPTaHUu3aluu ero

" Kanawnuxoe Y.B. OprannzosanHas NPECTYIIHOCTb C Y4acTHEM HECOBEPIIEHHOET-
HUX 1 IpoGIeMHbIE BOIIPOCHI ee IIpeynpeskaenus // Bectank MocKoBCKOro yHUBepcUTeTa
MB/I Poccrm. 2011. No 4.
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MIPEYTIPEsKACHISI, KOTOPbIiT MOKET OBITH TIPEJICTABJICH B BI/IE KPUMUHO-
JIOTO-UH(POPMAITHOHHOTO TIPOIleCca MO3HAHNS XapaKTePUCTUK JIMYHOCTU
IPECTYIHNUKA CyOhEKTOM OpraHa BHYTPEHHUX JIEJL.

VmenHO opranbl BHYTPEHHUX /eI, Biajiess nHdopMalueli o Hamepe-
HUW JINIA COBEPIINUTD TIPECTYILICHUS, 00IaaloT OOIBIINMU TIPOdUIaK-
TUYECKUMU BO3MOKHOCTSIMU U UMEHHO OHU MOTYT BBICTYIIUTH B Kaue-
CTBE TAKOTO BHEITHEro 0OCTOSATEIbCTBA, KOTOPOE 3aCTaBHUT YeJOBEKa
OTKa3aThCsl OT MPECTYITHOTO 3aMbIC/JIa U 0CO3HATh HEOOXOAMMOCThH KOP-
PEKTUPOBKU CBOUX JKU3HEHHBIX TTO3UITUI.

JIMYHOCTDb TTPECTYITHUKA SBJSETCS HOCUTEIEeM MIPUINH COBEPIICHUS
MIPECTYTIICHNS, OHA SIBJSETCS OCHOBHBIM M Ba)KHEUIINM 3BEHOM BCETO
MeXaHU3Ma MPECTYITHOTO MOBEAEHNS, 1, COOTBETCTBEHHO, e¢ 0COOEHHO-
CTH, KOTOPbIE MMOPOKAAIOT TAKOE MTOBE/IEHUE, SIBJISIOTCS HETIOCPE/ICTBEH-
HBIM 00BEKTOM MPOMUIAKTIHIECKOTO BO3AECHCTBHSI OPraHOB BHYTPEHHUX
eI



5.2. CTpyKTypa AMMHOCTH, COBEPLUUBLUEN NPECTYNAEHHUE
B chepe unuPppoBbIX TEXHOAOTUH

CraTuctrka CBUACTENIBCTBYET O TOM, UTO KOJIUYIECTBO MU(DPOBBIX
MIPECTYTIeHUH exkeroqHo pacteT. COBpeMeHHBINT KPUMWHATBHBIN MUDP
ysKe HEe MBICJUT CBOErO CyIIecTBOBaHUsI 6Ge3 mudpoBOro Mupa. Y YuThi-
Bast HOBM3HY U pa3HooOpasue udPOBBIX MPECTYILICHUI, TO3HAHIE JINY-
HOCTH TIPECTYITHUKA HpuoOpeTaeT 0coOyil aKTyaabHOCTb, MOCKOJIbKY
JIeJIO TIPUXOUTCST UMETh ¢ CyObeKTaMu, paHee He MOMaaBIIuMK B TOJIe
3PEHUS TPABOOXPAHUTENBHBIX CTPYKTYP.

IIpn m3ydyeHuu JTUYHOCTHU, COBEPIIUBIIEH TpecTyIaeHne B che-
pe 1uhpPOBBIX TEXHOJIOTHI, HEOOXOAUMO HCXOAUTH W3 CJICLYIONIIX
MOCTYJIATOB:

— COBOKYITHOCTb WMHTEIPUPOBAHHBIX B JIMYHOCTH MPECTYITHUKA
COIUAIbHO-3HAYMMBIX CBOUCTB 00pasyeTcs B POoIiecce MHOrOOOpasHbIX
U CUCTEeMATUYECKUX B3aUMOAEUCTBUN C IPYTUMU JIOIbMU. DTOT aCIEKT
JIMYHOCTU TO3BOJISIET PACCMATPUBATh JUYHOCTH IIPECTYITHUKA KaK: dJie-
Ha 00IIECTBA; COMMAIBHBIX / aHTUCOIMAIBHBIX TPYIII MJIH WHBIX OOII-
HOCTell (HampuMep, CTyIeHT TeXHUYECKOTO By3a, YJIeH XaKepPCKOW opra-
HU3ANHN < AHOHUMYC» U T. II.); HOCUTEJIS COIUATbHO-TUITUYHBIX YepT;

— UeJIOBEK He POK/IAETCSI, & CTAHOBUTCS TIPECTYITHUKOM;

— M3YYEHUIO MTOIBEPTalOTCst BCe CyObEKThI COBEPIIEHUST CAMBbIX Pa3-
HOOOPasHBIX MU(PPOBBIX MPECTYIICHHIA, B TOM YHCJIE ¥ 3aHUMAIOIIX
MaJIYIo JIOJTIO;

— aHTHOOIIECTBEHHbIE B3IJIS/[bl, OPUEHTAIIMNA W SIPKO BBIPAKEH-
Hasl MHAWBUIYaJINCTUYECKAsT HAIIPABJIEHHOCTh HE XapaKTepHa BceM 0e3
UCKJTIOYEHUST JIUT[AM, COBEPIIUBIIUM ITU(DPOBOE TIPECTYILIECHNUE;

— JIMYHOCTD MPECTYIMHUKA OTINYAETCI OT 3aKOHOMOCJIYITHON JINY-
HOCTHU cBOel o01iecTBeHHON onacHocTbio. OnHako obiecTBeHHas orac-
HOCTb JIMYHOCTU TPaKJaHUHA He IpejnoJaraeT haTajibHOCTH MPECTYII-
HOTO TIOBEIEHUS. ITO Ka4eCTBO JINOO Peansyercst, MO0 He Pealnsyercst
B €T0 IeITEIbHOCTH, UTO 3aBUCUT KaK OT CAMOH JJUIHOCTH, TaK U OT BHEIII-
HUX 00CTOSITENILCTB, CIIOCOOHBIX TPEMSATCTBOBATH TAKOMY MMOBEACHMIO.

YkazarHHOe MO3BOJISIeT HaM HAa OCHOBE O(DUITMATBHBIX CTAaTUCTUYE-
CKHUX JIJAHHBIX BBISIBUTH TUINYHBIE KOMIIOHEHTbI CTPYKTYPbI JIMYHOCTU
TIPECTYITHUKA.

CTpyKTypa JUYHOCTU MPECTYITHUKA — 3TO 3HAYUMOE C TOUKHU 3pe-
HUSI KPUMWHOJIOTUN YHOPSIIOUEHHOE COOTHOIIIEHUE CBONCTB UHIUBU/IA,
KOTOpBIE XapaKTepPU3yIOT JHIl, COBEPIIUBIINX YTOJOBHO HaKazyeMoe
nesTHUE.

B 06bIYHOM TIOHUMAHWK MIPUHSATO CYUTATh, YTO IH(PPOBBIE MTPECTY-
TJIEHUST COBEPITTAIOT BBICOKOKBATU(MDUITUPOBAHHBIE TTPOTPAMMUCTHI, CITe-
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[UAJIUCTHI B 00JIACTH TEJEKOMMYHHUKAIIMOHHBIX CHUCTEM, — ITPOGheccro-
Hasbl. OHaKko B 001eM o6beMe Beex MU POBBIX MPECTYIIEHUI TaKOI
BUI TPOGECCHOHAIOB 3aHUMAaET HE3HAYMTEIbHYIO 10110, O00061IeHHast
XapaKTepucThKa i poBOro MpecTymHuKa 6asupyeTcst Ha ohuIlnaib-
HBIX CTATUCTUYECKUX JJAHHBIX BBISIBJICHHBIX JIUI], COBEPITUBIITUX PA3HOO-
GpasHbie I POBBIE TPECTYIICHMUSL.

B cmpyxmype auunocmu npecmynuuxa evioensiemcs psao noo-
cmpyxkmyp. Paznuanble yueHble BBIIEIIOT PAa3TUUIHbIE MTOACTPYKTYPHL.
Mbl ocranoBuMcs Ha HauboJee IPOCTOM KaacCu(pUKaUU JUYHOCTHIX
CBOICTB, COTJIACHO KOTOPOIl BCE OCHOBHBIE COCTABJISIONIME JIMYHOCTU
MO’KHO Pa3/IeJTUTh HA TPU TPYIIIIbL

1. YronoBHO-TIpaBOBas XapaKTePUCTUKA — COBOKYITHOCTD JAHHBIX,
KOTOPbIE CBHU/IETEIBCTBYIOT O Hauajie BUHOBHBIM MPECTYITHONU Kapbepbl
wi o ee npopo/ukeHuu. I[Ipu cbope mHbOpMAIUU B paMKax JaHHOTO
6JIOKa CTPYKTYPBI JIMYHOCTH IPECTYITHUKA KJOYEBBIMU DJIEMEHTAMU
BBICTYIAIOT TIPU3HAKN COCTaBa TPecTyIieHus. Takum oOpa3omM, gaHHast
XapaKTePUCTHKA BKJIOYaeT ceOsl CBEAEHUS O TSKECTH COBEPIIEHHOTO
npecryiienusi, (popMe BUHbBI, MOTHBAX IPECTYILJIEHUSI, MECTO U POJIb
B COBEPIIEHUU PECTYIJIEHNS, UMEIOTCSI JIM CYJAUMOCTH, TIPUBJICUEHUS
K YTOJIOBHOU OTBETCTBEHHOCTH, (hOpMa PeIUInBa U JIP.

YTOJIOBHO-IIPABOBBIE IIPUSHAKUW JIMYHOCTHU IIPECTYITHUKA

CreneHb TIKECTH Motus
COBEPIIEHHOTO (I)opMa BHUHbI MmpecTynmHoro
NpeCcTyNJI€eHUA MMOoBEAECHUA

Hasmune npouuisix Hanpasaennocrs Poub B coBepuienu
cyauMocTeit NpeCTynHoro IpynioBoro
nocsraTejbCTBa npecTyieHus
O6mmit MuauBuayansHbIi CoBepliieHre HECKOJIBKHX
U cllenuaIbHbIH WM TPYNIOBOi OJJHOPOJIHBIX WIIH
peuuaus Xapakrep Pa3HOPOAHBIX
nocCsraTeibCTBa npecryeHuii

Heo6xoaumMo oTMeTHTb, 4TO HU(POBBIE MTPECTYIICHHS YMbIIILICH-
Hble, B OOJIBIIMHCTBE CIIAHUPOBaHbL. Beero 6 % muip uMenn mcuxude-
CKHUe OTKJIOHEHWS, He UCKII0UaioNe BMeHsIeMOCTh. JIuil, mpusHanHbIX
HEBMEHSIEMBIMHU, cpeiu IM(MPOBBIX TPECTYITHUKOB HeT. /0 coBepImB-
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[IUX MPECTYIJIEHWE B COCTOSTHUU aJIKOTOJIBHOTO OIbsIHEHUsT HeOOJIbIIast
u coctasister 18 %. 80 % nuir coBepiany MPecTyIIeHUsT eIUHOIUIHO,
Jutib 15 % TPYIToi NI, TI0 TPeIBAPUTETHHOMY CTOBOPY.

Ocobyto TpeBory Bbi3biBaeT (hakt, 4to 50 % 9THUX IPECTYITHIKOB
paHee coBepliaiu paziaudnbie rnpectyiierusi, 10 % u3 KOTOpbIX uMe-
JIA PELUIUB MPECTYIIEHNH, COBEPIIUJIN TIPECTYILIEHUE TIPU YCIOBHOM
OCY’K/ICHWH, B TE€YEHHE Troja MOocje OCBOOOKICHUS U3 MECT JINIICHMS
¢BOOOIBI, COCTOSIN O], aAMUHUCTPATUBHOM HAA30POM, a 25 % ObLau
3aKJIIOYEHBI 110/l CTPAXKy. JTO YKA3bIBAET HA 3aMHTEPECOBAHHOCTD IIpe-
CTYITHOTO 3JIEMEHTA COBEPIIEHUs] KOPBICTHBIX TPECTYILIEHU B 1TUDPO-
BOIT chepe, 0OIIEYTOTOBHBIN JIEMEHT TIePeKBaIUMUITUPYETCS ¢ «O0bI-
JICHHBIX> [IJISI HUX TIPECTYILIEHUN B <«BBICOKOTEXHOJIOTMYHBIE», COBEP-
IIIEHCTBYsI paHee IMOJIyYeHHbIe IPECTyIHble HaBbIKU. Takas TpyIiia
1I(POBBIX TPECTYMHUKOB OTJINYACTCS KPUMUHAIBHON YCTOMUYMBOCTHIO
1 TpoheCCUOHATIN3MOM.

2. ConuanpHO-femMorpabrieckas XapaKTePUCTUKA — 3TO CBEIECHUS
0 T0JIe, BO3pacTe, 06pa3oBaTEIbHOM YPOBHE, MATEPHAIbHBIX YCIOBUSX,
ceMeitHoM TostoskeHu. OTAENBbHO B 9TOM OJIOKE BBIJICSIOT COIUATbHO-
POJIEBYIO XapaKTEPUCTUKY IPECTYIHUKA — COIMAJIBHBIN CTATyC, COIM-
ampuble byHKIMU (Ipodeccus, mpodeccnoHambHas TPUHAIIEKHOCTD,
POl 3aHATUIN) U 1IP.

COIMUAJIbHO-IEMOTPA®MNYECKHUE ITIPU3HAKHW JINYHOCTHU

Ilon Pona 3angrmii ComuanbHbie pou
H CTaTyChl
Bospacr Cewmeiinoe nosuosxenne
Hannuwue
MOCTOSIHHOTO MeCTa
Oo6pasoBanue ConuasnbHoe NMoJI0KeHue SKUTEJIbCTBA
MarepuaiabHbie CrienuajbHOCTh I'pasxxganctso
yCJIOBUS

[Tudposbie MpecTyIUIeHUs] COBEPHIAOT Kak MykuuHbl (75 %),
Tak M KeHmuHbl (25 %), B ocHoBHOM B Bo3dpacte 30—49 ser — 45 %
un 18-24 — 25 %, 4TO TO3BOJAET C/IETATh BHIBOJ O CHOPMHUPOBABIIEMCS
xXapakTepe JU4HOCTU IU(POBOTO MpectynHuka. Vmeior okoHueHHOE
cpeaHe-mipodeccuoHanbiee obpasoBanue — 35 %, cpemnee (MOJTHOE)
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obmiee — 32 %, yuamnecst — 5 %, paOOTHUKM KOMMEPYECKUX WA WHBIX
opranusanuii — 12 %, 6e3 IOCTOSHHOIO MCTOYHHUKA I0XOA0B — 55 %.
I'paxnane Poceun — 96 %.

3. HpaBCTBEHHO-IICUXOJI0IMYECKasl XapaKTEPUCTUKA — BbIPAKEHUE
OTHOIIEHUS MPECTYIHUKA K OOIIECTBY B LEJOM, IPUHATHIM B HEM I1€H-
HOCTSIM M HOPMaTHBHO-0JI00PSIEMbIM COIMAIBHBIM POJISIM. B IaHHyIO
XapaKTEePUCTUKY BXOIST: MHTEJIEKT, CIIOCOOHOCTH, HABBIKH, TPUBBIYKH,
BOJIEBBIE M OMOI[MOHAIbHBIC YCTAHOBKM, MHTEPECHI, IEHHOCTHBIE OPUEH-
Taluu, OTHOILIEHHE K HOPMaM MOpaJid U MpaBa, MoTpebHOCTH, n3bupae-
MbI€ CII0COOBI YI0BJIETBOPEHMSI OTPEOHOCTEN 1 JIp.

HPABCTBEHHO-IICUXOJIOTNYECKHUE IPU3HAKHN IMYHOCTU

HNnremnexr ¥YcranoBkun ITorpeGHOCTH
Cnoco6HocTH, Hurepechl, MOTHBbBI N36upaembie
HAaBBIKH, Croco0bl
NPUBBIYKHU YZIOBJIETBOPEHUS
norpedHocrTei
IMOIOHAJIbHbIE IlennocrtHbie
CBOlicTBa OpHUEHTAIUH, B3TJIS/IbI Ynorpeb6ienue
HapKOTHYECKUX
BElLIECTB U
Boaesbie OTHOIIeHHe K HOpMaM CIIMPTHBIX HAIIUTKOB
CBOIICTBa npaBa ¥ MOpaJu

Cpe/vt IIeHHOCTHBIX OPUEHTAIMI Y JaHHOM KaTerOpuu JIMIL Mpeod-
JIAIA0T WHAMBU/IYAJIbHO — U KJIAHOBO-9TOMCTHYECKHE. B MaHHBIX CIIy-
YasiX JOMUHHUPYIOT KeJaHWe MaTepraJbHOro GJaronosydns, Hanbosee
KOMMOPTHBIX YCIOBHIA, TPOSIBJIEHUST CBOETO 90 JIMOO KIAHOBO-3TOUCTH-
YeCKHUi mHTepec.

HpascTBeHHOE U TPaBOBOE CO3HAHUE JUYHOCTH Y KOMITBIOTEPHBIX
[IPpaBOHAPYIIUTEIEH OOBIYHO 1e(hOPMUPOBAHO MU OCTA0IEHO.

KopbicTHBIE MOTUBBI HOPOKAAIOTCS TUIEPTPOMDUPOBAHHLIMU LN
U3BPAIIECHHBIME TOTPEOHOCTSIMU, K TIPUMEPY CTPEMJIEHHUEM K JIETKOI
naxuse. J{o1 MOIOABIX JIOAEH, KOTOPBIE COCTABIIAIOT 25 % HU(POBLIX
MIPECTYITHUKOB, CBOWCTBEHHBI TaKKe TOTPEGHOCTH COIUATBHOTO XapakK-
Tepa, 4To BefeT K (OPMUPOBAHMIO MOTUBOB arpPeCCUBHON OKPACKH.
OHU UMEIOT TPYAHOCTH OOIIEHUSI CO CBEPCTHUKAMHU, MTPOTHBOIOJIOK-
HBIM TIOJIOM, UIIYT CAMOPEATU3AINI0 B BUPTYATbHOM MUPE, «3aMKHYThI
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U CKPBITHBI», HO MIPU 9TOM <CTPEMSITCSI K CAMOYTBEPIKICHUIO, JKeJIaloT
MOJIYYUTh U3BECTHOCTD, TIPUOOPECTH aBTOPUTET B CBOEM KpyTy». Hapsi-
JIy C KOPBICTHBIMU MOTUBAMU, PACITPOCTPAHEHDI, XYJIUTAHCKUE, TIOJIUTH-
YecKue, UTPOBbBIE, UCCIIEI0BATEIbCKIIT THTEPEC, TOTPEOHOCTD B CAMOYT-
BEpIKJIEHUH, MECTh, MOTUBbI, CBSI3AHHBIE C IICUXUYECKUMU OTKJIOHEHUSI-
Mu. MOTHBaMU TIPECTYIHBIX AEHCTBUI HECOBEPIIEHHOJIETHUX OOBIYHO
SIBJISIIOTCST UCCJIE/IOBATELCKUIT UHTEPEC, CAMOYTBEPIKIACHUE U KaXKIIa
CJIaBHL.

HecMmoTrpst Ha npuBesieHHBbIE JTaHHBIE O TUIUYHOM oOpase rpe-
CTYIHUKA, COBEPIUINBIIIEro NpecTyieHue B cepe 1nudpoBbIX TEXHO-
JIOTHI, MBI [T0JIaraeM, 9YTO OH MeHsieTcst. IIpecraBieHue o HUX Kak 06
MHMAHTUIBHBIX, CYOTUIBHBIX, 3AMKHYTBIX, CKIIOHHBIX K JEIIPECCHUSIM,
a TakyKe BCEBO3MOIKHBIM 3JI0YHOTPeOICHUSIM, HEOPEIKHO BBITJISASATIIIX
MOJIOJIBIX JIIOAsIX yerapeso. Ceituac ObITh MUMPOBBIM IPECTYITHUKOM
MOJIHO, TIPEKJEe BCETO, M3-3a MaTepUaabHOU BBITONBI. B pesyibraTe
B 1I(bPOBYIO MPECTYITHOCTD MOTSHYJIMCH OOIIEYTOJIOBHbIE TIPECTYITHU-
KU, a TaKKe MpeAIPUUMYNBbIE, ABAHTIOPUCTUYHBIE U Jla’Ke Xapu3Ma-
TUYHBIE JIIO/IU, KOTOPbIE MOTYT TIOJIYYUTh KPYIIHbIE TIPECTYITHBIE I0XO-
IIbI, ¢ OOJIBINIOI BEPOSITHOCTHIO M30€KaB MIPU HTOM YrOJIOBHOI OTBET-
CTBEHHOCTH.

CJlelyIonuM 1aroM Ha MyTH HAYYHOTO OCMBICJCHUST TIPOOJIEMBbI
JINYHOCTH TIPECTYIHUKA SBJSETCS 0O00IIEHWE U CHCTEeMaTH3allisl ee
CBOWCTB U Ka4eCTB.

B 1opupnueckoil utepaType B 3aBUCUMOCTU OT XapaKTepa CUCTe-
MaTHU3AIUHU JIUI], COBEPUIUBIINX TIPECTYIJIEHUS, BBIJEJSIOT KJIaCCUpU-
KaIlMIo ¥ TUITOJOTHUIO IPECTYIMHUKOB. Takum oOpa3oM, KiraccuuKarmsi
U TUTIOJIOTHSL, TIPU BCEH UX CXOKECTH, HE OJTHO U TO Ke.

Knaccudukaius, sBisisicb 6ojiee HU3KUM ypoBHEM 00001eHUs,
peACTaBasieT cOOON YCTOMYMBYIO TIPYIIMPOBKY HCCAEAYEMbIX 00b-
€KTOB TI0 UX OTJIEJIbHBIM MPU3HAKAM M CTPOUTCSI HA BECbMa JKECTKUX
KPUTEPUSIX TPYIIT U MOJATPYIIN, KaXAasi U3 KOTOPbIX 3aHUMAET YE€TKO
3acdukcupoBaHHoe MecTo. Turmonorug Ttakoil skectkoil muddepenrima-
11U HE COJIEPIKUT.

ITo MmoTuBam coBepiieHus TUGMPOBOTO MPECTYILIEHNS (MU WHAUe
o Xapakrepy 0OIIECTBEHHON OMACHOCTH) MOKHO BBIAEJUTH HarboJiee
pacipocTpaHeHHbIe TUITbI IMYHOCTU ITUMDPOBOTO IPECTYITHUKA:

— KOPBICTHBIN THIl (00bENHSET BCEX JIUIL, COBEPIIUBIIUX 1IHMPO-
BbI€ TPECTYIIEHUS 110 MOTHBAM JIMYHOTO 0OOTAIICHNUS);

— TPECTUXKHBIN Tull (JUIa, COBEepIIAONUe MPECTYIICHUS U3 Tpe-
CTHIKHBIX TOOYKICHUI, T. €. JIJIsl TOTO, 3aBOEBATh aBTOPUTET CPEIU OKPY-
JKatoInX, ObITh BCE BPEMsT Ha BUILY U T. 11.);
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— HACWJIBCTBEHHBIN TUN (MaHHBIM TUTM ITU(GPOBOTO MPECTYITHUKA
3aKJII0UaeTe B COBEPIICHUHU TICUXMYECKOTO HACUJINS B OTHOIIEHWH JIUIL:
PEBHOCTB, 3aBECUTD U T. 1., OTHAKO UX JTOJST HEBEJIUKA).

— CeKCyaJIbHbIN TuIl (XapaKTepeH JJisl JIUIl, BUHOBHBIX B PacIipo-
crpanenun mopuorpacdun B MInTeprere u 1moJiyueHuu OT 3TOTO YI0BJIET-
BOpEHU)

Pasymeercst, MOTyT ObITh BBIIETEHBI U IPYTHE TUTIBI.

Ucxonss w3 KpuTepus COIMATBHON HAMPaBICHHOCTH JUYHOCTU
11pOBOTO MPECTYITHUKA MOKHO BBIIETIUTD!

[Ipodeccuonanpusiii Tun. CaMblii omacHbl TUT. HampaBieHHOCTD
JIMYHOCTU JIehOPMUPOBAHA U TIPEJICTABJIEHA B BU/I€ HETATUBHOI HAIIPAB-
JeHHocTu. /7 aTOTO THMA XapaKTepHAa BHYTPEHHSS Tara K COBEpIIe-
HUIO TIOBTOPHBIX MIPECTYTLIEHUI, OH AaKTUBEH B HAXOXKIEHUU U CO3/[AaHUN
COOCTBEHHBIMU YCUJIUSIMU CUTYAIUi, CIOCOOCTBYIONIMX COBEPIIECHUIO
MIPeCTYIIIeHUH.

[IpuBerunsiii Tum. /[y Hero XapakTepHa 3HaUUTENbHAS AedopMa-
1Usi B CTPYKTYPE COIUAJIbHOI HANPABJIEHHOCTH, TTO3UTUBHBIN KOMIIO-
HeHT c1abo BbIpaxkeH. OT MpohecCHOHANTBHOTO THIIA OTINYAETCST TEM,
YTO JIJIT COBEPIICHUS TIPECTYIJICHUS TTPEUMYIIEeCTBEHHO HCIIOIb3YeT
pa3InyuHble ;KU3HEHHBIE CUTYaIluN; He aKTUBEH B CAMOCTOSTETHHOM CO3-
JMAHUW TAKUX CUTYaIIHi.

Heycroituuserit tumn. KommoneHnTsl HeraTMBHOM W MO3WTHBHON
HAIPaBJIECHHOCTU MPUMEPHO PaBHBI, HO TEHJIEHIUU Y HUX [POTUBOPE-
yuBbL. [[0 TIpecTyIIeHns BO3MOKHBI PA3JTUIHbIE TIPABOHAPYIICHUS WU
aMopaJIbHBIE JIEWCTBUSI.

Heb6pexupiii tun. ColuajbHas HAIPaBJCHHOCTb AAHHOTO THIIA
B OCHOBHOM BBIPAKE€HA TIO3UTUBHBIM KOMITOHEHTOM, HETaTUBHAS
HaIMpaBJIeHHOCTh MUHUMAJIbHASA. XapaKTePU3YeTCd JEeTKOMBICICHHBIM
OTHOIIIEHUEM K COTTMATbHBIM HOPMaM.

Caydaitnsiii  tumn. XapakTepusyeTcs IO3UTUBHOW COIMATBHON
HalpaBJeHHOCThIO. bes medopmariuii co CTOPOHBI HETATUBHOTO KOM-
noHeHTa. [IpecTynieHue coBepiraeT UCKIIOUUTETBHO B CUIY AaBICHUS
KPUTUICCKON KU3HEHHOW CUTYaAIIU.

B mpaktuueckoil AedTeIbHOCTH MO MPEAYIIPERKICHUIO TTPECTYTLIe-
HUIl y4eT JIMYHOCTHOTO (haKTOPa UrPAET €/[Ba JIM HE PEHIAION[YIO0 POJIb,
KOTOPAs TPOSBJISIETCS B CJAEAYIONIUX OCHOBHBIX HAITPABICHUAX: TIPU CTa-
TUCTUYECKOM aHAJN3€e MPECTYIMHOCTHU TI0 JIUIaM, TTPU U3yYeHUN TPUIIH
U YCJIOBUI COBEPIIEHUST KOHKPETHBIX IPECTYIJIEHUH, IPU IPOBEIEHUN
WUHANBUAYAJIBHON MPOPUIAKTHIECKOW pabOThl COTPYAHUKAME OPTaHOB
BHYTPEHHUX JIeJI, IPU HA3HAUCHUN HAKa3aHUS CyIaMU, B OMEPaTUBHO-
PO3BICKHOMU JESITETbHOCTH.
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KOHTPOAbH blé BONMpocCbl

1. Hasosute ocHoBHble Hanpasiaeaus OBJI, B KOTOpbIX HEOOX0AU-
MBI 3HAHUA O JUYHOCTHU MPECTYIIHUKA, COBEPITUBIIETro 1udpoBoe mpe-
CTyTIJICHUE.

2. OxapaxrepusyiiTe colmagbHO-IeMoTpaduyeckue MPUIHAKU
JIMYHOCTHU TTPECTYITHUKA, COBEPIIUBIIETO ITN(MPOBOE MPECTYTIICHHE.

3. OmpenennTe OCHOBHBIE XaPAaKTEPUCTUKU YTOJOBHO-TIPABOBOMU
COCTaBJISIONIEN JIMYHOCTH [PECTYIHUKA, COBEPIIUBIIErO IU(MPOBOE
MIPECTYTLICHHE.

4. OxapakrepusyiiTe HPaBCTBEHHO-TICUXOJOTHYECKUE TTPU3HAKU
JIMYHOCTHU TIPECTYITHUKA, COBEPIIUBIIETO TN(MPOBOE MPECTYTIICHHE.



lAaBa 6. MOHUTOPHHT, NPOrHO3UpPOBaHHUe
U NAAHUPOBaHMUE NMPeAYTNPEXAEHUSA
UMPPOBOH NPECTYNHOCTH

MAaHupyeMble pe3yAbTaTbl OCBOEHUSA TEMbI TAABbI

— 3HATh MOHATHE MOHUTOPUHTA UM POBOI MPECTYITHOCTH, €€ TIPO-
FHO3UPOBAHUS, a TaKXKe HalPaBJEHUN MPOrHO3UPOBAHUS, & UMEHHO
[IPOrHO3UPOBAHUST KPUMUHOJIOTUYECKUX PUCKOB U YIPO3, ILIAHUPOBA-
HUS TpenynpeskaeHus @ poBoil MPeCTYMHOCTH;

— yMeTh IPUMEHSATh CBOM 3HAHUS IS MOHUMAHUS 3aKOHOMEP-
HOCTEH W TEeHIECHIIUU Pa3BUTU ITU(POBOU MPECTYITHOCTH; MIPOBEICHUS
MOHUTOPUHTA; HMCIIOJb30BATh METOJbl KPUMUHOJOIUYECKOTO IIPOTHO-
3UPOBAHUA (IKCTPATIOJISAINSI; METO] IKCIIEPTHBIX OI[CHOK; MOJIEINPOBA-
HUe), TOATOTOBUTH MPETOKEHU 1JI TIAaHUPOBAHUS TIPEIYTIPEKICHUS
11 poBOI TPECTYIMTHOCTH;

— BIaJeTh TEPMUHOJIOTME MOHUTOPUHTA, [POTHO3UPOBAHUS,
U [JIAHUPOBaHUS 1TU(PPOBOI MIPECTYITHOCTH; HABbIKAMU JIJISI OPTaHu3a-
U1 ¥ TPOBEJAEHUS] KPUMUHOJOTUYECKUX UCCJIE0OBAHUIN; TTPOTHO3UPO-
BaHUA UGPOBON TMPECTYTHOCTH, TIAHUPOBAHUA TPOPUIAKTUIECKUX
MEpOTIPUSATHH.

6.1. PoAb MoHUTOpPMHTA B AesTeAbHOCTH OBA
no npeapynpexXxAeHuto uMPpPoBOMr NPeCTyYNnHOCTH

JlJist IpaBOBOTO rOCyIApPCTBA MTPOBEICHNE MOHUTOPHHTA BBICTYIIAET
OHUM U3 c1I0c060B obecredenuns COOMIONEHN 3aKOHHOCTH [IPABOIIPU-
MEHUTEJIbHBIMI OPTaHAMU U MX J0JIKHOCTHBIMU JiMIaMu. V3yueHue tex
WJIM WHBIX OCOOEHHOCTEH B JII0OOM TOCYIapCTBEHHOM CTPOE U € YIETOM
BPEMEHU TIPOBOAUMOI COIUANBHON MMOJUTUKU Beeraa TpedyeT ux ToJ-
KOBAHUSI C PA3JIMYHBIX IIO3MUIIHIL.

PesysbraThl TPOBEIEHHBIX MOHUTOPHHTOB TPEOYIOT HE TOJBKO
[IepecMOTPa HOPMATUBHO-IIPABOBLIX AKTOB, HO U M3MEHEHUS AESTeNIb-
HOCTH CyObeKTa MpaBoOIPUMEHeHNsI, TeM OoJjiee B 06JacTh obecriedeH st
6€e301aCHOCTH, TOCYJAPCTBEHHOTO YIIPABJICHUS W TPABOIPUMEHUTEb-
HOW JesiTesibHOCTH. BMecTe ¢ TeM pe3ysibTaThl MOHUTOPHUHTA, KOTOPbIE
TpeOYIOT CYIIECTBEHHBIX HM3MEHEHWH HOPMATHUBHO-NPABOBBIX aKTOB,
CTPYKTYPbI OPTAaHOB M T. IL., IOJIKHBI 00SI3aTEIbHO OIEHUBATHCSI ¢ HAYY-
HO-TIPaKTUYECKUX TTO3UITHH.
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MOHUTOPUHT KaK KOMILIEKCHAss U ILJIAaHOBas AesSITeIbHOCTD,
MOKET OCYHIECTBJSATLCS (he/lepabHbIMU OPTaHaMK MCIIOJHUTEIbHOMN
BJIACTM M OpraHaMH TOCyIapCTBEHHOW BJjacTu cyObekToB Poccuii-
ckoii Megepanuy B Ipejesax CBOUX IIOJHOMOYMIL, a Takxke U o0Iie-
CTBEHHBIMU OPTaHU3ANUSIMU, B TOM CJiydae, KOr/la IOPUIUUYECKOMY
JIMIYy HeOOX0AMMO coOpaTh, 0000IINUTh U aHATU3UPOBATH HEOOXOAU-
MYIO JIJISI OCYIIECTBJIEHUS €ro JesaTeJbHOCTU nndopmaiuio. B urore
MOHHUTOPUHTOBAsI TOJUTHKA (OIleHOYHasl, IMPAaBOIPUMEHUTETbHAS)
CETO/HS TIPOBOUTCS B OTHOIIEHIH BCeX (BceMu ) cyObEKTOB yIIpaBJie-
HUSI, B TOM YUCJI€ U HA HU30BBIX YPOBHSIX — MECTHBIX U MYHUI[UIIAb-
HBIX, CeIbCKUX Tocenennii. Ho, ¢ Apyroii cTOpoHBI, 0 MHEHUIO aBTO-
POB, MOHUTOPUHTOBYIO TIOJUTUKY B JIESTEJIHbHOCTH TIOJUIUN CIEAYET
paccMaTpuBaTh € TOCYIAPCTBEHHO-HAI30PHONM TOUKU 3peHus. Tak,
nanpumep, Fennporypop PD u nopBesioMCTBEHHbIE €My TEPPUTOPU-
aJIbHbIe OPTAHbI, OCYIIECTBJISISE HA/I30P 110 T€M WJIM WHBIM HallpaBJie-
HUSIM JIeITeJIbHOCTU noJuiiun, faioT otieHky kak HITA OBJ/] P®, rak
1 OTAEIbHBIM IPABOIPUMEHUTEIbHBIM AeHCTBUSAM, HAIIPUMED, IIPHMe-
HEeHWIO (PU3UUECKOIT CUJIbI, OTHECTPEIbHOTO OPYIKUSI, OTAEIbHBIX HOPM
KoAlIl u YK, YIIK PO u T. 1.

OleHKa HEMmoCPEACTBEHHON AesITeJIbHOCTH MOMuIK (CIIy:K0, moj-
pas/iesiennii) 1Mo peajim3aluu COOTBETCTBYIONIMX HOPMATHUBHO-IIPABO-
BBIX AKTOB YIOJHOMOUYEHHBIMU JiIlaMK (rOCOpPraHaMu) KOHKPETHOTO
cyObeKTa yIpaBIeHUS] PACCMAaTPUBACTCS KaK IPABOIMPUMEHUTEIbHBIN
MOHUTOPUHT. OH TMPOBOJAMTCS KaK HEMOCPEACTBEHHBIM CYyObEKTOM
yrpasieHus (TIPaBONPUMEHEHV ), TaK U JIUIaMU, 00JIaaiouMu KOM-
HETEHIIUSIMU JIJIsT OCYIIECTBJICHIS Hal30pa U KoHTpoJist. [Tosuimst obira-
JIAET TaKXKe TOCYIapCTBEHHO-HA/30PHBIMU U KOHTPOJbHBIMU (DYHKIIH-
SIMU TI0 OTIPE/IEIEHHBIM HAIIPABJIEHUSAM. 3/1€Ch MOHUTOPUHT BBICTYIAET
KaK O/IMH U3 CIocoO0B obecrieueHnd 3aKOHHOCTH U J0JIKHON aJiMUHN-
CTPATUBHOM EITETHHOCTH TIOJUIMHU 110 TEM WJIM WHBIM HAIIPABJIEHUSIM.
[Tpu aTOM €ro pe3yabTaTbl MOTYT IIPUMEHSITHCS HA TIPAKTUKE U TIO3BOJISIT
paspaboTaTh CTPATETHIO ¥ TAKTUKY MTPOTHBOAEIHCTBUS TIPECTYITHOCTH.

B takoil gesarenbHocTd HEOOXOAUMO KCIIOAb30BATh COBPEMEHHbIE
METOZbI KOHTPOJIsL U aHaju3a npu mMouuropunre. Ocoboe mpeamnodre-
HHE JJOJDKHO OBITH OTJAHO TEXHOJIOIMU OOJBIIMX JAaHHBIX. Peub mjer
yiKe O CYNIECTBYIOIIMX UHCTPYMEHTAX, METOJaX U MpOorpaMmax HUHTeJ-
JIEKTYAJIbHOTO aHAJIN3a CTPYKTYPUPOBAHHBIX U HECTPYKTYPUPOBAHHBIX
JMaHHBIX (OOJIBINX JAaHHBIX) [JIsI TIPAKTHYECKOTO MEPEX0/ia K BhIYUCIIH-
TeJbHON KpuMuHojoruu. M3BecTHo, 4TO 3a/a4a MPaBOOXPAHUTETbHBIX
OPraHoB, MPEAYIPEANTD, IPEAOTBPATUTD, MIPECEUb JOOYIO TPECTYITHYIO
nesarenbnoctb. CrenoBaTesibHo, HeOOXOAUMO IIPOBOAUTD MOHUTOPUHT
Ha OoJiee paHHEH CTaJuK, BO3MOKHO Ha CTaJMU MOATOTOBKU IPECTYII-
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HOU 1eITeTbHOCTU. 3/1eCh CIeyeT BCIIOMHUTD U O KPUMUHOJIOTHIECKOM
MOHUTOPUHTE.

Kpumunonorndeckuii MOHUTOPUHT 9TO «CHUCTEMA COIUAIBHO CTa-
TUCTUYECKOTO HAOJIOICHNs], TTO3BOJISIIONIAs yCTaHABINBATh IOKa3a-
TeJW TIPECTYITHOCTH, YPOBEHb ee JATEHTHOCTH, COIMATbHBbIE IMOCTeN-
CTBUS, BBISIBJISATH €€ TIPUYUHBI U YCJIOBUS, TIPOTHO3UPOBATH UX PA3BUTHE
B OyjyleM, TIPUHUMATh aJeKBaTHbIE IOCYAapCTBEHHBIE W OOIIECTBEH-
Hble MepPbI 10 TPEAYIPEKACHUIO MPECTYITHOCTU U yCTaHABJIMBATH UX
a(pHeKTUBHOCTD.

OCHOBHOU 11€7IbI0 MOHUTOPUHTA SBJISETCS OTPEeJICHUE pPeajb-
HOTO COCTOSIHWSI KPUMHHOJIOTHYECKON 6e301acHOCTH, YCTaHOBJIECHUE
rokasatesieid u o1eHKn 2(hGEKTUBHOCTHA JIEeITEIbHOCTH MMPaBOOXPaHM-
TeJIbHBIX OPTaHOB TI0 TPEAyTIPEKIeHUI0 TTpecTymHocTU. [Ipu atom cie-
JIyeT UMEThb B BUJLY, UYTO TAKOUN BUJ| MOHUTOPUHTA HAXOIUT IIPUMEHEHUE
MTOBCEMECTHO U 3aTParuBaeT B U3YUEHUU HE TOJBKO OCHOBHBIE MTOKA3a-
TEJIU MPECTYIMHOCTU, HO U QJIMUHUCTPATUBHYIO PAKTUKY, ONEPATUBHYIO
00CTaHOBKY, 9KOHOMHYECKHE, MOJUTHYECKUE IPOIECChl B 0OIIECTBE,
HeTaTUBHbBIE COIMATbHBIC SIBJICHUS, OKA3bIBAIOIINE HEMOCPEICTBEHHOE
BJIWSTHHUE HA TIPECTYITHOCTD. [Ipu ero mpoBeieHnY HeEMaTOBAKHBIM SIBJIS-
eTcst MccyeloBanue OOIIEeCTBEHHOTO MHEHUST, CKJIa/IbIBAOIIEICsT COI-
AJIBHO-TICUXOJIOTHYECKOI 0OCTAHOBKY B OOIIECTBE, YPOBHST COIUATBHOI
HaIMPSKEHHOCTH CPein HaceJaeHUs. B COBOKYITHOCTH 9TO MpeoTIpeesis-
eT mepeyeHb MOHMTOPUHTOBBIX MOKas3artesell, KoTopbie Tpebyercst yuu-
TBIBATh IIPU IIPOBE/ICHUU UCCAEAOBAHNUS JAHHOTO BU/IA TPECTYITHOCTH.

Takum 06pa3om, HeOOXOAUMOCTD TIPOBEAEHIST KPUMUHOJIOTHYECKO-
IO MOHUTOPHUHTA 00YCJIOBJICHA:

— u3ydyeHneM NU(HPOBON MPECTYMHOCTU C IETbI0 OINpeeTeHNs
AHTUKPUMWHATBHBIX MEXaHU3MOB TTPOTUBOJCUCTBUS 9TOMY BUAY TIpe-
CTYITHOCTH;

— oripejieJicHUe HaIpaBJeHUs 10 TOBbINIEHUI0 A(DPEKTUBHOCTH
NeATeTbHOCTH TPABOOXPAHUTEIbHBIX OPTAaHOB B HA3BaHHOII cdepe.

[lepBocTemennoit 3asaveli KPUMUHOJIOTUYECKOTO MOHUTOPWHTA
SIBJISIETCSI OIIPE/IeJIEHUEe PeaTbHbIX MOKa3aTeiell MPecTymHOCTU U METO-
OB TIOJY4YCHUS JAHHBIX, MO3BOJISIONIUX PACCUUTATh 9TU TTOKA3ATEJNH,
B TOM YHUCJIe U KOTUIECTBEHHOTO, KOTOPHIN TO3BOJIIET U3YIUTh COBPE-
MeHHOe cocTosgHue IudpoBoil mpectynHocTu. OaHAKO, YIUTHIBAS TO,
YTO TIpeAMeT uccaenoBanusa (MUdPoBas TPECTYIMHOCTh) SBISETCS
SIBJICHUEM ellle He U3YYEeHHBIM U TPYAHO BBIABJISIEMBIM M3-32 BBICOKOM
JIATEHTHOCTH, a TaKKe M3-3a MPo0JieM OpraHu3aIlliOHHO-TEXHIYECKOTO
XapakTepa, B XOjle MOHUTOPUHTA CJIOXKHO OIpPENeJUTh WHCTPYyMEHTa-
puii usydenust. Bo-BTOPBIX, B X0/1€ UCCIEI0BaHUS HEOOXOAMMO Y/IE/ISATh
BHUMaHNE M3YYCHUIO YPOBHS JIATEHTHOCTU MUMPOBBIX IMPECTYILICHUH,
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C Y4eTOM BHJOB JIATEHTHOCTH (eCcTeCTBEeHHOU (0OBEKTHBHOIL; MCKYC-
CTBEHHOM, TIOTPaHUYHON ).

Bonee Toro, pesyapraTsl nsyderus nudpoBOi IPECTYITHOCTH CBU-
JIETEILCTBYIOT O TOM, Y4TO B GOJIBIIEH YacTH OHU COBEPIIAIOTCS B COyYa-
CTUM OPraHW30BAaHHBIMK TPYIIIIaMK ¥ TIPECTYITHBIMU COOOIIECTBAMU
U UX M3YYEHHE OCJOKHSIETCS TEeM, YTO OHU IbITAI0TCS n3besKaTh J000-
ro, a TeM GoJiee KOJMYECTBEHHOTO usydenust. [Ipu aToM ciresyer umerh
B BU/LY, YTO OPTaHU30BAHHAS IPECTYITHOCTD HE MO/JIAETCS N3YYEHUIO.

B cBst3u ¢ atum tpebyercst 0coOblil TOAXOA K €€ U3YYEHHUI0, KOTO-
PbIil TTO3BOJUT pa3paboTaTh KPUTEPUU MX U3YUYECHUSI C MCIOJb30BAHMU-
€M UCKYCCTBEHHOIO WHTEJJIEKTA OIEHUTH JOCTOBEPHOCTH TEKCTOBOI
U ayIMOBU3YaTbHON MHMOPMAIIUN, TIOTYYEHHON B X0/e MPEIBAPUTEIb-
HOTO U CyeOHOTO ciefcTBUsA. Bosibliioe BHUMaHUE B TPOBEICHUN MOHU-
TOPUHTA JOJIKHO OBITh OTBEAEHO UCIIOIb30BAHUIO TEXHOJOIMH OOJIBLIIX
JMaHHBIX, OJ1arogapst KOTOPOH MOXKHO MCCIIE0BATh OOJIBIIYIO MacCy Kak
CTPYKTYPUPOBAHHBIX, TAK U HECTPYKTYPUPOBAHHBIX JTAHHBIX, BbIIEJIUB
U3 HUX HE CTOJIBKO «MCTOYHUKU 3aCIYKUBAIOIUE /I0Bepus U (heliKoBbIe,
CKOJIBKO IIPOBECTHU Pas/ieieHue 0 KPUTEPHUSAM JOCTOBEPHOCTH HE CAaMUX
110 cebe MCTOYHMKOB, a cogepsKaleiics B HuX nHdOopMaly O IIEPCOHAX,
COOBITUSX, CUTYAIIHUSIX, OPTaHU3AIUAX ¥ T. 11>,

W 3nech caenyet cormacutbes ¢ MEeHneM B. C. OBUMHCKOTO, KOTO-
PBIil CYUTAET, YTO JIJISI HTOTO HEOOXOANMO «CO3/IaHue yI0OHOTO KOHIE-
TYaJIbHOTO MHCTPYMEHTA JIJIsI OIIMCAHUS TeX WU UHBIX cep U, IIaBHOE,
SIBJISIFOTCSI OCHOBOM TSI pa3pabOTKU MPOTHOCTUYECKOTO HHCTPYMEH-
tapus. B xoneunoMm cuere paGOTHUKU IIPABOOXPAHUTEILHBIX OPraHoOB
JKJIYT CETO/IHSI HOBbIE TPOrHO3HbIE MHCTPYMEHTHI ™,

O[HuM 13 OCHOBHBIX MEXAaHU3MOB 00€CHeYeHMS KPUMUHOJIOIH-
4ecKod 6e30MacHOCTH, MOKHO CYUTATh MOHUTOPHUHI (DAKTOPOB, OILpe-
JIEJISIIONINX KPUMUHOJIOTMUECKUE yTrpo3bl. Tak, B COBPEMEHHBIX YCJIO-
BUSX HEOOXOIMMO TIOJIyYeHUE CBEJICHUH O pe3yJsbTaTaX MOHUTOPUHTA
COIMAIbHO-9KOHOMUYECKOTO PAa3BUTUL”, COIHATBLHO-9KOHOMUYECKOI
U COIUAIBHO-TIONINTUYECKON cutyaiuu B ctpade. Ocoboe BHUMaHUE
CJIELyeT YAEISATh UCCIEA0BAHUIO TIPECTYITHOCTH U POOJIEMHBIM BOTIPO-
caM MPOTUBOZEHCTBYS €if U mporuody Ha Ouskaiimme 3—5 set. [lomy-
YEHHbIE Pe3yJIbTaThl MCCJEAOBAHUS TIO3BOJISIT OIPEAEIUTh TIPOrHO3

* C6opHik n30paHHbIX JEKIHMil 10 KPUMHHOIOTMH / TIOJl P/ A-Pa 0P, HayK, IIpo-
eccopa T. B. [unkesuy. Mocksa: FOpmurdopm, 2020. C. 138.

* Tam ce.

O npoBezieH M MOHUTOPHHTA TPOTHO32 COMATLHO-DKOHOMUYECKOT0 passuThsi Poc-
cmiickoit Mepepartim wa 2019 rox w Ha wranossrit mepuox 2020 u 2021 rogos: mresMo MuH-
akoHoMpazButHs Poccunt ot 5 okts6ps 2018 r. Ne J114u-1974. ocTyn U3 crpas.-mpaBoBoii
cucrembl «Koncysprantllmocs.
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U3MEHEHUS] CTPYKTYPbl MPOTUBOIPABHBIX TIPOSIBIEHUI U BBISIBUTD
0COOEHHOCTH BO3EHCTBYS PasBUTH 1IU(MPOBBIX TEXHOJOTMI Ha M3Me-
HEHUsl, TPOUCXOJSIINE HE TOJIHKO B HKOHOMUYECKOM, TMOTUTUUECKON
U COIuMaIbHON cepe, HO U B CTPYKType npectymHocT. Ho kTO M Kak
JIOJIKEH TIPOBOUTD TAKOH MOHUTOPUHT?

[TocTOSTHHBIE MOHUTOPUHT B COOTBeTCTBHE ¢ 3akOHOM P®D <006
OCHOBAX CHCTEeMbl TPOMPUIAKTUKU TpaBoHapylneHuii B Poccutickoit
Depeparum»’ B cdepe MPOPUIAKTUKK TPABOHAPYIIECHUN KaK 0COObIit
KOMIIJIEKC MEPOTPUATHUHN, HAITPAaBJIEHHBIX Ha MOJydYeHre TTOJTHON HH(OpP-
MalUd O COCTOSTHUU MPOMUIAKTUKU PABOHAPYIICHUN, TPOBOIUTCS
MB/I Poccun B cybbekrax PD, HO eAMHOrO KOMILJIEKCHOTO MCCJIEI0-
BaHUsI, KOTOPoe Obl 0OBEIUHIIIO BCE MOKA3ATEH TPECTYITHOCTH, OIpe-
JIJTUJIO TIPUYUHHBIA KOMIJIEKC W IIYyTU CHUKEHUS YPOBHS KPUMHUHO-
JIOTUYECKUX YIPO3 W PUCKOB, HeT. CTaTUCTUUeCKUe OTYEThI, KOTOPBIE
[pPe/ICTaBJIEHbl HA CaliTaX IPaBOOXPAHUTEJbHBIX OPraHOB HE OTpaKa-
10T TIOJIHOW KapTUHBI KPUMUHOTEHHOW CUTyallud B CTpaHe. 3a4acTyio
UCCTEYIOTCS. TOJIBKO CTATUCTUYECKHUE [MOKA3aTed, 3apPerucTPUPOBaH-
HOI MPECTYITHOCTH, B PEIKOM CJiydae — yKasdbiBaeTcst yiep6. I1puriio
BpeMsI OTKA3aThCsi OT TAKOTO POJIa MOHUTOPUHTA U OCYIIECTBJISATh aHa-
JIN3, OCHOBOW KOTOPOTO JIOJIKHBI CTaTh, PE3yJIbTaThl PabOTHI ¢ MCIOJIb-
30BaHMEM METOJIOB U IPOTPAMM UCKYCCTBEHHOTO MHTEJJIEKTA, aHATIN32
GOMBIINX JAHHBIX W MaTeMaTHKO-CTaTHCTUYECKUX MeTomoB”. Takast
[IO/ICOTOBKA JIOJIKHA BECTUCH COBEPIIEHHO HA HOBOM METO/I0JIOTUIECKOM
yposte. Ho 71s1 317010 HE0OX0ANMO a) CO3aHue eMHOM Gasbl JaHHBIX
0 TIPECTYIHOCTH, KOTopasi Oy/IeT OpUEHTUPOBaHa Ha MaIlMHHYIO 0Opa-
GOTKY JAaHHBIX M KOJMYECTBEHHBIN aHAJIM3, YTO TO3BOJIUT <HCIIOJIb3YsI
oHM (pparMeHTHI AaHHBIX, U3BJIEKATh OoJiee TIyOOKUE BBIBOIBI U3 JPY-
I'MX, Ka3ajoch Obl, He CBSI3aHHBIX C TIEPBBIMHE, 6a3 CBeeHUiT» ™, B) MO0
HeHue 6as3bl JaHHBIX OTKPBITHIX UCCJIE0BAHUIT TPECTYITHOCTH, BHYTPEH-
Hell CTaTUCTUKOU TTPABOOXPAHUTEIBHBIX OPTAHOB, IIPU 3TOM ITPOBECTH
pasesieHre 10 KPUTEPHIO JOCTOBEPHOCTH MH(MOPMAIMK O COOBITHSIX,
CUTYaIUSX, [IEPCOHAX, OPTaHU3AIUSAX U T. IL.; T) JOTOoJHeHe nHDOpMa-
[Ueil 0 AeATeTbHOCTH OOIIECTBEHHBIX TPUEMHbBIX, MOJIOIEKHBIX U BETe-

06 ocnoBax cucTembl IPoOGUIAKTUKY TpaBoHapymenuii B Poccuiickoii Mexeparum:
(benep. 3akon ot 23 mions 2016 r. Ne 182-D3. Jloctyn u3 crpas.-paBoBoii cuctembl «Kon-
cyapTantlliocs.

* Oeuunciuii B. C. Kak usyuarh opranusosanmyio npecrynnocts B XXI sexe [ Dext-
ponnbrii pecype]. URL: https://izborsk-club.ru/15222 (nara o6pamenus: 05.08.2020).

* Hampumvep, B 2016 T Ha xondepentmn B Axagemu OBP 6b110 TpUHATO pereHe
0 cosganuy Takoi Gasbl B pamkax mporpammbl @BP wa 2015-2025 rr. «VckyccrBeHHblit
UHTEJIEKT 1poTuB KpuMuHaia» (M. OsumnHckuii B.C. Kak usyyaTh opraHu3oBaHHyIO Tpe-
crynHocth B XXI Beke [Daexrponnbiii pecype]. URL: https://izborsk-club.ru/15222) (nara
obparntennst: 18.03.2021).
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PaHCKUX OpraHu3alvii, yuyeOHbIX 3aBEICHUN, a TakKe pe3yJibTaTaMu
MOHUTOPUHTA B MHTEPHET-CPE/IE; /1) YACAUTh 0c000e BHUMAHKE aHATNU3Y
U MPOrHO3UPOBAHUIO TIPECTYITHOCTH C €€ PErMOHATIBHBIM aCIIEKTOM JINY-
HOCTH IMPECTYIHUKA, TPUUUHHOTO KOMILIEKCA C IEJIbI0 TIPOTHO3UPOBa-
HUSI U TPOTUBOJAEUCTBUS T€M HOBBIM BBbI30BAM KPUMWHOJOTHYECKON
6e301acHOCTH, KOTOPBIM HEOOXOMMO TIPOTUBOCTOSITH.

Ecan Bech HazBauHBIN MaccuB HHOOPMAIIUN TTOCTOSHHO MTOTOTHSITH
U aHAJIM3UPOBATDH C YUYETOM HOBBIX IU(PPOBBIX TEXHOJOTHUI, TO, 10 MHE-
Huto B.C. OBumncKoro «Oyzer chopmupoBaH GecripeneleHTHbIN Mac-
cuB uH(OpMAIUU O TIPECTYIHOCTU» ', KOTOPbIN, KaK IIPEJCTABJISIETCS,
JOJIKEH OBITH OCHOBHBIM MAaTE€PUAJIOM JIJISl OTIEPATUBHO-PO3BICKHOM j1es1-
TEJIbHOCTU MPABOOXPAHUTEIbHBIX OPraHOB M BCIIOMOTATEJbHbIM MaTe-
PUAJIOM JIJISI TIOBBITIIEHUST KaueCTBEHHOU 1 3 GEKTUBHON JIeITETBHOCTH
Bcex cyObeKToB MPOGUIaKTUKK. VIMEHHO Pe3ysibTaThl TaKOW AesITeNb-
HOCTH JIOJKHBI ObITh MOJIOKEHBI B OCHOBY MOJTOTOBKH IIEJIEBBIX TIPO-
IpaMM T10 IIPOTUBOJICHCTBUIO MPECTYITHOCTH.

B xome mMonuTopuHra ocoboe 3HaueHue OyIeT UMETh MOJydYeHUe
(buHAHCOBBIX JaHHBIX 000 BCEX YYPEAUTENSIX, (PMHAHCOBBIX MMOKa3aTe-
JISIX, PYKOBOJICTBE IOPUANIECCKUX 1 (DMHAHCOBBIX JINIL, 00 UX TPAH3AKIIH-
SIX M YIOMUHAHWH B CPEJICTBAX MACCOBOI MH(OPMAIUH U TIP.

Heb3st 3a0bIBaTh ¥ O TIIATETBHOM M3YYE€HUH TEKCTOBOTO KOHTEHTA,
KOTOPBIN MOKET OBITh PasMelleH Kak B MH(MOPMAIIMOHHBIX, TaK U B TEJIe-
KOMMYHUKAIIMOHHBIX CETSIX, MOCKOJIbKY IIepe/l COBEPIIeHUEeM, HAIPU-
Mep, TEPPOPUCTHYECKUX aKTOB B 83 % cilyyaeB B MHTEPHETE MOSIBJISLIIACH
Ta WU WHast HeoOblYHast WH(MOPMAIUs, KOTOPast TIPU J0JUKHOM K Hel
BHUMAHWU MOTJIA [TOMOYb [IPEIOTBPATUTD IIPECTYILIEHUE UM TEPAKT.

[Ipu aTom, ciiefryeT OTMETUTD, YTO TIPU U3YUYEHUU KPUMUHATIHHON
CUTyaluu Ha JIoOOM ypOBHE, HEOOXOAMMO B 00s13aTEIbHOM TIOPSIIKE
UCCeIOBATh PE3YJIbTaTbl MOHUTOPUHTA JPYTUX BEIOMCTB U YUPEK-
JEHUH, MOCKOJbKY OYeHb YacTO B HUM MOKHO HAlTH HEOOXOIMMYIO
nHGOPMAITUIO /IS TTPOTUBOIECHCTBHUS JATEHTHON TPECTYIMHOCTH, a TaK-
JKe TIPU OIPe/IeIEeHUH YPOBHSI COIIMAIbHBIX TIOCJIE/ICTBUIA.

" Oeuunciuii B. C. Kak usyyarh opranusosanmyio npectynnocts B XXI sexe [ Drext-
ponnsiii pecype]. URL: https://izborsk-club.ru/15222 (nara o6pamenus: 22.06.2020).
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6.2. MNporHosuposaHue LUMPPOBON NPECTYMHOCTH

Opnoli 3 (YyHKIIUN KPUMHUHOJOTUHU SBJSIETCS TPOTHOCTUYECKAS
dbyHKIWS, MpeacTaBsionas coO0il Pa3HOBUIHOCTD COIMATBHOTO TIPE/I-
BUJIEHUs], @ TOUHEE, PeUb UJET O HAYYHOM IIpe/BUjicHIU B chepe 1Ipo-
TUBOJEUCTBUSL TIPECTYIMHOCTU. VIMEHHO TPOTHO3UPOBAHUE IO3BOJISIET
C YYETOM Pe3yJIbTaTOB HAOJIOACHNS, M3YyIEeHUsT 3aKOHOAATEIbHON Has3hl
U OTpejie/IeHUsT HACTYILJICHUST COCTOSIHUM, IETEPMUHUPYIONTUX TTPECTYTI-
HbIE MPOSIBJICHUSI, MyTEM 9KCTPAIOJISAIINN, MOJCJUPOBaHUs OO JKC-
MIePTHON OIEHKH, TPOTHO3MPOBATH CBOMCTBA MPECTYIMHBIX TTPOSIBICHUI
B Oyy1ieM.

ITo muenuio mpodeccopa B.B. JlyHeeBa, KpUMHHOJOTHYIECKOE
[IPOrHO3MPOBAaHKME MpPeACTaBasieT co0OW HaydyHOe TpejcKasaHue
OCHOBHBIX M3MEHEHWH (TeHJCHINII) Pa3BUTHA TIPECTYIMHOCTH WJIN
BEPOSITHOCTU COBEPINEHUST YTOJOBHO-HAKA3YEMbBIX JI€STHUI KOHKDPET-
HBIMU JINIIAMHU B 00603puMOM OyayiieM, 6azupyolieecss Ha UCCIEI0-
BAaHUSX, MPOBOJUMBIX HAYUYHBIMU U MPAKTUYECKUMU COTPYIHUKAMHU.
OHO OCHOBBIBAaeTCSl HAa 3HAHWU TEHEHIIUI TPECTYITHOCTH, a TaKKe
Ha PasHOOOPa3HBIX M B3aMMOCBSI3aHHBIX ITIPOIlECCAX, OKa3bIBAIOIIIX
HETOCPEJCTBEHHOE BJMSHUE HAa KPUMUHAJIBHYIO U aHTHOOIIECTBEH-
HYIO cpeay. AHAIU3 KOJUYECTBEHHBIX U KAYeCTBEHHBIX XapaKTepu-
CTUK MPECTYIHOCTHU B MPOIILIOM U HACTOSIIEM IT03BOJISIET YCTAHOBUTD
obImpe 3aKOHOMEPHOCTH Pa3BUTHUSI HTOTO COIUATbHO-HETaTUBHOTO
(obiectBeHHO-0MAaCHOTO) siBjieHust B OyaymieM. OObrdmno paccMa-
TPUBAIOT /[BA HAIPABJIEHUs MIPOTHO3UPOBAHUS: KPUMUHOJOTHUYECKUE
YIPO3bl U KPUMUHOJIOTUIECKUE PUCKHU.

Otyin4ust KpUMUHOJIOTUYECKOTO ITPOTHO3UPOBAHUS OT UHBIX BU/IOB
MPOrHOCTUKY: 1) BBICOKAST MHTEHCUBHOCTb CBSI3U MEKIY IPOTHO30M
U yIPaBJIEHYECKUMU PELICHUSIMU; 2) KPUMUHOJIOTUYECKOE MTPOrHO3M-
pOBaHUe SIBJISIETCSI COCTABHOM YaCThIO MPOTHO3UPOBAHUS COIUATIBHOTO,
[O3TOMY HOCHT YCJIOBHBIN XapaKTep W COAEHCTBYET MOBBIMICHUIO 00b-
eKTUBHOCTH U 3(hMEKTUBHOCTH JESITETBHOCTH CYOBEKTOB TPOduIaK-
TUKU W YTOJIOBHOTO CYIOTIPOU3BOJICTBA; 3) IpeACKa3aHus OCHOBbIBA-
IOTCST Ha JIBYX TUIIAX IIPOrHO30B: a) MOUCKOBBIX—yTOUHEHUE U 1€JIeBbIe
SIBJICHUST BO3MOKHBIX U3MEHEHUIT TeHICHITUI MTPECTYITHOCTH B OJIvsKaii-
meil mepcrekTuBe; 6) HOPMATUBHBIX — OIPEIETICHUE AJTbTEPHATHBHBIX,
6O ONTUMAJIBHBIX CIIOCOOOB pa3pelieHrsT KPUMUHOTEHHBIX MTPOOJIeM
Ha OCHOBE CYIIECTBYIONIMX KPUTEPUEB COLIUYMA.

[Ipu KpUMUHOIOTUYECKOM TIPOTHO3UPOBAHUU ITU(PPOBOI MPECTYTI-
HOCTU TIepeJl UCCJIEJOBATENSIMU CTOUT 3a/laya BBISIBJIEHUS <TEH/ICH-
Ul ¥ 3aKOHOMEPHOCTEN BO3MOXKHOTO PA3BUTUS IIPECTYITHOCTH, MOBE-
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JICHUST KOHKPETHBIX JIUI[ WA JIPYTUX KPUMUHOJOTUYECKU 3HAYMMBIX
IIpoIieccoB» .

[Tpu ocyIecTBICHUN TaKOW JESITEIBHOCTH HEOOXOIUM:

— ¢60p MPOrHOCTHYECKU 3HAYMMBIX MOKazaresell 1udpoBoi mpe-
CTYITHOCTH, BKJIIOYAIONUX NH(POPMAINIO O PAa3BUTUU U BHEAPEHUU 1TUD-
POBBIX TEXHOJIOTHIT, 06 UX TOJOKUTEJbHBIX W OTPHUIATENbHBIX Kave-
CTBaXx, O BIUSHUN UX BHEAPEHUsI HA COIMAIbHBIE TIPOIECCHI B OOIIECTBE
(murparust, 6e3paboTuiia u 1p.), O Pa3BUTUHU 3aKOHOAATEIbCTBA U IIP.
Best mosyuennast magopmMalius 10/KkHa ObITh cOOpaHa, CTPYKTYPUPOBa-
Ha U CUCTEMaTU3WPOBaHa 110 TIOKa3aTeIsiM OyIyIieil pecTymHOCTH;

— pa3paboTKa METOAMK KPUMHUHOJOTHYECKOTO MTPOTHO3UPOBAHMS
Ha3BAHHOM MPECTYITHOCTH, KOTOPbIE CMOTYT UCIOJIb30BATHCS B IIPAKTH-
4ecKoii paboTe COTPYIHUKH TPABOOXPAHUTEIbHBIX OPTAHOB;

— Tpe/cKazaHue BePOSITHOCTU TpaHchOPMaIUK TTOKa3aTeseil mpe-
CTYITHOCTH B 3aBUCUMOCTHU OT TEKYIIMX U3MEHEHUI IIPUYUH U YCJIOBUI,
JIETEPMUHUPYIONUX KPUMUHAJIbHbBIE SIBJEHUST (COIUATBHO-TIOJUTAYE-
CKUX, COIUAJIbHO-9KOHOMUYECKUX U TIP.);

— paspaboTKa MaTeMaTU4eCKOrO W TEXHUYECKOrO WHCTPyMEHTa-
pusi, ¢ IOMOIIBI0O KOTOPOTO BO3MOKHO TIPEICKA3ATH BEPOSITHOCTH MACCO-
BOTO COBEPIIEHUS MIPECTYITHBIX JIESTHUI HA OINPe/leJIeHHON TepPUTOpUN
3a [P0/ BpEMEHHU.

Jlist KPUMHUHOJIOTHYECKOTO MTPOTHO3MPOBAHUS HEOOXOIMMbI TaKue
[IPOrHOCTUYECKUE [TOKA3ATE U, KAK:

— peruoHaJibHble WJIM MYHUIUIATbHbIE MOKA3aTEJN COIUAIBHO-
nemMorpauieckux ¥ - COIMAIbHO-IKOHOMUYECKUX 3aKOHOMEPHOCTEI
pasBuTus 001IECTBA;

— [PUYMHBI U YCJIOBUSI, CIOCOOCTBYIONIE COBEPIIECHNIO TH(MPOBBIX
MIPECTYTLICHUI;

— Pe3yJbTaThl OIEHKU COBPEMEHHOTO COCTOSTHUS IU(POBOIT Ipe-
CTYITHOCTH 3a IIPOIIIE/IINE TO/Ibl U B HACTOSIIIIEE BPEMS;

— NPUYUHHBIA KOMIJIEKC HUMPOBON MPECTYTHOCTH IIPOIILIOTO
nepuoza (6epercst TPOMEKYTOK BPEMEHU aHAJOTHYHBIA MPOMEKYTKY
U3YUYEHUSI IPECTYITHOCTU U HACTOSIIIETO, KOTOPBIM CBONCTBEHHBI AKOHO-
MUYECKHUE U COIUAJIbHBIE SIBJICHUSI, CBSI3aHHBIE C IPECTYITHOCTHIO).

Bu/ibl KpUMUHOJIOTMUECKOTO TPOrHO3UPOBAHUS PABIUYAIOTCS:

— TI0 IPOJIOJKUTEBHOCTH IIEPUOJIA YIIPEKICHUST: a) OlEePATUBHbII
1o 1 Mecstina; 6) KpaTKOCPOYHBIiT 10 1 T0/1a; B) CPEAHECPOUHBII 10 5 JIET;
T) MoAaTOCPOUHLIH 0T 15 10 20 Jer;

— 110 c1toco0y pelieHust 3a1a4, CTOSIIMX Hepe/] TPOTHO30M:

¥ Kpumunosorus: yueGHuK s akajemuueckoro Oakamaspuata / B.B. Jlymees.
Mocksa: [Opatiir, 2019.
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a) OllepaTUBHBbIE — MCIIOJIb3YIOTCSI B TIOBCETHEBHOM JI€SATENbHOCTH
[IPaBOOXPAHUTETHHBIX OPraHOB;

6) TakTUYecKue — CayKatr st (hOPMUPOBAHUS MEPEYHsT TPUOPHU-
TETHBIX HAIIPABJIECHUI JIETETbHOCTH TIPABOOXPAHUTENBHBIX OPTAHOB;

B) CTpaTermyecKue — UCIOJIb3YIOTCS B YIIpaBJIeHYecKOn cepe s
orpeieJIeHHBIX T1eJiell 60pPbObI € PECTYITHOCTHIO.

— 110 TIPU3HAKY CJOKHOCTH 0OBEKTa MPOTHO3A:

a) mpoctoil  (OAHOOOBEKTHBIIT), KOTZAa OOBEKTHI H30JUPYIOTCS
OT CTPYKTYPbI BHEIIHUX CBSI3€I;

6) (akTopHBIi— KOrJa TIIPOTHO3Y IOABEPTAETCS MHOMKECTBO
ABJICHUU,;

B) CHUCTEMHbBII — KOT/Ia YUUTHIBAIOTCS YPOBHU, HAIPABJIEHUS TIPO-
THO3UPYEMBIX 00BEKTOB, TECHOTA B3ANMOCBSI3U, TIPOCTPAHCTBEHHO-BPE-
MEHHBIE U COIUATBHO-TICUXOJOTUYECKUE TTAPAMETPBI;

r) MaTeMaTUYeCKUil — KOTJa JIJIsi CO3/IaHUsI CUCTEMBI TOCPEICTBOM
MaTeMaTUYECKUX PACUETOB CO3/IAETCSI MOJIEh TPOEKTUPYEMOIA CCTEMBI.

— TI0 METO/LY KPUMUHOJIOTUYECKOTO TTPOTHO3UPOBAHUSL.

[Ipu 5TOM B KPUMUHOJIOTUU HA COBPEMEHHOM 3Talle Pa3BUTUS HAY-
KU ¥ TIPAKTUKKU UCIIOJIb3YETCSl PSii OCHOBHBIX TIPOTHOCTUYECKUX METO-
JIUK, KOTOPbIE NIPUMEHUMbI JIJISI TIPEIBUJICHUST TEHIEHIIUN TIPECTYITHO-
ctu. K HuM ciieiyer OTHeCTH IKCTPAIOJISIIIUIO, CUCTEMHBII METO/, METOJ
AKCIIEPTHBIX OIEHOK U MojeaupoBanus. Biarogapst ux npUMeHEHUIO
MOTyT pa3pabaTbiBaThCs KpaTKOCpPOouHble (110 1 roma), cpeiHecpodHbie
(1o 5-10 met) u maxe mosarocpoutbie (10 15 1 Gosee JieT) MPOTHOSBL.
Tak, Hampumep, HUCIOJb30BaHME METOAA HKCTPAIOJSIIUU [T03BOJISI-
€T M3y4aThb JIAHHbIE TIPOIILJIBIX JIET O MPECTYITHOCTU U UX COBPEMEHHOE
COCTOSIHHE [IJIsI TOTO, YTOOBI BBISIBUTH ee Oyaylue TeHaeHiuu. Ilpu
BTOM, TOJIyYEHHbIE BBIBOJBI MOTYT MMETh KaK OOIINN aHAIN3 TPECTYII-
HOCTH, TaK U muddepeHImpoBaHHbIN 1O BUAM U TPYIIaM, HO CIefyeT
UMETDb B BUJLY, YTO JIAHHBIM METOJ| CJIEyeT UCIOJIb30BATh IIPU KPATKO-
CPOYHBIX ITPOrHO3AX.

Bropoit MeTon, cucTeMHBIN aHAINU3, KOTOPBIN MTO3BOJISIET OIpeIe-
JINTh B3aUMOCBSI3b POCTA TIPECTYIHOCTH, €e MPUIUH U YCJIOBUI C pas-
JIMYHBIMU COLUAJIbHBIME (DAKTOPAMU.

Crenyonmii MeTol — METOJ[ AKCIIEPTHOU OTIEHKH, B OCHOBE KOTOPO-
ro JiesKUT onpocHUK. C ero IMoMOIIbI0 U OCYIIECTBIISTIOTCsT cO0p Tpebye-
Mol mHGOPMaINH, aHaJIuTHIecKass HH(GOPMAaIHs, SKCIIEPTHBIE OIEHKN
no usydaemoil npobsieme. IlosrydeHne aKCIEPTHBIX MPOTHOCTHYECKUX
3aKJIIOYEHHIT BOBMOKHO CJICAYIONIMM CIIOCOOaMu: a) ¢BOOGOIHOE MHTEP-
BbIO — MHEHME CIIEIaInCcTa KPUMUHOJIO0Ta; O) MO3roBasi araka — KOJI-
JIEKTHBHOE 3aKJIOUEHUE T10 PaccMaTpuBaeMoil mpobieMe SKCIEePTOB;
B) aHAJIMTUYECKUE IKCIIEPTHBIE OIIEHKU— 3TO MUCbMEHHbIE 3aKII0YEHUS
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OTIPEJIEJIEHHBIX CIIEIUATUCTOB 110 KDUMUHOTEHHOU CUTYAIIUU; I') METOJ
[lenbdu —MHOTOKPATHBIN AHKETHBIN OMPOC OAHOW W TOU K€ TPYIIIIbI
AKCIIEPTOB C IPUMEHEHUEM ITKAJTUPOBAHHBIX OIEHOK.

W, MeTon MOAEIMPOBAHUS, KOTOPLIA IPUMEHSETCS IPU HEe00XO-
JIIMOCTH MCCJIeIOBaHUS OY/yIIero KPUMUHAIBHOTO SIBICHUS MTOCPE]I-
CTBOM IIOCTPOEHUS MOJEJN PEeaNbHO CYIIECTBYIOIIETO TIPOIecca [IJist
U3ydYeHUsT ero OyAyNIMX KauyeCTBEHHBIX U KOJIWYECTBEHHBIX XapakTe-
PUCTHUK C IEJbIO MOJIyYeHUs] HOBBIX 3HAHUI O npeaMmere. B kpumuno-
JIOTUU HUCHOJIb3YETCSI METOJI UMHUTAIIMOHHOTO MOJICJIMPOBAHUS, KOTIA
KayecTBeHHasl ¥ KOJMYECTBeHHast nHpopmaiust 06 ucciaemayeMoM o00b-
€KTe UCKaKAeTCss B MUHUMAJIbHOM CTENeHU, C COXPaHEeHUEM BO3MOKHO-
CTH TOYHOTO OTOOPaKEHUsT AMHAMMKN M3MEHEHUN COCTOSTHUSI 00heKTa
Ha HEKOTOPOM BPEMEHHOM TIEPUO/IE.

Ocobast 3HAYMMOCTh B TIPOTHO3UPOBAHUU OTBOAUTCS HCCJIEIOBA-
HUIO U OTIPEJIEIEHNI0 KPUMUHOJIOTUIECKUX PUCKOB U YTPO3, PE3YJIbTAThI
HCCJIEIOBAHIST KOTOPBIX JIOJKHBI OBITH MMOJIOKEHBI B OCHOBY TLJIAHHPO-
BaHUS JIESITEJIBHOCTU OPraHOB BHYTPEHHUX Jie]. B Xoje KpUMUHOJIO-
IMYECKOTO MPOTHO3MPOBAHUSA 0COOast POJIb OTBOMAMTCS MCCIIEAOBAHUIO
PHCKOB COBPEMEHHOTO OOIIECTBa, B KOTOPOM IPOSIBJICHUS YeoBeve-
CKOU aKTUBHOCTH JHOO «CO3HATETHHO TEHEPUPYIOT, JUOO JOMYCKAIOT
BO3MOKHOCTb HACTYTIJIEHUS] HEKUX OTACHBIX ¥ BPEIHBIX TIOCAEICTBUI.

PackpbiBasi KpUMUHOJIOTMUECKUE PUCKU Pa3BUTHE TIU(MPOBBIX TEX-
HoJsioruii B Poccuu, ciemyer OTMETUTD, YTO TIPOIECCHl BHEAPEHUST MHILY-
cTpuM U(MPOBBIX TEXHOJIOTUN HE TOJBKO JUKTYET HOBbIE IPABUJIA,
HO U OTKPbIBAET HEJOCTYIIHbIE PaHee TOPU3OHThI PA3BUTHSL.

C BHenperueM 1nbpPOBBIX TEXHOJOTUN U PE3YJIbTaTOB UX AeITeNb-
HOCTHU, KaK CBUJETEJIbCTBYIOT PE3yJIbTaThl MPOTHO3a, U3MEHSITCS COIM-
AJIbHO-9KOHOMUYECKUE YCJIOBUS, B UX UYUCIE POCT KOJUYECTBA TAKUX
[IPECTYIIEHUI, KAK MOIIEHHUYECTBO, MIPECTYILIEHUST B chepe IKOHOMMU-
yeckoll gesrenbHOCTH. Ocoboe MECTO B 3TOM Psijly 3aliMyT XaKepCKHe
ataku. [Ipu aToM 0coboe BHUMaHNe 0OPaIaeTcst Ha ero HelpOU3BOJIbHbIE
ABTOMAaTHYECKUE PEaKIMK, KOTOpPbIe 1 OYIYT UCIOJb30BaThCST COMUAb-
HBIMM WHK€HEPaMU 1PU (DUITUHTOBBIX aTakaX, UCII0JIb30BaHUM Tejiedo-
HUU U T. 1. TaK, COrJIaCHO aHATUTUYECKOMY MaTe€PHUaJly, IOATOTOBIEHHO-
My BHUW MB/I Poccuu coBmectHo ¢ Akagemueir yrnpasaenuss MB/]
Poccuu o pocre uunciia mpecTyIvieHil, COBepIaeMbIX C UCIOJb30BAHUEM
UHGOPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX TEXHOJIOTHH, B TaHHOU cbe-
pe IPOTHO3UPYETCS YBEJIUYEHUE YUCJIa TAKOTO POJia IPEeCTyILIeHni ™,

* Amammirgecknii Matepuan «COCTOSHME TIPECTYITHOCTH Ha TeppuTtopuu Poccuiickoit
Depeparun B yeaopusix nangemun COVID-19 u tenyentnu ee pazsutus 1o konna 2020 r.:
BHUU MB/{ Poccun, Axagemus ympasienns M B/l Poccumn, 2020.
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Kpowme toro, k 2022 rogy mpakTU4IecKy Ha BCeX KOHTHHEHTAX OyIyT
IIMPOKO UCIIOJIB30BATHCS OECITUIIOTHBIE JIETaTEJIbHbIE alllapaThl, YIIPaB-
JisileMble MCKYCCTBEHHBIM WMHTEJJIEKTOM. lcriosib3oBaHue JPOHOB Kak
IOPUANYECKUMHE, TaK 1 (PU3UIECKUMU JIIaMu OyIET CIIOCOOCTBOBATH UX
MacCCOBOH 3aKYIKHU TIPECTYITHUKAMU ¥ TEPPOPUCTAMU, HALIPUMED, IS
TPAHCIIOPTUPOBKU HAPKOTUKOB U JIOCTABKYU B3PbIBUATHIX BEIECTB. YIKe
paspaboranbl cHARIEPCKUE BUHTOBKY AaJbHEr0 ACHCTBUS, ¢ JKONCTH-
KaMU JUJIST YIIPaBJICHUSI, KOTOPbIE 3aMETHO CHUBST TPeOOBaHUS K ITIPO-
(heccronabHOI TOATOTOBKE 6O0EBUKOB. BOOPYsKEHHBIN 1MO0GHON BUH-
TOBKOII MaJI000pa3soBaHHbI ¥ HE MMEIOIIUN OOEBOr0 OIbITa YEJOBEK
110 3(HEKTUBHOCTH AEHCTBUI MOKET COOTBETCTBOBATH ObIBATIOMY OOI-
1y CIeIfHa3a.

BelrensioxenHoe CBUAETETbCTBYET O TOM, 4YTO COI[MAJIbHbIE
MOCJIEACTBHUS OT BHEAPEHUs IU(PPOBBIX TEXHOJOTUN OYAYT OILYTUMBI-
MH, MTOCKOJIBKY TIPECTYITHOCTD OYAET PAacTh MPOTIOPIUOHATBHO KOJIUYe-
cTBY 6€3pabOTHBIX, MUTPAHTOB U yiiepba OT MPECTYIHOCTH B IEJIOM.

Hau6osiee TecHO ¢ KpUMHHOJIOTMYECKUM TIPOTHO3UPOBAHNEM CBsI3a-
Ho MunucrepcTBo opraHoB BuyTpennux jiej P, kotopoe 10/KHO hop-
MUPOBATh OCHOBHBIE HAIIPABJIEHUS FOCY/IAPCTBEHHON MOJUTUKU B ce-
pe BHYTPEHHUX JIeJT HA OCHOBE aHAJIN3a U TIPOTHO3UPOBAHUS: COCTOSTHUS
1 poBoil mpectynHocTr. Opraibl BHYTPEHHUX JeJ1 00s13aHbl IPH pas-
paboTKe BEIOMCTBEHHBIX MMPOEKTOB HOPMATHBHO MPABOBBIX aKTOB, TIPO-
BOAUTH M3ydeHue UH(GOPMAIUU, YIUTBIBASE B TOM YHUCJE JaHHbIE KPU-
MUHOJIOTMYECKUX U COIMOJIOTMUECKUX MCCJEIOBAHUN, & TAKKE KPUMMU-
Honormdeckux nmporuo3os. [Ipukazs MB/[ Poccun ot 17 auBaps 2006 r.
Ne 19 «O megarenbHOCTH OPTAaHOB BHYTPEHHUX JIEJI TIO IPEAYIIPEKACHIIO
PECTYIICHUH» 00sI3bIBACT CTPYKTYPHBIE TTOPa3/IeJCHUsI IIEHTPATbHO-
ro amnmapata M B/l Poccrnu oripe/ieisiTh OCHOBHBIE HaITpaBJIeHUs TTPohu-
JIAKTUYECKOI JIeATEIbHOCTH, OCYIIECTBJISATh METOAnYecKoe obecrede-
HUeE JIeITeJIbHOCTH TIO/IPa3/IeJIeHII OPraHOB BHYTPEHHUX JIeJI TI0 MpeJy-
MPEKICHUIO TIPECTYIIEHNI, KOMILIEKCHBIN aHAJIN3 U IPOTHO3UPOBAHLE
KPUMHMHOTEHHON 00cTaHOBKU. TOT ’Ke camblil TPUKa3 Ha OKPYKHOM,
MEKPErHOHAJIBHOM U PETMOHAJIBHOM YPOBHSIX yCTaHAaBJIMBaeT 00s3aH-
HOCTb IO MPOBEJICHUIO KOMILIEKCHOTO aHa/u3a U OCYIIECTBJIEHUE TIPO-
THO3UPOBAHUST KPUMUHOTEHHOI 0OCTAaHOBKH.

CreyrommM MeXaHU3MOM — 00ecCTIieYeHUs]  KPUMUHOJOTHIECKON
6€e301aCHOCTH ~ SIBJISIETCSI  TPOTHO3MPOBAHKE  COIMMATbHO-9KOHOMUYE-
CKOTO0, COIUAIBHO-TTOJUTHYECKOTO PasBUTHsI OOIIECTBA U COIMATBHBIX
MTOCTIEICTBHUN, ¢ yueToM (haKTOPOB U IMPOIIECCOB, YIPOKAIONINX KPUMU-
HOJIOTUYECKON GEe30MaCHOCTH ToCcyAapcTBa. B MX 4ucie pedb J0/KHA
UJTU ¥ O HAYYHOM TIPEABUIECHUU B chepe MPOTUBOAEUCTBUS TIPECTYII-
HocTr. OHa MO3BOJISIET HAa OCHOBE PE3YJIbTATOB HAOJIOICHUI, U3YYEHMSI
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3aKOHOMEPHOCTEH U TEHAEHIINH, 0COOEHHO KPUMUHOJIOTHYECKIX 3aKO-
HOMEPHOCTEH OOIIECTBEHHBIX OTHONIEHUN W Pe3yJIbTaTOB HayYHO 000-
CHOBAaHHOTO KPUMUHOJIOTUYECKOTO TIPOTHO3a, U3YUYEHUST 3aKOHO/IATEe -
HOM 6a3bl U OTIpe/IeJICHNsT HACTYIUIEHUS] COCTOSTHU, IETEPMUHUPYIOTIIX
[IPECTYITHBIE MTPOSIBJECHUSI, TTPOTHO3UPOBATH CBONCTBA MPECTYITHBIX TIPO-
siBJIEHMIT B Oymytem”.

Henb3st Takke ocTaBisTh Oe3 BHUMAHWS HCCICAOBAHKUE COIMAJb-
HBIX TTOCJIEACTBUN MU(POBOH 9IKOHOMUKH U BHeJpeHre IU(PPOBBIX TEX-
HoJioruit. CeroiHst CI0KHO TIPEACTABUTh KAKOTO YPOBHSI IOCTUTHET Ge3-
paboTuiia Ipu BHEAPEHUH POOOTOTEXHUK MCKYCCTBEHHOTO MHTEJLIEKTA,
a TO YTO YPOBEHb ee Oy/eT BHICOKMM He BBI3bIBAET COMHEHUH, TaK Kak
MHOTHE CUUTAIOIIUECS paHee MPO(GeCCHOHATLHBIMU CHEIUATUCTBI OKa-
JKYTCsl HeBOCTPEOOBaHHBIMK B HOBBIX YCJIOBUSX. A Ha (hOHE TIPOJICHMS
CPOKa BBIXOJIa HE TIEHCHIO TaKasi CUTYyallust TIPUBE/IET K ele OOIbIiemMy
paccyioeHuo 00IecTBa ¥ POCTY TIPECTYITHOCTH. ITO Cpasy CKaKeTcst
Ha YPOBHE MUTPAIUU, MTOCKOJbKY MMEHHO OHA SIBJISIETCSI WHIMKATO-
POM YXYIIEHUS COIUATbHO-9KOHOMUYECKUX, TOJUTUYECKUX U KO-
JIOTHYEeCKUX ycaoBuil. [Ipu 5TOM yBeIUUUTCS HE TOJBKO BHYTPEHHSIS,
HO ¥ BHEIHSISI MUTPALMs, & YMCJEHHOCTb HEJETaJbHbIX MUTPAHTOB
Oyzer Bo3pacTarb.

" Iunxeeuy T.B. Kpumunojoruyeckue pUCKH WHILYCTPUH I1M(POBBIX TEXHOJOTHIA
B Poccnu // KpimuHasbHble peasuit, pearnpoBanue Ha HUX U 3akoH (MockBa, 23-24 suBapst
2018 1.) / mox pen. A. 1. Jlonrosoit. Mocksa, 2018.



6.3. NaAanupoBaHue npepynpexaeHUs
uudppoBoi NpecTynHoCcTH

[TpenynpeskaeHre IpecTymIeHNH B COBPEMEHHOM ypOaHU3MPOBaH-
HOM U 1IMPPOBOM 06IIECTBE HEBO3MOKHO 6e3 HaydHO 0OOCHOBAHHOTO
[JTAHUPOBAHUS JIESITEJBHOCTH BeeX cyObekToB npodurakruku. Deje-
panbhblii 3akoH Nel182-MD3 ot 23 mronst 2016 r. «O6 ocHoBax cucte-
Mbl TIpodusakTuku rpaBonapyienuii B Poccuiickoit Depeparus
OTIPEJIeJINJI, UTO peain3aliusi OCHOBHBIX HAIPABJIEHUI MPOPUIAKTUKN
[IPaBOHAPYIIECHUN OCYIIECTBISIETCS MOCPEACTBOM Pa3pabOTKU rocyaap-
CTBEHHBIX M MYHHUIUITAJBHBIX MPOrpaMM. ITO pa3padoTKa CIeluaib-
HBIX I[EJIEBbIX MEPOTPUITUIl (pelepasbHbIMU OpraHaMu roCy/lapCTBEeH-
HOW BJIaCTH, OpraHaMy WCIIOJHUTEIbHON BIacTH cyObekTa (emepariun
U aJIMUHUCTPAIUSIMUA MYHUIIUIAIBHBIX 0OPasOBaHMil, ONMPEEISIONIX
nepedeHb MPOMUIAKTHYECKUX Mep, CyObeKTOB TPOMUIAKTUKH, CHJI
U CPEJICTB, YYACTBYIOIIUX B MEPONPUSATUIX, MEXAaHU3MOB peajn3aluu
u UHAHCUPOBAHUS, O3KU/IAEMbBIX PE3YJIBTATOB C 1IEJIbI0 YCTPAHEHUS UJIN
HeUTpaau3aluyl MPUYUH U YCIOBUN TPABOHAPYIICHUN Ha OIMpe/esieH-
HOU TeppUTOpPUU 32 KOHKPEeTHOEe BpeMmsi. Llesibio KpUMUHOJIOTUYECKOTO
IJTAHUPOBAHUS SIBJISIETCS pa3paboTKa U peau3alsi KOHKPETHBIX TIPO-
(punakTUYECKUX MEPOIPUSTHUI, OCHOBAHHBIX HA HAYUHO OIMPe/eJTeHHbIX
LeJISIX, 3a/la4ax, Pecypcax ¢ LeJblo pa3pelieHus: ColUaibHO-KPUMUHO-
JIOTUYeCKUX 1pobseM. 3agauyn KPUMHUHOJOTHYECKOTO TIAHMPOBAHUS
COCTOMAT:

1) B KOOpAMHAIIMU COBMECTHOH IEATEJIbHOCTH BCEX CYOBEKTOB
npodurakTuku cybbekTa (ropoja, MyHUIIUIAIBHOTO paiioHa);

2) B peanmsanyuy YMIpPaBIEHUYECKOU COCTABJSIONIEH TTOCPEICTBOM
BMEHEHUS 00SI3aHHOCTEH I0JIKHOCTHBIM JIMIIAaM, TaK KaK KPUMUHOJIOTH-
yecKue TIaHbl (TUIAHBI TPeIyIpesKIeHUI TPecTyIieHni (TIpaBoHApPY-
IIIEHNUT) ) SBJISAIOTCS HOPMATUBHO-TIPABOBBIMU AKTAMU BEZIOMCTBEHHOTO,
PETHOHAIBHOTO U MYHUIIUITAIBHOTO 3HAUEHUST;

3) B yCTpaHEHWU WU HEUTPATU3AIUU TIPUYUH U YCJIOBUHN MPaBO-
HapyIIeHWI HA OlIPe/IeJICHHON TEPPUTOPUU 32 KOHKPETHOE BPEMSI.

PaspaboTka IJIaHOB 10 MPEAYIPEKIACHUIO MPECTYIIEHII [OKHA
YUUTBIBATD CJACAYIONHE OOCTOSATENbCTBA:

1) peruoHajibHble KOMILIEKCHBIE TJIAHBI IOJIKHBI COOTBETCTBOBATD
(hbenepasnbHbIM, KDOME TOTO, PETHOHAJBHBIM [IPOIPAMMaM TIPEAYIIPEsK/ie-
HUSI TIPECTYIIEHUN, IOJIKHBI KOPPEJUPOBATH € BEJIOMCTBEHHBIMU T1JIa-
HaMU TIPABOOXPAHUTEIbHBIX OPraHOB CyOhEKTa, COOTBETCTBEHHO TOPOJI-
CKHe ¥ MYHUIUIAIbHbIE JOJKHBI COOTBETCTBOBATH KpaeBbiM (06Jact-
HBIM, PECTTyOJIUKAHCKUM);
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2) ropoJICKu€e U MyHUIUIIAJIbHBIE TIJIAHBI IOJIKHBI YIUTHIBATD KPU-
MUHOJIOTHYECKIE, COIUAIbHBIE, KYJbTYPHbIE, PEJUTHO3HbIE 0COOEHHO-
CTU TEPPUTOPUIL;

3) mianel TPOUNIAKTUKYA TTPABOHAPYIIECHUN CIEAYET COOTHOCUTD
C TIJTAHAMY COIUATIBHOTO U 9KOHOMUYECKOTO Pa3BUTHSI PETHOHOB (TOPO-
IIOB, PaliOHOB).

Boiensiiorest  ciieyioniye ypoBHU KPUMUHOJOTHUECKOTO TLIAHU-
poBaHMs B CTPYKType Mep GOpbObI ¢ mpecTynHocThio: 1) obuienpodu-
JIAKTUYECKWE, CBSI3aHHbIE C COI[MATIBHBIM 1 9KOHOMUYECKUM Pa3BUTHEM
cy6bekTa (ropojia, paiioHa);

2) KOMILJIEKCHBIE TIJIAHBI 110 TMPOTUBOAECHCTBUIO MPECTYILICHUSIM
U TIPABOHAPYIIEHUSIM B 11€JIOM;

3) 1eJieBble IUIAHBI TPEAYIPEKICHUS OTAEJbHbIX BHUIOB MPECTY-
IJTEHUT, TUOO «IOTPAaHUYHBIX TIPABOHAPYIEHUIT .

Pa3paboTKu IJIaHOB 1O MPEAYIIPEKICHIIO TPECTYIUICHUI U IPaBOHA-
PYIIEHHI I0JIKHA YYUTHIBATH CJIECAYIONIIE METOANYECKHE OCOOEHHOCTH:

1) paspaboTka IIJTaHOB TIPOBOIUTCS PYKOBOIUTEIEM FOCYIaPCTBEH-
HOTO (MYHUIIMTIATBHOTO) opraHa (YUpexXIeHUsT), PYKOBOAUTEISIMU
CTPYKTYPHBIX TIO/IPA3/IeJIeHNH, TOKHOCTHBIMY JIUIIAMU OTBETCTBEHHBI-
MU 32 OPraHu3aIuio TPOMUIAKTUKY C YUETOM I1eJiell U 3a/1a4, PelraeMbIxX
TOCyIapCTBEHHBIMU (MYHUIIUTIATBHBIME ) OpraHaMU (YIPEKICHUSIMN );

2) 1eab IJIAHUPOBAHUS AOJKHA OBITh CBs3aHA C OCHOBHOW jes-
TEJIbHOCTBIO TOCYAAPCTBEHHOTO (MYHUITUIIAIBHOTO) opraHa (yupeskie-
HUS), 9eTKO ¢(pOpMyINPOBAHA U TIOHITHA BCEM YIaCTHUKAM;

3) peKkoMeHyeTCsl ONTUMAJIbHAS TIPOIOJIKUTENbHOCTD — 9TO OJIUH
KaJIeHJIAPHBIN TOJl, KAaK ONTUMAJIbHASI MPOJIOJIKUTETIHHOCTD, TO3BOJIS-
IO1asi OCYIIECTBUTH KOHTPOJIb BBITIOJHEHUS TIJIAHOBBIX MEPOIIPUSITHUI,
Jn6O TIPOBECTH MX KOPPEKTHPOBKY;

4) mepornpugaTug GOPMYJIUPYIOTCA ¢ yU€TOM TPOTHO3a, YKa3bIBa-
I0TCST 9TAIIbl PeAJN3AINH TIJIaHa U MTOKA3aTeJn, KOTOPbIE MO3BOJIST Olle-
HUTH PE3YJIbTATHI €€ PeaIn3aliiy;

5) mepedncaenve MEPOTTPUATHI TTPOPUTAKTUKY TPABOHAPYTITECHII
PEKOMEH/LYETCsI 10 HUCXO/SIIEH OT 00IIEro K 4aCTHOMY, C Pa3/e/ieHIeM
[0 TEPPUTOPUATBHOMY TPUHIMITY, BPEMEHHOMY, 110 00BEKTY MOCSTa-
TEJILCTBA, CyOBEKTAaM ITPABOHAPYIICHUS U T. [I.

[laHbl KPUMUHOJIOTMYECKOTO TPOTHO3UPOBAHUSI MOTYT KJIACCU-
(dbunmposarbes: a) 1Mo cpokam jeiictBust; 6) mo Macuitaby; B) 110 Ha3Ha-
yeHut0. MoskeT ObITh TPE/JIoKeHa ¥ WHast KIacCH(pUKAIKs, HallpruMep
10 BUJIaM TIAHUPOBAHUS: 1) MO TIPOJOJIKUTENHHOCTU — OTEePATUBHBIHN
1o 1 Mecstita; 6) KpaTKOCPOYHBIiT 10 1 T0/1a; B) CPEAHECPOUHBII 10 5 JIET;
r) oJarocpounbiii ot 15 10 20 JieT; 110 criocoly peleHus 3a1a4: a) ornepa-
TUBHbBIE — UCIIOJIb3YIOTCSI B TIOBCEITHEBHOM JIESITETHHOCTHU TTPABOOXPAHM-
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TEJIbHBIX OPraHOB, OPTAHOB UCIIOJHUTEIHHON BJIACTU U MECTHOTO CaMO-
yipasieHust; 6) TaKTUYeCKue — CJaysKaT st (POPMUPOBAHMS TIEPEUHS
[IPUOPUTETHBIX HAINPABJICHUIN JIESTEJIbHOCTA TIPABOOXPAHUTEbHbBIX
OPraHoB, OPTaHOB UCIIOJHUTEIBHON BJACTU U MECTHOTO CaMOYIIpaBJie-
HUS; B) CTpaTeTnyecKue— MCIOIb3YIOTCS B yIIPaBIeHIECKOl cdepe 11
orpeieJIeHHBIX T1eJiell 60pPbObI € PECTYITHOCTHIO.

[Ipu 9TOM B 3aBUCHMOCTH OT IIPOIOJIKUTENBHOCTHU ILJIAHUPYEMOI J1esi-
TEJIbHOCTH BBIJIEJISTIOT: TIEPCIIEKTUBHbBIE, TEKYIIUE, OTIEPATUBHbBIE IIJIAHBL,

Wtak, KpUMUHOJIOTMYECKOE IJIAHMPOBAHUE — ATO TPOIECCHI pa3pa-
GOTKM M peajimsaliii KOHKPETHBIX MPOMUIAKTHYECKUX TPOrPaMM, OCHO-
BaHHBIX HA HAYYHO OIPEIEJICHHBIX IEJIsIX, 3a/1a4aX, PECypcax C 1eJblo pa3-
PEIEHUs COIATbHO-KPUMUHOIOTNYECKUX TIpobsieM. B 1iesiom takast esi-
TEJIBHOCTD JIOJIKHA CITOCOOCTBOBATH HE TOJBKO BBIPAOOTKE 3(h(HEKTUBHBIX
Mep, HallPaBJIEHHBIX HA IIPEI0TBPaIlleHune, Iipecevetue, yipexkaenue mnud-
POBBIX IIPECTYIJIEHUT, HO U COBEPIIIEHCTBOBAHUIO CUCTEMBI ITPEYIIPEKIe-
HU4 PeCTyMHOCTH. B HacTog1ee BpeMs mepexo K udpoBoil IKOHOMUKE
rocyapctsa TpedyIoT He TOJbKO OGBEKTHBHON OIEHKH MPEKHENH paboThI,
KPUTHYECKOTO aHAJI3a MOJTyYEHHBIX Pe3yJIbTaTOB, HO 1 BRIPAOOTKH HOBBIX
KOHITENTYAJTbHBIX UIEH 1 CTPATETUIECKUX PEIIEHUT.

Kpumunosoruueckuii MOHUTOPUHT, MPOTHO3UPOBAHUE U ILIAHU-
poBaHKe 06eCIeYnBaIOT HE TOJBKO OIpPEAeIeHUE ONTUMAIBHOTO Bapu-
aHTa Hay4YHO OOOCHOBAHHOW CTpPaTerMd W MEpP MOBBIIICHUS YPOBHS
OPraHM3aTOPCKON JESITEJBHOCTH TOCYAaPCTBEHHBIX U OOIIECTBEHHBIX
OpraHoB, HO U BBIPAOOTKY TAKTUKK U METOAUKUA GOPBHOBI C TPECTYITHO-
ctbio. HazBanmbie MEPOIIPUSTHS B /IESTEIbHOCTU TTPABOOXPAHUTEBHBIX
OPraHoOB SIBJISIFOTCSI BaKHBIM 9TAIIOM ILIAHOMEPHON GOPBObI ¢ TIPeCTyII-
HOCTBIO, KOO TOJIBKO Ha OCHOBE MOHUTOPUHTA, IIPOTHO3A ¥ TLJIAHKPOBa-
HUSI MOKHO PellaTh BOIPOCHI IPUHATHS 3a0JIarOBPEMEHHBIX pPelieHui
OTHOCUTEJIBHO BO3/I€NICTBUS HA TIPECTYITHOCTD.

KoHTpoAbHble Bonpocbl

1. JlaifTe moHATHE MOHUTOPUHTA B cepe Mu@POBBIX TEXHOJIOTUN
1 HA30BUTE €TO BUIBI.

2. JlaifTe moHATHE KPUMHUHOJIOTHIECKOTO MTPOTHO3UPOBAHUS TTU(D-
POBOM MPECTYITHOCTH U TIEPEUUCIUTE €TO TIEJIN.

3. OmpenenuTe posib TPOTHO3UPOBAHUS 1TU(POBOI MPECTYITHOCTH ?

4. Kakoe 3nauenue B nesarenpHoctu OB/l urpaer umcciemoBanue
KPUMHMHOJIOTHYECKUX PUCKOB B CBSI3U C BHEAPEHHWEM M Pa3pabOTKOI
1I(POBBIX TEXHOJIOTUI?
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lAaBa 7. lpepynpexpeHne npecTynAeHUH,
coBepluaeMbiXx B YCAOBUSAX LuppoBoOI TpaHchopMaL UK

I'IAal-mpyeMble pPe3yAbTaTbl OCBO€HMUS T€Mbl FAaBbl

— 3HATh MOHATHE MPELYIPERACHUs IPECTYIICHUH, YPOBHU TIPE]I-
VIIPEIUTETBHOM eI TEIbHOCTH, I U 3a1a4k, 0COOEHHOCTH;

— yMEeTh XapaKTepU30BaTh MPeLyNpeaUTebHbIe MEPhI 00IIECOI-
AJIbHOTO XapaKTepa ¥ CIEeIUATbHO-KPUMWHOJOTUYECKIE, OIpPENessTh
OCHOBHbIE HAIIPABJIEHUS TIPEAYIIPEIUTETHHOM A TeJTbHOCTH;

— BJAJIeTh TEPMUHOJIOTUEN KATETOPUU «IIPEAYIPEKICHIUE TTPECTY-
TJIEHUH Y, <«MPOMUTAKTUKA TPECTYTICHUN», <«BbIIBICHUE IPECTYILIE-
HUIY, «IIpecedeHre MpecTyIacHU», HaBBIKaMU MTOATOTOBKYU Mep TIpefl-
YIIPeANTETHHOTO XapaKTepa.

7.1. TeopeTuyeckne oCHOBbI MPeAYNPEXAEHUS MPECTYNAECHUH,
coBeplUaeMbiX B YCAOBUSIX LuppoBoi TpaHcpopmaLmm

Kpumunosornueckast curyarust B Poccun mpogosskaet ObITh CI0K-
HOM, TMO3TOMY MPEAYNPERACHUIO NPECTYIJICHUI yenasercss ocoboe
BHnManue. [0cy1apcTBOM MPUHUMAIOTCST HEOOXOIMMBIE MEPBI TI0 U3Me-
HEHUIO CJIOKUBIIEICS CUTYAIlUU U CHWKEHUIO HAIIPSIKEHHOCTU B HTOM
cepe. B cBsa3u ¢ aTuM, Ha benepasbHOM YPOBHE TIPUHSAT P TOKYMEH-
TOB, KOTOPBIN OIpe/iesiieT OCHOBHBIE TIPUHIIAIIBI, 33/1a4i U 11eJI1 TIPEe/I-
VIPEKIEHUS IPECTYIJIEHUH, KaK B 11€JI0M, TaK U OT/EJIbHbIX €€ BU0B",
ITO JaeT OCHOBAaHUE CUYUTATh, UTO TTPABOBAS OCHOBA MPEAYIIPEKACHUS
MIPeCTYIJIEHUH co3/lana 1 JIEHCTBYET einHast rocy/lapcTBeHHasd cucTeMa
WX TIpelyIpeKaeHNs.

* Komuenims obmectsennoil Gezonacnoctu B Poceniickoit Menepatun (yrs. Tpe-
sunentom Poccuiickoit Degeparin. 14 Hosbps 2013 1. Ne ITp-2685). [loctyn u3 crpas.-
npaBoBoil cucteMbl «Koncymprantllniocy; KoHienmus NpOTHBOAEHCTBUS TePPOPU3MY
B Poccuiickoit Degeparuu (yr8. [Ipesugentom Poceniickoit Oexeparuu 5 okrsiops 2009 r.).
Jloctyn u3 unboOpMaIoHHO-1IpaBoBoro noptana «lapanty; O mporuBojelicTBUM TEPPO-
pmsmy: dezep. 3akon ot 6 mapra 2006 T. Ne 35-D3. /loctym 13 HHGOPMAIHOHHO-TPABOBO-
ro noprajia «[apant»; O Crparernu HauoHaIbHON Gesomackoctn Poccuiickoit Dexeparyui:
ykas Ipesuzenta Poccuiickoii Menepauyn 31 aexabps 2015 r. ocTyn us crpas.-mpaBoBoit
cucrembl «Koncyaprantllioocy; Obecrieyerue 00IeCTBEHHOTO MOPSIIKA U IIPOTUBOEHCTBIE
npectynHocty (yTB. octanossenueM IIpaBurensersa Poccuiickoit Deneparmu ot 15 arpe-
ast 2014 1. Ne 345). Jloctyn u3 uHboOpMaIHOHHO-TIPaBoBoOro nopraia «lapant»; 06 ocHo-
Bax cHCTeMbl MpoduIakTiKy mpaBoHapymenuii B Poccuiickoit Denepannu: deep. 3akoH
ot 23 monst 2016 r. No 182-D3. octym us cripas.-npaBoBoii cucrembl « Koncymprantllocs.
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[esbio esiTeIbHOCTH, HATIPABJICHHON Ha MPELyTIPEKIeHUE TIPECTY-
TJIEHUH, coBepIaeMbIX B cepe 1uppOBBIX TEXHOJIOTHM, SIBJISIETCS CHU-
JKEHUE YPOBHS 9TUX MPECTYIUICHHH, a TaK/Ke 3aliTa JUIHOCTH, 001IIe-
CTBa ¥ FOCY/IAPCTBA OT IPECTYITHBIX TTOCSTATETHCTB.

OcHoBHas 3a/1a4a MPEAYIPEKICHUS TPECTYILIEHUI, COBEPIIAEMbIX
B cepe 1UGPOBBIX TEXHOJIOTUH, 3aKII0UAETCA B BBISIBJICHUH, YCTPaHe-
HUW ¥ HEWTPaIU3allMy IPUYUH U YCJIOBUH, CIIOCOOCTBYIOMIMX COBEPIIIE-
HUIO HA3BAHHBIX MPECTYIJIEHUI U TIPEI0TBPAIEHUN TOTOBSIIIUXCS TIpe-
CTYTIJIEHU.

[IpaxkTuyeckas peanusarud 1esneit, 3a71ad 1 TPUHIIUTIOB TTPETyITPEsK-
JICHUST TIPECTYIJIEHUI 3aBUCUT OT MPABOINPUMEHUTETHHON JIE€SITEbHO-
ctii. OOBEKTOM TIPEYIIPEAUTENBHON eI TEIBHOCTH BBICTYTIAET CHCTEMA
MPUYKH ¥ YCIOBHA, CIOCOOCTBYIONMX COBEPIICHUIO TIPECTYIIJICHUH, 4TO
JIAeT OCHOBAHUE PACCMATPUBATH IIPEAYIIPEAUTENbHYIO IESTENbHOCTD KaK
IeJIeHalpaBIeHHas IesITeIbHOCTh TOCYIapCTBa, 00MIecTBa, (PU3NIECKUX
U IOPUMYECKUX JIUI], HAIIPABJICHHYIO HA HEJONYIIECHUE UX COBEPIIEHUS
[yTeM BbISBJICHUS, aHAJIN3a, YCTPAHEHUS WJU HEUTPaJIU3aluu TpU-
YHMH TIPECTYIIEHUH, YCAOBUH, CIOCOOCTBYIOIINX X COBEPIIEHUIO, OKa-
3aHUST TIPEAYIPEUTETHHOIO BO3IEHCTBUS HA JIUI] C TTPOTUBOIIPABHBIM
nosezerrieM”. HeoOX0AMMO OTMETUTD, Y4TO TOHSATHE MPELYTTPEKACHIS
[IPECTYITHOCTHU SIBJISIETCSI POJIOBBIM MOHSITHUEM IO OTHOILIEHUIO K TIOHS-
TUSM: TIPOGUIAKTHKA TIPEJAOTBPAIEHNEe U TIPeceUYeHre MPecTyIICHU .
[To MHEHUIO psijia aBTOPOB 3TH MOHSATUS] UIEHTUIHbBI ",

[Ipu atom, mpoduiakTuKa TPECTYIIEHUN — 3TO TMPEAyIPEANTENb-
Hasl JIeATeIbHOCTh, HallpaBJCHHAs Ha ycCTpaHeHue, ocjabieHue, Heil-
TPaAIU3AIUI0 KPUMUHOTEHHBIX (DAKTOPOB, METEPMUHUPYIOIIUX MPECTY-
IJIeHUe; HEAOMyIIeHNEe COBEPIIEHUS MPECTYIICHUS JHUIOM, BeXyInM
aHTUOOIIECTBEHHBIN 00pa3 JKU3HU; PasbsCHEHUE IpasklaHaM UX TIpaB
n 00s13aHHOCTEH, CIOCOOOB 3aIUThl ce0s, CBOErO UMYIIECTBA OT Ipe-
CTYITHBIX TIOCSITATEIbCTB,

ITox mnpemoTBpailieHUEeM TPECTYIVIEHUN TOHUMAETCS  JIesSITeb-
HOCTb, HAlIPABJIEHHASI HA HEJOIYIIeHUEe 3aMbIILISIEMbIX WU TIOJAT0TaB-
JuBaeMbIxX mnpectymieruii. Ha atoii craguu dbopmupoBaHusa 3ambicia
MIPECTYITHOTO TIOBENEHUs IIyTeM IPOBEACHUS ONEePATUBHO-PO3BICKHBIX
MEPOIPUSITUIL BBISIBJSIOTCS JIMIA, OT KOTOPBIX 110 WX HETATUBHOMY
MTOBEZICHUIO MOKHO OKUATh COBEPIIEHWH MpaBOHAPYIIeHWH (TIpecTy-

06 ocHoBax cucTeMbl IPOGUIAKTIKY TpaBoHapymenuii B Poccuiickoit Menepartim:
(benep. 3akon or 23 mions 2016 . Ne 182-D3. Jloctyn u3 crpas.-paBoBoii cuctembl «Kon-
cyabrantllmocy.

" Kpumunonorus: yuebnux ans sysos / mox pef B.Jl. Maskos. Mocksa: I0cTuipmn-
dopm, 2006.
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IJIEHUIT); YCTPAHSIOTCS YCJIOBHUSI, KOTOPbIE CIIOCOOCTBYIOT Pean3aliui
MOJI0OHBIX MBICJICH.

[Ipenynpexaenue mpecTyIJIeHU, coBepimaeMbix B chepe mud-
POBBIX TEXHOJIOTHIA, TPeOyeT BechbMa CEPhE3HBIX YCUINN TOCYIapCcTBa
n o01ecTBa U MOKET OBITh YCIEIIHBIM TOJBKO Ha OCHOBE KMCIIOJIhb30Ba-
HUSI [IMPOKOTO KOMILIEKCA OOIIECOIUAaNbHBIX W CIEIMaIbHbBIX TPe/-
YIIPEIUTETbHBIX Mep.

Heobxomumoii  npeanochlikoil  9G@EKTUBHOCTH  AeSATeIbHOCTU
10 TPenyIpeKIeHUI0 TTPECTYIJICHUH, coBepiiaeMbiX B cdepe 1mudpo-
BBIX TEXHOJIOTUH SIBJISIETCSI €€ COIMaJbHast ¥ 9KOHOMIYECKast 06O0CHO-
BaHHOCTHh. BMecTe ¢ TeMm TpeaynpeauTeTbHAd ACATENbHOCTb TOJKHA
oTBeYaTh HE TOJNBKO TpeOOBaHMSIM d(DPEKTUBHOCTH, HO U CHCTEMHOCTH.
CucreMHbIIl MOAX0A K paspaboTKe M OCYIIECTBICHUIO Mep TPeayll-
peRIeHNS IU@POBBIX MPECTYNJICHNUN BKIIOUAET AEUCTBUS PA3TUIHBIX
3BEHbEB TPENYIPEAUTENbHON MeaTelbHOCTH, AU(depeHInPOBAHHBIX
1o Maciitaly, (GyHKIUSAM, CBOWCTBAM U B TO JK€ BPEMST B3AUMOJIEHCTBY-
IOIUX B PENICHUN 3a/1a4 MIPeAYTIPEUTEIbHOTO XapakTepa. Peub nomxHa
UITA O BCECTOPOHHOCTU BO3MEUCTBUS B3aMMOCBI3aHHOTO KOMILIEKCA
9KOHOMMYECKUX, MOJUTUUYECKUX, COIUATBHBIX, MPABOBBIX, HIEOJIOIH-
YeCKUX W UHBIX MeP BO3JCUCTBUSA Ha TPUIMHHBIN KOMIITEKC UM POBOI
MIPECTYITHOCTH.

B Teopun KpUMHUHOJIOTMU IIPEJIaraeTcss pacCMaTPUBATh CUCTEMY
[peNyIPEeaUTESbHOTO BO3/IEUCTBUS HA TPECTYIIHOCTh B YETHIPEX YPOB-
HAIX IPeAyIpeANTEeTbHO-TTPODUIAKTIIYECKON IeATeTbHOCTH:

1) oburecoruanbHoe MPEAYIPEKICHUE, KOTOPOE WMEET IEJIbI0
yCcTpaHeHue, HelTpaausaiuio, ocjaabiieHre BCEro KOMILIEKCA KpH-
MUHOTEHHBIX (PAKTOPOB; MpeAyNIpeRIecHue caMON BO3MOXKHOCTU (op-
MUPOBaHUST aHTHOOIIECTBEHHON HATIPaBIEHHOCTH JINYHOCTH,

2) KpuMHmHOJOTHYecKasg MPOoMUMIAKTUKA, BKJIOYAIONAs yCTpa-
HeHUe, HeHTpau3alnio wim ociabjaeHne HeOIaronpusTHbIX (GaKkTOPOB
COlMA/IU3AINN; [PeceYeHre HAYaBIIErocs IMPoIecca KPUMUHOTECHHOMN
nedopMalvyl JUYHOCTH; HEJIOTYIIEeHNe TIePex0/ia Ha MPECTYIHBIN My Th
JIMIl € SIBHOWM aHTHOONIECTBEHHOW HAIPABJICHHOCTHIO; HWCKIIOYCHIE
PEIUIrBa CO CTOPOHBI JIUII, YK€ COBEPIIUBIINX MTPECTYIIICHUS;

3) oxXpaHUTEeJIbHOE TPeIyIpeKIcHNEe TPECTYIICHUN yiaep:KaHue
HEYCTONYMBBIX JIUI[ OT COBEPIIEHUS IIPECTYIIEHNI; CO3/IaHIe BHEIITHWX,
0OBEKTUBHBIX TPETSITCTBUI, IEIAIONIIX HEBO3MOKHBIM HJIU K€ 3aTPY/I-
HSTIOIIUM COBEPIINEHKE MIPECTYIICHUH; OOHAPYKEHKE U ITpeceYeHune oI
rOTaBJMBAEMbIX M HAUYATHIX TIPECTYILIEHUI;

4) yroJIOBHO-IIPaBOBOE MpPEAyIpPeKIeHUE, KOTOpoe obeciednBa-
eT: MeXaHU3MbI 001Ieil ¥ YaCTHOM TIPEBEHIUH C TIOMOIIBIO YCTPAIICHMSI
YTOJIOBHOI OTBETCTBEHHOCTHIO U TIPAKTUKON €€ OCYIIECTBIECHUS; JIUIIe-
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HUeE JINIA C TIOMOIILIO U30JISIIUU (DU3UYECKOI BOZMOXKHOCTU COBEPIIAThH
[IPECTYILJIEHNST; UCITPABUTEIBHOE U BOCIIUTATEIHHOE BO3/IEHCTBUE B XO/1€
orObiBanus Hakasanus "',

[TocTpoenne cucrteMbl TpemyIPeIUTENTbHO-TTPOMUIAKTUIECKON
JIESITE/IbHOCTU MOKHO CYUTATH OTIPABAHHOIM, TIOTOMY YTO OHA BKJIIOYAET
BCe ITAIBI MPEAYIPEAUTETHHOTO Bo3zeiicTBus. CienyeT MTPU3HATH, UTO
B KPUMMHOJIOTUYECKON JIMTEpaType MPEJAraloTcs PasjndyHble KJac-
cuduKanuy npeaynpeauTeabHbix Mep. M3BecTHO, uTo Kaaccudukaims
Mep TPEAYIPEKICHUS KaK IIPUEM HAYUYHOTO UCCJIEOBAHUS TIOAUNHSIET-
cs1 crporum TpeboBanusiM. OHa JOJKHA, B YaCTHOCTH, OXBAThIBATh BCE
MEpBI, KOTOPbIE OCYHIECTBJASIOTCS CYOBEKTaMU TIPEAYITPEANTENbHOI
JESITeJIbHOCTH, 00ECIIeYnTh UX UCIIOJHEHHE ¥ O0JIErYuTh MX TPUMEHE-
HUeE, CO3/IaBaTh TEOPETUYECKYIO OCHOBY COBEPIIEHCTBOBAHUS METOJUKU
UX TIPOBEJIEHUs], OTIPEIEJIUTD HTAIIbI IPOBeieHus u T. 1. Ho Bce 310 BO3-
MOKHO OCYIIECTBUTH TOJIBKO IIPU TIOCTPOEHUU KJIACCU(PUKAITMOHHBIX
CUCTEM, OCHOBAHHBIX HA PA3JUYHBIX KPUTEPUSX, a TOCKOJbKY CYIIe-
CTBYET Pa3JNYHble KJIACCU(PUKAIUU TPEAYIPEIUTETHHON eITebHO-
CTH, OCTAHOBUMCSI Ha KJacCU(PUKAIMKU MPEIYIPERKACHUS IPECTYILIe-
HUII 110 YPOBHIO: 00IIeCOIMaIbHbIE U CIIEINATbHO-KPUMUHOJIOTHYECKHE
npenymnpexiaenue.

ITpu aTom obmiecolManbHOe TPEAYIPEKRICHNE BKIOYaeT B cebst
COBEPIIIEHCTBOBAHKUE 9KOHOMUYECKUX, COIUAJBHBIX, [y XOBHBIX, TOJIUTH-
YeCKUX OTHOIIEHWIT B 00IIECTBE; BBISIBJICHIE W YCTPAHEHKE TUCTIPOIIOP-
Uil B HUX; KPUMUHOJIOTUYECKAST IKCIIEPTU3A; IKCIIEPTHBIE UCCJIe/[0BaA-
HUs, YKpeIIeHUEe 3aKOHHOCTH, COITMaIbHAas 3a1iuTa Hacejaenust. Ha atom
ypoBHe Hambosee 3(h(EKTUBHBIM SIBJISIETCS pa3padOTKa COIMATbHBIX
[IPOTPAMM TI0 OTAETbHBIM TPoGIeMaM KPUMUHOTEHHOTO XapaKTepa.

OcHOBOH 0611ECOMATBHOTO YPOBHSI IPEAYTIPEAUTEIBHON eI TE/Ib-
HOCTH HA3BAHHBIX [IPECTYILJICHU JIOJIKHBI CTATh PE3YJIbTAaThl IPOBE/ICH-
HOTO MOHUTOPUHTA COBPEMEHHOTO COCTOSIHUS ITU(POBOII ITPECTYITHOCTH,
[IPU 3TOM JIOJIKHBI YYUTBIBATHCS HE TOJIBKO [MOKA3aTe/ Il 3aPerucTpupo-
BAHHBIX IIPECTYIJIEHUH, COBEPIIIEHHBIX B cpepe nbPOBBIX TEXHOIOTUH,
HO U pPeajibHOE COCTOSIHME C YUETOM €€ JIATEHTHOM 4acTu, IIPUIUHHOTO
KOMILJIEKCa, CyAeOHO-CIeICTBEHHOM MPaKTUKKU 110 JAHHON KaTeropuu
JIeJT, MeXaHU3Ma [PUBJIEYEHUS] K YTOJOBHOI OTBETCTBEHHOCTH U €TI0 pea-
JIU3AIUS B 1[EJIOM, COI[UATIBHO MTOJTUTUYECKONH U 9KOHOMUYECKON CUTya-
11U, CJOKUBIIENCS HA MOMEHT TIOJTOTOBKU Mep TPEAYIPEIUTENbHOTO
BOBJIENCTBUSI, PE3yJIbTaThl KPUMUHOJIOTUYECKOTO MPOTHO3a HA KPATKO-
CPOYHBIN U CPEJHECPOUHBIN TEPUOJIbI, U JIPYTUE COCTABJISIONINE, KOTO-

" Yemunos B. C. Cucrema IIpe/lylIpeuTe/IbHOr0 BO3ICHCTBIA Ha IPeCTYIHOCTb H YTo-
JIOBHO-TIpaBoBast npodumakrika. Mocksa, 1983.
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pbI€e TI03BOJISAT MPABUJIBHO U B IOJTHOM 0OBEME yUeCTh BCe HEOOXOAUMbBIE
0CcOOEHHOCTH COBPEMEHHBIX KPUMUHOJOTHYECKUX YIPO3 C IEJIbI0 OIpe-
JleJIeHUST HAlIPABJIEHUs TIPELY ITPEUTENBHOTO BO3/IEHCTBUS.

CriennajibHO-KPUMUHOJIOTUYECKOE TIPEAYIIPEKICHUE 3aKII0UACTCS
B JIESITEJIbHOCTH TI0 TIPEJAOTBPAIIEHUIO, TIPECEUEHUI0 U PACKPBITHUIO TIpe-
CTYTJICHUN; BBIABJIECHUIO W yCTPaHeHWIO (HeUTpaiusanuun) AeTepMu-
HAHT TPECTYIHOCTH, MPUYUH U YCJOBUN KOHKPETHBIX MPECTYILICHUI;
03/I0POBJIEHUSI COLUAJIBHON MUKPOCPEJIbl, KOPPEKIIUU TTOBEJICHUS JIUII,
UCIIPABJICHUIO JIUII, OT KOTOPBIX MOKHO OKUJIATh COBEPIIEHUS WU YIKe
COBEPIITUBIIUX IPECTYILICHUSI.

ColnabHO-OJIUTUYECKUE MEPBI TIPE/YTIPEKIEHUS] IPECTYILICHUH,
coBepiiaeMbix B chepe Mu@POBBIX TEXHOJOTUN SIBJSTIOTCS OCHOBHBIMHU
[IPU OCYIIECTBJIEHUN HA3BAHHON JIESITEJIBHOCTH, TaK KaK rOCy/1apCTBEH-
Hasl yTOJIOBHASI MOJIUTUKA BO «MHOTOM 3aBUCHUT OT YKpPEILIEHUs POJIN
rOCyIapCTBEHHON BJIACTH, PAIllMOHAIU3AIMK IOAXOMA0B K BbIpabOTKe
perieanii B GOPMUPOBAHUU YTOJOBHON MOTUTUKHU, OT CO3AHUS yCIO-
Buil 1151 2(pdeKTUBHON PabOThl MEXaHU3MOB, OCHOBAHHBIX Ha CAMO-
PEryJIMpoBaHUK U TIPEMSITCTBYIONUX PA3BUTHIO JECTAOMIN3UPYIONIX
(hakrTopoB»'”. BasKHbIM HaIrlpaBJeHUEM B IAHHOM CJIydae JIOJIKHBI CTaTh
Mepbl, HallPaBJCHHbIE Ha CTaOMJIU3AIMIO MOJUTHYECKON CHTyaIrun
B Poccuy; ykperienue u MOBbBIIIEHIE aBTOPUTETA MOJUTUYECKON BJa-
CTH; CO3[[aHNe 3aKOHOAATEIbHOI 6a3bl 10 oxpaHe MU(GPOBBIX TEXHOJIO-
Iuii ¥ 3amuUThl, HO 6Ga3bl IPABOBON 3ALIUIEHHOCTH POCCUICKUX IPaK-
JIaH; BbIPaOOTKA CTPATErny W TaKTUKKM YTOJOBHOW MOJMTHUKH, a TaKKe
MOJIUTUKU UJI€0JIOTUYECKOTO BO3/IEHCTBUSL.

K conmanbHO-9KOHOMUYECKUM MepaM  TPEAYIPEKICHUST TIpe-
CTyTJICHUH, coBepiiaeMbix B cdepe 1mubpOBBIX TEXHOJOTHUH, CIEAyeT
OTHECTU O3/I0POBJIEHIE 9KOHOMUKH, YKPEIUICHUE KPEJAUTHO-IEHEKHON
CUCTEMbBI TOCY/IAPCTBA KAaK BAXKHEHUIIIErO0 MHCTUTYTA 9KOHOMUKH, MEPHI
COIMAJIBHOI 3aIUTHI HACEJICHWST, B TOM UNCJIE TOBBIIICHUE YPOBHSI JKU3-
HU U 7.

MepsI comnuanbHO-TIPAaBOBOTO XapaKTepa B TIEPUOJ Pa3BUTUA (-
POBBIX TEXHOJIOTHII OYeHb BaKHbI, OOJIBIIOE 3HAYECHUE MPHUIAETCS CO3-
JAHUIO 3aKOHO/ATEIbHOW OCHOBBI, KOTOPasi ObI OTBEYAJIa CETOMHSIIITHIM
peanmusgaM: TPUHATHE KOMILJIEKCAa 3aKOHOAATENbHBIX aKTOB, BHECEHUE
U3MEHEHWH B PsiJl IeUCTBYIOIIUX 3aKOHO/ATEIbHBIX aKTOB U HOPMAaTUB-
HBIX JJOKYMEHTOB, PErYJUPYIONINX CO3/[aHue U IpUMeHeHne 1u(poBbIxX
TEXHOJIOTHIA, OXpaHy 0OIIECTBEHHBIX OTHOIICHUIT, BOSHUKAIOIINX B CBSI-
3U C UX IPUMEHEHUEM U UCII0JIb30BaHUEM B Ha3BaHHOU cdepe, 3aiuTy

' C6opHIK M36PaHHBIX JIEKIMil 110 KPUMUHOIOTHH / IO/ Pefl. A-Pa I0pHJL. HayK, TIpo-
teccopa T. B. Ilnmnkesia. Mocksa: [Opmmtdopm, 2020.
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JINYHOCTH, OOIIECTBAa U TOCYAAPCTBa HE TOJBKO OT MX HMCIOJIb30BAHUS
B OBITY 1 TIPOU3BOJICTBE, HO U B TIPECTYITHBIX TIEJISX.

Ocoboe BHUMaHWE CJIELYeT YACIUTh 1 HOPMATUBHBIM MPEANNCAHHU-
SIM, PErJIaMEeHTUPYIOMUM TIPOTUBO/IENCTBUE TTUMPOBOI MPECTYMHOCTH,
B COOTBETCTBUU C MEK/YHAPOIHO-TIPABOBBIMY CTAHIAPTAMU U MEXK/IyHa-
poaHbIMK 00s3aTeIbcTBAMU Poccu; 3akioueHre 1 paTuUKaIs MeK-
NyHapoaHbIX KOHBEHIMIT, MEKTOCY/IapCTBEHHBIX IOTOBOPOB U COTJIAllie-
HUI IO BOIIPOCaM ITPOTUBOAEHCTBUA TG POBOIL MTPECTYITHOCTH.

OpranusaluoHHO-yIIPaBJeHYeCKUE MePbl TPELYIPEKIACHUs TIpe-
CTYTIJICHUH, coBepiiaeMbIX B cdhepe MUuGPOBBIX TEXHOJOTUN TTPU3BAHbI
CII0COOCTBOBATH OPraHU3AINHY MIPEAYTIPEAUTETIBHOM eI TEIbHOCTH, IPHU-
HSITHIO CTPATErMYeCKUX PEIIeHNui Mo 00eCHeYeHNI0 OXPaHUTEIbHBIMH,
KOHTPOJIbHBIMU U HAJ30PHBIMU (DYHKIUSIMU OPraHOB U yUPEKIAECHUI
3a cdepoil MUMPOBBIX TEXHOJOTUN, ONPENETUTh X B3aNMOJEUCTBHUE
110 3ature HuPOBBIX TEXHOJOTUI OT TIPECTYITHBIX TIOCATATEIBCTB U TIP.

[Ipenynpexxaenue Ha3BaHHOTO BHUAA MPECTYILUIEHUH 3aBUCUT
or mnpodeccuoHamu3Ma CyOBEKTOB TPEAYIPEAUTENbHON JesATeNbHO-
ctu B cdepe IT-rexuomoruii. B ¢Bsg3u ¢ atum HeodXoauMa MOATOTOBKA
U TepekBauUKAIUs COTPYIHUKOB MPABOOXPAHUTEIBHBIX OPraHoB,
HEOOXOMMO YKPeIIeHHe MOopasie/ieHui, KOTOPble HEOCPEICTBEHHO
OCYIIECTBJISIIOT MEPOIPUSATUS TI0 MPOTUBOAEUCTBUIO IPECTYILICHUSIM
B chepe uGPOBBIX TEXHOTIOTUT.

[Tossimenne ahheKTUBHOCTH TPETyIPEIUTENbHON eATeTbHOCTH
HAMPSIMYIO 3aBUCHUT OT B3aUMOJAEHCTBUSI CyOBEKTOB MPOPUIAKTUKH,
JESITeJIbHOCTH KOTOPBIX JI0JIKHA OBITh CKOOPAMHUPOBAHA U CILTAHUPOBA-
Ha IMyTeM ITIOJTOTOBKH IEJIEBBIX IIPOTPAMM, HOCSIIMX MEKOTPACJIEBOI,
MEKBEIOMCTBEHHBIN I MEKPETHOHATBHBIN XapakTep.

Heo6xoauMo TOBBICUTH  POJIb  CYyOBEKTOB  MPEAYNPEAUTENBHOI
JEATEeIbHOCTH, e JOJJKHA OBITh XOPOIIO OTPabOTAHHON KOOPIM-
HallMs W B3auUMOJICCTBHE MEXK/Y IPAaBOOXPAHUTEJNbHBIMU OpraHa-
MU; YTOYHEHbI (DYHKIMOHAJIbHbBIC MOJHOMOYMsI OPraHOB, 00ecIe4eHo
BBICOKOIPO(ECCUOHAIBHOE PellIeHre TIOCTABJICHHBIX 33j[au Yepe3 IIpo-
JIYMaHHYIO CUCTEMY TIOJITOTOBKH, IEPEMOITOTOBKU 1 MOBBIIIEHUS KBAJIH-
dbukarmu kaapoBs, 6ePEeKHOTO OTHOIIEHHS K CHEIUATNCTAM U HaKOTLJICH-
HOMY OTIBITY.
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7.2. OcobeHHOCTHU MPeAyNPeXAEeHUs NPEeCTYNAeHUH,
CcoBeplUaeMbIX B YCAOBUAX LLMPPOBOM TpaHCPOpMaL UK

B ycioBusix pazsutust udpoBoro obiiecTBa U BHEAPEHUS 1UpPO-
BBIX TE€XHOJIOTHI OBIIECTBO CTOJKHYJIOCH C PSIZIOM HOBBIX HEraTHBHBIX
COIMAJIBHBIX SIBJICHUI, OJIHUM U3 KOTOPBIX sIBJsIeTCs UppoBasi Ipe-
CTYMHOCTD. DTOT BUJL TIPECTYITHOCTH TPebyeT K cebe 0co60r0 BHUMAHIIS
1 0c060T0 MOX0/IA B IEATEILHOCTH 10 €€ TIPEAYPEKACHIIO, TOCKOIbKY
ete He BbIpaboTaHbl J0CTaTOUHbIC 9(D(hEKTUBHBIC MEXaHI3MbI BbISIBJIC-
HUSI U TIPeCeUYeHNsT PECTYIIEHU, COBEPIIEHHBIX B cdepe udpoBbIxX
TEXHOJIOTUH.

[Ipenynpexaenue 1udpoBoil MPEeCTYyTHOCTH [MOJKHO OCYIIECT-
BJISITHCSI HA OCHOBE KOPEHHBIX U3MEHEHUI CTPATErd U TAKTUKU ee TIPO-
BeICHUs, Ha IOUCKe U BHeApeHun 6oee a3 PeKTUBHLIX (hOPM U METOLOB
POBeEIEHUST KBATUMDUIIMPOBAHHO pabOTHI, KOTOPbIE U OJIKHBI OTTPe/ie-
JIUTH yCIeX TpeaynpeIuTeNbHON 1eaTeTbHOCTH B I poBoii chepe. Ita
JEeSITeJIbHOCTD, TOMUMO OIIPEICICHUS ee TleJIeil 1 3a/1a4, a TakkKe CyObek-
TOB CUCTEMbI TPOMUIAKTUKY, BKJIIOUAET UHMOOPMAITMOHHO-aHAIUTHYE-
ckoe obecriedeHne, KPUMUHOJIOTHYECKOE TIPOrPAaMMUPOBAHNE U TIJIAHHU-
poBanue MpoMpUIAKTUIECKUX MEPOIPUSTUM, PACCTAHOBKY UMEIOIIUXCS
CUJI ¥ CPEACTB, 0OecIIedeHe X B3aUMOACHCTBI, KOOPAUMHALUIO pabo-
ThI, KOHTPOJIb 32 MCIIOJTHEHUEM, METOUYECKOE, KaJ[POBOE, MaTEPUATTh-
HO-TEXHUYECKOe U nHoe obecneyenne ',

IbdEeKTUBHOCT TPeAYNPEKIeHNS MpecTyIieHuil B chepe mud-
POBBIX TEXHOJIOTUI 3aBUCHT, TIPEXK/E BCETO, OT OCHOB €e OpraHu3aluu,
KOTOpasi BKJIIOYAET JESITEJbHOCTb 110 (DOPMUPOBAHUIO CAMOI CHCTEMbI
HpeyPEKICHUS IPECTYIIEHU 1 obecredeHnIo poriecca ee (hyHKINo-
HupoBauusi. OHa MOKET OBITh YCIIEITHON TOJIBKO MTPU KOMILIEKCHOM BO3-
JEHCTBUN HA IPUYKMHBI ¥ YCJIOBUS, CIIOCOOCTBYIONIIE COBEPIICHHIO (-
poBoii ipectynnoctu. C 9TUM HEJb3sl He COTJIACUTRCS, TAK KaK MPECTYII-
HOCTb — siBJIEHME, 0bJafaoIee pasHOYPOBHEBBIMU XapaKTEPUCTHKAMU
U JieTepMUHUPOBaHHAsT (haKTOPAMU COIUAJIBHOTO, COIUATBHO-TICUX0JI0-
IUYECKOT0 M WHAWBUIYAIbHO-TICUXOJOTMYECKOTO TIOPsi/IKa, Tpebyrotiee
TSI CBOETO U3YYEHUsI UCII0JIb30BAHKUE KOMILIEKCHOTO TIOIX0/.

KomrutekcHbIN TTOAX0 K BO3JIEUCTBUAIO HA NIPUYMHHBIA KOMIIJIEKC
U(GPOBON MPECTYITHOCTH 00ECHEYUT JOCTUKEHUE OILYTUMOTO IpPej-
yIpeauTeabHOTO a(hderTa Tpu yCAOBUU MPOBEACHUS IEJI0N CUCTEMbI
Mep, PaCCYMTAaHHBIX Ha JAJIUTEIbHBIN MEPUOJ, YUUTHIBAIOIIUX 0COOEHHO-
CTH KPUMUHOJIOTHYECKON 00CTaHOBKH.

"% Opranuzaims JesaTebHOCTH OPraHOB BHYTPEHHUX e/ 10 TIPeyIPeKIeHUIO Ipe-
crymennii / oz pext. B. /I Mankosa, A. @. Tokapesa. Mocksa, 2000.
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CoBOKyIHOCTh HamboJjiee CyIIECTBEHHBIX KOHKPETHBIX TpeboBa-
HUIi, cOOMIOIEHIE KOTOPBIX B PA3JIMYHOM COYETAHUN MOKET 0OECIIEYNTh
KOMILJIEKCHBIH TTO/IXOJ] K MPEAYIPEKICHUIO HA3BAHHOTO BUIA TIPECTYII-
HOCTH, XapaKTEPU3YeTCsl COUYeTaHneM: OOIIeCOIMaIbHOTO U CIelHallb-
HOTO TIPEeYIPEKICHUsT; Mep 001el 1 MHANBUAYaTbHON TPOPUITAKTUKH,
0XBaTOM BCEX OCHOBHBIX chep KUBHEIEATETbHOCTU U UHCTUTYTOB COIIM-
JIM3aIUK TPAKIAHNHA, UCTIOJIb30BAHUEM B3aUMOCBSI3aHHBIX U B3aUMO-
00yCIOBJIEHHBIX MEP 9KOHOMUYECKOT0, UACOJOTHIECKOTO0, KYJIbTYPHOTO,
[IPaBOBOTO, OPTaHU3AIMOHHO-YIIPABICHUECKOTO XapaKTepa, B3auMoIeii-
CTBMEM M KOOPAMHAIMEH JeSITEbHOCTH BCeX CyOhEKTOB MPOMUIAKTH-
K, OXBATOM COBOKYITHOCTH 0OBEKTOB, TPEOYIOIIUX MTPOPUTAKTUIECKOTO
BO3/ICHCTBUSI Ha COBOKYITHOCTb MPUYMH U YCJIOBUH, CHOCOOCTBYIONUX
COBEPIIEHNTO TN(MPOBBIX MTPECTYILICHUH.

ObecrieueHre KOMIUIEKCHOTO TOAXO/A B TPELYPEAUTENbHON esi-
TEJIbHOCTH 3aBUCUT OT BbIOOPA HANIPABJICHUN 1 MEP TIPELYTPEAUTENbHO-
ro BoszaeiicTBud. K TaKOBBIM MOKHO OTHECTI:

— BOBJICUEHME BCEH CHUCTEMBI CYOBEKTOB MPEAYNPEKACHUS Tpe-
CTYITHOCTHU U CPEJICTB, HAIIPABJIEHHBIX HA CHUKEHUE HETaTUBHBIX sIBJIC-
HUH, BAUSIONNX HA POCT UG POBOI MIPECTYITHOCTH;

— B3aMMOJICHCTBYE W aKTHUBU3AIMS TOCYJIapCTBEHHBIX W OOIIIe-
CTBEHHBIX OPTaHOB U OPraHU3aIuil B cdepe MpemaynpexaeHus mudpo-
BOI MIPECTYIMHOCTH;

— Hucronab3oBaHue HOPM U METOJOB TPEAyIpesKaeHNs Tu(PoBOii
[IPECTYITHOCTH, OCHOBAHHBIX HA PE3yJIbTaTax HAYYHBIX HUCCJIEIOBAHUI
U BHEJPEHHBIX B MPAKTUYECKYIO JIESTETHHOCTh TTPABOOXPAHUTEIbHbBIX
OPraHoB;

— paspaboTka u peasymsanus (eaepaabHbIX U PETHOHATBHBIX TIPO-
rpaMM TIpeayTIpesKIeHus Iu(GPOBOl MPEeCTYMHOCTU. B COBpeMeHHBIX
YCJIOBUSIX HEOOXOAMMa TIOATOTOBKA TEOPETHYECKH OOOCHOBAHHOM
u (uHAHCUPYEeMOH TPOTpaMMbl TPOTUBOJAEUCTBUSA IUPOBOI TIpe-
CTYITHOCTH, KOTOpast Oblia Obl COPUEHTHPOBAaHA Ha yCTPaHEHUE BCErO
KOMILIeKca (PaKTOPOB, MPUBOASNIMX K Pa3pacTaHUIO U YKPEILIEHUIO
nndpoBoit mpectynHocTu. [Ipu aToM ee MOATOTOBKA MOKHA CTPOUTD-
Cs1 Ha OCHOBE <«CTPOTO BBIBEPEHHBIX HAy4YHBIX JAHHBIX, K paspaboTKe
KOTOPBIX CJIelyeT MPUBJIEUb KBAJIU(PUIIMPOBAHHBIX COTPYAHUKOB HAYY-
HBIX M Y4eOHBIX IEHTPOB CTPAHbI, OMBITHBIX PAKTHKOB-CIEIIHATNCTOB,
[PEJICTABJISIONUX PA3JIUYHbIE OTPACTM 3HAHUU — IKOHOMUKY, 1IPaBO,
yrpasjienue, coruosioruio u ap."” TolbKo B 3TOM ciiydae mporpamma
MOKeT ObITh MAKCHMAJIbHO PabOTOCIIOCOOHOI. 3/1eCh Ke CIeLyeT OTMe-

" Iunkeeuu T. B. KpuMUHOTOTMYECKHE U YTOJOBHO-IPABOBbIE OCHOBBI GOPHObI € 9KO-
HOMITIECKOH TPECTYIMHOCTRIO: UC. ... I-pa fopu/. Hayk. Mocksa. 2002.
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TUTB, 4TO B 4. 1 cT. 29 «DyHKIMOHUPOBAaHNE CUCTEMbI TPOPUIAKTUKN
paBoOHaApyIIeHU> (epepanibHoro 3akoHa «O6 0CHOBaX CHCTEMbI TIPO-
(punaxruku npaBonapyiienuii B Poccutickoit Menepaiinns» 3aKperyieto,
YTO OHA OCYIIECTBJISIETCS HA OCHOBE TOCY/IaPCTBEHHBIX TIporpamm Poc-
cuiickoii Dezepaliiin, rocyIapCTBEHHBIX MTporpaMM cyObekToB Poccnii-
ckoii Dejiepaliuu, MyHUIUIIAJIBHBIX [IPOrPaMM B cdepe NpopuIakTuKu
MIpaBOHAPYIIEHU];

— HeoOXoAuMa TOATOTOBKA J0JTOCPOYHOI TOCYIapCTBEHHONW KOM-
TJIEKCHOM 1eJIeBOI MPOTPAMMBI 10 TIPEAYIIPERACHUIO MIMPOBON TIpe-
CTYIHOCTH. Ee 0CHOBOII /I0JIKHA CTaTh OPUEHTAIUSI HA yCTPaHEeHUe BCe-
r0 KOMILJIEKCA TIPUYUH, CIIOCOOCTBYOIINX COBEPIICHHIO TIPECTYIIICHUI
B cepe UG POBBIX TEXHOTIOTUT.

[ToproroBKa TaKUX MPOrPAMM JIOJIKHA OCYIIECTBIISITHCS C YUETOM:

— PEe3yJIbTATOB IIPOBEJAEHHOTO MOHUTOPUHTA COCTOSHUS 3allUAIICH-
HOCTU HACEJIEHUS;

— OIpe/IeJICHUsT CTEIIEHN ero KPUMHUHOJOTMYECKO 0e30MacHOCTH,
BBICTYIAOIIEH COCTABHON YacThiO OOIIEH CHCTEMbI HAIMOHAJIBHON Ge3-
onacHoctu Poccun;

— UBYYEHWUS U OTIPejieJieHUsI KpUMUHOJIOTUYECKUX YIPO3 U PUCKOB,
KOTOPBIE TIO3BOJISAT OMPEAETUTh «KaK OyleT MEHSIThCSI CTPYKTypa Ipe-
CTYITHOCTH, Kakue OY/IyT MOSBISATHCS HOBbIE (DOPMbI OpPraHU3aIiK 1pe-
CTYITHBIX COOOIIECTB, KaK U3MEHSIETCST IPECTYITHOE MOBEIEHHE MO/ BO3-
JIENCTBUEM TEXHOJIOTUIT HOBOI TEXHOJOTUYECKOI PEBOIIOINHN U T. 1Ly ',
BoJiee Toro, 0CHOBOM Takoil pabOThI JIOJIKHBI CTaTh PE3YJIbTAThl PAOOTHI
C UCIIOJIb30BAaHUEM METOJIOB U MPOrPAMM UCKYCCTBEHHOIO MHTEJJIEKTA
1 aHa/M3a OOJIBIIIX JTaHHBIX.

Takast ToJIr0TOBKA /I0JIZKHA BECTUCH COBEPIIIEHHO HA HOBOM YPOBHE,
CTPOTO BBIBEPEHHBIX HAyYHbBIX JaHHbBIX, K pa3padOTKe KOTOPHIX CJIELYET
[IPUBJIEYb KBAIN(PUIIUPOBAHHBIX COTPYAHUKOB HAYUHBIX [[EHTPOB CTPa-
ubl B chepe IT — TexHonoruii, yueHbIX, IPEACTABISIONINX PA3JIUIHbBIC
OTPaC/IU 3HAHUI — 9KOHOMUKH, TIPABO, YIIPABJIEHUE, COIIUOJIOTHIO, TIPAK-
TUYECKIX PAOOTHUKOB U IIP.;

— TpUBJIEYEHUE COBPEMEHHBIX CIIEIMATUCTOB, UMEIOIIUX OIIpe/ie-
JICHHBIC 3HaHUsI B HasBaHHOI cdepe. Ho camoe riaBHoe HeoOXoamMa
[O/ICOTOBKA OPraHU3AlMOHHBIX AHTUKPUMUHAIBHBIX WHCTPYMEHTOB,
B UX YHUCJIE:

a) paspaboTKa HOBOII cuCTEMBI TIPO(ECCHOHATBHOTO 00pa3oBaTeIb-
HOTO TPOIlecca, HAllPaBJIEHHOT0 Ha oOydeHue OYAyIIUX CIEIUaTnCTOB
[IPaBOOXPAHUTEIHHON JIESITEJbHOCTA ¥ IMOBBIMICHUE KBaJIM(UKAIUN

"% Oguunckuii B. C. Kak n3yyath opranusosannyio mpectyntocts B XX1 sexe [Daekt-
ponnsiii pecype]. URL: https://izborsk-club.ru/15222 (nara o6pamenus: 30.01.2021).
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JEHCTBYIONIErO IPABOOXPAHUTEIBHOTO CO00IIECTBA CocobaM, METOIaM,
npuemMam 1 (hOpMaM BBISIBJIEHUsI, PACKPBITUS U PACCJIE0OBAHUS TIPECTY-
IJIEHWH, COBEPITaeMbIX B cepe UG POBBIX TEXHOJIOTHH;

6) BHeceHME W3MEHEHMIT B ydeOHbBIE ITPOTPAMMbI IIOATOTOBKH
U TIOBBIIIEHUS KBaJIM(UKAIUU COTPYAHUKOB IPABOOXPAHUTEIbHBIX
OPraHoB;

B) pa3paboTKa METOIMYECKMX PEKOMEHAAIMI 10 TPOTUBOIEH-
CTBUIO COBPEMEHHBIM BBI30BAM MIPECTYITHOCTH;

I) TeXHUYECKasl OCHAIEHHOCTb IPABOOXPAHUTEIBHBIX OPraHoOB
HOBEHIITUMH TEXHOJOTUSIMU ITH(OPOBOTO MUPA;

— YYUTBIBAs TPEANIECTBYIONIUI OIBIT, KOT/JIA IPakiate, 1a 1 I0pu-
JIIMYecKUe JINIa, He UMest JOCTaTOUHBIX 3HaHWUU B TOW WJIW MHOHN cdepe,
TEPSIIIN CBOIO COOCTBEHHOCTD, CTAHOBUJIMCH OAaHKPOTAMHU | T. 1., CO3Peia
HEOOXOIMMOCTD ITPABOBOI IIPONAraH/(bl 1 00YYEeHUsT TPak/IaH IPaBOBBIM
OCHOBaM UG POBOTO TPaBa.

B mepuon moarotoBku Mep 1o mpemynpeskaeHuo MudpoBoil mpe-
CTYITHOCTH, MOJIFOTOBKK IIPOTPAMM IIPEAYIIPEKAEHUS 9TOrO BU/A Tpe-
CTYITHOCTH, HEOOXOAUMO TIOHUMAaTh, 4TO IH(POBast SKOHOMUKA OTJIHU-
4aeTcsi OT PEAJbHOUM TeM, YTO OHA CYIIECTBYET TOJbKO B BUPTYaJbHOM
MUPE U MPECTYILIEHUS, KOTOPBIE CJEAYET IPEAYIPEKIATh, TOKE COBEP-
ITAIOTCS B BUPTYaJIbHOM MUDE.

[Ipu MeponpugaTHgX MO MPEAYTIPERACHNI0 MMMOPOBON MPECTyITHO-
CTH HEOOXOANMO MPOBOANTH MOHUTOPHUHT C HEJbIO TOJTYYEHUs CBele-
HUIl 00 YPOBHE 9JIEKTPOHHON TOPTOBJIU, O KOJIMYECTBE MHTEPHET-Mara-
3MHOB, OCYIIECTBJISIONIUX 3JIEKTPOHHYIO TOPTOBJIIO, 0GOPOT 9JIEKTPOH-
HO¥ TOProBJIX, KOJIUYECTBO M0JIb30BaTE e KOMITBIOTEPAMU U UMEIOIITUX
JocTyT K cetu IHTEpHET, ypOBEHb KOMITBIOTEPHBIX HABBIKOB HACEJIEHUS;
00beM MHBECTUIIUH B TeJeKOMMYHUKAIMK U AP. C b0 MPOrHO3UPO-
BaHUsS IUGPOBON MPECTYIMHOCTH 0cOO0e BHUMAHUE CJIEAYET YIEISATh
AJIEKTPOHHOMY MapKETHHTY, 3JICKTPOHHOMY OaHKWHTY U 9JIEKTPOHHBIM
CTPAXOBBIM YCIIyTaM.

CyObektamMu TIpeaynpesKaeHust udpoBoil PeCTYMHOCTH SBJISIOT-
ca deneparbHble OPTAHBI TOCYJAPCTBEHHON BJIACTU, OPTaHBI TOCYyAap-
cTBeHHON Bylacth cyObekToB Poccuiickoit MDepepaliuu, opraibl MecT-
HOTO CaMOYIIpaBJieHus], ICHCTBYIOIIUE B TIPe/ieJiaX CBOEH KOMIIETEHI[UN
KaK HEMOCPEJICTBEHHO, TaK U Yepe3 MOABEIOMCTBEHHBIC UM CTPYKTYPHL.
B npeaynpesxkaenuu JaHHOrO BUA TPECTYIUIEHUN Ba)KHAsi POJIb MPU-
HAJIJIEKUT PA3JIUYHBIM TOCYIAPCTBEHHBIM U HETOCY/IaPCTBEHHBIM CTPYK-
TypaM, BBIMOJHAONUM (GYHKIIUH 110 obeciiedeHnio mudpoBoit besomnac-
HOCTU. Psm Takux CTPYKTYp CO37aH 3aKOHOAATEJbHBIMU aKTaMU, MPHU-
uatbiMu B Poccuiickoit Depepaliny B OCeIHIE TOBL.
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YuactBoBaTh B NPOMUIAKTUKE MOTYT KaK OT/EJIbHBbIE JIUIA, TaK
u ob1iecTBeHHbIe OOBEIMHEHUST U UHBIE OPraHU3alliK, KOTOPbIE Iee-
HAIPABJIEHHO OCYIIECTBJSIOT HA PA3JUYHBIX YPOBHSIX U B PAa3JTUUHbBIX
Maciirabax poOUIAKTHYECKYIO JesTeIbHOCTD, HaleJIeHHbIE, B CBS3U
C 9TUM OIIPECJCHHBIMU TIPpaBaMU U OOSI3aHHOCTSIMU U HECYT OTBET-
CTBEHHOCTD 3a UX peanusanuio B pamkax 4. 1, 7, c¢t. 10, cT. 13, 9. 1 cT. 17
Ha3BAHHOTO 3aKOHO/IATEIHHOIO aKTa.

B nacrosiiee Bpemst B psizie cyObextoB Poccuiickoit @epepariim
paboTatoT, HarpuMep, KUOEPAPYKUHBI, KOTOPbIE OCYIIECTBIISIFOT MOHU-
TOPUHT UH(MOPMAITMOHHO-TEIEKOMMYHUKAITMOHHONW ceTu <« HTepHeT>
" 1pu 0OHAPY/KEHUH PACIPOCTPAHEHMS] HEraTUBHOTO KOHTEHTA, JKeCT-
KUX BUeO3aMucell 1 KapTUHOK, MHMOPMAIINT HAIIMCTCKOTO U (hbalnucT-
CKOTO co/iepsKanust, (QUIIMHTOBBIE PACCHLIKY U TIP., TIepeaioT nHdopma-
1IUIO B IIPABOOXPAHUTEIbHBIE OPTAHBI.

Bosbiiioe 3Hauenue B TPeAyHpeNUTETHHON JESATEbHOCTH UrPa-
er uH(bOpMAIMOHHOE ObecledeHrne MPaBOOXPAHUTEIbHBIX OPraHOB.
B mnacrosiiiiee BpeMsi CyIIECTBYeT HEIOCTATOYHAsI OCBEIOMJIEHHOCTH
O PeaJbHOM COCTOSTHUM U CTPYKTYpE IPECTYIIEHUI, COBEpIIaeMbIX
B chepe uGPOBBIX TEXHOTIOTUT.

B cBsa3u ¢ atuM HeobxouMa pa3paboTKa U BHEAPEHKE CIEIMAIbHON
0bpasoBaTeIbHON MPOrpaMMBbl, MPeAHa3HaYeHHOI 1Jis1 0OydeHust Oy y-
IUX CHEIUATUCTOB IIPABOOXPAHUTENbHON IS TENbHOCTU U TIOBBIIIEHUS
KBaJM(UKAIUU  JEHCTBYIONIETO PABOOXPAHUTEIBHOTO CcOO0IIEeCTBa
crocobam, MeTozaM, mpueMaMm 1 (popmaM obecrederHnss KPUMUHOIOIH-
YECKOU 3allUThl HACEJIEHUs] OT TPECTYITHBIX TOCATATENIbCTB; U B TOXKE
BPEMSI TaKOE JKe HallpaBJIeHUE eI TEIbHOCTH JI0JKHO OBITh HATIPABJIECHO
Ha OOydYeHUe HaceJeHMs] CaMOCTOSITEIbHBIM CIIoco0aM, MeToiaM, Mpu-
eMaM 1 (popMaM 3aIUTHI OT MPECTYITHBIX MOCATATETBCTB B cdepe 1ud-
POBBIX TEXHOJIOTHUT.

Onnako aHajau3 pe3yJibTaTOB HAIETO UCCAEOBAHUS CBUJETEJb-
CTBYET O TOM, UTO TPU TOJyuYeHUU UHMOPMAIIMH COTPYIHUKU MPABO-
OXPAHUTEJbHBIX OPraHOB CTAJKUBAIOTCS CO CJOKHOCTSIMU OpraHu3a-
IIMOHHOTO TopsaKa. Tak, HampuMep, MOAydeHrue MOTHOU WHHOpMAINT
O TIPECTYIJIEHUSIX, COBEPIIAEMbIX C HCIOJIb30BAHUEM IU(PPOBBIX TEX-
HOJIOTUI Ha Tepputopuu Poccun mpakTUYecKn HEBO3MOXKHO, TaK Kak
Takast nHdopManus pasposHeHa U npu ee cOoOpe OHa He COOTBETCTBYET
HUMEIOIUMCST OOIIUM TIOKa3aTe/sIM OTYETHOCTH MUHKCTEPCTBA BHY-
tpennux gen Poccuiickoit @expepariun. [Iprunna 3akaiodaeTcss B TOM,
KaK y’Ke paHee YIIOMUHAJIOCH, YTO TIPOU3OILIN U3MEHEHUS IPECTYITHO-
CTH, TIOSIBUJIMCh HOBBIE BH/IBI, CIIOCOOBI M CPEJCTBA COBEPIICHUS Ipe-
CTYILIEHUI, KOTOPbIE ellle He U3y4YeHbl, 9TO, BO-TIEPBbHIX, & BO-BTOPBIX,
[IPECTYILJIEHUS CTAJIN COBEPIIATHCS B BUPTYAJIbHON CPeJie, YTO OCTIOMKHSI-
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€T UX BBISIBJIEHUE, PACKPBITUE U [PUBJICUEHNE BUHOBHBIX K YIOJIOBHOM
OTBETCTBEHHOCTH.

Takoe mosokeHne BJEYET METbIM Pl HETAaTUBHBIX ITOCJIECTBUM,
TaK KaK OpraHbl BHYTPEHHUX JIEJI U JPYTHe [PABOOXPAHUTEIbHBIE Opra-
HBI, He UMesi YeTKOIO IPeACTaBIeHUs O JAeUCTBUTEIbHDBIX TEHIEHIIMSIX
ATUX MPECTYIJIEHWH, HE PACIIOJIATAIOT JOCTOBEPHBIMU JAHHBIMU O HAHO-
CUMOM UMW yiiephe 1, B KOHEYHOM CYeTe, He UMEIOT JOCTaTOYHOI Has3bl
IV OTIpeiesieHst HeoOXOAMMOro obbeMa Mep MpeaypeauTebHOTO
XapakTepa.

Boutbiiryio poJib B peaynpenTebHON AesITeTbHOCTH UTPAET COOT-
BETCTBYIOIAs TipaBoBast 6a3a, KOTOPast HAXOAUTCS TOJBKO B CTa[UH CTa-
HOBJICHUS.

KOHTpOJIbeIe BOIIPOCHI

1. PacxkpoiiTe oHITHE <TIPEAYTIPEKICHUE TTPECTYTIICHUT.

2. HasoBure o0011ecoragbHble MepPbl HMPEAYNPEKACHUS TIPECTY-
TJIEHUH, coBepIaeMbIX B chepe MUGPOBBIX TEXHOJIOTHH.

3. OmnpenenuTe TpemynpenuTesbHble MEPBI COIUATBHO-KPUMUHO-
JIOTUYECKOTO XapaKTepa MPecTYILIeH , coBepIIaeMbIX B cdepe mudpo-
BBIX TEXHOJIOTHH.

4. HazoBure OCOOGEHHOCTH — TIPEAYIPEKICHUS — MPECTYILICHHMIA,
coBepIIaeMbIX B cpepe u@POBBIX TEXHOJIOTHIA.



l\aBa 8. BukTMMoAOrHMyeckas npodpuAaakTHKa
npecTynAeHui B cpepe pasBUTHA U UCMIOAb3OBaHMUS
LUMPPOBbIX TEXHOAOTUM

I'IAal-mpyeMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— BHATh MOHATHUS «KHOEPBUKTUMHOCTD> U «KHOEPBUKTUMU3AINS»,
CYIIIHOCTb BUKTUMOJIOTMUYECKON TTPOMUIAKTKI, MEPHI BUKTUMOJIOTAYE-
CKOIT TPO(hUIAKTKY;

— YMeTb COCTaBJISATH MPOTPAMMBI BUKTUMOJOTUYECKON TTPO(UIIaK-
TKH KMOEPBUKTUMHOCTH; ITPUMEHSITh MOJyYeHble 3HAHWS B MPaKTHYe-
CKOH IeATEeIbHOCTH;

— BJIaJeTh TEPMUHOJIOTUEN BUKTUMOJIOTUHU; HABBIKAMU JIJIsI Opra-
HU3AIWH U TPOBEJCHUS BUKTUMOJIOTTYECKOU TPOMUITAKTKY.

8.1. KubepBUMKTUMHOCTb: MOHATHUE U BUADI

CerofHsi KepTBaMU KHOEPIPECTYITHUKOB CTAHOBSTCSI HE TOJBKO
JIIOJTH, HO U 11eJible rocyaapeTsa. [Ipu aTom 6e301acHOCTb ThICSUYei Tpak-
JIaH — TI0JIb30BaTeIell 2JIEKTPOHHOIO MUPA MOKET OKa3aThCs MOJ YIPO-
3001 BCero ot JAEeHCTBUIT HECKOJIBKUX mpecTynHuKoB. B 2007 romy Oblia
3aprkcHpoBaHa MUWJIMOHHAs sKajoba Ha WHTEPHET-TIPECTYILICHUE.
Poct npodeccronamnama KUOGEPIPECTYITHUKOB, COBEPIIEHCTBOBAHUE
uHGOPMAITUOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUI TPUBOIUT K CO3/Ia-
HUIO HOBBIX YTPO3 JIJIsl PAXKIAH — [0JIb30BATEJEN 9JIEKTPOHHOIO MUPA.

Onpenenenrie 1uppoOBOil TPECTYTHOCTH OBLIO TaHO paHee, OTMETHM,
YTO TEPMUHBI «IIU(PPOBAsA MPECTYIHOCTb> WM «KHOEPIPECTYITHOCTh> TIpe-
UMYIIECTBEHHO 3aBHCUT OT IEJU UCIOJb30BAHUS YKA3AHHBIX TEPMHUHOB.
Jlist nesieit Hacrostmiero maparpada orpeaenuM, 4To KuOepHpecTyIHOCTh
9TO HETaTUBHOE COIMAJIbHOE SIBJIEHHE, XapaKTepU3yIolleecs COBOKYITHO-
CTBIO TTPOTUBOIIPABHBIX JIeTHUI — IU(POBBIX MTPECTYTICHUH, COBEPIIEHHBIX
HAa OIPe/IeIEHHOM TEPPUTOPHUT 1 32 OTIPEIETIEHHBIN BPEMEHHOI TPOMEKYTOK.

TepmuH «KHOEPIPECTYITHOCTh> BKIOYaeT B cebst GOJIbINOe pa3Ho-
obpasue MpecTyIUIeHII, YTO YCJAOKHSIET Pa3paboTKy ee TUIIOJIOTHU WU
kinaccudukanun. KoHBeHImst 0 KuGeprpecTymHocTu'™ rpynimupyer ux
B 4 GJIOKa TIPECTYIICHUIT: TPOTUB KOH(MUAECHIIMATBHOCTH, [[EJOCTHOCTH

" KonBeHIms o mpecTymHOCTH B cepe KommbioTeproit mrpopmarmn (ETS Ne 185).
3akmouena B 1. Byganenrre 23 Hosiops 2001 1. locTyn U3 nHPOPMAIMOHHO-TPABOBOTO TTOP-
Tasa «lapanry.
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U JIOCTYITHOCTU KOMITBIOTEPHBIX JIAHHBIX U CUCTEM; CBSI3AHHBIMU C KOM-
MbIOTEPAMI; ¢ KOHTEHTOM; C IIPaBaM# COOCTBEHHOCTH.

[TporuBoaeiicTBHE KUOEPIPECTYITHOCTH TPeOyeT BCECTOPOHHETO
[IO/[X0/14, BKJIIOYAIONIEr0 B TOM YKCJE U aKTUBHU3AIUIO BO3MOXKHOCTEN
BUKTUMOJIOTMYECKO MTPO(PUIAKTUKHI, KOTOPasi HATIPABJIEHA YBEJIUUYeHUEe
3aIUTHOTO MOTEHI[UAJA TPAK/IAH, B HALIIEM CJIyyae — YYaCTHUKOB «Iu-
POBBIX ITPABOOTHOIIEHW > U YMEHbIIIEHNUE UX CTEIIEHU BUKTUMHOCTH.

He BpaBasicb B TeopeTU4ecKUil aHaiu3 Pa3JUIHBIX TOYEK 3PEHUS
110 BOIIPOCY CYITHOCTH IMOHSATHS BUKTUMHOCTH, OIIPEIEJIUM, UTO C OJHOM
CTOPOHBI, BUKTUMHOCTH MOKHO pPacCMaTpuBaTh B €€ CyObEKTUBHOM
aCIIeKTe, T. €. B CBSI3U C TPEAPACIIONI0KEHHOCTHIO CAMOTO JIUIA CTATh IIPU
OTIPE/IeJIEHHBIX YCJIOBUSIX JKEPTBOI ITPECTYIIIEHUS, &, C PYTOI CTOPOHBDI,
KaK TOBBIIIIEHHYIO BEPOSTHOCTD CTaTh ;KEPTBO MPECTYILJIEHUS OT COCTO-
SHUS CaMOi TPeCTyITHOCTH.

Hampumep, BUKTUMOJIOTHEN YCTAHOBJIEHO, UTO HECOBEPIIEHHOJIET-
HUe, KEHIUHBI ¥ (pusuuecku ciabbie oan Oojiee yA3BUMbI B KPUMU-
HAJIbHBIX CUTYAIUSIX HACUJIbCTBEHHOTO XapaKTepa, UM B HAIIEM CJIydae
JIOBEPYUBBIE, JIETKOMbICJICHHBIE, He 00J1a/IatoIIne J0CTATOUHBIMI 3HAHM-
SIMU JTIO/IN — JIJIsE KUOEPIIPECTYILICHHIA.

Onpezemm, 9To «KUOEPBUKTUMHOCTh> — 3TO CBOUCTBO, MOTEHIIUAb-
HO TIOBBIIIAIONIEE BEPOSITHOCTb BO3MOYKHOTO CTAHOBJICHIUSI Y€JIOBEKA XKEPT-
BOW 1U(POBOro MpecTyIIeHus], 00YCAOBICHHOE COBOKYITHOCTBIO BHEII-
HUX ¥ BHYTPEHHUX JAE€TEPMUHAHT CyOBEKTHUBHO-00BEKTUBHOTO XapaKTepa.

Buemnue — 2T0 1eficTBUSA MPECTYITHOTO TTOBEIEHUS.

BuyTpennue, oTHOCSIIIMECS K TOTEHIIMAIBHON KEPTBE — IPaKIaHU-
Hy. XapakTepHoil 0COOEHHOCTHIO JAHHOTO BU/Ia BUKTUMHOCTHU SIBJISIFOT-
cs1 cyObEeKTUBHBIE CBOICTBA YeJIOBEKA — JIETKOMBICJHUE, JTOBEPUYUBOCTD,
nH(GOPMAIMOHHAS. HEIOCTATOYHOCTh HEOOXOAMMBIX 3HAHUN, a K 00beK-
TUBHBIM HEOOXOIUMO OTHECTH HAJUYUE TEJECKOMMYHUKAIIMOHHBIX MU
KOMITBIOTEPHBIX YCTPOUCTB.

OmnpenenuM, 4To KepTBa IU(PPOBOTO MPECTYILIEHUS — 9TO (hU3U-
yecKoe JIMIO, sIBJsTiolieecss CyOBEKTOM IMPaBOOTHOIIEHUN B cdepe
TEJIEKOMMYHUKAITUOHHBIX U KOMIIBIOTEPHBIX TEXHOJIOTHH, KOTOPOMY
B pe3yJibTaTe COBEPIICHUS IPECTYILIEHUS IPUIMHSIETCST BPEL.

W3yuenue KepTB MPECTYIHBIX JESHUI, CBI3aHHBIX C UCIIOJb30Ba-
HUEM TEJEKOMMYHUKAIIMOHHBIX M KOMIIBIOTEPHBIX TEXHOJIOTHI MMeeT
[IPUKJIQJIHOE 3HAYEHNE B CBSI3U C €€ YYaCTUEM TIPU BOSHUKHOBEHUU BUK-
TUMHO CUTYaIlMH U, COOTBETCTBEHHO, BO3MOKHOCTBIO €€ MpeloTBpalle-
Hus. OnpefieieHHbIe B3aUMOOTHOIIIEHUST BO3HUKAIOT MEXKIY TPECTYII-
HUKOM W €0 KEPTBOU TP UCIHOJb30BAHUY TEJIEKOMMYHUKAITUOHHBIX
1 KOMITBIOTEPHBIX TEXHOJIOTUH, UTO OIpesiesigeT ¢Boo creruduky. Ecan
paccMaTpUBaTh B KQ4eCTBE JKEPTBbI YEJIOBEKA, TO KHOEPIPECTYILICHIEM
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€My BO3MOXKHO IPUYUHUTH BPEJ] TOJHKO UMYIIECTBEHHOTO U MOPAJIbHO-
ro Xapakrepa.

W3ydeHue skepTBbI U(MPOBOTO MPECTYILIEHUS HEOOXOAUMO MTPEKIE
BCEro B MPOGUIAKTHUECKUX TIeJISIX, & TOUHEE, B LEJISIX MPELYPEsKICHMIS
HOBBIX ITU(POBBIX MpecTynaeHN. Takad e 3a71aua CTOUT TIepe/] yIeHbI-
MU, UCCJIEIYIONUMU KEPTBY MPECTYIHBIX MOCSATATEbCTB C UCIOJIb30Ba-
HUEM TEJIEKOMMYHUKAIUOHHBIX U KOMITBIOTEPHBIX TEXHOJIOTHI.

[TpuMeHHUTENBHO K MHANBULYATbHOMY TIPOSIBJICHIIO KHOEPBUKTHM-
HOCTHU MOXXHO TOBOPUTbH O «BUKTUMHOM TOCTYIIKE», KOTOPBII OTpajkaer
eIMHIYHBIHN (haKT MPosBICHUsT KNOEPBUKTUMHOCTH. [To1 KNGEPBUKTHM-
HBIM TIOCTYIIKOM CJIEZyeT TIOHIUMaTh JAeHCTBIE WK Oe3eiicTBIe, NME0-
1ee MPU3HAKK KOCBEHHOTO YMBbICJIA UJIK HEOCTOPOKHOCTH B BUJIE JIETKO-
MBICJIUST WK HeGPEKHOCTH, CIIOCOOCTBYOIEE COBEPIIEHUIO 1IU(MPOBOTO
[PECTYILJIEHUS B OTHOILIECHWH JIUIIA.

B GosbimHCTBE CalydaeB sKepTBbI IHGPOBOrO MpecTyIieHust o0Ja-
JIATOT CXOJHBIMU MOPAJIbHO-TICUXOJOIMYECKUMU U COIUAIbHBIMU Kaue-
CTBaMM, OTPEIEISIONIUME Ty WU WHYIO CTEIeHb YS3BUMOCTH OT Kubep-
npectymaeranii. OHU COCTaBAAIOT MAacCy, B KOTOPOH OTIETbHOE JIUTIO C €T0
UHJIMBUIYJIbHOW BUKTUMHON TPEIPACIOJNOKEHHOCTHIO BBICTYIIAET KaK
BJIEMEHT COBOKYITHOCTH (MaccoBasi KHOEPBUKTUMHOCTb), KOTOpasi 0bJ1a-
JlaeT KOJIMYEeCTBEHHBIMY U KaueCcTBeHHbIMU cBolicTBaMu. [lockosibky Mac-
coBast KUOEPBUKTUMHOCTb OOBEKTHBHO CYHIECTBYIONIAsT PEATBHOCTD, TO
CYIIECTBYET BO3MOKHOCTD OTIPEJIEIUTD €€ COCTOSIHUE U CTPYKTYPY IIyTeM
aHaJIM3a COBOKYITHOCTU TIOCTPAIABIINX OT ITU(POBBIX IIPECTYILIEHUI.

Tpynno usmeputhb 9nca0 MUGPOBHIX MPECTYTICHUN, TTOCKOJBKY UX
JKEePTBbI He Bceraa cooOMAT O COBEPIIEHHBIX B OTHOIIEHUH HUX Ipe-
CTYITHBIX JIESTHUI, 3 MHOT/IA OHU JIaXKe HEe 3HAIOT, UTO B OTHONIEHUM HUX
OBLIO COBEPIIEHO TpecTymaeHne. Tak, ucciaeaoBaHuss MUPOBOU -
POBOIl TIPECTYITHOCTH YKAa3bIBAIOT, YTO IPABOOXPAHUTEIHHBIE OPraHbl
MOJIYYaloT COOOIIEHUS O BUKTUMU3AIIHUK B Pe3yJbrare Mu(POBbIX Mpe-
CTYIUICHHIA B OJTHOM WJIN 4y Th GoJiee porieHTe caydaes. 80 % i, cras-
e KeprBaMu IU(MPOBBIX MPECTYIICHUH, He COOONMIN B MOJTUIIAIO
0 (hakre mpecTyrieHust. ITO OOBSICHIETCS ¥ OTCYTCTBHEM OOIIEeCTBEH-
HOTO JIOBEPHSI K CIIOCOOHOCTH TIOJIAIUN OOPOTHCS ¢ UMPOBOIL TIpecTyII-
HOCTBIO ¥ TEM, YTO TIOCTPAJaBIIKe He 3HAIOT O MEXaHU3Me COOOIIEHMSI
MH(GOPMAIINH, WCIBITHIBAIOT CTHII WM HEJIOBKOCTb, OOSTCS MOTEPU
peryTaiuu, u T. JI. BOJBIIMHCTBO KEPTB HE OCO3HAIOT, YTO OHU CTAJIU
00beKTOM TH(PPOBOTO MPECTYIJICHUST, MJIH CYUTAIOT, YTO IPUINHEHHBII
yiepb HeOCTATOYHO 3HAYUTENEH, YTOOBI 0OpaIlaTh Ha HEr0 BHUMaHHeE.

Kpome Toro, oduiipaibHas CTaTUCTUKA HE BEIET yY€T MOTEPIIeB-
ITUX OT KOHKPETHBIX COCTABOB MPECTYIJIEHUI C UCIIOJIb30BAHUEM TeJie-
KOMMYHUKAIIMOHHBIX ¥ KOMIIBIOTEPHBIX TexHosoruii. Tem He Mmenee,
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BUKTUMOJIOTMYECKUE UCCIEOBAHUS MOTYT TIOMOUYb B [IOHUMAHUU sIBJIE-
HUS — T poBast MpecTymHOCTh. boJiee BAYKHO, UTO TOUHOE YUCHO -
POBBIX TPECTYIIEHUN B Ka)KABIA OTJETBHO B3SITBIN TOJ — TCHACHITHA,
KOTOPYIO MOKHO OTIPEIETTUTD ITyTeM CPaBHEHUS Pe3yIbTaTOB 3a MOCTE-
HUe HECKOJIBKO JIET.

Tax, moacuer cpemHeapedMUTHIECKUX TTOKA3aTeeH IPeCTYTIICHUT],
COBEPIIEHHBIX C UCTIOIb30BAHUEM TEJICKOMMYHUKAITMOHHBIX U KOMITBIO-
TEPHBIX TEXHOJOIMI 3a MOCJEJHUE TPU TOJA, MMO3BOJISET OIPEIEIUTD
o Hanbosiee BUKTUMHBIX TPYIIT TPask/aH, B 3aBUCMOCTH OT COBEP-
IIIEHHOTO JIeSTHUS.

I'paskmane yarie cTaHOBATCS JKePTBAMU CIEAYIONINX BUIOB TG po-
BBIX IIPECTYTIICHN:

1) MOIIIEHHUYECTBO C UCIOJb30BAHUEM TEJECKOMMYHUKAIMOHHBIX
U KOMITbIOTEPHBIX TEXHOJIOTHU;

2) KpaxXu ¢ UCTI0JIb30BAHUEM TEJICKOMMYHUKAIIMOHHBIX U KOMITBIO-
TEPHBIX TEXHOJIOTHII;

3) MOIIIEHHUYECTBO B chepe KOMITBIOTEPHOU NHGMOPMAITUN.

YKazaHHble JJaHHbIE COOTHOCSATCS U € MUCCIAEAOBAHUSIMU 1TU(MDPOBOM
MIPECTYITHOCTH B MaciTabax BCero Mupa. Y KasblBaeTcst, YTo HaOJI01aeT-
¢ MUAPOKUHN AMana3oH BUAOB 1nbpoBbIX mpecTymiennii. [lo omenkam
MTPAaBOOXPAHUTENbHBIX CTPYKTYP PA3JIUUHBIX TOCYAAPCTB IIPECTYTIICHU,
coBepIIaeMble B TIeJISIX TOJydeHusi (DMHAHCOBOM BBITOJbI, TaKue Kak
KOMITBIOTEPHOE MOIIIEHHUYECTBO UJIH TTOJIJIOT, COCTABJISIIOT OKOJIO OJTHOM
TPETHU OT JCSHUN, COBEPIIAEMbIX TTPAKTUYECKHT BO BCEX PETHOHAX MUPA.
B ocobeHHOCTH sKepTBAMU yKa3aHHOI (DOPMBI IIPECTYITHOM eI TeTbHO-
CTHU CTAHOBSITCS TPAK/aHE—YyYaCTHUKHU 3JIEKTPOHHOUN TOPTOBJIU U OILIA-
TBI, 9JIEKTPOHHBIX ayKimoHaX («ebav»), mosb3oBaTenn 2JeKTPOHHOI
MOYTBI ¥ BeOCANTOB COIMAIBHBIX CETEH.

B psne permonoB oT OHON TPETH A0 MOJOBUHBI AESTHUN CBSI3aHbI
C COZleP’KaHUEM KOMIIBIOTEPHBIX JIAHHBIX, BKJIIOUAs JIETCKYIO TOPHOTPa-
$uto, KOHTEHT, CBI3aHHBIN C TEPPOPUCTUICCKUMU MPECTYIICHUSIMUI
U HapylleHHeM TpaB MHTEJIEKTYalbHOW coOcTBeHHOCTH. IIpectyrie-
HUS, CBSI3aHHBIE C JIETCKON TTOpHOTpadueil, BCTPEUaTCs Yale B CTpa-
Hax EBpombl m AMepukn, ueM B TocyfapcTBax Asum u OKeaHWU WIN
Adpuku, XoTst 5T0 MOKET OBITh CBSI3aHO, CKOPEE, ¢ Pa3IMIUsAMU B TIPHO-
pUTEeTax IMPABOOXPAHUTETHHBIX OPTAHOB PA3HBIX PETMOHOB, YeM C CyTIle-
CTBEHHBIMU OTJUYUSIMU B cOCTaBe TIpecTyiuiennii. C Apyroil CTOPOHBI,
JIeSTHUSI, COBEPIIEHHBbIE C TOMOIIBIO KOMIIbIOTEPA ¥ HAIPaBJIEHHbIE
B ITUPOKOM CMBbICJIE Ha «IIPUYUHEHUE JIMYHOTO Bpeay, bosee XapaKkrep-
HbI 171 ctpaH Adpuku, Amepukn, Asuu n Oxeannn, ueM EBporbI.

[To onenkam cneruanuctos, csbiiie 80 % 1udPOBLIX MPECTYIICHUI
COBEPIIMAIOTCS B TOM WJIN MHOI OPraHU3aIMOHHBIX (hopMax, BKI0Yas GopMu-
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POBAHUE eIMHOTO «TEHEBOTO PhIHKAY IIU(POBOIL IIPECTYITHOCTH, OCHOBAHHO-
0 Ha TIOCTOSTHHOM pa3paboTKe BPEIOHOCHOTO MPOrPAMMHOTO 00eCIIeUeHsl,
3apaKEHUs TI0JIb30BATEIBCKUX KOMITBIOTEPOB, YIPABJICHUS OOT-CETSIMHU,
c6opa IAHHBIX JIMYHOTO ¥ (DUHAHCOBOTO XapaKTepa, MPOAaKK MOXUIEHHBIX
JIaHHBIX. B CBsI3u € CyIIeCTBOBaHMEM YKA3aHHOTO IIPECTYITHOIO CErMeH-
Ta TOJICYUTATH TOUYHOE KOJIMYECTBO MPECTYIHBIX HU(BPOBBIX JESHUI, & TEM
6oJiee KOJIMYECTBO MOCTPAAABIINX OT HUX HEBO3MOKHO. Tak, OTMETHM, 4TO
MOCTPAJIABIIUMY JIUIIb TOJBKO OT HEKOTOPBIX TPECTYIHBIX JESHUI MOTY
ObITh COTHM MU Thicstur yesoBek (cT. 273 YK PD — cosmanue, ucnosb3osa-
HUE 1 PACIPOCTPAHEHUE BPEJOHOCHBIX KOMITBIOTEPHBIX IIPOTPAMM).

B Hacrosiiiee Bpemsi <«KHOEPTEHEBOW PBIHOK» XapaKTEPHU3YeETCsI
MOSIBICHHEM 1EJIbIX MOJIOAEKHBIX CYOKYJIbTYP, KOTOPbIE 3aHUMAIOTCS
(buHaHCOBBIM KOEpMOIIIeHHNYeCTBOM. J[aHHbIe CYOKY/IbTYPbI TIPUBJIC-
KalOT 3HAUYUTEJbHOE BHUMAHUE HECOBEPIIEHHOJIETHUX, KOTOPbIE C MO3/I-
HETO [O/IPOCTKOBOIO BO3PACTA CTAHOBSITCS JKEPTBAMU YKA3aHHOTO sIBJie-
HUS, TIOTIOJTHSISE PSAZIBI KMOEPIIPECTYITHIKOB.

Takum 06pa3oM, MOKHO TOBOPHUTH O JIBYX 3HAYUTEJbHBIX TIPYII-
max JKepTB KUOEpIPECTYIMHOCTH: MOTEPIEBIIe OT KUOepIpecTyILie-
HUI 1 JKePTBbI caMOil KMOEPIPECTYITHOCTH, KOTOPBIE TIO/ €€ BIMSHIEM
MOMOJIHSIIOT YUCJI0 KUOEPIPECTYITHUKOB.

Bukrtumuzanust ot 1udpoBoil IPECTYMHOCTH 00JIaaeT CJIOKHOIM
1 creru@uIecKoil XapaKTepUCTUKON, OTIMYAIONIEHCS 3HAUUTEITbHBIM
YPOBHEM I10 CPaBHEHUIO € «00BIYHBIMU» (hopMaMu ripectyrHocTr. [Toka-
3aTeJid BUKTUMU3AIUU OT MOIIEHHUYECTBA C KPEJAUTHBIMU KapTaMu
B PEKMME OHJIANH, KPAyKU MEPCOHATIBHBIX JAHHBIX, OTBETOB HA TOIbIT-
Ky (QUIIMHTAa U HECAHKIIMOHUPOBAHHOIO JIOCTYIIA K YYETHBIM 3aIUCSIM
AJIEKTPOHHON TOYTBHI cOCTaBsAIOT oT 1 mo 17 mponenTtoB. OTMeTHM,
YTO yJaJIEHHbIE 110 PEIIEHUI0 CYJ0B UHTEPHET-KOHTEHTBI COAEP:KaJIN
JIETCKYIO MOpHOTpadUio, BHICKA3bIBAHUS HA MOYBE HEHABUCTH, A TAKKe
nuddamManuio 1 KpUTUKY MPABUTEIbCTBA. JTO TOBOPUT O 3HAYUTEIbHON
CTEIeHN BUKTUMU3AIUU He TOJbKO TPAK/IaH, HO ¥ CAMOTO TOCY/1apCTBa.

ITo HekoTOpLIM OLEHKaM, IouTU 24 % OT obuiero obbeMa riodab-
HOTO TOTOKa JaHHBIX B VIHTEepHETE TPEACTaB/IsAIOT cOO0N HapylleHue
aBTOPCKUX IIPaB.

KubepBUKTUMHOCTh Ha MacCOBOM YPOBHE — TaKoe e OOBbeKTHB-
HO 3aKOHOMEPHOE siBJIeHUe, Kak IudpoBasi IPecTyHOCThb, & HA YPOBHE
WUH/JIMBU/IYaJIbHOM — BCETO JIUIIb MOTEHIIUAJIbHAS WA PeaJn30BaHHAS
[PEIPACIIONIOKEHHOCTh KOHKPETHOTO WHJMBUA TIPU OIPeIeeHHbIX
00CTOSITEIHCTBAX CTAHOBHUTBHCS JKEPTBOM OTEJIBHO B3SATOrO IU(MPOBO-
ro TpecTymieHus. Kak MbI yKe OTMeuasud, KOHKPETHOE JIUIO MOKET
0Ka3aThCsl KEPTBOU 1TU(PPOBOTO MPECTYILIEHUS] B CUJIY ONpPeIeJeHHbIX
00CTOSITEIHCTB, @ MOKET U M30eKaTh TAKOBOTO Pe3yJbTaTa M3-3a TOTO,
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YTO TpecTyIieHne GbIJI0 HaYaTo, HO He I0BEICHO JI0 3aBEPIICHHS B CUITY
OIpe/IeJICHHBIX OOCTOSATENICTB KaK 3aBUCAIIAX OT MOTEHIIMAJIbHOTO
[IOTEPIEBIIEr0, TAK U HE 3aBUCSIINX OT Her0. BUKTUMHOCTD HAa UH/IUBY-
JIyaJIbHOM YPOBHE MOJKET MPOSIBUTHCS U MOKET HE MPOSIBUTHCS B 3aBU-
CUMOCTH OT 0OCTOSITEIbCTB KOHKPETHOTO TIPECTYILIEHUST ¥ OTpe/IesIeH-
HOTO TIOBEJICHUST YYACTBYIOIIMX B HEM CTOPOH — IPECTYITHUKA U TIOTEP-
nesmero. OmHAKO TPU PACCMOTPEHUU [AHHBIX 3aKOHOMEPHOCTEH
(COCTOSIBIIUXCSI UM HE COCTOSIBIIMXCSI AKTOB BUKTUMHOCTH) HA Mac-
COBOM YPOBHE B UX COBOKYITHOCTM BUKTUMHOCTDb BCET/IA TPEICTAET KaK
peasim3oBaHHast 0ObEKTUBHAS PEATbHOCTD.

[Tokaszaresn KUGEPBUKTUMHOCTA Ha MAaCCOBOM YPOBHE 3HAYNTE/Ib-
HO 6blle, YeM B CJIydae «OOBIYHBIX> (POPM MPECTYITHOCTH € YYETOM COOT-
BETCTBYIOIIUX TPYIII HAceJeHUs, TI0/[BEpPralouxcst pucky. Hanpuwmep,
[0Ka3aTe/ i BUKTUMU3AIUY OT IIU(POBBIX MPECTYIICHUI BAPbUPYIOTCS
Mexay 1 m 17 mporeHTaMU HaceJIeHUs, UMEIOIero AocTyn K VHTepHe-
Ty, IO YETHIPEM KOHKPETHBIM JIESTHUSIM: MOIIEHHUYECTBO C KPEIUTHDI-
MU KapTaM¥ B PEKMME OHJIANH, KPajka TePCOHAIbHBIX JJAHHBIX, OTBETHI
Ha TONBITKY (QUITUHTA U HECAHKIIMOHUPOBAHHBIN OCTYI K YYETHBIM
3aIUCSAM 3JIEKTPOHHOM IMOUTHI, TOrJA KaK [MOKa3aTeJid BUKTUMU3AIUN
OT «OOBIYHBIX» MPECTYIUICHWI, TAKUX KaK Kpaska CO B3JOMOM, rpabesk
u Kpaska aproMoOuist, Bapbupytorest ot 0,1 10 13 mporeHToB, npu aToM
HojiaBJsifoniee  GOJNBIINHCTBO MOKa3aTeIed MO 9TUM TIPECTYILICHUSAM
HE TIPeBBIIAET YeThipex mpoieHToB. OpHnM 13 (hakTopoB, 00yCIOBIN-
BaIOIIUX 3Ty PA3HUILY, SIBJSIETCS, TO-BUAMMOMY, «MAaCCOBBIII» XapaKkTep
MHOTOYHMCTICHHBIX IU(GPOBBIX MpeCTYIUIeHni. B ciydae Takux nesHuUit,
KaK (OUIIITHT UM B3JIOM TTapOJIs 9JIeKTPOHHOU TTOYTHI METOJIOM TOTAJb-
HOTO TIepebopa JIJIst TIOJTyYeHUs He3aKOHHOTO IOCTYTIA, OTAETbHBIN YeJ10-
BEK MOJKET OJHOBPEMEHHO aTaKoBaTh GOJIBIIOE KOJUYECTBO JKEPTB, YTO
HEBO3MOJKHO ITPU COBEPIIEHUN OOBIYHBIX MTPECTYIICHUH.

PeanmsoBanHast KHOEPBUKTMMHOCTD Ha MacCOBOM YPOBHE BJIEUET
cepbestble (PUHAHCOBBIE TIOCIIECTBUS, BKJIIOYAs KaK MPSIMbIE, TaK U KOC-
BEHHbIE U3/IEPKKU. K TAKUM IIPSIMBIM M KOCBEHHBIM U3/IEPKKAM OTHOCSIT-
CsI U3BSITBIE CO CUETOB JKEPTB JIEHbIU, BPEMsI U TPY/103aTPaThl HA BOCCTA-
HOBJICHUE JIAHHBIX YYETHOH 3aIiCH JTHOO PEMOHT KOMITBIOTEPHBIX CUCTEM,
a TakKe BTOPUYHBIE 3aTPAThl, TAKME KaK MPEBbIIIIEHUE OCTaTKa Ha CUeTe.
KocBennble u3IEPKKKU SIBJSIOTCS JIEHE)KHBIM JKBUBAJIEHTOM IIOTEPb,
MOHECEHHbBIX OOIIECTBOM B Pe3yJIbTaTe CYIECTBOBAHUS (B 1IEJI0M) CaMo-
ro aBjeHus nnbpoBoii mpecTymHOCTU. KOoCBeHHbIE U3/IEPKKHU BKITIOUAIOT
yTpaTy KoBepust K GaHKOBCKOMY 00C/Ty;KUBaHUIO yepes3 VIHTepHeT u majie-
HUE CIIPOCA CO CTOPOHBI YACTHBIX JIUIl HA YCJIYTH JEKTPOHHOU CHUCTEMbI
obcarysxuBanust. COBOKYITHbIE 3aTpaThl 00IIeCTBa BCIEACTBUE HMPOBOI
[IPECTYITHOCTH MOTYT TAK3KE BKJIIOYATDH «PACXO/Ibl HA 3AIMUTY», CBSI3aHHbIE
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¢ proOpeTeHreM MPOAYKTOB U YCJIyT, obecrednBamonx knbepbesormnac-
HOCTB, & TAKJKe PACXO/Ibl Ha JAESATETBHOCTD 110 OOHAPY/KEHUIO MOTIICHHITYe-
cTBa U paboTy MPaBOOXPAHUTEIBHBIX OPIaHOB.

Pa3HOBUIHOCTHIO MACCOBOI 1 MHAMBUILYATbHON KHOEPBUKTUMHOCTH
SIBJISIEMCST BUZIOBasi KMOEPBUKTUMHOCTb, KOTOPasi BBIPAKAETCSI B OTHO-
CUTEJIHOU <«IIPEIPACIIONIOKEHHOCTH OT/EJbHBIX JIOJell CTAHOBUTBHCS
B CHJIY Psiia 00CTOSITE/ILCTB JKEPTBAMU OTIPEIETICHHBIX BUIOB IH(MPOBHIX
HPECTYIUICHNH, K IPUMEPY, HOTEPIEBIIMMH TJIABHBIM 00pPasoM OT Kpax,
C KCII0JIb30BAHUEM TEJIEKOMMYHUKAIIMOHHBIX W KOMITBIOTEPHBIX TEXHO-
JIOTUY WA TIPECTYTIIEHUH 9KCTPEMUCTCKON, TePPOPUCTUIECKON HATIPaB-
JIEHHOCTH COBEPIIEHHBIX C UCII0JIb30BaHueM cetu VHTepHerT.

BujoBast KuGepBUKTUMHOCTD TTO3BOJISIET HanboJiee TOJHO Bbljie-
JINTb OCHOBHbBIE TUITUYHBIE YEPThI TIOTEPIIEBIINUX OT OIPE/EJIEHHON IPYTI-
bl IIU(POBBIX MPECTYIJIEHUN U OCYIIECTBUTh TUIIOJIOTUIO KEPTB JaH-
HBIX TTPECTYIIJICHUT.

['pytioBast BAKTUMHOCTb — Pa3HOBHUIHOCTH MaCCOBON BUKTUMHOCTH,
KOTOpPasi XapaKTepHa JIJisl OIPEIeJIEHHbIX TPYIIT HACEJEHMS, BBIIEIISIEMbIX
10 TI0JIOBOMY, NPO(eCcCHoHATBHOMY, COIUATBLHOMY WU MHOMY MPHU3HA-
Ky, U 3aKJI0YaeTcsl B OOIIEil /7 OTAEbHBIX KaTeropuil Jojeit, obama-
IOIIUX CXOJHBIMU COITMAIbHBIMU, IeMOTPaUIeCKUMU, TICUXOJIOTMIECKH-
M, OMO(U3NIECKUME MO0 APYTUMU KauyecTBAMH, MOBBIIIAOIINX PUCK
TIPU OTIPEIEIEHHBIX YCIOBUSIX CTAHOBUTHCS KEPTBAMU IMPECTYILIEHU.
Hampumep, sxutemm Ilentpampioro u IlpuBoskckoro ¢emepaabHbIX
OKPYTOB Yallle CTAHOBSITCS JKEPTBAMU IIU(PPOBBIX MTPECTYILJICHUIA,

Xapakrepuctuka KubepBUKTUMHOCTH ObL1a Obl HEmoJHON 6e3 pac-
CMOTpPEHMsI BOIIPOCA O €€ JIATEHTHOCTH, KOTOpas Hapsay € APYTHMMU
NPUYMHAME U YCJIOBUSIMH, OHa oOecrednBaeT CyllecTBoBaHue mudpo-
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BOiT mpectynHocTH. JlareHTHast KUOEPBUKTUMHOCTD — BUKTHMMHOCT,
He TIOJIYUUBIIAS 110 TEM WJIU WHBIM MPUYMHAM OYEBUIHOTO XapaKTepa,
ocTaBIasicst BHe O(UIMATBHOTO yUueTa.

OueBUIHO, YTO JIATEHTHY10 KHOEPBUKTUMHOCTD, TaK jKe Kak 1 1ud-
POBYIO IPECTYITHOCTH BOOOIIE, HENb3sl U3MEPUTH € MCUYEPIIbIBAMOIIEH
TOYHOCTBIO U TIPEACTABUTH B CTPOTO (PUKCHUPOBAHHBIX KOJIUYECTBEH-
HBIX MMOKa3aTessiX. Peub MOKET MATH JIUITh 00 OIIEHOYHBIX CY/KICHUSX,
npuOJN3UTENBHBIX pacyeTaX ¢ HEMaJbIMHU JIOIYCKaMH M OTOBOPKaMH,
0 BBIBOJIAX, OCHOBAHHBIX 3aYaCTyi0 HAa KOCBEHHBIX JaHHbIX. [loatomy
BO3MOKEH OOJIBINOI pasbpoc MHEHUII OTHOCUTEIBHO YPOBHSI JIATEHT-
HOCTH IU(POBON TPECTYITHOCTH BOOOIIE, M B YaCTHOCTH KUOEPBUKTH-
muzaiuu. [lo ofHUM 9KCHEPTHBIM OIIEHKAM COOTHOIIEHUE BbISBJICH-
HbIX, 3aPETUCTPUPOBAHHBIX (DAKTOB MPECTYILIEHUI, a TAKKe, COOTBET-
CTBEHHO, (PaKTOB YCTAHOBJIEHUS TIOTEPIIEBIINUX OT ITUX MPECTYILJICHUI,
U UX JIATEHTHOCTD, T. €. He BBISIBJICHHE TIOA00HBIX (DaKTOB, BAPbUPYETCS
B mpesnesnax ot 1:3 no 1:5; mo apyrum — B cootHomennu 1:100 n maxe
GOJIBITIEM.

BoJiee TouHble CBeEHUS O JATEHTHOM KNOEPBUKTUMHOCTH MOKHO
[OJIYYUTh TIPU PACCMOTPEHUU ITOTO SIBJICHUS HE B I[EJIOM, a 110 OT/IEJTh-
HBIM BHUZIaM U TpymnnaM nudpoBbIxX mnpecTymieruii. [loatomy roBopuTh
0 peaJibHOM COCTOSTHUM KHOEPBUKTUMHOCTH CJIOKHO. M bl MOKEM, B CHITY
0003HaYeHHBIX (PaKTOPOB, JUIIIB YCJIOBHO JOMYCKATh TO, YTO COCTOSTHUE
1U(POBON TPECTYMHOCTH U KMOEPBUKTUMHOCTH TOPA3/0 3HAYNTEIbHEe
U 9T SIBJICHUSI TIPEJCTABJISIIOT elrie OOJIBIIYI0 PaCIPOCTPAHEHHOCTD YeM
3TO BUIHO U3 YTOJOBHON cratucTuku. Tak, B 2015 Toay CTAaTHCTUKON
6bL10 3aperucTprpoBaHo 2 382 mpectyiieHust B cepe KOMITbIOTEPHOI
nuHbopmainu, Toraa kak «Jlaboparopust Kacriepckoro» 3apukcuposania
291 murH. haKTOB MPOTUBOIPABHBIX AEHCTBUI, KOTOPBIE MOTJIH ObI OBITH
KBaJUMUIIUPOBAHBI 110 CT.CT. 272 u 273 YK PD™,

B 3aBeprienuie mpeacTaBisieTcsi BO3MOKHBIM OIIPEJETUTh KPUMU-
HAJIbHYI0 KUOEPBUKTUMHOCTD KaK 00y CJIOBJICHHOE HATH4IneM I pOBOI
[IPECTYITHOCTH, MACCOBOE, UCTOPUYECKU U3MEHUMBOE CCTEMHOE U COIIH-
aJIbHOE SIBJIEHUE, MPOSIBJISIONIEECS] B COBOKYITHOCTH KOHKPETHBIX Jlesi-
HUIl (BBIPA3UBINUXCS B ACUCTBUM WU OE3MEHCTBUM) MW ONpeIesieH-
HbIX BUKTUMHBIX IIOCTYIIKOB U JIUI], ©X COBEPIIUBIINX, HA ONIPE/IeJICHHON
TeppuTopun (TOCyAapCTBO, PETUOH, HACEJEHHBIN IYHKT) 32 OMpeiesieH-
HBIN TIEPUO/ BpEMEeH.

" Yexynos U. I, lllymos P. H. CoBpementoe cocToguue kubeprpectynHocta B Poc-
cuiickoit @eneparnu // Poceuiickuit cienoBatesb. 2016. Ne 10.
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8.2. BuktuMoaornueckas npopuAakTmka
LUPPOBLIX MPECTYNAEHUMN

[ToBenenue XepTBBI SBIASCTCS COCTABHBIM JIEMEHTOM MEXaHW3-
Ma MPECTYIJICHNs], TOATOMY OJIHUM U3 HEOOXOAMMBIX YCJIOBHIl MOBBI-
meHus: 9GEKTUBHOCTH NMPEAYyIPEeKACHUS MU(POBBIX TPECTYIICHUHI
B paccMaTpuBaeMoii cepe SBISIOTCS MEPbl BUKTUMOJIOTHYECKOU TIPO-
(busakTUKY, HANpPaBJIEHHOW HA MOTEHIIUAJIbHBIX KEPTB JaHHOIO BU/IA
MIPEeCTYTIeHH.

OCHOBOII MaHHON AEATEJIbHOCTU ABJISIETCS BO3AEHCTBUE Ha BUK-
TUMOJIOTUYeCKUe (haKTOPbI, BIAUSIONIME HA COBEPIIEHUE TIPECTYIIEHU
B chepe 1mudpoBeix TexHOJOTUH. [Ipu aTOM ciemyeT yIuThIBaTh Kak
(hakT BUKTUMHOCTU CaMUX I0JIb30BATENEH, TAK U KOMIIHIOTEPHBIX TEX-
HOJIOTUH M cCaMUX KOMITbIOTEPOB Kak XpaHuauil uadopmarun. [loatomy
K pa3paboTKe Mep BUKTUMOJOTHYECKOH TPOMUIAKTUKN MOIIECHHUYE-
CTBa B HA3BaHHOI chepe IOJIKHBI TPUBJIEKATHCS HE TOJBKO KPUMUHOJIO-
TH, HO U TEXHUYECKUE CIIEeINATNCTHL.

Cozepskanrie BUKTUMOJOTHYECKON TPOMUIAKTHKA 00YCI0BIIE-
HO HECKOJIBKUMU acleKkTaMu. B opranusaiinoHHOM OTHOIIEHUN BUK-
TUMOJIOTUYECKasT MPOPUIAKTUKA WMeeT OCOOEHHOCTH, CBSI3aHHBIE
CO CIIeIUaTbHON MOATOTOBKON COTPYIHUKOB TPABOOXPAHUTETHHBIX
opranoB. HenmocraTounocTs mpodeccrOHATBbHBIX 3HAHUN U TIPaK-
TUYECKUX YMEHUU He TMO3BOJSIOT UM CBOEBPEMEHHO OCYINECTBJISATDH
peayTpearTeNbHbIE MEPOIPHUATHS. DTO OOYCIOBIEHO OTCYTCTBH-
€M B HACTOSIII[ee BPEMS IIPUEMJIEMbIX METOIUYECKUX PEKOMEH/IAIU i
MO0 OPTraHU3aIluM M TaKTUKE BUKTUMOJOTUYECKON TPOPUIAKTUKI
BBICOKOTEXHOJIOTMYHBIX MTPECTYIICHIH, KOHKPETHBIX METOAMK pabo-
TBI C KEPTBAMU MMOOOHBIX IPECTYIIJICHUI.

OmnpeiesieHHbIE TPYAHOCTH BBI3bIBAECT Takske mpobieMa mH(popMa-
[HOHHOTO 00eCIIeYeHUsT BUKTUMOJIOTHYECKON MPOMUIAKTHKI 1HDPO-
Boii ipectynHocTh. [ToaToMy coBMecTHast paboTa MPaBOOXPaHUTEIbHBIX
OPraHoB €O CJaYKOAMI KOMITBIOTEPHON (G€30MacHOCTH, U3TOTOBUTEISIMU
AHTUBUPYCHBIX ITPOTPAMMHBIX MPOAYKTOB SBJISETCS 3aJ0TOM ycCIiexa
BUKTUMOJIOTUYECKOHN MPODUTAKTUKI.

B kauectBe cyOBEKTOB OCYMIECTBICHMS] BUKTUMOJOTHYECKO MTPO-
(pumakTUKN TPECTYMHOCTU B cdhepe MUMPOBBIX TEXHOTOTHIN BHICTYTIAIOT
KaK TOCYZapCTBO B JIMIIE TIPABOOXPAHUTEIbHBIX OPraHOB, Tak W 00IIIe-
CTBeHHBbIE (POPMUPOBAHUS W WHBIE HETOCYAAPCTBEHHBIEC CTPYKTYPHI.
ITo cBoemy 00beMy BUKTUMOJIOTHYECKAsA MPOMUIAKTHKA JaHHOTO BUIA
MIPECTYTIICHUH 0XBAThIBAET Pa3IUUHbIe (DOPMBI TTOBEIEHUS, SIBISIONINE-
¢S 3aKOHOMEPHBIM Pe3YyJIbTaTOM PAa3HBIX BAPUAHTOB BUKTUMHOCTU: JIET-
KOMBICJIEHHOCTD TIOBEJICHUsI, U3JIUIIHEE JI0OOMBITCTBO, MOJb30BaTEb-
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cKkast HeOPEKHOCTh, HE3HAHUE HJIEMEHTAPHBIX MEpP 3alUThI, BO3PACTHBIE
U MHTEJUIEKTyaIbHble 0COOEHHOCTH ¥ Ip. B KayecTBe MexaHM3Ma pery-
JINPOBAHUST BUKTUMOJIOTUYECKOM 3alUThI BBICTYIAIOT HE TOJBKO HOPMBI
1paBa, HO U MOPAJIU, KOPIIOPATUBHBIE U ATUUECKUE TTPABUJIA TOBEIECHUSI.
B mesom BUKTHMOJIOTHYECKas TPO(UIAKTHKA J0JKHA OBITh OPUEHTH-
pOBaHa Ha IMUPOKYIO COMMAJIBHYIO TIPEBEHIINIO B T[EJISIX MUHUMU3AIUN
BBICOKOTEXHOJIOTMYHOIN MPECTYIMHOCTH KaK OOMIECTBEHHO OIMaCHOTO
SIBIICHUS.

Bukrtumostornueckas npoduaaktuka B riobanbaoi cetu Murepuer
OCYIIECTBJISIETCSI 110 CJIEIYIONUM OCHOBHBIM HATIPABJIECHUSIM:

a) nosbinieHne aGheKTUBHOCTH UHOOPMAIIMOHHONW 6E30aCHOCTH,
COBEPIIEHCTBOBAHKE MTPOrPAMMHO-TEXHUUECKUX CPEJICTB 3AIIUTHI KOM-
MBIOTEPHON MH(MOPMAITNH;

6) TPOTUBOAEHCTBHE PACIPOCTPAHEHMIO CllaMa IO JJEKTPOHHOI
1IOUTE;

B) TIpefloTBpalleHue ucrmoJib3oBanus IHTepHeT B kKauecTBe HH(MOP-
MaI[MOHHOTO Pecypca JJisi IPEAYIPEKICHUsT 1IU(POBLIX MePCTYIIEHU
B Wurepuere. [l 3T0ro mHeoOXOAMMO CO3[ATh LEHTPAIU30BAHHDBIIA
MH(GOPMAIMOHHBIN pecypc 00 9TUX MPECTYIIEHUSIX B TII00albHON ceTh
WuTepHer, obsafaioniuii TOCYAapCTBEHHOM MOIIEPKKON U 00paTHOI
CBSI3bIO C IIPABOOXPAHUTETbHBIMU OPraHaAMU.

B saBuCHMOCTH OT HEpPCHEKTUBBI HEOOXOAMMO BCE MPHUBEICHHbBIE
MepBI Pa3eJInTh Ha /IBa ATAIA: TEKYITAN U TTOCTe YOI,

[lng coxpaiieHusa npecTyIIeHUH, coBepiaeMbix B cdhepe nudpo-
BBIX TEXHOJIOTHII Ha TEKYIIEM dTare HeOOXOMMO OJIHOBPEMEHHO OKa3bl-
BaTh BO3/IEIICTBUE B TPEX HAIPABJICHUSIX:

— 60opbba ¢ aHOHMMHOCTBIO WHTEPHET-NIOJb30BaTE/Iell B MecTax
KOJUJIEKTUBHOTO JIOCTYTIA, BJAIE/bIEB 9JIEKTPOHHBIX TOUTOBBIX SIIIIMKOB,
BJIAJIEJIBIIEB CUETOB AJIEKTPOHHBIX TIJIATEKHBIX CUCTEM;

— opraHusaius IOJHOIEHHOTO B3aUMOJIEHCTBUS TIPABOOXPAHM-
TEJIbHBIX OPTaHOB, HETOCYAAPCTBEHHBIX CYOBEKTOB MPELYIPEKACHIS
U TPXKAH B IeJISIX Peain3alluu MOJOKEHUN BUKTUMOJIOTUYECKOM TIPO-
duTakTUKY,

— TPaBOBOE PETYJUPOBAHUE HKOHOMHUECKUX OTHOIIEHWH B IJIO-
GabHOI ceTn VIHTEPHET, YTO TO3BOJISIET YCTPAHUTh HKOHOMUYECKYIO
OCHOBY 3TOTO BU/Ia IPECTYTIICHUI: BOITPOCHI 2JIEKTPOHHON (hOPMBI ClIeI-
KU 110 FPAKIAHCKOMY 3aKOHO/IATEIbCTBY, BOIIPOCHI PETYJIUPOBAHUS JIEsI-
TeabHOCTH M oTBeTcTBeHHOCTH IJIIC, nHTepHeT-ayKIMOHOB, YYaCTHU-
KOB JINCTAHIIMOHHO TOPTOBJIN.

B Gosbiieii cremnenu keprBa MU(MPOBBIX MPECTYIUICHII XapaKTe-
pu3yeTcs BUHOBHON BUKTUMHOCTBIO, T. €. TIPOSBJIIET HEOCMOTPUTEIb-
HOCTb, JIETKOMbBICJIEHHA, HEOCTOPOKHA (BBIPAXKAETCS 3TO K IIPUMEPY
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B HEHMCIIOJIb30BAHUHN KOH(PUAEHINATBHBIX HACTPOEK COIUAIDBHBIX CETSX,
[MPUHSITHEM 3aIIPOCOB O J00aBJIECHUK B JIPY3bs OT HE3HAKOMBIX JIIOJIEIH,
IIePEX0IOM B 9JIEKTPOHHON MOYTE TMOMOTEHI[NATIBHO OIACHBIM CChLIKAM
B IIOZ03PUTENbHBIX COOOIEHUAX U T. 1.).

B kauecTBe OCHOBHOU IPUYMHBI TAKOH BUKTUMHOCTU MOKHO 000-
3HAYUTH OTCYTCTBHE Yy OOJIBIIMHCTBA TPakIaH HABBIKOB MCIIOJIb30BAHMS
TEJIEKOMMYHUKAITUOHHBIX U KOMITBIOTEPHBIX TEXHOJIOTHI, HU3KYIO OCBE-
JOMJIEHHOCTD O CII0CO0aX XUINEHUS B U(POBOM IIPOCTPAHCTBE U CIIOCO-
6ax 3alUThI, UK JEIKOMBICJCHHOTO OTHOIIECHUS K CPEACTBAM 3aIlUThL.,
W3 artoro ciepyet, 4TO MOBEIEHNE KEPTBHI BO MHOTUX CJIYYasiX TTOPOXK-
JIAET BO3MOKHOCTD IIPECTYITHOTO TIOCSATATEIbCTBA.

OcnoBroe 3pauenue mnpuobperaer mnpodumakruyeckas pabora
OPraHoB BHYTPEHHUX JIeJI B OTHOIIEHUU TPaK/aH, YYACTHUKOB 1TUMPO-
BBIX MPaBOOTHOIIEHWI. Tak opraHbl BHYTPEHHUX €]l 0OsI3aHbl BbISB-
JISITh JIMIL, TOCTPAJABIINX OT IPABOHAPYIIEHWH WK I0/BEPKEHHBIX
PHCKY CTaTh TAKOBBIMK U ITPOBOANUTH C HUMU MTPOPUIAKTHIECKYI0 pabo-
Ty B (hopmax'™: IpaBOBOrO IPOCBEIEHUST U IPABOBOTO UH(MOPMUPOBa-
nusi. Tak, Haripumep, Takoe HHGOPMUPOBAHUE MOKET COJIEPKATH CIAE/LY-
foTIe pEKOMEH/ AT H.

1. BusyanpHas omeHKa. B manHOM ciaydae peKOMEHIAINN MOTYT
COCTOSITh B CJIEIYIONIEM: YJ/IEJIsITh BHEIIHEMY O(MOPMJIEHUIO UHTEP-
HeT-MarazuHa. ViMeeTcsa B Buny npeskze Bcero au3aita caitta. He cto-
AT NPUHUMATh B Ka4eCcTBE AOCTOBEPHBLIX OT3BIBBI I10JIb30BaTENEH,
pasMelieHnble Ha 3TOM ke caiite. [IpaBuiIbHBIM pellleHreM B JaHHOM
cJIydae sSIBJISIETCS TIOMbITKA TIOMCKA OT3bIBOB Ha APYrux caitax. Heo0-
XOAMMO oOpamaTh BHUMaHHE Ha TO KaKylo IJIOIIaLb BeG-CTPaHUIIBI
3aHuMaeT GaHHepHast pekjama. [ToJOKUTETbHYIO OIEHKY MOJyYaloT
caliThl, He UMEONTNe HU OJHON PEKJIaMHOU TIOIAAKNA U UMETOIe
peKJIaMy CBOUMX JOYEPHUX WU HA0OOPOT TOJIOBHBIX MPEANPHUSATHN.
OTcyTcTBHE PeKJIaMbl — JOMOJHUTENbHbBIE YA0OCTBA JJIsl MOJb30Ba-
tesist. [IpucyTcTBUEe pekJaMbl O3HAYaeT, YTO MarasuH 3apadarTbiBacT
npulObLIb He Ha IIPOAAKE TOBAPOB, a Ha PEKJIaMe.

2. Ilenosasa nosmruka. Ilomb3oBaresaM HEOOXOAUMO MOHUMATD,
YTO IIeHAa TOBapa ONPEEJSEeTCS KOHBIOHKTYPOUl PbIHKA U HE MOJKET
pe3ko oTamvaTbea oT cpenHeir. B VIHTepHeTe n0CTaTOYHO CEPBUCOB,
MIPEIOCTABJISIONINX BO3MOKHOCTD TIOMCKA TOrO WK MHOro ToBapa. OHu
IIOMOTYT OIPEJIEJIUTh CPEHIOID CTOMMOCTbh TOBapa Cped MHOXKECTBa
MPEJIOKEHN .

"% 06 ocnosax cucTeMbl TpoUIAKTHKM TPaBoHapyienuii B Poceniickoit Mezeparum:
(benep. 3akon ot 23 mionst 2016 1. Ne 182-D3. [loctyn u3 crpas.-paBoBoii cuctembl «Kon-
cyaprantllmoc». Cr. 6, 17.
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3. Ycaosust u npaBa. OOpaTUBIINCH B HOBBIH MHTEPHET-MarasuH,
ocoboe BHUMaHUe cJeayer oOpaTHTh Ha CJEAyIONIUe pasiesibl caiTa:
«0 MarasuHe», «00 omIaTe» U <0 JOCTaBKe». JleficTByoMIME JIeraabHO
HMHTEPHET-Mara3uHbl BCET/la Pa3MeInaioT o cebe MoJHYI0 HH(MOPMAIUIO:
ampec, TenedOH, PeKBUSUTHI IOPUAUIECKOTO JTUIA U PACIETHOTO CYeTa.
Takne Marasutbl OOBIYHO PabOTAIOT MO CHCTEME «OIlJIaTa ToBapa MocJjie
OCTaBKU». Bo MHOTUX CJIydasx MOIIEHHUKH MPOCAT CeIaTh MPeIoIia-
Ty 3a JOCTaBKY, IIPUYEM C MCIIOJH30BAHUEM DJIEKTPOHHBIX TIATEKHBIX
cucteM. OtcyTcTBUe MHGMOPMAIIUY, 3aIyTAHHAS CHUCTEMA MOJTYYCHUS
TOBapa, MPEeTOKEeHNEe COBEPIINTDH MPENOTIATy SIBIIIOTC TPU3HAKAMU
MOIIEHHUYECKOI CXEMBI.

[lig mpoTuBOAENCTBUS (DUITUHTY CETOAHS UCIIOTb3YIOTCS Pa3aind-
HbIE CIIOCOOBI COBEPINEHCTBOBAHUS TIPOrPAMMHO-TEXHUYECKUX CPEACTB
3amuThl UHGOPMAIIUN: TIOCTOTHHAS MOJEPHU3AINA aHTU(UITHHTO-
BBIX W aHTHUCIaM-(UIBTPOB MOYTOBBIMU CJIy:KOAMU — € OHOI CTOPO-
HBI, ¥ UCIOJb30BaHUE KJIWEHTAMU JJISI XpaHEeHUS KOHMUAEHITNATbHON
nuHbopMaIuu 1 06MeHa eil I0CTaTOYHO 3alllUIIEHHBIX TIOYTOBBIX CIIYKO
U STIUKOB — C IPYTOH.

B 1ensx BHUKTHMOJIOTHYECKON MPOMUIAKTUKE I1eJeco00pasHO
PEKOMEH/IOBATH TOJIb30BATE/ISIM UCIIOIB30BaTh HarnboJiee MOAXO/ISIIIIA,
«3alllUIIEHHbI» W TPABUJIBHO HACTPOCHHBIH BeG-Gpaysep, KOTOPBIil
He3aMeIUTETbHO MPEeAYIpeKAaeT MOIb30BaTENSI O BO3MOXKHOI omac-
HOCTH. DTO KacaeTcst He TOJbKO Opay3epoB, HO U IPYTUX UCIOJIb3YEMbIX
[IPOrpaMM, HalIPUMep, «3JIEKTPOHHBIX KolreabkoB> WebMoney. Kpome
TOTO, aHTUBUPYCHBIE TTAKETHl MHOTUX ITPOU3BOIUTEIIEH TOTO TPOTPAMM-
HOTO obecIiedeHnst MOMOJHUINCH MOJYJ/ISIMU, 3aIlUIIAIONIMMU TOJIh30-
BaTess OT (DUIITIHTA.

OmHako, KaK MMOKa3bIBaeT MPaKTHKa, OCHOBHAs 1pobieMa CBsi-
3aHa ¢ HEOPEKHOCTHIO B BOIPOCAX 3allUTHI MEPCOHATBHOI MHMOP-
MaIlliy caMUMMU ToJb3oBaTessiMu. [loaTtomy BakHOU 3amadeii mpa-
BOOXPAHUTEJBHBIX OPTAHOB ABJgeTCsI WHGHOPMAITMOHHO-TIPOCBE-
TUTEJNbCKAs JIeSITEJbHOCTb CPE/IU HACEJEHUS 110 TPEAOTBPAIIEHUIO
nudpoBeix npectymiaeHnii. [Ipu aToM, Ha HAIT B3TJAMA, HE CJIEAyeT
YBJIEKATbCS JIOBEJCHUEM [0 HACEJIEHUs KOHKPETHBIX MPECTYITHBIX
CXeM, UCTOJIb3yEeMBIX MpeCcTyMHUKaMuU. /e 0 B TOM, 4TO BapuaTuB-
HOCTh JJAaHHBIX CXEM OY€Hb BBICOKA, HOBbIE CIIOCOOBI OOMaHa JKePTB
TTOSIBJISIIOTCS PETYJISIPHO M C 3aBUAHBIM ITOCTOSTHCTBOM, TIPU 3TOM
OTPOMHasi TEPPUTOPHUsS HAIlel CTPaHbl CHOCOOCTBYET BO3HUKHOBE-
HHUIO «OYaTOBBIX» CXEM, UMEIOIINX OTPAaHUYEeHHOE PACTIPOCTPaHEeHUE.
[Toatomy mpocToe nHGOPMUPOBAHUE HACEIEHUSI O HOBBIX CIIOCOOAX,
HalpuMep, COBEPIICHUS MOIIEHHUYECTBA MOXKET UMETDb TTPOTUBOIIO-
JIOKHBINA 2 dekT: Hanbosee BUKTUMHBIE CJIOW HacegeHust (TOKHU-
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Jible JIIO/IU, JOBEPUYUBBIE U JIETKOMBICJICHHbBIE [T0JIb30BATENU U T. [I.)
mog06HOI WH(pOPMAIell CKopee BCEro He 3aMHTEPECYIOTCS, a BOT
MPECTYIMHUKN MOTYT B3sITh Ha BOOPY’KEHUE COOOPasUTETbHOCTD CBO-
UX «KOJLJIET».

OcHoBHast paboTa COTPYAHMKOB TIPABOOXPAHUTEJBHBIX OPraHOB
JIOJIKHA 3aKJII0YATHCS, IPEK/IE BCETO, B IOBEIEHUN /IO TPAXK/AH JIEMEH-
TapHBIX MPABIJI OE30MACHOCTH, TAKUX KaK HEIOMYCTHMOCTD:

— 3arpy3ku u3 ceTu VIHTepHET TPOrpaMMHBIX IIPOJYKTOB
U3 HEIPOBEPEHHBIX MCTOYHUKOB; MEPEX0/Ia M0 PEKJIAMHBIM CChLIKAM
B MHTEPHETE, CYJSIMM OeclIaTHbIe YCJIYTH, Pa3JudHble TPU3BI WU
CYIIIECTBEHHbIE CKU/IKU; TTPOCMOTP KOPPECIIOH/IEHIIUU OT HEU3BECTHDIX
aJIpecaToB;

— 00IIeHNsT B CONMATIBHBIX CETSIX ¢ HE3HAKOMBIMU TIOJIb30BATEJIs-
MH, 32 KOTOPBIMH MOTYT CKPBIBATbCSI MOIIEHHUKH, CEKTaHTHI, BEPOOB-
ITUKK B TEDPOPUCTUYECKIE OPTaHU3AINY;

— mokynku SIM-kapT ¢ pyk mim ocTaBjieHWe CBOUX TACIOPTHBIX
JIAHHBIX COMHUTEJIbHBIM «KOHTOPaM»;

— OTIPaBKH JIEHEKHbIX IEPEBO/IOB JIUIAM, TIPEJJIAratonuM TOCPE]-
HUYECKKE YCIYTU B paspelieHnn mpobieM ¢ POACTBEHHUKAMM, 3HAKO-
MBIMH, STKOOBI MOMABITUME B O€/LY;

— repejaye JaHHBIX ¢ KPEAUTHBIX WK JeOETOBBIX KapT, M0JIh30Ba-
TEJIbCKUX [AaPOJIEN U KOJOBBIX CJIOB, 3AlIPANIMBAEMbIX 110 TejiehOHY UIn
yepe3 COLUAJIbHbIE CETU OT JIMIA JPY3ei, 3HAKOMBIX, KPEJIUTHbBIX WJIN
WUHBIX OPraHU3aIUil 110/l PA3JIUYHBIMU TIPEJIOTAMU;

— yKa3aHud B CBOeM Mpoduie cOMuaabHON ceTn JTUIHON nHGOP-
Malliu, B TOM YKCJe 0 cBoeM o0pa3e JKU3HHU, IIAHUPYEMBIX OThe3/Iax
U T. 10

— MPOBEJCHUsT OTlepaluii B WHTEpHEeT-OaHKUHTe 03 TPOBEPKU
HUCTUHHOCTH ajipeca JIMYHOTO KaOWHeTa WJIW TPU HAJWYUK JOTOJIHU-
TEJIbHBIX, HE MPELyCMOTPEHHbIX CTAHAAPTHOI IIPOIELYPO, 3aIIPOCOB
(3ammTa oT «(UITIHTa» );

— HETPUHSATHS CPOYHBIX Mep MO OJOKUPOBAHUIO KPEAUTHBIX WU
neberoBbix Kapt npu nosrydernn CMC o HeCaHKIIMOHUPOBAHHOM CITH-
CaHUU UJTH TIEPEBOJIE CPE/ICTB TPETHUM JINIAM;

— perucTpaiyy B JIUYHBIX KaOMHETaX, Ha WHTEPHET-Pecypcax MJIn
OHJIAH-MAara3uHax ¢ MPOCTBIMU APOJISIMH, COCTOSIIIUMU U3 HECKOJIb-
KuX 1IUdp, KOPOTKUX CJIOB, COCEAHUX KJIABUII HA KJIABUATYPE, TUUHBIX
MaMSITHBIX JIaT, aJPECOB WU HOMEPOB Tesie(hOHOB;

— 3anuceil JUYHBIX MApoJieil Ha CTUKepaX, MPUKJIEEHHbIX K MOHM-
TOPY, WJIK B IPYTUX JIETKOAOCTYITHBIX MECTaX.

Takum 006pa3oM, BUKTHMOJIOTHYECKass MPO(GUIAKTHKA J[OJIK-
HbI OBITH OPraHU30BaHa C YY4ETOM BUKTUMHOCTHU Pas3JIMYHBIX TPYIII
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HaceJIeHUs; MMETh KOHKPETHYIO HalpaBJIeHHOCTh Ha OCO3HAHUE
1He0OX0AUMOCTU COOIOAECHUSI MEP IIPELOCTOPOKHOCTU B MH(pOpMa-
IUOHHO-TEJIEKOMMYHUKAIIMOHHOM ~ IIPOCTPAHCTBE,  OCHOBBIBATHCS
Ha JOCTYIIHBIX /s HaceJeHUs WM PaOOTHUKOB — HECHEIHAIUCTOB
PEKOMEH/IAIMSIX 110 COBEPIIEHCTBOBAHUIO CBOEH 3allUIICHHOCTH
oT Kubep-yrpos.

KoHTpoAbHble Bonpocbl

1. YTo OTHOCHTCS K BHYTPEHHUM J€TePMUHAHTAM KHOEPBUKTHM-
HOCTH?

2. s 4ero HeoOXOAMMO 3HATD XaPAKTEPUCTUKU IIOTEHIUAIBHBIX
JKePTB IU(POBBIX TPECTYIIIICHUN

3. Kaxux BujoB 1u@poBBIX MPECTYIICHUN TPakAaHe Yalie CTaHO-
BSATCS SKepTBaMu ?

4. YTo ABigeTCS MPAaBOBON OCHOBOU OCYIIECTBJIECHUS BUKTUMOJIO-
IUYECKON TPOMUIAKTUKN KHOEPBUKTUMHOCTH IPaskIaH ?



lAaBa 9. YronoBHas noAuTHKa B chepe obecneyeHus
umdpoBoi 6esonacHOCTH

lNMAaHupyeMble pe3yAbTaTbl OCBOEHMS TEMbI TAQBbI

— 3HATh POJIb YTOJOBHON MOJUTHKHU B chepe obecrieuerust 1u-
pOBOH 6e30macHOCTH; MOHsATHE HGPPOBON GE30MACHOCTH; MOHUMATH
XapaKTepHbIe ee 0COOEHHOCTH;

— yMETh IIPUMEHSITh CBOU 3HAHWS JIJIsi TIOHUMAHUsI 3aKOHOMEPHO-
CTEll M TEH/EHIIUN Pa3BUTHUS YTOJOBHOW TOJUTUKHU B cepe obecriede-
nus udpoBoil 6e301macHOCTH,;

— BJAJETh TEPMUHOJIOTHEN YTOJOBHON MOJUTUKY ¥ I POBOiT Ge3-
OTIACHOCTH; HABBIKAMMU JIJIsI OPTaHU3AIUU U IPOBEIEHUS] KPUMUHOJIOTH-
YeCKUX UCCJEIOBAHUI; TPOTHO3UPOBAHNS YTOJOBHON MOTUTUKH B ce-
pe nudpoBoit 6e30MacHOCTH.

9.1. MNonsaTtne undpposoii 6esonacHocTH
KaK CUCTeMbl O61,eCTBEHHbIX OTHOLLEHHI U 06beKTa
YTOAOBHO-NPaBOBOI NPaBOBOM OXpPaHbl

B macrosiiiee BpeMsi OJIHUM M3 TJIABHBIX CTPATETMYECKUX MTPUOPU-
tetoB Poccun siBiisiercst pasputie nudpoBoro oOInecTBa U BHEAPEHUE
HOBeUMUX WHHOOPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUHN BO BCE
cepbr 061IeCTBEHHON KU3HK U B IESITEJIBHOCTh OPraHOB FOCY/IapCTBEH-
HOH BJIACTH.

B mayunoil suTepatype MeJUKOM OIPABAAHHBIM SBJSIETCS TE3UC,
B COOTBETCTBUU C KOTOPBIM CTPEMUTEJbHOE PA3BUTUE W IIIHUPOKOE
UCIIOJIb30BaHUEe WH(MOPMAIIMOHHO-KOMIIBIOTEPHBIX TEXHOJOTUI TIPH-
Besio K dopmMupoBaHuio (yHIAMEHTAIbHONH 3aBUCUMOCTH KpPUTHUYE-
CKUX HAI[MOHAJIbHBIX UHPPACTPYKTYP OT COCTOSIHUS UX 3AIIUIEHHOCTU
B UH(MOPMAIITMOHHOM TLIaHE.

Kpome Toro, B mocnennee Bpems mnmdpoBas mHGOPMAITUS TMPU-
obpeTaeT HOBbIE CBOWCTBA, ONPEIEISIONE KaK ee COIUATbHO-9KOHO-
MHUYECKYIO IIEHHOCTD, TaK U MPAaBOBOE cofiep:kanue. B mepByto ouepennb
B HacTosIiee BpeMs mudpoBas nHGOpMAINS OCO3HAETCS KaK BasKHBIN
AKOHOMUYECKUI pecypc.

B mactosmee Bpemsa ucrosb3oBanue MHGOPMAIMOHHBIX pecyp-
coB, 3ddexTuBHAI OpraHu3ausd WHOOPMAIMOHHBIX IIPOIECCOB
MOTYT CYIIECTBEHHO YBEJUYUTh PEHTA0EJIbHOCTh MHOTHX BU/IOB IIPO-

111



NYKTUBHOH [ESATEbHOCTH, CIOCOOCTBOBATH Pa3peIIeHUIO TIOJUTHYE-
CKUX, BOEHHO-TIOJIUTUYECKUX, COIMUATbHO-IKOHOMUYECKUX, KYIbTYP-
HO-TIPOCBETUTEIBCKHUX M COIMATBHBIX TIPOBJIEM.

Taxske iudposas nHGOPMAIUS CTAHOBUTCS 9KOHOMUUECKUM TOBA-
POM, UTO CTUMYJIUPYET BO BCEM MUPE POCT HOBOTO CEIrMEHTA HAIIUOHATb-
HOW BKOHOMUKM — WH(pOpMaIMoHHbIX ycayr. Kak jro6oit ToBap 1ud-
poBast uHbopMaIs uMeeT cOOCTBEHHMKA, KOTOPBIH 06JaaeT mpaBoM
pacmopskaTbea MudpoBoli nHbOPMAaIUell 0 CBOEMY YCMOTPEHUIO, a ee
HECAaHKI[MOHMPOBAHHOE WCIIOJIb30BaHUE BJeYeT 3a cOOON Marephalib-
HbI€, peryTallOHHbIe TOTEPU st ee TPaBoobIaaTe s, HeCAaHKIIMOHN -
poBaHHBIE AeUCTBUS ¢ NMMPOBON MH(MOPMAIEll CTAHOBSTCS OCHOBa-
HUEM IS HACTYTIIeHUsE yiepOa Juist TOCyIapCTBa, TpakaaH, CyObeKTOB
X031 CTBOBAHMUS.

[Ipu aToM B pa3BUTHIX cTpaHax udpoBas HHGOPMAINS TPEeBPaATH-
Jlach B OCHOBHOU TIpeZiMeT Tpy/a. To ecTb OTpacyib MPOU3BOICTBA, TIe
(busmueckast paboTa TpaAMIIMOHHO MTpeodiiajiaa, mepemnia Ha nHhopMa-
IIUOHHbBIE PEJIHCHI, COOTBETCTBEHHO 1u(poBasi uHGOpMaIlusi CTAHOBUTCS
CPEJICTBOM IPOM3BOJICTBA, KOTOPOE TakKe TpeOyeT COOTBETCTBYIOIIEH
MTPAaBOBOI 3aIUTHI.

Crenyer ykasathb U Ha TO, UTO B TOCJIEIHUE JECATUIETUS IU(-
poBast mH(bOpMaIUs PUoOPETaeT CBONCTBA MOIIHOTO CPEICTBA BO3-
JeCcTBHS Ha OOIIECTBEHHO-TIOJUTUYECKIE, UICOJTOIMYECKUEe W COIU-
JIbHO-9KOHOMUWYECKUE TIPOIECChI, CTAHOBUTCS CBOETO POJIA OPYIKU-
eM, KOTopoe TpebyeT cO3aHus CUCTEMbI POTUBOACHCTBHUS, 3allThI
UHMOPMAIIMOHHBIX PECYPCOB, MPUHAMJIEKAINNX TOCYIapCTBEHHBIM
opraHaM, COCTaBJISTIOIIMM TOCYJapPCTBEHHY0, BpadyeOHYIO, JINYHYIO
Tainy .

PazBurue nngopMauoHHbIX CPEACTB BEJET K BO3MOKHOCTH yCTa-
HOBJICHUSI TaKOTO TOTAJIbHOTO KOHTPOJISI HAJl JIIOAbMU, KAKOTO elile
He GBbLJIO B UCTOPUH YesioBeyecTBa '™,

B coBpemennnix ycnoBusax nmbpoBasd uHGOpPMAIUSI CTAHOBUT-
CsI CTPATErnyecKuM PECypcoM, MPaBOBasl 3aluTa KOTOPOTO JUKTYETCS
HEOOXOMMOCTBIO Ia/IbHEHIIEr0 PasBUTHSI 9KOHOMUKH, (HOPMHUPOBa-
HUS TPasKIaHCKOTO 00IecTBa, obectiedeHns: Ge30MacHOCTH TOCYIapCcTBa
u rpaxkaan. B csasu ¢ oM, nHbopMannonHas 6e30MaCHOCTh SIBJISICT-
¢ BakHeHIIell cocTaBisonell HalmoHaAbHOU O6E30IMaCHOCTU B LIEJIOM,

" Vnopmaruka s 10puctos u axonomuctos / mog pes. C. B. Cumonosnya. Cankr-
Herepbypr: [Tutep, 2002. C. 20.

" Jucuuxun B. A., Bupun M. M. ®opmuposaniue udopMaonHoro obuectsa: mpob-
JieMbl 1 iepenektuBbl: Mororpadust. Mocksa: ICIIV PAH, 2008. C. 36.
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a npobiieMa obecrieyeHust UGPOBOI GE30MACHOCTH SIBJISIETCST YPE3BbI-
YaifHO aKTyaJbHOM .

B aT0il cBsI3M akTyasmsupyercst 1mpobseMa MPaBOBOTO PeryJin-
pOBaHUs TIPOIECCOB, B KOTOPBIX IudpoBas uHGopMalus HAaUMHAET
BBICTYIIATh KaK OCHOBA OOIIECTBEHHBIX OTHOIICHWIT, BOSHUKAIOIUX TIPU
peaymzanun WHMOOPMAIIMOHHBIX MOTPEGHOCTEH TOCyAapCTBa, JUYHO-
CTH U 0O0IIeCTBa, T.e. P CO3[MaHUH, TOJTydYeHnn, 00paboTKe, HAKOILIe-
HUW, XpaHEHUH, TIOUCKE, PaCIIPOCTPaHEHUN U MoTpebaeHnn g poBoit
undopMaluu, MpU CO3JAHUU U HUCHOJB30BAHUU UHOOPMAITMOHHBIX
cucreM, MHGOPMAIIMOHHBIX TEXHOJOTUN U cpeAcTB nndpoBoii besomnac-
noctu'”,

B mayunoii nutepaType moHATHE «MHOOPMAINNST» OCMBICIUBATIOCH
Ha YPOBHE ee KOMMYHUKATUBHOTO IIPU3HAKA, KAK OCHOBHASI 4aCThb TIPO-
1ecca KOMMYHUKAIIUY, HATIPUMED CYIIECTBYeT MHEHUE, YTO MbICJIb, POK-
JIeHHAsI B 4eJIOBEYECKOU TOJIOBE, elle He sBJsieTcss nHpopmalimen, Tako-
BOI OHA CTAHOBUTCS IIOCJIE TOTO, KaK JIUIO MOJEJIUTCS ITOM MBICJbIO
¢ mpyrumu ',

CrpaBelJinBoOil SIBJISIETCSI TOUKA 3PEHUSI, B COOTBETCTBUU C KOTO-
poii wH(bOPMAIMS SIBJISETCS CJIOKHBIM SIBJICHUEM, 0bOpasyemoe,
C OZHOW CTOPOHBI, IIPOSBAECHUEM CBOICTBA OOBEKTOB JKUBOM IPU-
poabl (cyOBEKTOB) oTpaxkaTb B (GopMe IMCUXUYECKUX OIIYIIEHII
IBUZKeHUE 00BEKTOB OKPYsKatolero Mupa (coaepskaresbHasi CTOPO-
Ha uHGOPMAIINK, CBEIEHUs ), a C APYTOH — MPOSIBJICHUEM CIIOCOOHO-
CTU HEKOTOPBIX OOBEKTOB JKUBOM MPUPO/ILI MIEPEAaBATh C TOMOIIBIO
COOOIIEHN HCTIbITAHHBIE UMK olryiieHust (06pasbl) ApyrumM 00b-
eKTaM KUBOU MPpUPOALI (IPeACTaBUTENIbHAS CTOPOHA WH(MOPMAIINU,
coobtenue) ',

[IpuBenennble BbIle ONPEAEICHUS OTPAXKAIOT KOMMYHUKATUB-
HYIO CYIIHOCTh UH(OPMAIIUU, OJIHAKO B TOKE BPEMS YKa3bIBAIOT Ha ee
OCHOBY, T. €. Ha 0OBEKT KOMMYHUKAIMH, KAKOBBIM SIBJISIFOTCSI CBEJICHUS,
obnmueHHble B (DOPMY, AAMOIIYI0 BO3MOKHOCTh WX TepelaBaTh U BOC-
[IPUHUMATD.

" Bauuno Y. JI. indopmarontoe mpaso: yueGHuK 115 By3os. Mocksa: Briciee o6pa-
sosanue; [Opaiit-U3znar, 2009. C. 398.

" Cuotmnuxos A.A., Tymanosa JI. B. Obecrievenne 1 3amuTa 1pasa Ha HH(OPMALIO.
Mocxsa: l'opozert-usaar, 2001. C. 32.

" Hzsamoe T. II. 1ludposas unpopmaius kak 00bEKT IPaBOBOTO Peryanposatus //
«[IpaBo u sxuzmby. 2001. Ne 42. C. 18.

" Cmpemvuos A. A. Copnepxanne nounstus «iudposas undopMarusy [ INeKTPoH-
Helii pecype] // Tesucsl noknana Ha 3acefianuyt MeKBEJOMCTBEHHOTO MEK/MCIUIIINHAD-
HOTO CeMHHapa Mo Hay4HbIM TpobseMam 1udposoii Gesomactoctu 13 mexabps 2001 r.
URL: http://geo.web.ru/db/msg html?mid=1161721 (zara obparmenus: 14.07.2020).
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C TOUKM 3peHUsI COBPEMEHHBIX [IPOIIECCOB NH(POPMATU3AIINY [TOHSI-
THE <«J[aHHbIe» OoJIee TOYHO OTPasKaET Xapakrep 00beKTOB HH(MOpPMAIIU-
OHHBIX OTHOIIEHUI, B CTPYKTYPY KOTOPOTO BXOJST U CBEIEHUSI, SIBJISTIO-
IIUecs] TeMU WU UHBIMU (DaKTaMU, UMEIOIIUMI OTHOIIEHUE K Pa3Jiny-
HBIM chepaM 4eI0BEYECKOTO OBITHSI.

OcCOGEHHOCTBIO TIOHATHS <MH(DOPMAIKsI> SIBJSIETCST €r0 YHUBEP-
CaJIbHOCTh — OHO UCIIOJIb3YeTCsl BO Beex 0e3 MCKIIoUeHus cepax yesio-
BeuecKoil JesATeJIbHOCTH'Y, B TO ’Ke BpeMs, OIpelejeHne KaTerOpuu
«mudpoBasg wHOOPMANINI», TPEKIE BCETO, 3aBUCUT OT KOHKPETHOU
obJacTu 3HAHMIL, B KOTOPOU BejgeTcs uccaeposanue. Vlexoms us mpu-
BEJICHHBIX BbIIIIE OIPE/IEJEHUI, MbI MOKEM FOBOPUTH O TOM, UTO C Ipa-
BOBOI TOUKU 3peHud IudpoBas wHOOPMAIIUI — 3TO JAaHHBIE, KOTOPHIE
SIBJISIIOTCSE OOBEKTOM KOMMYHUKAIIMU, U TIOCSITATEIbCTBO Ha MH(MOpPMa-
LUIO CJIEJIyeT PAacCMATPUBATh B JIBYX IJIOCKOCTSX: KaK MOCSTATEbCTBO
HEIMOCPE/ICTBEHHO HA WH(MOPMAIIUIO U KAK TOCSATATEIbCTBO HA BO3MOJK-
HOCTH ee OeCIpernsiTCTBeHHON mepenadn (KOMMYHUKAIIN ).

Takum 06pa3oMm, 10 MHEHUIO 3aKOHOAATEIs, WH(MOPMAIWST, SIBJISI-
SICh CPEIICTBOM KOMMYHMKAI[UU, CTAaHOBUTCS OOBEKTOM IPaBOBON
3alIUTHI YK€ B MOMEHT €€ TIOSIBJICHUsI, HE3aBUCUMO OT TOTO, B KaKOM
¢dopme oHa TIpeocTaBIeHa U BHE 3aBUCUMOCTH OT €€ JaJibHEHIero
pacrpocTpaHeHus.

Cueqryer nmpusHaTh, 4TO B IpUHIMIE Jobas mudposas nHGoOpMa-
1[UsI CO3/IAETCSI C LEJIBIO ee PACIPOCTPAHEHUS U UCIIOIb30BAHUS, TOITO-
My paccMaTpuBaTh MUGPOBYI0 UHGOPMAIUIO B OTPHIBE OT CJOMKHOTO
U pasHOOOPA3HOro TIPoIecca ee Mepefadyn U MOJTydeHHs] MPaKTHICeCKU
HEBO3MOKHO. VIHBIMU CJIOBaMU, COBPEMEHHbIE TIPEJICTABIEHUS O CO/IEP-
JKaHUU TIOHATHS «1IU(ppoBasi HHGOPMAIUsT» TaKKe CBS3aHbI CO CIIOCO0-
HOCTSIMH OTIEPUPOBATh CBEACHUSIMHU, HH(MOPMAIIUST IPEACTABIsIET cOOOI
cool1IeHne, 1eIbI0 KOTOPOTO SIBJISIETCS Tiepejilaya CBEACHWI U aHHBIX,
OTHOCHUTEJIBHO /I, OTKPBITHIL O TOJOKEHUN e Te-100, O COCTOs-
HUM 4ero-Jmbo.

JlaHHbIi MOAX0L UMEET 110, COOOM LEJIUKOM IIPArMaTu4eCKIe OCHO-
BaHWUs, MOCKOJIbKY 1rhpoBasi nH(OPMAIUSI B CTATUIECKOM COCTOSIHUU
nepecraet 00J1aaTh TEM OIPOMHBIM MaCCHBOM TT0JIE3HBIX KAUeCTB, KOTO-
pPbIMK OHa HajiesieHa, Oyayun criocoOHON K Tepenave. B takom ciyuae
OHA U TIPEBPAINAETCS B IPOCTO CBEJEHUS WM JAHHbIE, Ubsl [EHHOCTb
COCTOWT JIUIITb B COJIEPKAHUU, KOTOpPOoe onu HecyT. [loatomy, mpeacras-
JIgeTcs, 9To 1o 1ugpoBoit mHMOpPMAIieil cieayeT MOHUMATh COBOKYII-
HOCTb CBEJIEHUIL U JAHHBIX, TIPOIIECC UX TIePeladu U MOJyUYeHUs.

' Bexman M H. Nndopmatuka: kype tekiuii [Dnexrponnsiii pecype]. URL: http://
profbeckman.narod.ru/InformLeke files /Inf02.pdfc (nara o6pamenus: 07.11.2020).
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C mpaBoBoil Touku 3peHus MudpoBas nHGOPMAITUSI TPEACTABI-
er coboil cyGCTaHIIIO, MMEIOIIYIO CIIOCOOHOCTH TPaHC(HOPMHUPOBATHCS
B (hakTHUYECKHE COIMAIBHO-TTPaBble OTHOIIEHUS 110 MOBOLY O0JIaIaHusl,
pacipocTpaHeHust, TPOAAXKU U Tepeladll CBeIEHUI, KOTOPbIE MOJIEKAT
MIPABOBOI 3aIIUTE U OXPAHE.

B mannoMm ciydae moa 1udpoBoii 6€30IMacHOCThIO CJELyeT CYK-
TaTh JESATEJIbHOCTh 110 CO3/aHUIO MPABOBBIX HOPM, HAINPABIEHHBIX
Ha 3anuTy uHpopMaIuu u nHOOPMAIIMOHHBIX TIPAB YYACTHUKOB MPO-
I[ECCOB, CBI3aHHBIX ¢ oOpaleHreM HHMOPMAIUN — TOCYAapCcTBa, Y-
HOCTH, IPEANPUATAN 1 OPTAHUIAIN; 3aNTUTON CJIelyeT CYUTATh IIPO-
11€CC UCIIOJIb30BAHUS JIAHHBIX HOPM B MPAKTUYECKOM aCIEKTe IPaBO-
MPUMEHEHUS.

[To HameMy MHEHUIO, paccMaTpuBasi IUGPOBYIO GE30MaCHOCTh Kak
00BEKT YrOJIOBHO-TIPABOBON OXPaHbl, CJIEAYET yKasaTh Ha TO, YTO OHA
SIBJISIETCS] HE TOJIBKO COCTOSTHUEM 3allUIIIEHHOCTH, HO U CUCTEMOI 00111e-
CTBEHHBIX OTHOIIEHUH, KOTOPbIE CIIOCOOCTBYIOT BOSHUKHOBEHHIO COCTO-
STHUSL 3aIIMIIIEHHOCTH M O€30IIaCHOCTH.

[Ipu aTom cremyeT ykazaTh Ha TO, YTO BaXKHBIM TTPU3HAKOM I po-
BOIT 6E30MACHOCTH SIBJISIETCS €€ IMHAMUYHOCTD, TOCKOJIbKY OHa, B PO~
KOM CMBICJIE, IIPEACTaBIIeT coboil obeciieuenne cTabUIbHOCTA U Pas-
BUTHUA ITUGPOBOIT chepbl, KOTOPasE TTOCTOSTHHO MEHSIEeTCS M3-32 MHOTO-
obpasust 1moTpeOHOCTEHl YyYaCTHUKOB WH(MOPMAIMOHHBIX OTHOIICHHMIA.
B cBsI3u ¢ mocseHUM 3aMeTHM, 4TO OOJIBITMHCTBO M3 TPUBEACHHBIX
orpejiesieHnil XOTh U (DUKCUPYIOT Ba)KHbIe KOHCTUTYTUBHbIE [TPU3HAKU
1ppoBoil GE30MACHOCTH, OJHAKO PACCMaTPUBAIOT ee KaK HEM3MEHHOE
SIBJICHUE: «COCTOSTHUE BalllUIIEHHOCTH», «CIHOCOOHOCTD 3allUINATh,
«3ANIAIIEHHOCTb» U T. I

Jlist KOHKpeTUsaluu MOoHATUsT < poBast 6e30MaCHOCTh» TIPUH-
[UITHAIBHBIM SIBJISIETCST  OTIPEJICJIEHHE COCTOSIHUSL OE30IacHOCTH  Kak
COBOKYITHOCTH <YCJIOBHI1 CYIIECTBOBAaHUSI CyObeKTa, CIIOCOOHOCTHIO
cyObeKTa KOHTPOJMPOBATh T€ WM UHbBIE YCJIOBUS JIESITEIBHOCTH, OCY-
IIECTBJISITh MOHUTOPUHT YCJIOBHIA, ... CIIOCOOHOCTh CyOBEKTa OKA3bIBATh
Ha HUX OIpejessiiolee BIUSHUE, Peliaioliee BO3/EUCTBIE, OCYIIECT-
BJISITH peajibHOE JOMUHUPOBaHUE, (haKTUIECKOE TOCIIOJICTBO, BIACTDb HAJl
Hum» ',

Jlannoe omnpenesenue AaeT OCHOBAHUS JIJisl TIPEBAPUTETBLHOTO
paccMoTperust 1 POBOil 6E30MACHOCTH MMEHHO KaK OTpeAeeHHON

" Heawenxo I. B. Joxrpuna 1udpoBoil 6e30macHocTi 1 MeToJMYecKue TpobeMbl
TeOpUH OE30MACHOCTH: MaTepHaIbl KPYrJIoro croa «[obaibhast nHhOpMaTH3AIMs W COTlH-
aJIbHO-TYMaHUTapHble MPoGIeMbl YeoBeka, KyJabTypbl, obuectBa», MI'Y. Mocksa, 2000.
C. 48-63.
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cuCTeMbI OOIIECTBEHHBIX OTHOIIEHUH, BOSHUKAOIIMX I10 TIOBOJLY CO3/1a-
HUST YCJIOBUI Ge30MacHON JKU3HEAESTEeIbHOCTH TOCYAapcTBa, 001ecTBa
U IUYHOCTU B I POBOIL cpefie.

DakTuyeckn Ha 00UECTBEHHOM XapakTepe 1udpoBoii 6e301macHo-
ctu crout u Jlokrpuna 1ndpoBoil 6E30MACHOCTH, YKa3bIBAIOIIAs, YTO
«uHpopMaIMoHHas cdepa, SBJSICh CUCTEMOOOPa3yIoIuM (haKTOPOM
JKM3HK 00IIeCTBA, aKTUBHO BJIMSIET Ha COCTOSTHIE MOJUTUYECKOI, 9KOHO-
MHUYECKOH, 000POHHOIT 1 APYTUX cocTaBstomux Gezonacuoctu Pocenii-
ckoit @eneparums '

B konTekcre perienus 3ajiad MPaBOBOTO PETYJIUPOBAHUS «CHUCTE-
MoOOpasyoIuil (HhakTop KU3HU> OOBEKTHUBHO TPeOYET 3allUThl, KOTO-
pasi OCYIIECTBJISIETCSI KaK B paMKaX WH(MOPMAIMOHHOTO IPaBa, Tak
U C MOMOIIBIO PA3JIMYHBIX JPYIMX KOHCTPYKTUBHBIX OTpacieil rpasa:
KOHCTUTYIIMOHHOTO, TPaKIaHCKOTO, OAaHKOBCKOTO, KOMMEPYECKOTO
u T. 1. COOTBETCTBEHHO, U yTOJIOBHO-TIPABOBAsI OXpaHa B IbPOBOIi cpe-
e 006eCTIeYnBAETCS C IOMOIIBIO HOPM, KOTOPbIE HAIIPABJICHbI HA 3AIUTY
PasIMYHbIX CyOBEKTOB U(POBOIT GE30IMacHOCTH, TOCYAapCcTBa, 00IIIe-
CTBa, JIMYHOCTHU, XOTA MPU 3TOM TPyAHO He cormacutbes ¢ [l A. Kai-
MBIKOBBIM, YTBEP/KIAMOIINM, YTO «IIPUHIUIT OajJaHca WHTEPECOB JINY-
HOCTH, 00IIecTBa M TocyaapcTBa B MUGPOBOI chepe 3aKOHOAATETBHO
He onpezeneH» ",

Ecau B meiicTBytomeM 3aKOHOIATEIbCTBE ACHCTBUTENBHO HE OTpa-
JKeH GalaHC MHTEPECOB YYaCTHUKOB MH(MOPMAIIMOHHBIX OTHOIICHUIT, TO
B HAy4YHOII JIUTEepaType TaKkoii GasaHC B IPUHITUIIE OTPE/IEIIEH.

ITo MHeHuIo MccaegoBaTesell, nHTepechl oduecTsa B HudpPoOBOl
cepe 3akI0YAOTCS B 06ECIIeYeHUH MHTEPECOB JIMYHOCTH B 3TO# cdepe,
YIPOUYEHUM JEMOKPATUHU, CO3/IaHUM MTPABOBOIO COIUATIBHOIO rOCy/Iap-
CTBa, JOCTUKEHUU ¥ TTOIEPKAHUN 0OIIECTBEHHOTO COTJIACHS], B JIyXOB-
HOM 0OHOBJIeHNU Poccun.

WuTtepecs rocynapceTsa B IUdpoBoii cdepe 3aKAIOIAIOTCSI B CO3-
MAHUW YCJIOBUU 1711 TADMOHUYHOTO PA3BUTHUS POCCUNCKON T POBOT
UHOPACTPYKTYPHI, /Ui Pean3alni KOHCTUTYIIMOHHBIX [PaB U CBO-
601 yeJOBeKa W TpakJaHWHA B 00JIaCTH IMOJydeHUs] UHOpMAIUU
U TIOJIb30BaHUS €0 B Ie/sIX o0ecreyeHrs: He3bI0JeMOCTH KOHCTHUTY -
IIMOHHOTO CTPOsI, CYyBEPEHUTETA U TEPPUTOPUATHHON I1[€TOCTHOCTU

" 06 obecreyenuu gocTyna K uHbOPMAIUK O AeATebHOCTH FOCYIapCTBEHHbIX
OPraHOB M OPraHOB MECTHOTO caMoyIpaBieHus»: (enep. 3akon ot 9 despass 2009 r.
Ne 8-D3 (pen. or 07.06.2013) // Cobp. 3axonogareabctBa Poc. Denepannn. Ne 7.
Cr. 776.

" Kanmvixos JI. A. Vinopmaimontast 6e30MacHoCTb: NOHATHE, MECTO B CUCTEME YTO-
JIOBHOTO 3aKoHOJaTenbeTBa Poccuiickoit Mepepatiiu, mpobieMbl TPaBOBON OXPAHbI: JIHC. ...
Kamz. opu. Hayk. Mocksa, 2005. C. 195.
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Poccun, mosuTtuyeckoil, SJKOHOMUYECKOH M COIMAJIbHOW CTaOWUIIb-
HOCTH, B 0€3yCJOBHOM O0ECIeYeHNN 3aKOHHOCTH M MPABOTIOPSI/IKA,
Pa3BUTUU PABHOIPABHOIO W B3aUMOBBITOIHOTO MEKIYHAPOIHOTO
COTPY/IHUYECTBA.

Yto kacaeTcss MHTEPECOB JUYHOCTH B HU(POBON cdepe, TO,
[0 HalleMy MHEHUIO, OHU 3aKJIOYaloTcst B oOecriedeHnn cBOOOIHOTO
JOCTYIa K OTKPBITON mHMGOpPMAIK, B TOM, 4TOOBI JaHHas nHMOpMa-
nus ObLIa NpaBAUBOM, He MMeJa CBOEH 1eJbl0 HeratTusHoe UHQOP-
MaIlMOHHOE BO3J/IEICTBUE HA JIMYHOCTb, HE HOCUJA AHTUTYMAHHBIH,
aMOPaJIbHBIN, 9KCTPEMUCTCKII XapakTep, 4ToObl JIrMuHast, KOH(DUACH-
uasbHast nHopmanus rpakaan Oblia HajsexkamM o0pasoM 3alu-
IeHa ¢ WCIOJIb30BAaHUEM HOPM IpaBa, 4TOOBI CHCTEMa I0PUINIECKIX
HOPM HaJIe;KHBIM 00pa3oM rapaHTHpOBaJia paB rpakjaaH B b poBOil
chepe.

[IpuBenennbie BbIllle MOAXO/AbI SBJSIOTCS OCHOBAHUEM JIJISI TOTO,
4TOOBI OTIPEAETUTD ITUPPOBYIO GE30MACHOCTH (B IOPUANIECCKOM CMBICIIE)
KaK COBOKYITHOCTb OOTIECTBEHHBIX OTHOIIEHNUH, KOTOPBIE PETYJIUPYIOTCS
CHCTEMOI1 TIPAaBOBBIX HOPM, HAITPaBJIECHHBIX Ha 0OecIieueHre HallHOHAIb-
HBIX WHTEPECOB TOCYAapCTBa, MHTEPECOB 00IecTBa, Ha obecrieyeHue
3aKOHHBIX MHTEPECOB JMYHOCTU U CyObEKTOB XO3SMCTBOBaHUS B I -
poBOH cepe, TApaHTUPYIOT TIpaBa YesjoBeKa U TpakJaHnHa B Mudpo-
Boli cdepe, 3amuUTy THGOPMAIINT OT HECAHKIIMOHUPOBAHHOTO OCTYTIA,
YHUYTOKEHMsI, OJIOKUPOBAHUsI, MOAM(DUKAINK, KOMPOBAHUS ¥ HElpa-
BOMEPHOTO UCIIOJIb30BAHUSL.

B pamkax mepBoil rpyiimbl obecrieunBaeTcst (HYHKIMOHUPOBAHUE
3 GEKTUBHBIX CPeACTB IU(MPOBON AESATETHHOCTH, B PAMKax BTOPOW —
06€eCTIeynBaAETCsT BO3MOKHOCTD CYOBEKTOB MOJMYYATh JOCTYI K HEOOXO0-
IUMBIM T POBBIM pecypcam, hopmupyeTcs IudpoBoii pecypc, oTBeua-
01T MOTPEOHOCTSAM CyOBEKTOB, TPEThsI TPYyIIIa obecrieunBaeT (HyHK-
nuoHupoBanre MudpoBol MHOOPMAIIUN, UMEIOIEeN PeKUM TaTHOIM,
KOHMbUIEHITNATHHOH, YeTBePTast TPYIIa OTHOIIEHUN OTIPeIeisseT COCTO-
aune o0IeCTBEHHON 6e30TTaCHOCTH, CBA3AHHON C MCIIOIb30BAHNEM KOM-
IBIOTEPOB U UM POBBIX TEXHOJOTUI.

B mpouecce uccaepoBanusa mnpodaem 1udposoil  6e30macHOCTU
BO3HHMKaeT MpobJieMa pasrpaHUvYeHus] TaHHOrO BuAa OGE30MaCHOCTH
1 6e30MacHOCTH OOIIECTBEHHOI, TTOCKOJIBbKY, moMecTuB riiaBy 28 YK
PO B paszen IX «IIpecrymniennst IpoTUB 0OIIECTBEHHON 6€30MaCHOCTH
1 00IIECTBEHHOTO TIOPSIIKA», 3aKOHOIATEIb OIIPEIEJTIIT POIOBOIT OOBEKT
MOCATATEbCTBA TIPECTYIJICHUN B cdhepe KOMIBIOTEPHON WHOOPMAITT
KaK OTHOIIEHUsI OOIIEeCTBEHHOI OEe30MaCHOCTH, YTO IPEACTABJSETCS
JOCTATOYHO CIIOPHBIM. OTMETHM, Y4TO y4YeHbIe, HCCIe0OBaBIINE TPobJIe-
MbI 0OLIECTBEHHON 6E30IaCHOCTH U OOIIECTBEHHOTO IIOPSAKA, HE CKJIOH-
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HBI OTHOCHUTb TIPECTYILIEHUST B chepe 1 poBoil 6e30IacHOCTH K TaHHO-
MY BUJLY ITPECTYTTHOCTH .

Opnnako, kak ykasbiBaer K. C. Besbckuii, obriecTBeHHass 6e3-
OTMACHOCTb HAPSINy C TOCYAapPCTBEHHOW, 3KOHOMUYECKOU, BOCHHOM,
MOJUTUYECKOHN, IKOJTOTUUECKOU, NUMPOBON SABIIETCSI PA3HOBUIHO-
CTBIO HanMOHAAbHON OGesomacuoctu'™. Takum o6pasoM, B AaHHOM
ciaydae GaKTUIECKH CTaBUTCS 3HAK PaBEHCTBA MEXKY 0OIECTBEHHOMN
u 1rdpoBoil 6e30MaCHOCTBIO B CMbICJIE WX FOPUAMYECKON 3HAYMMO-
cTH, T. €. udpoBas 6€30MACHOCTh HE PACCMATPUBAETCST KaK JIEMEHT
0011eCTBEHHON 0e30MaCHOCTH, a TOJIYYaeT MEJTUKOM CaMOCTOSITeb-
HYIO pPeryiaMeHTaIuio.

OOBEKTOM  OCATATENILCTBA TIPU  COBEPIICHUH  PECTYIICHUH,
HAIIPaBJEHHBIX MTPOTUB OOIIECTBEHHON GE30TTaCHOCTH, BBICTYTIAIOT Ge3-
OIACHbIE YCJIOBUSI JKU3HU JIOAEH B TIPOIECCE TIPOU3BOACTBA PA3IUYHO-
ro poza pabot; obpaiienus ¢ UCTOYHUKAMU IIOBBINIEHHON OMACHOCTIL
HOPMaJIbHOTO (DYHKIIMOHUPOBAHKS TOCYAPCTBEHHBIX M OOIIECTBEHHBIX
HHCTUTYTOB; B c(hepe COIUATBHOTO OOIIEH S YeJI0BEYECKIX NHIUBU/IOB,
KOTOPBIM IIPUYKMHSIETCS BPE/l B PE3yJibTaTe COBEPIIEHUsI TIPECTYILIEHUI
JTAHHOTO BUJIA.

B manHOM ciryyae peub uper 06 OTHOIIEHHMSIX TI0 TOBOAY Oe3-
OMACHOCTH TIPU KMCIOJIb30BAHUKM MCTOYHUKOB MOBBIIIEHHONW OMACHOCTH
Ha TPaHCIIOpPTE, Ha IMPOM3BOJCTBE B 00JACTH IKOJOTHH, HapyIIeHUE
KOTOPBIX CIIOCOOHO TPUYMHUTH OOIIECTBEHHBIN BPE/L.

Ha wHam B3rusig mmudposast 6e30MaCHOCTh B OTAEIbHBIX CJIydasix
obecrieurBaeT Ge30IaCHbIE YCJIOBUSI NP MPOU3BOJACTBE Pa3JIUIHOTO
poza paboT, TakiKe TOCATaTeIbCTBO Ha IMGPOBYIO GE30MACHOCTh OKa-
3bIBaeT BJIMsIHUE Ha Oe30MacHble YCIOBHS KU3HU OOIIECTBA, OMHAKO,
0 CBOEH I0PUAMYECKOi CYyIMIHOCTH JaHHast (hopMa 6e30MacHOCTH BBIXO-
JIAT 32 PAMKHU TIPOU3BOICTBEHHOTO aciekTa 6e30MacHOCTH, CaM KOMITbIO-

" Kosanes M. M. Ilpecrymnenns nportus obmectsennoii Gesomacnoctu // Yro-
JsioBHoe 11paBo. Ocobennast yacts: yuebunk / M. U. Kosases, B. H. Ierpaies / nox pex.
npod. B. H. Tlerpamesa. Mocksa, 1999; boxos A. B. Ilpectyruienust IpoTHB 001IECTBEHHOI
GesonacHoctu // YrososHoe npaBo Poccuu. [pakruuecknii Kypc: yued.-lpakTHuecKoe moco-
6ue; Komuccapos B. C. TIpectynsennst npotns obiecTBenHol GesonacHoctn // YrosioBHoe
npaBo Poccuiickoit Mexeparmn. Ocobennas yactb: yuebunk / nox pea. I. H. Bopsenkosa
u B. C. Komuccaposa. Mocksa, 2004; 3eaunckas H. A. lpectyruieHust npoTus 001iecTBEHHOI
Gesonactoctu // Yromosroe npaso Poccuiickoii @enepaunn. Ocobennas yactb: yueOHnK /
ozt peit. ipod. JI. B. MHoramosoii-Xeraii, mpod. A. W. Papora, A. 1. Yyuaesa. Mocksa, 2004;
Mauxos B. II. Tlpectymienusi npoTs oOuiecTBeHHON 6e30macHocTH // YTOI0BHOE TIPaBo
Poccun. Yacts Ocobennast: yueOHuK st Bysos / ot. pelt. JI. JI. Kpyramkos. 3-e usz., nepe-
pab. u non. Mocksa, 2005.

" Bemvckuii K. C. Ioamreiickoe paBo: JekMOHHLIH Kype. Mocksa: «/leso u Cepsucy,
2004.
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Tep eBa JIM CJIEAYeT pacCMaTPUBaTh KaK MCTOYHUK HOBBIIEHHON OT1ac-
HOCTH, XOTS KaK U KaxKI0e NPEeCTYILIeHNe, JaHHbIil BU IPECTYITHOCTH
nocsiraeT Ha 6e30MacHbIe YCJIOBUsT 0OMIECTBEHHON KU3HHU.

B cBoio ouepenb POAOBBIM 00BEKTOM HH(MOPMAIMOHHO-TTPABO-
BOI1 3auuThl B cepe obecredenus: obuecTBeHHoN GezomacHoctu Poc-
cuiickoii Dezpepaiuu SBIAIOTCS WHOOPMAIIMOHHBIE TIpaBa, CBOOOIBI
U 3aKOHHBIE UHTEPECHI TPaK/IaH, OOIIECTBA M TOCYAAPCTBA, a MPEIMET-
HO-OTPACJIEBBIM — IPABOOTHOIIEHNUS, BO3HUKAIONINE B IIPOIECCE Pea-
JIM3AIUU [IPAB TPAKIAHUHA, 00IIECTBA U TOCYIApCTBA HA TIOJYYEHHE,
XpaHeHue, paclipocTpaHeHue, MoJib3oBaHue MudPoBoil nHGoOpMaIme,
a PaBHO U €€ 3alIUTHI.

B manHOM cirydae peub uet o udpoBbIX MPaBOOTHOIIEHHUSIX, KOTO-
pble OKa3bIBAIOT BO3/EHCTBIE Ha 00IIECTBEHHYIO GE3011aCHOCTh U 001I1e-
CTBeHHBIN Topsamok. [IpuMepom TecHOTO B3amMomencTBusd IudpoBOIt
1 00IeCTBEHHON 6E30MaCHOCTH MOKET CJYKUTh COKPBITHE H(PPOBOI
nHGbOPMAIINY, PACTIPOCTPAHEHNE JIOKHOU 1TU(POBOIT MHPOPMAITIH, YTO
BelleT K HapPYIIEeHUIO OOIIECTBEHHOTO MOPSI/IKA, K HAPYIIEHUIO (hYHKITH-
OHUPOBAHMSI TEXHUYECKUX, TEXHOJTOTHYECKUX 1 IKOJTOTHIECKUX CHCTEM,
HapyieHus: (YHKIIMOHUPOBAHKS OPraHOB TOCYAapCTBEHHOI BJACTH
U MECTHOTO CAMOYTIPABJIEHUS, K TPpoOeMaM ¢ 6e30MacHOCTHIO THYHOCTH
B COBPEMEHHOI TEXHOTEHHOM Cpe/ie.

B coorBerctBun ¢ Menepasbibiv 3akonom ot 9 despass 2009 r.
Ne 8-D3 «O6 obecriewernu gocTymna K HHGOPMAIUU O IESITETbHOCTH
roCyJapCTBEHHBIX OPraHOB M OPraHOB MECTHOTO CaMOYIIPaBJIEHUS»,
K OCHOBHBIM TIPHHITUIIAM 0OeCTIeYeHusT TOCTYMa K HH(POPMAIIUHU O [Iest-
TEJIbHOCTH TOCYaPCTBEHHBIX OPraHOB U OPTAHOB MECTHOTI'O CaMOYIIPaB-
JIEHUST OTHOCSITCST: OTKPBITOCTD U JIOCTYITHOCTH HH(DOPMAIIUH O JESATEb-
HOCTH TOCYapCTBEHHBIX OPTaHOB W OPTAaHOB MECTHOTO CaMOYIIpaBJie-
HUST; JI0CTOBEPHOCTH MH(MOPMAIUU O AEATEJTbHOCTH TOCYAapCTBEHHBIX
OPraHOB ¥ OPraHOB MECTHOTO CAMOYTPABJIEHMSI U CBOEBPEMEHHOCTD €€
MPeOCTaBIeH sT; CBOOOIA IOMCKA, MOy YeHsI, TIEPEIAut 1 PACITPOCTPA-
HeHUst HGOPMAIUK O AesATeTbHOCTH TOCYIaPCTBEHHBIX OPIraHOB 1 Opra-
HOB MECTHOTO CaMOYIIPaBIeHUsT TIOOBIM 3aKOHHBIM CIIOCOOOM; COOJTIOIE-
HUe paB IPaskiaH Ha HEMPUKOCHOBEHHOCTh YaCTHOMN JKU3HU, JIUUHYIO
U CeMEeUHYI0 TailHy, 3alllUTy UX 4eCTH M JIeJIOBOM pelyTaluu, Ipasa
OpraHM3anuil Ha 3alllUTy WX AEJOBOI PeryTaluu Ipy MpeaoCcTaBIeHun
MH(GOPMAIIUU O AEATEJTbHOCTH TOCYAAPCTBEHHBIX OPraHOB U OPraHOB
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106 obecrieyenu gocTyna K nHGOPMALUN O AEATENLHOCTH TOCYaPCTBEHHBIX Opra-
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Yacrto 5 cr. 29 Koncrurynuu Poccwniickoit Depepaniun mpusHaeTt
cBOOOLY MaccoBOil MHGOPMAIMKM W 3alPelaeT [eH3ypPy, YTO TPSMBIM
00pas3oM CBsI3aHO € TIPABOM Ha JOCTYIl K UH(GOPMAIUH, T. K. €€ OCHOB-
Hadg Macca nepefaetcst mocpeactsom CMU, Kk KOTOPBIM, B COOTBETCTBUN
¢ 3akoHOM «O cpencTBax MaccoBOH MHGPOPMAITNNY, OTHOCITCS TEPUO-
IU4YecKre W3MaHUs, pajuo-, Teje-, BUMeOTPOrpaMMbl U WHBIE (POPMBI
MIePUOINYECKOTO PACTIPOCTPaHeHNI MH(OPMAIIIH.

BsanmozeiictBue u noepskanue 00paTHOI CBSI3HM IPaskiaH € rOCy-
NAPCTBEHHBIMU OPTAaHAMU CJIe[[lyeT CYUTATh HEOTHEMIEMBIM 3BEHOM
mpaBa Ha g0cTyn K nHdopmanuu. MubopmalmoHHbie mpaBa U ¢cBOOOIbI
rpaskjlaH HaxXO[SATCSA B OPraHMYECKOM CBSI3U ¢ 00SI3aHHOCTSIMU TOCY/1ap-
cTBa B 1 poBoii chepe.

OrpannyeHune mpaBa Ha AOCTYHn K WHGOPMAIUUA B COOTBETCTBUU
co ct. 55 Koncruryruu Poccuiickoit Mepeparini, MOKeT MTMETh MECTO
TOJIBKO «B TOH Mepe, B KaKOW 9TO HEOOXOANUMO B IIEJISIX 3alUThl OCHOB
KOHCTUTYIIMOHHOTO CTPOSI, HDABCTBEHHOCTH, 3/I0POBbS, TIPaB M 3aKOH-
HBIX HHTEPECOB APYTUX JIHIl, obecredennst 000pOHbI CTpaHbl 1 Oe3omac-
HOCTHU TOCyZapcTBa'™,

B 1o sxe Bpems Koncturynus Poccuiickoit Mepeparuu B cr.cT. 21,
23, 24,29, 44, 46 n 56 ycTaHaBIWBAET U P MPUHITUTHATLHBIX TOJIO-
JKEHU, KacalolXcst rapaHTHil g poBoil 6e301IacHOCTH.

Takum 06pa3zoM, KOHCTHTYIIMOHHOE TPABO HA CBOOOMLY MOJTyYEHUST
1 poBoit THGOPMAITNN SBJISIETCS HE TOJBKO OCHOBON MH(MOPMAITMOHHBIX
OTHOIIIEHUH, HO U TAPAHTOM TIPO3PAYHOCTH, &, CJIEIOBATEIbHO, 3aKOHHOCTU
JIeSITEJIbHOCTU TOCYJIAPCTBEHHOW BJAacTH. PaccMOTpEHHbIEe BbBIIIE TI0JIO-
skenrsit KOHCTUTYIIMN HAILIU OTPaKEHUE B YTOJIOBHOM IIPaBe, HAIIPUMED,
ct. 140 YK PO® ycranaBimBaeT OTBETCTBEHHOCTD MOJIKHOCTHBIX JIMIL 32
OTKa3 B TIPEIOCTABJIEHUN TPAKIAHUHY MHGMOPMAIINHU, a TaKXKe 3a MpeJo-
CTaBJIeHNE TPUKIAHITHY HETTOJTHOH MU 3aBEIOMO JIOSKHOI UH(MOPMAITH.

Jlannoe onpesesienre COOTHOCUTCS € TTOJoKeHussMu KoHcTuTyiuu
Poccuiickoit Denepaiiyiu, B KOTOPOU B CT. 2 yKa3aHo, 4To «YeJIoBeK, ero
mpaBa 1 CBOOOJIBI SIBJISIIOTCST BBICIIEH 1eHHOCTBI0. [IpusHanue, cobIro-
JIeHUE U 3aliTa IpaB U cBOOOJI YeIoBeKa U rpaskaHnHa — 00sI3aHHOCTh
rocyaapcrsas %,

TaxkuM 06pazoM, MOJKHO CKa3aTh, 4TO IudpoBasi 6e30MacHOCTD MPe/-
craBysieT coO0M CJIOKHYI0 KOHCTUTYIIMOHHO-TIPABOBYIO KOHCTPYKIIUIO,
YTO OIMPENETISETCS ee CIOKHON COIMATBHON 1 MTPaBOBOM TTPUPOIOH, OCHO-

122 Koncrurynunst Poccuiickoit Dezieparmy (MpUHATA BCEHAPOHBIM TOJIOCOBAHUEM
12 nexabps 1993 . ¢ u3MeHEHUAME, OOOPEHHBIME B X0/le 00IEPOCCHIICKOTO TOI0COBAHMSE
01.07.2020). [loctym u3 cripas.-ipaBoBoii cuctembl «Koncymprantllmocs.
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BaHHOI Ha MHOroo6pasuu HUPOBLIX OTHOIIEHMI B 00IIecTBe; Ha Aud-
dbepernmanuu cyObeKTOB IUMPOBBIX OTHONICHUIT, IMEIOIINX CBOM MHTE-
pechl, paBa 1 00sI3aHHOCTH B IAHHOU cepe; Ha 0ObEKTHBHOM XapaKTepe
11 pOBBIX OTHOIIEHU, KOTOPbIe B Havasne XXI Bexa ompenessioT pa3Bu-
THe MUPOBOU IMUBUIN3AIINN U CUCTEMBI MEKTyHAPOIHOTO TTPaBa.

CoBpeMeHHbBII MUP HEBO3MOKHO TIPEICTAaBUTh 0e3 MI(POBBIX TEX-
HOJIOTHI, KOTOPbIE TPaHC(HOPMHUPOBAJIA HE TOJBKO IPUHITUTIBI K (POPMBI
cbopa, 06paboTky U Tepenaun UbpoBON MHMGOPMAIMKM, OHU HAYaIn
OCYIIECTBJIATh MONTHOE BO3EHCTBUE HA KYJIbTYPHBIIN, 9KOHOMUIECKUH,
HOJIUTUYECKUH, BOEHHO-CTPATEIHYECKUIT aCTIeKThl OOIIECTBEHHON JKIU3-
Hu. [lndpoBbie TEXHOIOTHY CTalN OJHUM U3 OCHOBHBIX (haKTOPOB 00e-
CIIeYeHUs ¥ MOJIepPsKaHus CTaOUIBHOTO Pa3BUTHS, a KOJIUYECTBO, TEX-
HUYECKUN yPOBEHb U JOCTYMHOCTDH ITU(POBBIX PECYPCOB OMPENETIOT
YPOBEHb Pa3BUTHSI CTPAHbI U €€ CTaTyC B MUPOBOM coobiiecTse. B To ke
BpeMs1 pa3BuTHE IU(PPOBBIX TEXHOJOTHH 0OYCIOBUIIO HE TOJBKO TIepe-
X0/l HAITMOHATBHBIX MHMPACTPYKTYP HA MPUHIUIINAIBHO HOBBIU yPO-
BeHb Pa3BUTHUA U (DYHKITMOHUPOBAHUSI, HO U TIPUBEJIO K BOSHUKHOBEHUIO
HOBBIX yTPO3 CHCTEMaM HAIMOHAJBHON M MeXKIYyHApOIHON 6e30macHo-
CTU U TIOPOJIAJIO TIEJIBINT KOMILIEKC HETATUBHBIX MTOCIEICTBUI.

OTHU yIPO3bl CBSI3AHBI, MPEXKIE BCETO, C BO3MOKHOCTBIO HCIIOJIb-
30BaHUA MTUGPOBBIX TEXHOJOTUHN B IEJIIX, HECOBMECTUMBIX C ITpaBaMU
u cB0OOIAMI YeTOBEKa, TIOCKOJIBKY OHM HapyHIaloT (hyHIaMeHTaJIbHbIe
MPUHITUIIBL, 3aJI05KEHHBIE ele Bo Beeoluieil [ekiapaliiuu mpas yeioBe-
Ka. B wactHOCTH, peub umeT 0 HAPYIIeHWH MPUHITNTIA YBAKEHUS TOCTO-
WHCTBA U TIpaB JUYHOCTH (CcT. 1), 0 HApyIIeHnn mpasa JUYHOW HETPH-
KOCHOBEHHOCTH (CT. 3), 0 HApyIIEHNH MUMYIIeCTBeHHBIX 1paB (cT. 17),
0 HapyIeHNN MoJoxeHni cT. 12 mannoit [lexmapanuu, rae pedb uaeT
0 TOM, UTO HUKTO He MOKET TI0JIBEPraThCs MPONU3BOTHPHOMY BMEIIATEb-
CTBY B €T0 JUYHYIO U CEeMENHYIO JKU3Hb, TTPOU3BOIBHBIM TTOCATATEIb-
CTBaM HA HETIPUKOCHOBEHHOCTH €T0 JKUJINIIA, TAITHY €0 KOPPECTIOHIEH-
IIY WJIW Ha €TO YeCTh U PEMyTaInio, a Takke cT. 19 Jlexkmapaiun B cooT-
BETCTBUU C KOTOPOU KaXK/IbII YeJOBEK MMeeT MIPAaBO «UCKATh, MOJIy4aTh
U pactpocTpaHsATh HHGOPMAIIUIO ¥ UAeH JTIOOBIMU CPEACTBAMU U He3a-
BUCUMO OT TOCYZaPCTBEHHBIX TPAHUIL>.

ITpu atom Bceobimas gekmapanusi mpaB 4esoBeKa MPOBO3IJIAIIAET,
YTO BCE JIO/M PaBHBI MIEPel 3aKOHOM U UMEIOT TIPaBo Oe3 BCSIKOTO PasJivi-
YIS Ha PABHYIO 3aITUTY 3aKOHA. KaykIbIl 4esioBek nMeeT IIPaBo Ha PaBHYIO
3aIUTY OT KaKOH ObI TO HU OBLIO JMCKPUMIHAIINH, HAPYIIAMOIIEH HACTOs-
mryto [lexnapammio (cT. 7), Ipu TOM, 4TO B 4. 2 cT. 27 [leknapamun yKka3aHo,
YTO KaK/IbII YeJOBEK MMeeT TIPABO Ha 3aIUTY €r0 MOPAJIbHBIX U MaTepu-
AJTbHBIX UHTEPECOB, SIBJITIONINXCS PE3yIbTATOM HAYJIHBIX, TUTEPATYPHBIX
WJIN XYJI0’KECTBEHHBIX TPY/IOB, ABTOPOM KOTOPBIX OH SIBJISETCA.
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9.2. YroaoBHas noAuTuka Poccuiickoit Pepepanun
U MeXAYHapoaHas uuppoBasi 6e3onacHoCcTb

B nauasne XXI croserus B chepe nudposoit 6e3onacuoctu Habo-
AAI0TCA HOBbIEC HEraTUBHbIC TECHACHI[NN, OCO6yIO OSa60‘-I€HHOCTI) BbI3bI-
BaeT BO3MOKHOCTH pPa3pabOTKM, NPUMEHEHUSI W PaclpOCTPaHEHMsI
UHGOPMAIMOHHOTO OPY’KUsI, BOSHUKHOBEHNE B CBA3W C 3TUM yTPO3bI
UHGOPMAIMOHHBIX BOWH W WHGOOPMAIIMOHHOTO TEPPOPU3Ma, UbH Pa3-
pymuTeabHbie MOCAEACTBUA MOKHO CPaBHUTH C HOCHEACTBUAMU IIPpU-
MEHEHUS OPY:KHSI MacCOBOTO YHUUTOXKEHUs. B reomommTnieckux mac-
mrabax g poBble TEXHOJIOTUH TPEBPAIIAIOTCS B BAsKHBINH CTUMYJI pa3-
BUTHA BOCHHOT'O IIOTEHI[MA/JIa CTPpaH 3a CYET IIOBbIHICHUA HUX III/I(i)pOBOfI
obecrieyenHocTu. B ¢BOIO ouepesib, 310 HeU30€KHO BELET K YCKOPEHHIO
HOJISIPU3AIUN MUPA, YTO TIOPOK/IAET HECTAOUIBHOCTD, BOSHUKHOBEHIE
" Ppa3BUTUE PEAJIbHBIX U TOTEHIIMAJbHBIX YTPO3 1 KOH(I)JII/IKTOB. Mmenno
B CBA3U C 3TUM, Kak yka3piBaeT B. M. Crenanos-Ernani, B nacrosriee
BPEMsI TOCYZIapPCTBA BKJIIOYAIOT B CBOIO TPABOBYIO CHUCTEMY OOIIETPH-
3HAHHbBIC TPUHIATIBI 1 HOPMBI MEKIYHAPOHOTO 1TPaBa, & TAKKE MEXKIY -
HapojiHbie oroBopsl. [1o aromy iyt nomna n Poceniickas Dexpepanns,
sakpernuB B cT. 15 KoHcturynmu, uyto oOIIeNpU3HAHHbBIE MTPUHIIUIIHI
1 HOPMBI MEK/TyHAPOJHOTO TIPaBa, a TaKyKe MEKIYHAPOHbIE OTOBOPHI
Poccun asnsiorca coctaBHOH YacThio ee MPaBOBOH crcTemMbl. Muorue
y4eHble CYUTAIOT, YTO ITUM TOJOKEHHEM KOHCTATUPYETCs, 4TO ObIIe-
NIpU3HAHHbIEC IPUHIWIILI X1 HOPMbI MEKAYHAPOAHOIO IIpaBa B IIPUHIIN-
Iie He IMpoTuBOpeEYaT KOHCTI/ITyHI/II/I 1 HOPMAaTUBHbIM HpaBOBbIM aKTaM,
cocTaBJisiomuUM TpaBoByio cuctemy Poccuiickoit Depeparuu, U 410
MIPABONPUMEHUTENN B TIPe/lelax CBOel KOMIIETEHITMH He TOJBKO BITpa-
Be, HO 1 00sI3aHbI TIPUMEHSITh TIPABUJIA MEKIYHAPOIHBIX JOTOBOPOB JIJIsT
paspelieHusi KOHKpeTHbIX jes. Kpome toro, Koncruryrnuss PO wuzger
3HAYUTEJIbHO JlaJblll€ B IPU3HAHUU ITPUOPUTETA MEKTYHAPOIHBIX JOT0-
BopoB Poccuiickoit Menepariuu nepes HOpMAMU HAITMOHAJIBHOTO 3aK0-
HOJIATETbCTBA, MOCKOJBKY B CIIyYae KOJTU3NN MEXKIY HUMU TIPeIouTe-
HUE OTJIAeTCsT MEXKYHAPOTHOMY JIOTOBOPY.

[Tomo6Has cutyarust XapakTepHa u JJist IPYTUX CTPaH, U3 KOHCTH-
TYIMHA KOTOPBIX ¥ OBLIO 3aMMCTBOBAHO MO0OHOE MOJIOKeHne. Takum
00pasoM, Mog06HOe MOJNOKEHNEe MEKAYHAPOJIHOTO TpaBa B IPABOBOI
CHCTEMe 3aCTaBJSET U3HAYAIBHO TIOMHUMATH MTPOOJIEMY MEKIyHAPOI-
HO-TIPABOBOTO PETYJUPOBAHUS, a 3aTeM Y)Ke aHAJTU3UPOBATh KOHKPET-
HBI€ TIOJI0;KEHUST HAITMOHATBHBIX 3aKOHO/IATEbCTB.

[TpobeMaTnka MesKIyHAPOAHON IIU(BPOBON GE30TTACHOCTH BbIIE/IH-
Jach B MeskayHapoaHoM mpase B 90-x rr. XX crosetusi. IToMy crocoo-
CTBOBAJI Psifl GaKTOPOB, B MEPBYIO OUEPE/b — MHOTOOOPa3ne HETaTUBHBIX
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HpOHBJIeHI/IfI HNCIIOJIb30BaHUA I/IH(I)OpMaHI/IOHHO-KOMMyHI/IKaL[I/IOHHI)IX
TEXHOJIOTUH. DTU HOBBIE TEXHOJIOTNU OKA3aIUCh CHOCO6HI)IMI/I OCyHuIecT-
BJIATD HETaTHUBHOE BJIMAHME KaK Ha peajin3alilii0o OCHOBHBLIX IIpaB U CBO-
601 YeJI0BEKa, TaK ¥ Ha 1eJIOCTHOCTb FOCYIapCTBEHHBIX HH(MPACTPYKTYP.
Ix GpicTpoe U mmpoKoMaciitabHoe pasBUTHE, pa3HOOOpasHOe BO3JEli-
cTBHE Ha CyOBEKTOB OTHOIIEHWI M PacTyliasi 3aBUCHMOCTb MUPOBOTO
coobiecTBa OT HaJIeKanero (hyHKIMOHUPOBaHUST WH(MOPMAITMOHHO-
KOMMYHUKAIITMOHHBIX ceTel U CUCTEM ycnianmgaa BHUMaHWE K 9TUM HOBbIM
npobyieMaM Kak ¢ TPAKTUYECKOIl, TaK W TEOPETHUECKON TOYEK 3PEHIs,
1 TIEPBEHCTBO B IAHHOM ITIpoIiecce, HECOMHEHHO, TIPUHaIesKuT Opranu-
saru O0benuennbx Harmii (nasee — OOH).

Hopmartusno-npasosas 6aza, kacamomasicss npobsiaeMm nudpoBoi
6€e30MacCHOCTH HA MEKIYHAPOAHOM YPOBHE, Havada CKJIA[BIBATHCS
Ha TIPOTSKEHUU TIOCJEIHUX TPU/IIATUA JIeT, XOTS B JJAHHOM Ipolecce
HAOJIIOIAETCST OTCYTCTBUE €IMHOMBICIIVSI.

Jluckycenn mo mpobsieme MHOOPMAIIMOHHOTO O0OIIeCTBa, pasBep-
HYBHINECA B HOCJIeZ[HeI;}I YETBEPTU IIPOIIJIOTO CTOJIETHUA, IIDUBEJIN K TOMY,
YTO B MEKAYHAPOAHOM IIPpaB€ BO3HUKJIU ITOJIAPHbIE MHEHUA OTHOCUTEJIb-
HO PETYJIMPOBAHUST OOIIECTBEHHBIX OTHONIEHHH, KACAIOMIUXCS TIPOGIEM
g posoil 6esomacHocT. MOKHO YyTBEP/KIATh, YTO B MEKILYHAPOILHOM
IIpaBe /[0 CHX MOP He yIaJI0Ch CO3/IaTh eINHOTO MOIX0/IA K OTIPe/IeTIEHUIO
1 poBoii 6e30TACHOCTH.

HpI/IHHI/IHI/IaJIbeIe pa3Horjgacudg B JOKTPUHAJbHBIX  B3TJIALAX
3aKII0UaoTcd B caemyionieM. CTOPOHHUKN TEPBOM KOHIIETIINU, KOTO-
phIX mojepskuBaeT Poccust, 6a3upyioT CBOIO TO3UIUIO HA IIHPOKOM
MOHUMAHUU TPOOIEMATUKI MeKLyHAPOIHON 1U(BPOBON HE30MaCHOCTH.

Emte 8 1998 roxy no pesymbratam 53-it ceccun TA OOH 6bina pas-
paborana pesomorus (A/RES/53/70) «/loctuskenus B chepe utdop-
MaTHU3alUi U TEJEKOMMYHUKAIMI B KOHTEKCTE MEKIyHApOAHOI Ges-
OTIACHOCTH», KOTOpas Tpeayokmia rocyaapcerBaM-yienam  OOH
MPOJOJIKUTE 0OCYsKAeHWe BOMPOCOB IMGMPOBON (GE30MacHOCTH, aTh
KOHKPETHbIE OTPE/IETIEHIST YTPO3, TPEIOKUTH CBOU OIEHKH TIPOOJIEMBI,
BKJIIOYast pa3paboTKy MeKIyHAPOIHBIX MPUHIMIIOB obectieueHust He3-
OTMACHOCTH TJI06ATHLHBIX HH(MOPMAITMOHHBIX CHCTEM.

Pesomorus 53/70 nosoxuaa Hadano oOCyKAEHUIO BOTIPOCOB CO3-
JIaHWST COBEPIIIEHHO HOBOTO MEKIYHAPOAHO-TIPABOBOTO PEKUMA, CYOh-
€KTOM KOTOPOTO B TIepCHEKTHBE AOJLKHBI CTaTh G poBasd WHHOPMAIIIT
1 mHGOPMATIMOHHAS TeXHOJIOTHS.

CormacHo ee pekomerganusm, Vuacruryrom OOH 1o mpobiemam
pasopyskenusi u JlenmapraMeHTOM 10 BoripocaM pasopyskeHusi Cexpe-
trapriatra OOH B aBrycre 1999 r. B JKeneBe 6bl1 Oprann3oBa MeKIy-
HApPOJHBI ceMUHAp MO BompocaM WH(MOPMAIMOHHON 06e30MacHOCTH,
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B paboTe KOTOPOro MPUHSIM ydacTue TpejacraButean donee 50 crpaH
HarboJiee PasBUTHIX B MHPOPMAIIIOHHO "TEXHOJIOTHYECKOM TLIaHe.

B nesom, MOXHO TOBOPUTH O TOM, YTO B OCHOBY 9TOW KOHIICTIIAU
MOJIOKEHBI TPUHITAITBI HEAETUMOCTH 0e30IaCHOCTH U OTBETCTBEHHOCTH
TOCYIapCTB 3a CBOe MH(MOPMAIIMOHHOE TIPOCTPAHCTBO. Ee cTOpOHHUKH,
B CBOIO OYepejib, HACTAUBAIOT HA TOM, UYTO MPOTUBOAENUCTBUE Yrpo3aM
BOEHHOTO (BOEHHO-TIOJIUTUYECKOTO ), TEPPOPUCTUUECKOTO U KPUMUHAITb-
HOTO XapakTepa € UCIOJb30BaHUEM HUMOPOBBIX TEXHOJOTUMN, TOJIKHO
OCYTIECTBJAAThCS cucTeMHO. COOTBETCTBEHHO, MEXKIYHAPOIHO-TIPABO-
BO€ peryJnpoBaHie JOJLKHO OBITh PACIPOCTPAHEHO HA BCE YKA3aHHbIE
CTPYKTYPHbBIE 9JIEMEHTBI, U PAJU JIOCTUIKEHUS ITOTO MPEJJIOKEHO TIPU-
HSATHE MEX/YHAPOIHOTO COTJIAIIEH!ST HA YHUBEPCATHHOM YPOBHE.

ITo pesysbraram paGotsr 55-ii ceccu TA OOH 8 2000 1. 6611 0/10-
6pen HOBBIN TipoekT pesoonun (A/RES/55/28), B koTopoM oTMeua-
€TCs, 9TO JIIT YMEHbBIIIEHUsI U OTpaHndeHus1 yrpo3 B cdepe 1udpoBoit
6e301macHOCTH HEeOOXOAMMO HU3ydYeHUEe MEKAYHAPOIAHBIX KOHIIEIIIHIA,
HallpaBJE€HHBIX Ha yKperuieHre 0e30MacHOCTH TI06aIbHBIX MH(pOpPMa-
[MOHHBIX U TEJEKOMMYHUKAIIMOHHBIX cucTeM. Takoe moJoxkeHue ObLIo
YPE3BBIYANHO BaKHBIM, MOCKOJBKY CTAJIO0 OCHOBOH IS CJIELYIONIETO
aTarna perrerust mpobseM g poBoii 6esomactoct 8 OOH ™,

Kpome TOro, B COOTBETCTBUM € PEKOMEHIANUSIMU PE30JIOTNN
55/28, ObLT MOATOTOBJEH MpPOeKT mokymeHta (A/56/164/Add.1)
«Ob6miast onenka mpobdaeM 1udPOBOIl GE30MACHOCTH. YTPO3bl MEKILY-
HAPOHOI 1IU(hPOBOIT 6E30MaCHOCTH», B KOTOPOM BBIIEJIEHBI U OIHCAHbBI
OIMHHA/IIATh OCHOBHBIX (DAKTOPOB, CO3/AIOIIUX OMACHOCTH OCHOBHBIM
MHTEpecaM JIMYHOCTH, O0IecTBa M rocyAapcTBa B WH(MOPMAIMOHHOM
MIPOCTPAHCTBE, TO €CTh SIBJISIIOTCS HAMOOJIBITMMU YIPo3aMu GPOBOI
6esomacHocTn .

K Takum dakropam oTHOcsTCS: paspaboTKa W HMCIIOJb30BaHUE
CPEJICTB HECAaHKIIMOHUPOBAHHOTO BMEIIATEIbCTBA B PabOTy U(PPOBHIX
KOMIIBIOTEPHBIX TEXHOJIOTHH, HETPAaBOMEPHOE MCIOIb30BaHNe U HaHe-
cenne yiepba HGPOBBIM pecypcaM JPYroro TOCYAapCTBa; IeJieHa-
npaBJieHHOe TTN(POBOE BO3/EHCTBIE HA KpUTHUECKUE HHPPACTPYKTYPhI
U HACeJIeHWs IPYTOT0 TOCYAapCTBA; eCTBUS, HAIIPABJIEHHbIE HA IOMMU-
HUPOBaHUE B IU(POBOM IIPOCTPAHCTBE, MOOIIPEHNE TEPPOPU3MA U BeJle-
HUST THPOPMAITMOHHBIX BOMTH.

" MeskyHapoiHOe COTpyAHIYeCTBO B obactn 1udpoBoil GesomacHocTy (crpasoy-
Hast undposas wupposas unopmarms) [Anekrponnsiii pecype]. URL: http://www.In.mid.
ru/ns-dvbr.nsf/0/4c86fcb9f8dc1b41c3256 €320 029b1ef?OpenDocument (nata obpaieHus:
03.12.2020).

" Tenepanbias Accambres Opranmsamun  Obbeaunennbix  Hamuit - Pesommoruu
[Durexrponnsrii pecype]. URL: http://www.un.org/ru/ga/sessions.
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B pesomonuu A/RES/56/19, koropas Gbuia npunsita B 2001 roxy,
onob6pena uzest co3mpanuss B 2004 romy cnenuanbHo I'pymibl mpaBu-
TeJIbCTBEHHBIX 9KCIepTOB rocynapcts-uieHoB OOH nnsa mposenenus
BCECTOPOHHETO MccyeoBaHus pobieMbl GpPoBOil GezomacHoCTH ™,
[IpeporaTuBoii 1eATeBHOCTUA 9TON CTPYKTYPHI JOJKHO CTAaTh PACCMO-
TPeHUe CYUIECTBYIONINX U MOTEHITMAIbHBIX yTPo3 B cdepe 1udpoBoit
6€e301aCHOCTH 1 COBMECTHBIX Mep TI0 UX YCTPAHEHHIO, & TAK/KEe U3yUEHUE
MESKYHAPOAHBIX KOHIIENIINN YKPeIIeHUs1 Ge30MacHOCTH TJI00aIbHBIX
UHGOPMAITUOHHBIX U TEIEKOMMYHUKAITMOHHBIX CUCTEM.

I'A OOH 22 HosiOpst 2002 r. Gbla MPUHSTA PE3OIOINKS IO 11 d-
posoii 6e3omacHoctu (A/RES/57/53), KoTOpast pa3sBUBaET IOJOKEHMSI
MPEABIAYIINX PE30TIONUN U YKAa3bIBAaeT Ha HEOMYCTUMOCTD UCITOTb30-
BaHUA MUMPOBBIX TEXHOJOTUHN U CPEICTB C TEJThI0 OKA3aHMUSI HETAaTUBHO-
ro BozjielicTBUs Ha MHMPACTPYKTYpy rocyaapcTs'™. Pesosonust onpe/e-
JIsieT Takke Harpasienus aesreabnoctn OOH.

OcHOBHOU Hzeell co3maHUd YHUBEPCATBHOTO pekuMa MUMPOBOI
6€e301MacHOCTH MOTJIO OBl CTaTh 00SI3aTEILCTBO YYACTHUKOB He Tpube-
ratb K JeHUCTBUSM B MH(MOPMAIIMOHHOM IIPOCTPAHCTBE, 11€JIbI0 KOTOPHIX
SIBJISIETCSl HaHeceHue yiiepOa 1U(pPOBBIM CETSIM, CUCTEMaM, pecypcam,
nporieccaM U UHGPACTPYKTYPe APYTOro TOCYMAPCTBA, MOAPHIB MOTUTH-
YeCcKOl, 9JKOHOMUYECKON M COIMAJIbHOM CHCTEM, MacCUpPOBaHHasl TICH-
xoJiorndeckas oOpaboTka HaceleHus s AecTaduamsanuu oOLecTsa
1 TOCYIapCTBa.

CJIe/1yIo1IM CIIOPHBIM BOIIPOCOM SIBJISIETCSI HEOOXOIUMOCTD B MEXK-
TyHAPOJIHO-TIPABOBOM PETYJIUPOBAHUN (DYHKIIMOHATBHBIX 3JIEMEHTOB
MesKAyHapoaHOH 1dpoBoii OesonacHocTr. [lesio B TOM, 4TO Cylie-
CTBYIOT /IBa OCHOBHBIX HAIIPABJIEHUS MEXIYHAPOIHO-TIPABOBOTO PETY-
JINPOBAHWS WCHOJIB30BAHUS IN(PPOBBIX TEXHOJOTUN: WHHOOPMAIIMOH-
HBIN («CO/lepKATENbHDII» ) W KOMMYHUKAITMOHHBIN (<«TeXHUYECKUIT» ).
B moxtpune cooTrBeTCTBYIOMIE MHGOPMAITHOHHBIN I KOMMYHUKAITIOH-
HBIN 9JIEeMEHTHI OTIPEAEII0OTC Kak (hyHKITMOHATbHBIE.

B MexayHapomaHO-paBoBoi mpobiemarrke MUdPoBoOi  Hes-
OIIACHOCTU OHM PACCMATPUBAIOTCI C TO3UIUU MTPOTUBOAECUCTBUSI
UCIIOJIb30BaHUST TU(MPOBBIX TEXHOJIOTUI, HAIPABJIEHHOTO Ha BPE.
OCHOBHBIM IIpaBaM M CBOOOAM YeJOBEKAa W KPUTHYECKU BasKHbBIM
CTPYKTypaMm rocyzapcTB. B gwacTHOCTH, B caydae ¢ nHGMOPMAITUOH-
HBIM («COZep:KaTeTbHBIM» ) HAIIPaBJIE€HUEM 3TO MPOTUBOAEUCTBUE

"% MeskyHapoIHoe COTPYAHIYECTBO B 061acTH PPOBOi 6e30macHoCTH (CHpaBoYHast
nudposas urpopmaius) [duekrponnsiii pecype]. URL: http://www.In.mid.ru/ns-dvbr.nsf/
0/4c86fch9f8dc1b41¢3256e320029b1ef?Open Document (aara o6pamenust: 01.04.2021).

" Tenepanbasg  Accambres Opranmsamun  Obbeaunennbix  Hamuit  Pesommoruu
[Durexrponnsrii pecype]. URL: http://www.un.org/ru/ga/sessions.
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TPAHCIPAHUYHOMY PACIPOCTPAHEHUIO TIOCPEJACTBOM  IU(PPOBBIX
TEXHOJIOTUI MHGMOPMAIIUK, YTO NPOTUBOPEUYUT IIPUHITUIIAM U HOP-
MaM MEKIyHapPOJHOIO 1IPaBa, Pa3KUraeT MEKHAIMOHAIBHYIO, MEK-
PacoByI0 U MEXKOH(MECCUOHAJIBHYIO BPaAKIY, PaCIPOCTPaHSET
pacuctckue, KceHohoOCKre MUChbMEHHbIE MaTepuaibl, n3o00paske-
HUST WK JTI00YI0 IEMOHCTPAIUIO UAEH WU TEOPHH, KOTOPhIE TPO-
Mara’jupyIior, MOACTPEKAIOT K HEHABUCTU, MUCKPUMUHAIUU WU
HAaCHUJIMIO TTPOTHUB JIFOGOH JIMYHOCTH WU TPYIIb! Jull. Kpome Toro,
[POSIBJIEHUSI MOTYT BBIPA)KATbCSI Uepe3 MCIoJib3oBanue 1udpoBoit
uHGPACTPYKTYPbI /IJis padMelleHus: nHGOPMAIMOHHBIX PECYPCOB,
[POMATraHAUPYIONIUX HACUJIbCTBEHHbIE JEHCTBUSI C 11€JIbI0 yCTpa-
IIEHUs], [10JIaBJIEHUs] U HABSI3bIBAHUS OIPE/EJIEHHON JIMHUU T10BE-
NIeHUST; paCIIPOCTPaHEeHNEe TIPU3BIBOB K CBEPIKEHUTO CYIIECTBYIONIETO
rocy/1apCTBEHHOTO CTPOs U MIPABUTENbCTBA B JIPYTUX TOCYAAPCTBAX,
[IPOBE/IEHNE 9KCTPEMUCTCKUX U TEPPOPUCTUYECKUX aKTOB; cOOOIIE-
HUI O COBEPIIEHHBIX WJIM 3aIJIAHUPOBAHHBIX aKTax (B TOM 4uCJIe
1 B THOOPMAITMOHHO-KOMMYHUKAITUOHHBIX CETSAX) U T. . B ciaydae
C KOMMYHUKAIIUOHHBIM («TE€XHUUYECKUM») HalpaBJIeHUEM — 3TO
MTPOTUBOIENCTBIE UCIOJB30BAHUIO MU(MPOBBIX CUCTEM, MPOIECCOB
U PECYPCOB IPOTUB KOMMYHUKAIIMOHHBIX CETEN U KPUTUIECKU BaK-
HBIX CTPYKTYP APYTHUX TOCYAAPCTB, YTO HAHOCUT yIiiepO (hyHKIMO-
HUPOBAHUIO (DUHAHCOBON, TOJUTHIECKON, IKOHOMUIECKOU U COITH-
AJIBHON cucTeMaM. ITU HYHKIMOHAJIBHBIE 3JIeMEHTH! (MHpOpMaIn-
OHHBI 1 KOMMYHWKAIIMOHHBIN) TECHO CBS3aHBI CO CTPYKTYPHBIMU
ajieMeHTaMu (KPUMUHAJIBHBIM, TEPPOPUCTUYECKUM U BOEHHBIM).
DaxkTuyecKu CKJIAABIBAETCS CUTYyallUs, KOTJa KaKIOMY U3 CTPYK-
TYPHbBIX 3JIEMEHTOB COOTBETCTBYET OIPE/leJIEHHbIN KPYT Pa3HOYPOB-
HEBbIX (DYHKIIMOHAJBHBIX 2JIEMEHTOB.

Crenyionuii BOpocC CBI3aH ¢ MECTOM MEXIYHAPOAHOU TU(POBOii
6e301acHOCTH B CHUCTEME MeKAyHapoaHoi OesomacHocT. Peub muer
0 TIPU3HAHWM MEKIYHAPOIHOM 1M(POBOI 6GE30MacHOCTH B KayecTBe
COCTaBJISAIONIEH B CHCTEMe MeXKIyHapoIaHoil OesomacHocTu. Bormpoc
B OCHOBHOM HMMEET TEOPETUYECKYI0 HAIPABJIEHHOCTb U HA HAYATHHOM
aTare ObLT CBsI3aH ¢ TpeIokeHHoi B 80-x tr. XX CT. KOHIENIHel Bee-
oObeMITIONIEH  CHCTEMbI  MEKIyHApo[HO# OesomacHocT. Hecmorpst
Ha TO, YTO KOHIIEIHIIHS CO3/aHMsI BCEOOBEMIIIONIEH CHCTEMbI MEsKIyHa-
POHON 6E30ITaCHOCTH MPEACTaBIIsIIa COOOI TOJIUTHYECKYIO KOHIIEIIIIUIO
JOCTHZKEHUsT 6E30aCHOCTH BCel MEKIOCyIapCTBEHHON CUCTEMBI, B IIpa-
BOBOI1 JIOKTPUHE €€ CBSI3bIBAIN C MEXKYHAPOHBIM IIpaBoM. Koopaunu-
pyfolast poJib B mporiecce obecriedenust mudpoBoii 6e30macHOCTH MPH-
Hamesxknt OOH, nestesbHOCTD KOTOPOI cOCpesioToYeHa Ha BOIPOCaX,
CBSI3aHHBIX C:
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1) 60pb00Ii € TIPECTYITHBIM UCTIOIb30BAHUEM IU(PPOBBIX TEXHOJIOTUTT ™,

2) MesKLyHApPOAHOH 1Iu(pPOBOI HE30MaACHOCTHIO ™

3) cosmanueM TI00aNbHON KyJIbTYpbl HU(POBOIT Ge30MacHOCTH
U 3alUTa BaKHEHITNX WH(HOPMAIIMOHHBIX CTPYKTYP ™.

[Ipomoskaer nesitesnbHocTh ['pynna mMpaBUTENbCTBEHHBIX IKCIIEP-
toB OOH, co3nannag ¢ 11eJ1b10 UCCIeIoBaHNs CYIIECTBYIONNX U TTOTEH-
[UAJIBHBIX YyIPo3 B cdepe MeKAyHapoAHOU II(pPOBON Ge30macHOCTH
1 BO3MOKHBIX COBMECTHBIX MeP IO UX YCTPAHEHUIO.

CTOpOHHUKYU BTOPOH, «y3KOH» KOHIIETIINH, HACTAWBAIOT HA TOM, UTO
OCHOBY MEKIYHAPOIHOI MGPPOBOH (GE30MacHOCTH COCTABJISET TOJb-
KO OJIMH 2JIeMeHT — Oopb0a ¢ YroJOBHBIMU MPECTYIICHUsIMUA B chepe
1U(GPOBBIX TEXHOJIOTHI. VIMEHHO OH, 10 MHEHUIO CTOPOHHUKOB, TpeGyeT
MeXXIYHAPOIHO-TTPABOBOTO PETYINPOBaHUS. Peanmn3ys maHHyIo KOHIIEe-
nuio B npaktudeckoM 1tane, Coser EBponbr paszpaboran Kousennuio
0 KUOEPIIPECTYITHOCTH, KoTopast BeTynuia B cuury 1 uiosst 2004 .

B pamkax aToil KOHIIENIINN, B CBI3U C TE€M, UTO €e CTOPOHHUKM HE Pac-
CMAaTPUBAIOT TEPPOPUCTUUYECKUIT 1 BOEHHBI JIEMEHTBI KAK COCTABHbIE AJie-
MEHTbBI MEKTYHAPOIHOI 1(POBOIT 6E30ITACHOCTH, BOIIPOC O PETYINPOBAHII
(byHKITMOHATBHBIX 271eMeHTOB (MHMDOPMAIIMOHHOTO U KOMMYHUKAIIUOHHOTO )
HE pPacCMaTpUBAETCS KaK MEPCHEeKTUBHBINA JJIT MEKIYHAPOIHO-TIPAaBOBOTO
paspernenst. Cunraercs, 4to cymecTByiomieil KonpeHnum o Knubeprpecryi-
noctu or 23 Hos6ps 2001 . u JlonmoaHuTebHOro IpoToKoIa K Konsenimu
0 KHOEPIPECTyMHOCTH, KOTOPBIA Kacaercss KPUMUHAIM3AIMN JeHCTBUI
PACHCTCKOTO 1 KCEHO(POOCKOTO XapakTepa, COBEPIIEHHBIX Yepe3 KOMITbIOTep-
Hble cucteMbl oT 28 suBaps 2003 1., B KOTOPBHIX COBMeTIEHbI (hYHKITMOHATH-
HBIE JIEMEHTHI, IOCTATOUHO IJIT MEKAYHAPOIHO-TIPABOBOTO PETYINPOBAHMS.

B xonme 2005 r. KonBeHmuo o0 KuOEpHpPeCTYMHOCTH TOIITHCA-
au 38 crpan-unenoB Cosera EBpomsl, a taxke CIIA, Kanana, Anonns

" Bopb6a ¢ IpecTyHHbIM HCIOMb30BAHNEM MHDOPMAIMOHHBIX TEXHOMOTMH | DNeKTPOHHbIi
pecype]: pesomonyn Tenepasbioii Accambiien Opranmsamnun O6benunennbix Hammii No 55/63
ot 4 nexabps 2000 1., No 56,/121 ot 19 nexabpst 2001 r. URL: https://ifap.ru/ofdocs/un/56121.pdf

" Jloctikerns B cdepe HHGOPMATMIT U KOMMYHUKAIIMH B KOHTEKCTe MeKIyHAPOJ-
Holt 6e3omacHocTH [DJeKTpoHHbIA pecypc]: pesosmonnn [enepanbroil Accambnen Opranu-
sauun O6benunernbix Hamuii Ne 53/70 ot 4 nexadpst 1998 ., Ne 54/49 ot 1 nexabps 1999 r.,
Ne 55/28 ot 20 Hosi6pst 2000 1., Ne 56,/19 ot 29 Hosi6pst 2001 1., Ne57/53 ot 22 HostGpst 2002 1.,
Ne 58/32 ot 8 nexabps 2003 ., Ne 59/61 ot 3 nexabps 2004 r., Ne 60,/45 ot 8 nexabps 2005 r.,
Ne 61/54 ot 6 nexabps 2006 1., Ne 62/17 ot 5 nexabps 2007 ., Ne 63/37 ot 2 nexabps 2008 .,
Ne 64,/25 ot 2 nexabpst 2009 1., Ne 65/41 ot 8 sexabpst 2010 ., Ne 66,/24 ot 13 nexabps 2011 1,
Ne 67/27 ot 3 nexabpst 2012 1.). URL: https://www.un.org/ru/development /ict/res.shtml.

" Cospanme ro6ampHoft KyabTypsl KuOepOesomacHOCTH M 3aliuTa BaKHEHIIHX
UHGOPMAIMOHHBIX CTPYKTYP [DJIeKTpoHHbIH pecype]: pesomomun [erepanbaoit Accam6-
nen Opranmsamn O6beannennbix Haumit Ne 57/239 or 20 gexabpsa 2002 1., Ne 58/199
or 23 gexabpst 2003 1., Ne 64/211 or 21 mexaGps 2009 r.. URL: https://www.un.org/ru/
development/ict/res.shtml.
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u IOAP. /lanHas KOHBEHITUS — TIEPBbII JOKYMEHT, B KOTOPOM IIpe/ICTaBIe-
Ha Kjaaccudukaims KubeppecTyieHuii. B ux mepeyeHb BXOJST HeCaHK-
IIMOHUPOBAHHBIN IOCTYTI B IU(POBYIO CPey, HeJIeTATbHBIN TepexBaT -
POBBIX PECYPCOB, BMEIIATENBCTBO B MU(MPOBYIO CUCTEMY U UH(POPMAITHIO,
COJIEPIKAITYIOCS Ha HOCUTEJIIX TAHHBIX U T. 1. Takke B JOKyMEHTe OTIIca-
HBI TIPOOJIEMbBI B3aNMOJIEHCTBYSI TIPABOOXPAHUTEIbHBIX OPraHOB B CJIyda-
SIX, KOrJ[a KHOEepIPeCTYITHUK U €ro sKepPTBa HAXOJSTCS B PasHbIX CTpaHaX
U TIOAYUHSIOTCS PA3HBIM 3aKOHAM. B KOHBEHITMH OCBEIAIOTCS BOTIPOCHI
XpaHEeHUs JTMYHO nH(OpMAIM KINEeHTOB WHTEPHET-TIpoBaiifiepoB. Poc-
CUd He IO CAIa MEXaHU3Mbl TPAHCTPAHUYHOTO JOCTYIIA K WH(OpMaImm,
0060CHOBAHHO CYnTast, 4YTO (HOPMYJIUPOBKA KOHBEHIIMU HAHOCHUT YIepd
HanuonabHoi 6e3omacuoctu Poccun B nudposoii chepe ™.

BeposiTHBIM COCTAaBHBIM 2JIEMEHTOM, KOTOPBIN MMEET OIpe/lesieH-
HYIO [E€PCIIEKTUBY JAJIbHEMUIIEro MexK/yHAPOAHO-TIPABOBOTO PETYIUPO-
BaHUsI, CTOPOHHUKHU 9TOTO TIOAX0/a HA3bIBAlOT OOPHOY ¢ TEPPOPU3MOM
B 1udpoBoit chepe. BO3MOKHOCTD MEXKIyHAPOIHO-TIPABOBOTO PETY-
JINPOBAHUS UCIOJIH30BAHUSA ITU(PPOBBIX TEXHOJOTWI B BOEHHOHU cde-
pe He paccMaTpuBaeTCst Kak HeoOXO[MMast, MOCKOJIbKY CUMTAETCSI, YTO
CYIIECTBYIONINX MEeKIyHAPOIHO-TIPABOBBIX CPENCTB JAOCTATOYHO [IJIsT
pPeryanpoBaHNsI BOEHHBIX KOHMDIMKTOB U BOIH.

[Ipectynennst mpoTuB 1uhpoBoit 6E30MACHOCTH B TOM WJIA THOM BUJIE
BKJIIOYEHBI B YTOJIOBHOE 3aKOHOJATE/ILCTBO 3apYOEsKHBIX cTpaH. B 1memom,
MOKHO YTBEPKIaTh, 4TO WH(MOPMAIMOHHAsT GE30ITaCHOCTh B €€ MEsK/yHa-
POJIHO-TIPABOBBIX OCHOBAX MPEICTABIsIET cOO0IT MUPOKUI epedeHb 0Ky -
MEHTOB, KOTOPBIH SIBJIIETCST OCHOBOU JI7IsT KOHCTPYUPOBAHUI AHAJIOTTYHOTO
HOHATHS B POCCUIICKOI HALMOHAILHON HOKTpHUHE LA(POBON HE30IIacHO-
CTH, a TAKKe JIJI1 ee TOHUMAHUS B YTOJIOBHO-TIPABOBOM CMBICTIE.

KOHTPOAbH bleé BONpocCbl

1. Onpezpenure 0COGEHHOCTH YrOJIOBHOM TONUTUKU B cepe obe-
criedeHust ndpoBoit Ge30MacHOCTH.

2. HasoBuTte ocHOBHBIC HATTPABJICHUS YTOJOBHON MTOJTUTUKHU B cde-
pe obecrieuerust UGPOBON HE30MACHOCTH.

3. Omnpezenure poJib YrOJOBHOH MOJUTHKU B chepe obecriedeHmst
1 poBoil HE30MACHOCTH.

4. HasoBuTe MOKYMEHTBI, PErYJHUPYIOIUE YTOJOBHYIO TOJIUTUKY
B cepe obecriederust 1uppoBoil HE30MACHOCTH.

“"O6zop: B. B. Tlytun orkasaicst nogmucarh KOHBEHIMIO 0 KuOepIpecTyHHUKAX
[Daexrponnsiii pecype]. URL: http://virusinfo.info/showthread.php?t=20553 (nara obpa-
menns: 16.10.2020).
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lhaBa 10. MeXxpyHapOAHbIH OTIbIT COTPYAHHYECTBA
TOCYAAQPCTB MO NPeAyNpPeXXAEeHUIo
UMPpPOBOH NMPECTYNHOCTH

I'IAal-mpyeMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— 3HaATh OCHOBHbBIC HAIPABJIEHUS MEXKJIYHAPOIHOTO COTPYyAHUYE-
CTBa TOCyIapcTB B chepe mpeaynpeskaeHus MudpoBoii IPeCcTyITHOCTH;

— yMeTh IPUMEHSATh CBOM 3HAHUS IS [MOHUMAHUS 3aKOHOMEP-
HOCTEHl ¥ TEHJEHIUN pasBUTUSI IUQPOBOI MPECTYIMHOCTA B MUPE;
HCCJIEIOBATh BOTIPOCKHI IO TTPOTUBOENCTBHUIO ITU(POBOIT IPECTYITHOCTH
C WCTOJIb30BAHUEM OIIbITA MEKIYHAPOAHBIX OPTAaHOB W OPTAHU3AIINI
B 60pb0€ ¢ MPeCTYIIEHUsIMU, COBEPITaeMbIMU B cepe 1UpPOBBIX TeX-
nosioruii (Uurepnoa, EBporion, @ATO u np.);

— BJA/IeTh TepMUHOJOTHEH TM(hPOBOI TPECTYMHOCTH; 3HAHUS-
MU TIPABOBBIX OCHOB MEKIYHAPOJIHOTO COTPYJHUYECTBA B cepe mpej-
yIpexAeHns TUGPOBOH MPECTYITHOCTH.

10.1. AesateabHoctb OOH no npeaynpexaeHuio
uMPppoBOI NPECTYNHOCTH

MesxayHapoiHoe COTPYIHUYECTBO 0 MPEAYNPEKICHUIO MPECTYII-
HOCTU TIPOIILJIO JJIUTEIbHBIN MyTh, TEM CAMbIM 3aJI0KIB MEKYHAPOIHO-
paBOBbIe OCHOBBI GOPHOBI ¢ MpecTynHOCThI0. OHO peasusyercst Ha IJIo-
6aJTbHOM, PETMOHATBHOM ¥ HAIIMOHAJBHOM YPOBHSIX M OCYIIECTBIISIETCS
Ha OCHOBAaHUU MEXKAYHAPOJHBIX COTJIANIEHUN W B paMKaX MeKIYHApO.I-
HBIX OPTaHOB W OpraHu3anuii. Peasusaiusg MeKTyHapOIHBIX U HAITNO-
HaJIBHBIX MHOTOCTOPOHHUX KOHBEHIIMH M PETMOHAIBHBIX COTJIANIEHUHI
COCTaBJISIET OCHOBY TaKOro cOTpymaHHWYecTBa. llpu aTom rocymapctBa
CTpeMSITCS K 00beIMHEHIIO YCUJIHIA B TPOTUBOAEHCTBUN HarboJiee onac-
HBIM TIpecTyIieHnaM. K TakoBbIM, KaKk MOKA3bIBAIOT PE3yIbTaThl MCCIE-
JIOBAHUIT TIOCJIETHUX TISITU JIET OTHOCSIT U UMD POBYIO MPECTYITHOCTD >,

B mexxmynapogHoM coTpyAHWYecTBe B cdepe TPOTUBOAEHCTBUS
u@pPoOBOI TPECTYINHOCTH TaK WA WHAYE Y4YaCTBYIOT BCE TJIaBHbIE
1 BCIIOMOTaTeIbHbIe opraHbl, u oprarusaiuit OOH, Ho moMuMo ux poan
B MPOTUBOAEHCTBUE TIPECTYITHOCTH, CBOIO HUIIY 3aHUMAIOT U OPTaHbI

nd

"* Pinkevich, T. V., Rakhmanova, E. N. Digital Crime Concept Proceedings of the 2
International Scientific and Practical Conference «Modern Management Trends and the
Digital Economy: from Regional Development to Global Economic Growths MTDE. 2020.
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U OPraHu3aliy PernOHAJIbHOTO YPOBHS. Bce OHM aKTUBHO BKJIIOUMIIUCDH
B paboTy 110 IPOTUBOCHCTBIIO HOBBIM BbI30BAM IIPECTYITHOCTH.

3a roxpl cymecrBoBanuss OOH cosman oOMMPHBIN CBOJ CTaHIap-
TOB ¥ HOPM B 00JIACTH TIPEAYIPEKIECHUST IPECTYITHOCTH U YTOJOBHOTO
MIPaBOCY NS, UMEIONUI KpUMUHOJIOTHYecKoe 3Hauenne. OIHaKo BOTIPO-
caM TIPOTUBOAEHCTBUs IU(MPOBON TMPECTYHHOCTH 0cob0e BHUMaHUE
crajio yuenastbest Toibko ¢ 2000 1. Tak, o uroram pabotsr X Konrpec-
ca (Bena, 2000 r.) Gbia npunsaTa «BeHcKast 1ekmapaiust o IpecTymHo-
CTU U TIPABOCYAUU: OTBETHI HA BbI30BHl X XI Bekay, B pamMKax KOTOPOH
rocyIapcTBa-y4acTHUKK TIPUHSIN Ha cebst 0Osi3aTe/IbeTBa M0 yKpeILie-
HIIO MEKYHAPOHOTO COTPYAHIYECTBA U B3ANMHOM ITPABOBOH TTOMOTIIN
B IIEJISIX [IPECeYeHus Psijia MPeCTyIieHrii (He3aKOHHOro 060poTa opy-
JKUsI, KOPPYTITNY, SKOHOMUYECKOU TTPECTYITHOCTH, B TOM YHUCJIe U JieTa-
JIN3AINH TTPECTYITHBIX J0XOI0B, KOPPYIIIINHT, TEPPOPU3MA, TPAHCHAIINO-
HAJIBHOU MPECTYITHOCTH ) U MTPOTUBOIENCTBUS UM. B X uncsie yka3bBa-
JIOCh T IPEyTIPesKIeHNE TTPECTYIJIEHN, CBI3aHHBIX C UCITOIb30BAaHUEM
KOMIIBIOTEPOB, TPYTIa KOTOPBIX CETOAHS BXOAWUT B COCTaB IU(POBOI
TTPECTYITHOCTH.

B cootBercTtBUM ¢ mTtoramu KoHBeHIINMU TPUHUMAETCS PSI MPO-
extoB pesommormii Accambienr OOH, KoTopbie ObLIM HATPABJIECHHBI
Ha yKperuierre 6e30macHOCTH TI00ATBHBIX HHPOPMATMOHHBIX U TeJie-
KOMMYHHUKAIHOHHBIX CHCTEM U 00Ieil omeHky mpobieM B Ha3BaHHOMN
cepe™. Tlozxe erme npunumaercst psix pesosonnii Accambien OOH,
KOTOpasi pa3BUBAET MOJIOKEHUSI TIPEJIBIYIIUX PE30JIONuii ™, B ToM yuc-
sie u CoryaiieHust 0 COTPYIHUYECTBE rocynapcrB-yuactiukos Copapy-
xkectBa HesaBucumbix F'ocynapers B 6opbhe ¢ IpecTyIieHusIMu B chepe
KoMIibiotepHoil mHpopmatmu ot 1 uionst 2001 r.'”

[Tosxe B Banrkoke B pamkax paborst XI Konrpece (2005 r.) mpu-
HUMaeTCst Jlekyiapaiiust «BsauMoelicTBre 1 OTBETHBIE MEPBI: CTPATErH-

¥ MexyHapoHoe COTpyAHMYECTBO B obmacTH mudpoBoii GesomacHocTu (cHpaBoy-
Has udpoas nudposas nndopmanus) [daexrpornsiii pecype]. URL: http://www.In.mid.
ru/ns-dvbr.nsf/0/4c86fcb9f8dc1b41c3256 €320 029blef?OpenDocument;  TenepasibHast
Accambmess Oprammsamn O6beaunennpix Harmuit Pesosmormm. [91ekTpoHHBIH pecype].
URL: http://www.un.org/ru/ga/sessions/.

" MexynaponHoe COTpyAHHYECTBO B obnacti 1udposoit GesomacHoctn (crpa-
BouHast uugposas mudposas nHdopmanus) [Inexrpornsiii pecype]. URL: http://www.
In.mid.ru/ns-dvbr.nsf/0/4c86fcb9f8dc1b41c3256€320029b1ef?OpenDocument;  Coruane-
HUE O COTPYIHIYECTBE rocyaapcTs — yuactiukos CoupyskectBa Hesaucumbix [ocymapcers
B Oopble ¢ mpecryivieHusMu B cepe KomiblotepHoil nupopmaiin ot 1 uons 2001 .
[Dnexrponnbiit pecpe]: parnduiuposano Denepanbibiv 3akoHoMm Poccuiickoit Deeparinm
or 1 oxra6ps 2008 . Ne 164-D3. URL: http://docs.cntd.ru/document,/902140948.

¥ Cormammenns Mesky TpaBUTEIbCTBAMH TocyaapeTs — ureros HIIOC o cotpymHimae-
cTBe B obJacTi obecreyeHus MesKIyHapoaHoil ndposoii besomacuoctu ot 16 miorst 2009 r.
[Duexrponnsrii pecype]. URL: http://www.worklib. ru/l aw/96355/.
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YeCKue COI3bl B 00JIaCTH MIPEAYTIPEKACHIS TIPECTYITHOCTA U YTOJOBHO-
r0 MPaBOCY/IMsi», B KOTOPOil 0c000¢ BHUMAaHHUE YIEJICHO YKPEIJICHUIO
MEKIYHAPOJHOTO COTPYJHUYECTBA B IPOTUBOJICHCTBUU PA3JIUIHBIM
dhopmaM MPecTyIHO AesITeIBHOCTH, B TOM YHCJE, KHOEpPIPeCcTyITHO-
cTH, Jieranmu3anuu (OTMBIBAHUIO) TIPECTYITHBIX JOXO/0B, TEPPOPUMY,
HE3aKOHHOMY 060pOTY KyJIbTYPHBIX IleHHOCTel 1 ap. Kak BuauMm, ¢ pac-
[IUPEHUEM MPECTYITHON AESATEbHOCTH B KHOEPIPOCTPAHCTBE, PACIIPO-
CTPaHEHUEM IPECTYITHBIX MTOCSITAaTeNbCTB HE TOJBKO C UCIIOJIb30BAHUEM
KOMITBIOTEPHBIX CPEJICTB, HO ¥ B OTHOIIEHUU XPAHSIIIENcst B HUX UHDOP-
Mal[iu, OCO3HAHUE ONACHOCTU ITUX MPECTYIVIEHUN MEXKyHAPOIHOMY
CO0O0IIECTRY, CITOCOOCTBOBAIO IPUHSITHIO pelennst Ha yposHe Konrpec-
ca OOH o yyactuu B nipeynpeskaeHnu KnOeppecTymHOCTH MUPOBOTO
coobrecTna.

B xone ouepemroro XII Kourpecca OOH mo mpexymnpeskaenuto mpe-
CTYNHOCTH 1 yrojioBHOMY TipaBocyauio (12—19 ampesa 2010 r.), xoTo-
porii cocrosiics B 1. CasbBagiope B Bpasuinu, ¢ yueToMm BbIpaGOTaHHBIX
BBIBOJIOB U pexkomenganmii™, ogobpennnix I'enepanbroit Accambiieeit
B ee pesosmoiuu 62/1734", crioco6eTBOBAM PACITMPEHUIO BO3MOKHOCTH
obcyskaeHus po0JIeM, CBSIBAHHBIX C TPOTUBOAEHCTBHEM KIOEPIIPECTYII-
HOCTH, a TAKKe OIPe/IeJIEHUI0 COBPEMEHHBIX MEK/[YHAPO/IHBIX MO/IX0/I0B
[0 TIPOTUBOEHCTBUIO HE TOJBKO KHMOEPIPECTYIMHOCTH, HO U TpaHCHa-
[IMOHATIBHON OpraHu30BaHHOW mpecTymHOCTH. Oco60 MOaYepKHYIN
CJIOJKHOCTb BBISIBJIEHUSI TaKUX TPECTYILIEHUM, UX JOKYMEHTHUPOBa-
Hue u kBasmuuraius '™, Yepes Tpu roja YmpasieHue 110 HAPKOTUKAM
u npectymHOocT OOH MOATOTOBUIO TPOEKT MCCIEeI0OBAHUM B 3TOH che-
pe, B KOTOPOM IIPEJCTaBICHO MEK/IyHAPOIHO-IIPABOBOE OIIpe/iesieHue
kubeprpectymHoct (2013 1.), MO3BOJIMBIIEE OYEPTUTH KPYT JESTHMUIA,
BXO/SINIUX B ATy TPYIILY HPECTYIJIEHU, PACKPBITh XapaKTePUCTUKY
JIMYHOCTH KUOEPIPECTYITHUKA 1 OCOOEHHOCTH JIeSITEIbHOCTH TPaHCHA-
IIMOHAJIBHON OPTaHN30BAaHHON MPECTYITHOCTH B 3TOH cdepe.

% Jloknan coemannss MesKIpaBUTEIbCTBEHHON TPYIIIBI SKCIEPTOB 110 PaccMOTpe-

HIIO YPOKOB, u3BJeueHHbx u3 ombira Konrpecca OOH 1o mpeaympexieniio mpecTyIHo-
CTH U YTOJOBHOMY IpaBocyanio [sexkrponnbiii pecype]. banrkok. 2006. 15-18 asrycra.
URL: https://undocs.org/ru/A/CONF.213/9 (nara oopamenus: 01.09.2019).

7 CasbBasiopeKast [eKIapariis 0 KOMIUIEKCHBIX CTPATErHsX s OTBETA Ha T06a bHbIC
BBI30BbI: CHCTEMBI TIPE/IYTIPEKIEHHS IPECTYITHOCTH I YTOJIOBHOTO IPABOCY/IHSI I X PAa3BHTHE
B 3Mensiomemcs mupe. [purara pesomonueii 65,/230 Tenepanbroit Accambaen ot 21 neka-
6ps 2010 1. [ mexrponnsiii nokyment]. URL: http://www.un.org/ru/documents/decl_conv/
declarations/salvador_declaration.shtml.

% XII Konrpecc OOH 1o mpexynpe:IeHuto IpecTyITHOCTH I YTOJOBHOMY TPaBoCy-
nmio [dnexrponnsiii pecype]. Cambagope. Bpasmmms. 12—-19 anpesns 2010 . URL: https://
undocs.org/ru/A/CONF.213/9 (nara obpamenus: 05.10.2020).
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[Toske pacmupsiercsi TOHSITHE KUOEPIPECTYITHOCTH U B CBOEM
noknane «Ilpemynpeskaenue, 3ammra U MEKAYHAPOJAHOE COTPYAHUYE-
cTBO B 06GJ1acTi 6OpbOBI ¢ UCIIOJNB30BAHUEM HOBBIX MH(MOPMAIMOHHBIX
TEeXHOJIOTUH [JI HAZApyraTelbCcTBA HAA MeTbMU W (UIM) UX IKCILIya-
tanuny (2014 1.) Temepanbubrii cekpetapp OOH maer omenky Baus-
HUSI HOBBIX MH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX TEXHOJOTUI
HA CUTYAIUIO C HACHJIEM HAJ[ IETbMI ¥ UX 9KcILTyartarnueit'. Bee 607b-
I11e BO3HUKAET IPOOJEMHBIX BOIIPOCOB B CBSI3H C MOSIBIICHIEM U PACIIPO-
CTpaHeHUeM HOBOTO (PMHAHCOBOTO MHCTPYMEHTA, TAKOTO KaK BUPTYaJlb-
HBIH aKTUB (KPUTITOBAJIIOTA).

Bormpoc o pearupoBanuu Ha HaJiM4ne BUPTYAIbHBIX aKTUBOB (KPUII-
TOBAJIIOTBI) CTAJ BCe Yalle OeCTOKOUTH MEXKIYHAPOLHOE COODIIECTBO
n OOH. B gauBape 2019 1. nemapraMeHT 10 SKOHOMHUYECKUM M COIH-
anpabiM Boripocom OOH omy6GmkoBam MOKIa, TOCBSIEHHbIT 0630-
Py MUPOBOTO 9KOHOMHYECKOTO U CONMATBHOTO TmomoxeHus B 2018 T,
rjie c/leJiaH BbIBOJI O TOM, YTO BUPTyaJibHble aKTUBbI (KPUIITOBAJIOTHI)
1 GJIOKYEIH SIBJISIIOTCST BAKHON 9aCThio MUPOBOI (DMHAHCOBOI CHCTEMBI,
KOTOPbIE MOKET U30aBUTh MUP OT HEOOXOAMMOCTH JIOBEPSITh IIEHTPAIN-
30BaHHBIM MHCTUTYTaM, COKPATUTh YKICJI0 OIOPOKPATUIECKUX TIPOIIEYD,
CO3/1aTh WHHOBAIIMOHHBIE OU3HEC-MOJIEJIM U CYIIECTBEHHO MOBBICUTH
a(hheKTUBHOCTD yIIpaBJeHUs], U3y4YaeT BO3MOMKHOCTb HCIIOJIb30BAHUS
TEXHOJIOTHH OJIOKYETH [7ist GOPHOBI € TAKMMU SIBJICHUSIME, KaK TIPECTYTI-
HOCTb, KOPPYIIIUsT 1 0c000 BbIesieTcs 60pbba ¢ Toprosieii gerbMu ',
3/1ech JKe PACKPBIBAIOTCS TPEUMYIIECTBA KPUITOTEXHOJOTUH, OJIOK-
yellHa ¥ pacrpeieJIeHHON OyXTaJTepCKOil KHIUTH, a KPUIITOBAIIOTA Pac-
CMaTPUBAETCST KaK «HOBBIN pyOek B oOmactu nudpoBbixX (hrHaHCOB ',
B To xe Bpems, mo yTBepKIeHUIO pykoBomutesns Ympasiaenus OOH
o 6opsbe ¢ pacHpocTpaHEHUEM HAPKOTHKOB M MPECTYIHOCTh0 Hua
Yomma (30 aBrycra 2019 1.) aHOHUMHOCTH KPHUITOBAJIIOTHI MEIIAIOT
6opbbe ¢ (UHAHCUPOBAHUEM TEPPOPH3MA, Jieraausalim (OTMbIBAHUIO)

¥ Osuuncxuii B. C. OcroBbl 6OpbOBI ¢ KMOEPIPECTYITHOCTBIO M KHOEPTEPPOPHBMOM:
xpecromatus / coct. B. C. OBunnckuit. Mocksa: Hopma, 2017.

" Noxnag OOH: kpuntoBamoTsl 1 Gokueiin — 9T0 «BakHag yacTh IJI0GANLHOIM
(bunancoBoil cucremp» [Inexrponnbiii pecype]. URL: http://cryptoconsulting.info/ru/
doklad-oon-kriptovalyutyi-i-blokcheyn-eto-vazhnaya-chast-globalnoy-finansovoy-sistemyi/
(mara obpamenust: 27.05.2020) (mata o6pamtenus: 09.11.2020).

"' OOH: Grokueiin 1 KpUITOBATIOTHl — HOBBIA pyOex B OusHece M TOCYNpaBie-
wun  [zexrponnsii  pecype]. URL:  https://roskomsvoboda.org/44455/ (mata ob6pa-
menns: 09.11.2020); OG30p MHPOBOTO 9KOHOMHYECKOTO W CONHUATBHOTO TONOKEHIS,
2018 rom: mepemoBble TEXHOJOIMM B MHTEPECAX YCTOHYMBOTO Pa3BUTHS [DJEKTPOHHBIIL
pecype]. URL: https://www.un.org/development/desa/dpad /publication /0630p-muposoro-
9KOHOMUYECKOTO-H-cortn,/ (ata obpamerust: 02.05.2020).
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MIPECTYIHBIX JOXOA0B U KUOEPIPECTYITHOCTHIO ™, DTO TOATBEPIKIACTCS
pe3yJbTaTaMu MPOBeeHHBIX nccaenoBannii B pamkax OOH, cormacuHo
KOTOPBIM CyMMa JIETaJIM30BaHHBIX (OTMbIBAEMbIX) B MUPE JICHEKHbBIX
CPEICTB, TOJIYIEHHBIX B Pe3yIbTaTe COBEPIIEHUS PA3IUIHOTO POJIa TIpe-
CTYIIJIEHUH, €KErOIHO COCTaBysieT oT 2 10 5 % muposoro BBII, nan
B ZieHe)KHOM BhipaskeHun — ot 800 mupz xo 2 tpan goanapos CIITA'™,
Ha cembzecsit werBeproii ceccuu T'erepanmbhoii Accambien OOH,
kortopast coctostiach 30 mionss 2019 1., OGbUT IPUHST MPOEKT PE3OJIIOIMI
«IIpoTuBoseiicTBre UCTOTB30BAHUIO WHOOPMAITMOHHO-KOMMYHUKAIIOH-
HBIX TEXHOJIOTHH B IPECTYITHBIX IEJITXy, THUIUATOPOM KOTOPOI BBICTYTIIIA
Poccust. B Heil otpaskeHbl TpobJIeMbl Kak Ha HAIIMOHAJIBHOM, TaK 1 Ha MEJK-
JIYHAPOIHOM YPOBHE, a TaK)Ke TIpUMeHseMble Mepbl, HallpaBJIeHHbIe HA CHU-
JKeHUe yTPO3 B Ha3BaHHOU cepe 1 TTOAIePKHYTA BAKHOCTD MEKITYHAPOIHO-
TO COTPYIHUYECTBA B PAMKaX IIPOTUBO/IEICTBUS MCIIOIb30BAHIIO MH(MOPMA-
IINOHHO-KOMMYHUKAITHOHHBIX TEXHOJIOTHH B TIPECTYTTHBIX ITesIsIX .
Yerprpraanarsiti Kourpece OOH mo mpeaymnpexaeHUIo mpecTy-
HOCTH U YTOJIOBHOMY NPABOCYANIO, KOTOPBIN JOJKEH OBLIT COCTOSATHCS
20—-27 ampesist 2020 roza B Anonun (r. Kuoto), nepenecen Ha ceHTsiOPD
2021 r., HO B IOATOTOBJIEHHBIX U OMYOJIMKOBAaHHBIX MaTepuaiax mpooJie-
MaM 1 POBOI TIPECTYITHOCTH y/IeJeHO 0ocoboe BHUMaHKe. Tak, B coOT-
BETCTBUU € IyHKTOM 3 ctaThit 27 KoHBeHIIMN <06 OpraHu30BaHHOM Ipe-
CTYITHOCTHU» YKa3aHO, 9TO TOCYIAPCTBA AOJIKHBI CTPEMUTHCS K YKPeTLie-
HUIO COTPYIHUYECTBA C II€JIbI0 TPOTUBOAEUCTBUS TPAHCHAITMOHATHHOM
OPTaHU30BAHHON IPECTYITHOCTH, KOTOPAsk aKTUBHO TIPU OCYTIECTBIEHUN
MIPECTYITHON JeATeIbHOCTA UCIOJIb3yeT COBPEMEHHBIE TEXHOJOTHIIY.
YTo ke KacaeTcsl HAIlMOHAJBHOTO YPOBHS Bce OOJIbllle BHUMAHUS Yiie-
JISIETCS TPABOBBIM MepaM U YKPETLIEHIO TOTeHITNANa Hapsay cO cTpaTte-
TUYEeCKUM TIJIAaHUPOBAHUEM, YTO MOKET TaKKe BKJIIOUATh, B COOTBETCTBY-
IONUX CJIy4asX, TMapTHEPCKUE OTHONIEHUSI MEXIY TOCYIapCTBEHHBIM
U YaCTHBIM CeKTOpoM. CTpeMuTeIbHOEe PAa3BUTHE MHHOBAIIMOHHBIX TEX-
HOJIOTUI 1 Oecrperie/IeHTHbII TPOrpece pacipocTpaHeHust u(poBbIX
TEXHOJIOTHHl, TAKUX KaK MCKYCCTBEHHBIN WHTEUIEKT U POOOTOTEXHUKA,
nHGOPMATUKA, TEXHOJIOTUN PACTIPEIeTUTETbHOTO PeecTpa U Ip., MOTYT

" Temwun M. Hun Yo, OOH [Dnexrponnsiii pecypc]. URL: KpunToBasioThl HoMo-
raior teppopuctam https://www.rbc.ru/crypto/news/5d68caa79a79472991ab5e9¢  (nara
obpamenust: 15.09.2020).

" Money-Laundering and  Globalization [Dnexrponnniii  pecype] // OOH.
URL: http://www.unodc.ogr/unodc/en/money-laundering/globalization.html (zara obpa-
merust: 15.03.2020).

" Pesommonus cempbecaT uersepras ceccust Tenepanbhoii Accambien OOH [Daek-
tponmbiii  pecypc]. URL:  https://www.unodc.org/documents/Cybercrime/SG_report/
V1908184 R.pdf.
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OBITH MCIIOJIB30BAHBI JIJIsI COBEPIICHUS TIPECTYIUICHWIL. B ¢Bsi3u ¢ aTum
ming OOH wHTepecHBIMU SIBJISIOTCS TIECTh HAIMPaBJEHUI, O KOTO-
POM CETOJIHS MEXKIYHAPOJAHOE COTPYAHUUYECTBO JOJKHO YKPEILISIThCS
1 KOTOPBIE MEK/IY cOOOM TECHO B3aUMOCBsI3aHbl. K TaKOBBIM OTHECEHBI:
HCIIOJIb30BaHKUE KPUITTOBAIIOTHI B TIPECTYITHBIX 1EJISIX, HE3aKOHHBIN 000-
pPOT HAPKOTHKOB, OTHECTPEJBLHOTO OPYKUS C UCIIOIb30BaHUEM ITH(DPO-
BBIX TEXHOJIOTUMH, a TaK:Ke CBA3b COBPEMEHHBIX MH(MOOPMAITMOHHBIX TeX-
HOJIOTUII ¢ TOPTOBJIEH JIOABMU, HAJPYTaTeIbCTBAMU HAl JE€TbMU U UX
IKCILTyaTalleil 1 poJib TEXHOJIOTUI B PACCIeloBaHUN JIeJl, CBA3aHHbIX
C HE3aKOHHBIM BBO30OM MHUTPAHTOB'”.

Ocoboe Banmanne OOH yzessieT MOATOTOBKE CIIENMAIMCTOB Mpa-
BOOXPAaHUTEIBHBIX OPTAHOB C IEJIBIO PEIIeHHs MPOGIEM U TTOBBIIIEHMS
MOTEHIMAA JIJIs YCIEIHOro 1 a(hdEKTHBHOTO paccienoBanus u cyaeb-
HOTO TIPeCcIeIOBAHNS MO TAKUM YTOJIOBHBIM flejlaM. B ¢BsI3U ¢ 9TUM UM
oTBejieHa GOJIbINAs POJIb OPraHU3aI KOH(MEPEHIINN 1 TPAKTHYECKUX
cemuHapoB. [IpoBezieHre TaKUX MeKIYHAPOAHBIX CEMUHAPOB CIIOCO0O-
CTBYET AUAJIOTY U OOMEHY MHEHUSIMU TEXHHYECKOTO XapaKTepa OTHO-
CHUTEJIbHO BBINIEYKAa3aHHBIX MIECTH TEMATUYECKUX 00JIacTeld, TpeCcTaB-
JIIOMNX MHTepec. B Xo/e WX MpoBeeHMs MCCJAEAYIOTCS Pa3IMyuHbIe
METO/IbI, KOTOPbIE WCHOJB3YIOTCS TIPU COBEPIICHUN TIPECTYIIJICHUN
¢ IpUMeHeHneM TU(GPOBBIX TEXHOJIOTHUH, U TUIBI TAKUX TTPECTYIICHULT;
U3YYAIOTCST CIIOCOOBI, € MOMOTIHIO KOTOPBIX CHCTEMA YTOJOBHOTO TIPABO-
CY/IMsI M IPAaBOOXPaHUTEbHbBIE OPTraHbl MOTYT OoJiee a(hHEeKTUBHO TIpej-
VIPEXKIATH U BBISBJISATH TAKUE TIPECTYIIEHNUS, @ TAKAKe OOPOTHCS ¢ HUMU
KaK Ha HAIIMOHAJIBHOM, TaK M Ha MeXAyHapoaHoMm yposHe. IIpu atom
U3YYUTh YCIHENIHYO MPAKTUKY ¥ MPOOIEMbI, B CBSI3M C COBPEMEHHBIMU
TpeGOBaHUSIMU, B OTHOIIEHUU KCIOJb30BAHUS CHEIUATIBHBIX METOIOB
paccienoBanust 1 cO6Opa 9JIEKTPOHHBIX JOKA3ATENBCTB B CJIydae Ipe-
CTYTJIEHUH, COBEPIIAEMBIX C TIPUMEHEHUEM IN(POBBIX TEXHOJOTHH,
a TakXe B CBA3M C NMPUEMJIEMOCTBIO TAaKUX /I0KAa3aTeNbCTB B CyIE; TIPO-
BecTH 0630p AECHCTBYIONMMX HAIIMOHAJBHBIX HOPMATUBHBIX CTaHIAPTOB
U CII0cOOCTBOBATD JabHeIeMy 00CYKIEHUIO0 BO3ZMOKHOTO M3MEHEHST
3aKOHOATENBCTBA, €CIM TAKOBOE YMECTHO, I/ YZIOBJIETBOPEHNS HOBBIX
mOTPeOHOCTEN U PeleHnst HOBBIX MPOOJIEM U TIp.

B nynxre 167 maTepuanoB cemuHapa-npakTukyMa 4. YeTsrpaaaia-
toro Konrpecca OOH mo mpenymnpexaeHnio TPeCTYITHOCTA U YTOJOB-
HOMY TPaBOCY/INIO YKA3BIBAETCS HA BAKHOCTb PACCMOTPEHUS TOCYap-

" Yerppuaanarsiii Konrpece Opranusanuyu O6beannentpx Hauit mo npeaympeskie-
HUIO TIPECTYIHOCTH M yroJIoBHOMY IIpaBocyzauio Kuoto, Anonus, 20-27 anpernsa 2020 roxa
[Daexrponnsiii pecypc]. URL: https://undocs.org/ru/A/RES/69/313 (mata oGpanuiemust:
20.06.2020).
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CTBaMHU BO3MOKHOCTH <«Pa3pabOTKH MEKAMCIUILINHAPHBIX CTPaTeruii
(BKJIIOYAST MEPBI PETYJUPOBAHNS, JUPEKTUBHbIE NHUIUATUBBI 110 MIPEJI-
VIPEKICHUIO U TOATOTOBKY COTPYAHUKOB KOMIIETEHTHBIX OPraHOB)
C IEJIbI0 PelieHust MpobJaeM U TOBBIINIEHUS TOTEHIaAa sl YCIIel-
HOrO M 3(h(EKTUBHOTO paccyeloBaHusl W CyAeOHOTO TIPec/ieI0BaHMs
B cooTBeTcTBYIONKX Aesax» . [To muenuio OOH, nipe/sioxkerbie Mepbl
MOTYT, HACKOJIBKO 9TO BO3MOKHO B BUPTYaJIbHOII cpefie, CliocoOCTBOBATH
COKpAIeHUI0 MaciTaboB HE3aKOHHBIX (DUHAHCOBBIX MOTOKOB, CBSI3aH-
HbIX C Pa3JAUYHBIMU (DOPMAMU TIPECTYITHOCTH, BKJIOYAsl TPAHCHAIUO-
HAJIBHYIO OPTaHU30BAHHYIO IPECTYITHOCTD.

Poccuiickasi @eneparmst xkak uier OOH  gBisieTcs yuacTHM-
1ell MpakTUIeCKU BCeX MEKAYHAPOAHBIX KOHBEHIIWMI UM COTJIAIleHUH
110 60pb0OeE € MPECTYIHOCTHIO.

Taxum 06pa3zoM, MOKHO KOHCTATHPOBATD, YTO HA MEKIYHAPOTHOM
yposie OOH npeanpuHsT psiji 1aros, HalPaBJe€HHBIX Ha Pa3paboTKy
MTPABOBBIX OCHOB MEXKIYHAPOAHOTO COTPYIHUYECTBA TIO TPOTUBOIEN-
CTBUIO MMM POBOI TPECTYITHOCTH.

10.2. PeroHaAbHble GpOPMbI MEXXAYHAPOAHOTO COTPYAHHUYECTBA
B chepe npepynpexaeHns uudpoBoi NPecTynHOCTH

PervonaibHOE COTPYIHIUYECTBO B 00JIATH TIPOTUBOAECHCTBUS 111 ]-
POBOM TPECTYITHOCTH TOKe aKTuBu3upoBanoch. Tax, Cosetom EBpo-
bl ObLIM IPUHATH KOHBEHIMS O TMPECTYMHOCTH B chepe KOMIbIoTep-
noit mudopmanuu'’, coorsercrsyiomias Pesosmonus'™ u Jleknapanus,
HalpaBJeHHbIE Ha MOCTPOeHUE 6e30MacHOro HH(MOPMAIIMOHHOTO 001IIe-
ctBa'”. OHU CETOHS ONPENENIIOT YTOJOBHO-TIPABOBYIO IOJUTHKY MUPO-
BOTO cOOO0IIECTBA, HAIIETIEHHYO Ha 3alllUTy OOIIECTBA OT MPECTYILICHHIA,
coBepInaeMbIxX B chepe U@ POBBIX TEXHOJIOTHI, ITyTeM MOATOTOBKU HOP-

" Yerprpraanariit Konrpece Opramusaru O6beannennpix Haruit mo npexymnpexie-
HUIO HPECTYIHOCTH U yrosioBHOMY IipaBocyauio Kuoto, Anonns, 20-27 anpens 2020 roga
[Duexrponnsiit pecype]. URL: https://undocs.org/ru/A/RES/69/313 (nata obpauienus:
20.06.2020).

"7 Kompenius o npectynnoctd B cepe kommbioreproil nudopmanmn (EST Ne 185)
ot 23 nos6ps 2001 r. (¢ uam. ot 28.01.2003). /loctym u3 crpas.-paBoBoii cuctembl «Kom-
cyaprantIlmoc» (nara obparenns: 18.11.2019).

" Noctusxenus B chepe MHPOPMATU3AIMN M TeTEKOMMYHUKAIIMI B KOHTEKCTE Mesk/Ly-
HapoHoii 6esomacrocti: pesosonust A/RES/53/70 ot 4 susaps 1999 . URL: https://www.
ifap.ru/ofdocs/un/5753.pdf (nara obpamenus: 20.11.2019).

" Jlexnaparus mpurimmos «Iloctpoenie MHMOPMAIHOHHOTO 00IIecTBA — T06ATD-
Hast 3aj1a4a B HOBOM Thicstuesietnn» (Kenesa, 2003) [dnexrponnsiii pecype]. URL: https://
online.zakon.kz/Document/?doc_id=30170561#pos=7;129 (nata o6pamenns: 20.11.2019).
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MAaTHUBHO-TIPABOBBIX AKTOB U YKPEILJIEHUS COTPYAHUYECTBA MEK/yHa-
POIHOTO coobIecTBa B yKasaHHOH cdepe. B maHHOM J0KyMeHTe peKo-
MEH/IOBaHO y4aCTHHUKAM MHPOBOTO COOOIECTBa TPEAIPUHIMATH HEOO-
XOJIUMbIe OPTAaHU3AINMOHHO-TIPABOBBIE MEPONPUATHS, HaIPaBJIe€HHbIE
Ha 60pbOYy ¢ HUMPOBBIMU TIPECTYIIEHUSIMU U TPELYCMOTPETh B CBOEM
3aKOHO/IATEeIbCTBE KOHKPETHBIE COCTABBbI IPECTYIIeHn B cdepe 1ud-
POBBIX TEXHOJIOTHUT.

B 2017 rony Epomnapiament mpunsii pesosonuio™ st EBpoko-
MUCCHUH, NIPEJJIOKUB MPU3HATH O(UIMABHBIN CTATyC MAIIMH C UCKYC-
CTBEHHBIM HHTEJIJIEKTOM, MPUHUMAIOIIUX CAMOCTOSITEIbHbIE PEIIeHMUS,
C BO3MOKHOCTBIO BO3JIOKEHUS HA HUX OTBETCTBEHHOCTU 32 MPUINHEH-
HbIi yiiep6. Ha mpakTuke 1moka 3aKOHOTBOPYECKHE WHUIIMATUBBI, KaK
B CIIA, tax u B EBpormeiickom coto3e He UMEIOT YeTKOH MeTOI0JI0TIYe-
CKOI OCHOBBI 1 MIPEACTABISIOT COO0N cKOopee «COOPHUK TIPEITOKEHIIT»
o perjaMeHTaiuu, 6e3 (hopMyIMpPOBaHKS TIPUHITMIIOB BHIOOPA CPEACTB
[IPaBOBOIT 3alUTHI"",

B stnBape 2020 roga Berynuia B cuity tisitast iupektusa EC o 60pb-
6e ¢ seraymm3sanueil (OTMbIBAHUEM) TIPECTYIHBIX 10X010B (JAMLD)",
KOTOpasi ysKecToumaa TpeOOBaHUsSI K TPaH3aKIUsIM, TPOBOAUMBIM
C UCTIOJIb30BAHUEM BUPTYAJIbHBIN aKTUB (KPUITOBATIOTHI) Yepe3 KPHUII-
ToOUpskK Win 1 posbie miardGopmel. KpunroBamoTHbie m1aThopMbl
Terepb 00sI3aHBI POBOANTH ayaAuT kiauenta (customer due diligence,
CDD) u mpenocTaBigaTh: a) HHGOPMAITUIO O TIOA03PUTETbHBIX TPAH3aK-
usx (suspicious activity reports, SAR); 6) punancoByio uHbopmaiuro,
ajipeca BJIAJIE]bIEB KPUIITOKOIIEIbKOB C IEJIbI0 UX WAEHTU(DUKAINY;
B) KPUITOOUPKU JIOJKHBI MPOXOAMTH POILEAYPY TIOCYAapCTBEHHOMN
peructpanuu. [lo MHEHHIO aBTOPOB MUPEKTUBBI, ITU MEPHI MO3BOJIST
CHU3UTH YPOBEHbD IIPECTYITHOCTH U AHOHUMHOCTU KPUTITO/IEPKATENEH.

Wureprnos B CBOEH [EATEILHOCTA IPUAAET OOJDIIOE 3HAYCHIME
UHGOPMAIIMOHHOMY  0OECIIEYEHUI0 MEKIYHAPOIHOTO COTPYAHUYECTBA
B IIPOTUBOJIEUCTBUU OT/IEJBHBIM BU/IAM MPECTYIJICHUH, a IMEHHO: Jiera-
Juzanuu (OTMBIBAHUIO) TIPECTYIHBIX M0XOM0B, (PUHAHCUPOBAHUIO Tep-
popu3Ma, OPTAaHU30BAHHOU TIPECTYITHON e TeTbHOCTH, TPECTYILTICHUSIM,
MOCSTAIONIUM HAa 9KOHOMHUYECKHUE U COIMATbHbIE OCHOBBI JKU3HEIEATEb-
HocTH 001ecTBa, B TOM 4ncye B (uHaHcoBOU chepe, u ap. s ycra-

" Pesomonmsr  Eppomapmamenta ot 16 deppams 2017 1. 2015/2013(INL) P8
TA-PROV(2017)0051, Brmouaer Teker Xapruu poOOTOTEXHUKH [IDJIEKTPOHHBINA pecype].
URL: http://robopravo.ru/riezoliutsiia_ies (1ata obpamenust: 28.11.2019).

" Quaunosa . A. TIpaBoBoe peryImpoBanne NCKYCCTBEHHOTO THTEIIEKTa: PETYTHPO-
BaHue B Poccuu, MHOCTpaHHBIE MccaeioBaHns 1 ipakTuka // Tocynaperso u paso. 2018. Ne 9.

" OrmbiBanue fener 2020. 5SAMLD: nosbie npasusia EC no nporusozeiicrsuio u BEPS
[Duexrponnsrii pecype]. URL: https://taxc.com.ua/ (nara obpamenus: 23.07.2020).
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HOBJIEHUSI MECTOHAXOMKJEHUS JIUI], YYaCTBYIOUIUX B IPECTYNHOU jes-
TeJBHOCTH VIHTEpPIOIoM Hcnosb3yercst pazpaborantas eHepabHBIM
CeKpeTapuaToM CIelHaJbHast CUCTEMa MEKIyHapOIHOTO oOMeHa HHMOP-
Manueit. Ero posb B KOOpAUHAIIUY 9TOU A€ITeTbHOCTU 3HAYUTETTHHO BO3-
pocaia, mockosbKy VHTepros, obiafasi YHUKAJIbHBIMI WHCTPYMEHTaMU
U MeXaHU3MaMH, METOIaMU U TIPAKTUKON MPOTUBOMEHCTBUS TEPPOPU3-
MY BO Bcex ero (popMax u MpoIBIEHUIX, ITUMPOBOI TPEeCTyITHOCTU U JIP.,
CII0CcOOCTBYET OPraHU3aIUN COACHCTBHSI TOCYAAPCTBAM-YIeHaM, MEKLY-
HAPOHBIM OPraHU3aIMsIM, TPOBOAUT 3HAYUTEJBHYIO PaboTy M0 PacIpo-
CTPAHEHUIO OTTBITA POTUBOIENCTBUS C 9TUM sIBIAeHUEM. VIM TPUMEHSTIOT-
Cs1 HOBBIE METOJIbI U CIIOCOOBI PABOTHI, TIOCKOJIbKY MPECTYITHUKH HCIIOJIb-
3YIOT B HACTOSIIEeE BpeMs caMble HOBbIE UMD POBbIE TEXHOJIOTUN, CTOUKYIO
KpPUITOrpaduio, MO3BOAONIYI0O UM YUTA OT YTOJOBHON OTBETCTBEHHO-
cru. Ocioxusiercst paboTa ere U TeM, YTO 3a4aCTYI0 OHU HCIIOJIb3YIOT
TeHEeBOI GU3HEC, B TOM YKCJIE MOJIb3YIOTCS TAKUMHE IIH(POBBIMU TLIOIIA/-
kamu, kak DarkNet. B c¢Bsi3u ¢ atim VlHTEpIiosn 6B 06 yKECTOUeHUN
NeATEeTbHOCTH M0 TTPOTUBOAEHCTBUIO TTPECTYITHOCTH € MTPOTUBOIIPABHBIM
ucnosb3oBanreM KpuntoBamioTsl B DarkNet, mockosibKy oHa siBJIsieTCst
TIJIOMIA/IKOT /71T XaKePOB BCEX TUTIOB, MOIIEHHUKOB U JIHII, OCYTIECTBIISA-
IONX HE3aKOHHBIN 000POT OPYsKHUs, HAPKOTUKOB U T. 1. B x0ze pabo-
ThI TI0 TIPECEUEHNTO TTPECTYITHOM AeITeThHOCTU B Ha3BaHHOU cdepe nmu
OBLIIO 3aKJIIOYEHO TTAPTHEPCKOE COTJIAIEHUE C FOKHOKOPEHCKUM CcTapTa-
nom S2W Lab, 4to mo3BoJimiIo, ¢ HCoab30BaHEM Pa3paboTaHHON UMU
CUCTEMbl MOHUTOPHMHIA aKTHBHOCTU moJb3osaresieil DarkNet, koropas
JTaeT BO3MOXKHOCTh aHATTM3MPOBATD TAHHBIE U MOXKET BBIABJISATH UCTOUYHU-
KU TIO/IO3PUTETHHBIX TPAH3AKITUH, B TOM YHCJE ¢ KPUITOBATIOTAMHU, Pac-
ITUPUTH UHGMOPMAIIIIO O TTPECTYITHON IeATeTbHOCTH.

Bousbiioe 3nauenue MuTeprion yaesisieT MOATOTOBKE COTPYAHUKOB
K pabore B HOBBIX IUMPOBHIX ycaoBusix. C 9TOil 1eIbi0 OPraHUu3yI0TCsI
TPEHUHTH 110 00YYEHWIO COTPYAHMKOB VIHTEpIOJA, HEMOCPEICTBEHHO
YYIACTBYIOINX B PO3BICKE TMPECTYITHOCTH U OTCIAEKUBAIONIUX HE3aKOH-
HO€ UCI0JIb30BaHIE BUPTYAJIbHbBIX AKTUBOB «KPUIITOBAJIIOTHI» ™,

BreicTynmas Ha MeXIyHApomHOM KOHTpecce, rinaBa VHTeprmosia
Mbon Xyuail 3asBui, uto VHTEpnosom paspaborana crparerusi Gopb-
Obl ¢ KHOEpPHPEeCTYIJIEHUSIMU, OJHAKO HMEIOIINECss METOAbI O0pbObI
C Ha3BaHHBIM BU/IOM TIPECTYTIJICHUS MTOKA He JMAI0T M0JLKHOTO adhdekTa,

"* 0630p: Untepmon yeumut 6opb6y ¢ KPIMIHATBHBIM HCTIOMb30BAHIEM KPHITOBA-
moTel B Japksebe [Imexrponnbiii pecype]. URL: https://novator.io/blokchejn/interpol-
usilit-borbu-s-kriminalnym-ispolzovaniem-kriptovalyuty-v-darkvebe ~ (mara  obpametus:
16.09.2020).

" URL:  https://xakep.ru/2015/09/04 /interpol-crypto/  (mata  obpamenus:
13.03.2021).
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MTOCKOJIbKY BUPTYAJIbHBINI MWD TPECTYIIEHUH, UMesT TPAHCTPAHUIHBIH
U CTPEMUTEJIbHO HAPACTAIONINIT XapaKTep, He T03BOJISIET CBOEBPEMEHHO
OTpearupoBarh Ha BO3HUKAIOIINE KMOEPYrpo3bl. ITO MO3BOJSET H00BI-
ThI€ IIPECTYIHBIM IIyTeM CPE/ICTBA JIerajin30BaTh B TeUeHUE HECKOJIbKUX
qacoB'”.

[To ero MHEHUIO, B TPOTUBOIENICTBHE TTPECTYITHOCTH B cepe mud-
POBOII AKOHOMUKH BaKHBIM SIBJISIETCSI, BO-TIEPBBIX, CO3/IAHNE DJIEKTPOH-
HOM T1aT(hOPMBI 7T TIPOTUBOAEHCTBUST KHOEPIIPECTYIIEHUSIM, B KOTO-
POM JIOJKHBI IIPUHSATH YYaCTUE CaMble BEPOSITHBIE JKEPTBbI XaKEPCKUX
aTak — HallMOHaJbHbIe OaHKKU W, BO-BTOPBIX, COTPYAHUYECTBO U B3au-
MozieiicTBue co crnernuanuctamu [T-texHosmoruii, mpoBaiizepaMu COOT-
BETCTBYIOIIUX YCIYT U BCE T€ KOMIIAHUH, KOTOPbIE CBSI3aHbI ¢ UG POBOIT
HKOHOMHUKOH. DTO TIO3BOJIUT MOJUIEHCKUM BEJOMCTBAM KasKJIO0U CTpa-
HBI YKPENUTH CBSI3U CO CBOUMU KOJITIeramu .

B Hacrosiiiee Bpemsi 0cOOBIM HPUOPUTETOM paboThl MHTEpIoaa
SIBJISIETCST TIPOTUBOIEHCTBIE KMOEPIIPECTYITHOCTH, CBA3aHHOM € aTaKaMu
Ha WHGOPMAIMOHHbBIE CUCTEMBI, OCOOEHHO Te, KOTOPbIe CIEAYIOT Ou3-
HEC-MOJIENI <IPECTYIJIEHNEe KaK ycayra» U paboTaioT B KayecTBe CTH-
MYJISITOPOB /IS OHJIAHH-TIPECTYITHOCTD, OOPbOa ¢ CEeKCyalbHBIM HACH-
JIEeM HaJl IETbMU U CEeKCyaJbHON aKCITyaTanneil ieTeil, BKIroyas 1Ipo-
M3BOJICTBO M PAaCHPOCTPaHEHHE MaTepPHaJoB O KECTOKOM OoOpaiieHun
C JIETHMU, TIPOTUBOJIEHCTBIE MOIIEHHUYECTBY M TOJJIEKE Oe3HATMYHBIX
IJTATEKHBIX CPEJICTB, B TOM YKCJIe KPYITHOMACIITAOHOE MOIIEHHUYECTBO
C TIaTeKHbIMKM KapTamMu (0COGEHHO MOIIEHHUYECTBO C TOJIETIbHBIMU
GaHKOBCKMMMU KapTaMu), MPECTYIICHHs], COBEPIIAaeMble ¢ MCIOJIb30Ba-
HUEeM BUPTYAJIbHBIX AKTUBOB (KPHUIITOBAJIOTHI).

Ve B 2020 roxy VHTEpoa MOATOTOBUI W OIMYOJUKOBAN JTOKJIA]L
0 MPECTYITHOCTH B cepe MHTEIEKTYaTbHONH COOCTBEHHOCTH, KOTOPBII
pacKpbiBaeT 0COOEHHOCTH AESATETBHOCTH OPraHM30BAaHHON MPECTYITHOCTH
B 9T0i1 chepe. ITO 06YCTIOBIEHO TEM, YTO PacIpocTpaHeHue KOHTpadakT-
HBIX TOBAPOB HAPYIIAET TIPaBa TPasK/aH, a MOCSITaTeIbCTBA Ha MHTEJLIEK-
TYaJIbHYI0 COOCTBEHHOCTD TIPUYMHSIIOT BPe/] 9KOHOMUKE B 1IEJIOM U KOM-
MaHUSM, BJIAJEJbIIaM WHTEJIEKTYaTbHONU COOCTBEHHOCTH, @ TAK/KE MOTYT
HaHecTH yIepo 3/10pOBbIO U GJIATOTIONYIHIO TOTPEOUTEEH.

TemaTuueckue wuccae0OBaHUs], TPEJACTABICHHbBIE B HACTOSIIEM
JIOKJIa/le, WJLTIOCTPUPYIOT, KaK IMUPOKUN CIEKTDP Pa3JUYHBIX MPECTY-
IJIEHUIT CBSI3aH C TIPECTYIICHUSIMU B 00JTaCTH MHTEJJIEKTYaJIbHOM cO6-

155

Jasvidos J. ureprion npuaymai, kak 60poTbes ¢ KMOEPIPECTYIHOCTBIO [DneKT-
ponnbiii  pecype]. URL: https://teknoblog.ru/2018/07/06/90797 (nata oOpaiietust:
05.04.2021).

% Tam ace.
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CTBEHHOCTH, BKJIIOYAsi HE3aKOHHBIIT 000POT OPYIKUST M HAPKOTUKOB, 9KO-
HOMUYECKHE U (DMHAHCOBbIE MPECTYIIEHUS, & TAKKE PA3JIUIHbIE BUIBI
MOIIIEHHUYECTBA, Jieraju3aluio (OTMbIBAHUE) IIPECTYIIHbIX J0XOJO0B,
(bapmarieBTHUECKME TIPECTYIJIEHMS, TIPOU3BOJICTBO U PaclpocTpaHe-
HUe KOHTPa(haKTHON MPOAYKIINU, TPUHYAUTENbHBIN TPy, KOPPYIIIIUIO
C UCIIOJTb30BAHUEM BUPTYATbHBIX aKTUBOB (KPUIITOBAJIOTHI).

3amerna akTuBHas pabora, mposoauMas Espomosiom B cdepe 1mpo-
THUBOIelicTBUS 1TUdpoBoit nipectynHoctu™. Hauunast ¢ 2014 roga exe-
TOJIHO OH TIpejicTaBJsieT A0KIa] «OlleHKa yrpo3bl CO CTOPOHBI OPraHu-
30BAaHHON WHTEPHET-TPECTYITHOCTHY, KOTOPBIN TIOMOJTHIETCS HOBOU
uHbopmalmeit 0 KUOEPIPECTYITHOCTH, a TaKKe PaccMaTpUBAIOTCS
MHCTPYMEHTBI [I7ist 00ecredeHust TPECTYITHOCTH <«TJIyOOKOrO» WHTEp-
HeTa, B TOM YHUCJe U CeKCYaTbHOU KCILIyaTalluu JeTeil, aHOHUMHOCTh
YCJIYT KOTOPBIX o0ecredrBaeTcst TakuMU HHGPOBBIMU ILIaTdhopMaMu
kak Tor. DTO CBUETENBCTBYET O TOM, UTO TPABOOXPAHUTEIbHBIE OPTAHbI
He BCETJla MOTYT OTCJIEINTh KPYITHBIE CIEIKHU, COBEPIIAEMbIE C UCTIOJb-
30BaHMEM KPUIITOBAIOT, IIOCKOJIbKY TPaH3aKI[MK 00ecredeHbl BBICOKOI
AHOHMMHOCTBIO, YTO CIIOCOOCTBYET POCTY TaKUX MPeCTyIieHnil. B 60Jib-
IITUHCTBE CIy4aeB MPOTUBOIIPABHOE UCTIOIb30BAHIE BUPTYATbHBIX AKTH-
BOB (KPUITOBAJIOT) CBI3BIBAIOT ITPENMYIIECTBEHHO C JieTaJn3anneit
(OTMBIBAHMEM ) TIPECTYITHBIX IOXOI0B, YTO TIOCTY;KUJIO OCHOBAaHUEM CO3-
nanust B 2016 r. mo mannmaTue EBporneiickoit komuccuu Ha 6ase EBpo-
[oJIa CrenraabHoil paboyeil TPYIINbl, KOTOpasi HEMOCPEACTBEHHO 3aHNU-
Maetcst 60pb0Ooil ¢ Jeranusaieil (OTMBIBAHUEM ) MTPECTYITHBIX J0X0I0B
C UCMOJIb30BAaHUEM BUPTYAJIbHBIX aKTUBOB (KPUTITOBAIIOT) .

Onnum u3 1poekToB EBporiona sBJseTcss KOHCYJIbTaTUBHAS
rpymna SOCTA (Serious and Organized Crime Threat Assessment),
B cOCTaB KOTOPOU BXomaT rocynapctBa-uienbl EC, arentcrBa EC,
Espomneiickasa xomuccusa u 'enepanpabiii cekperapuat Coseta. Oco-
60e saumanne SOCTA yuesnsieTcsi MPOTUBOAEHCTBUIO OPTaHU30BaH-
HOU TIPEeCTymHOU nedTeJbHOCTU. lIpescTaBuTeNn OpPraHU30BAaHHON
MPECTYIHOCTYU «BHEAPSIOT U MHTETPUPYIOT HOBbIE TEXHOJIOTUY B CBOI
modus operandi mau cO37aI0T COBEPIIEHHO HOBbIE OM3HEC-MOIEIU
Bokpyr HuX. Mcnoab3oBanne HoBbIX Texnosornit OIIT oxasbiBaer
BJIUSIHNE HA MIPECTYIHYIO eITEeIbHOCTD 110 BCEMY CIIEKTPY CEPbEe3HOM
U OPTraHU30BAHHOU TPECTYMHOCTH. B mepByto ouepesb, 9TO OTHOCUTCS

T Bvikosa E. B. ITpobmeMsI 1 TIepCTieKTHBE coTpyARmdectBa Poccriickoii Megeparmm
€ MEK/IyHAPOAHBIMI OPraHU3AIMAME B c(epe YrOJOBHOTO Cy0NpousBoacTBa // MexyHa-
POJIHOE YTOJIOBHOE TIPABO U MK yHaporHas ioctuims. 2016, Ne 5.

" Acmaxos A. EBporion u VHTeprion o6 be g yermis B 60pb0e ¢ OTMBIBAHIEM JICHET uepes
kpunroBamorsl [Duextponnbiii pecype]. URL: https://forklog.com/evropol-i-interpol-obedinili-
usiliya-v-borbe-s-otmyvaniem-deneg-cherez-kriptovalyuty/ (nara o6pamerus: 09.03.2021).
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K 1udpoBOMY KPUMHUHAIY, HMIHUPOKO HCIOJIB3YIOIEMY MacuTabupo-
BaHUEe OHJANH-TOPTOBJIM U MOBCEMECTHOE paclpocTpaHeHue 3aimd-
POBaHHbBIX KaHAJIOB cBsi3u» . VIMU aKTUBHO NPUMEHSIETCSI KPUIITOBA-
JIIOTA, MOCKOJIbKY CKOpPOCTHast 06paboTKa TPaH3aKIMil U PacipocTpa-
Herre 9(h(EKTUBHBIX CPEJACTB aHOHMMHOCTH OKa3bIBAOT OOJBIIYIO
[IOMOIIlb OPTAaHU30BAHHOUN IPECTYINHOCTU B Jerajusanuu (OTMbIBa-
HUU ) MIPECTYIHBIX JOXO/0B.

EBporiosioM B eSITEIBHOCTH O TPOTUBOAEHCTBUIO TPAHCHAIUO-
HAJIbHOM OPraHU30BaHHON MPECTYIHOCTU AKTUBHO [IPUMEHSIETCSI CUCTE-
Ma paHHero oOGHapysKeHUsI OpraHU30BaHHbIX TpecTymHbIX Tpyt (OTIT)
C UCIOJIb30BAHNEM METO/IOB BBIUMCIUTEIBHOTO CKAHUPOBAHUSI U Pa3Be-
nerBatenbHbIX cucteM — ePOOLICE. baarogaps et cosmaetcs addex-
TUBHast OO0IIEEeBPOIEHCKas CHCTEMa <«CPEIOBOrO CKAaHMPOBAHUS JIJIst
MpeyIPEXxKAEHUS TOTOBSIIUXCS K TIPECTYIIEHUSIM IEHCTBYIONIUX U BO3-
nukaonwmx OII» ', Yike co3mana «cucreMa CILIONIHOTO MOHUTOPUHTA,
BKJIfOYaromast coop wHGOpPMAIMK W3 WHTEPHETA, COIMAIbHBIX CeTei,
U3 KaHAJIOB YaCTU MECCEH/[KepoB, uHdopMaluu 0 (DUHAHCOBBIX TPaH-
3aKIMsIX, OMJIMHTOBast WH(MOPMAIMK, BUAECOIIOTOKOB U T. IL.>"*'. VIHbOop-
Mal[usl TAK;Ke BKJIIOUAET TaKKe JJaAHHbIE KaK TEKCTOBOU U BU/I€0- KOHTEHT,
(bunaHCcoBbBIE TAHHBIE U TIP., YTO TO3BOJISIET AHATU3UPOBATDH TOJyUEeHHbIE
JIAHHbIE BCECTOPOHHE U CBOEBPEMEHHO PearupoBaTh HAa BbI3OBHI TPAHC-
HAIMOHAJIBHOTO KPUMUHAJIA.

EBporos ocytiecTBisier OGOJIBIIYI0 MPEACTaBUTENBCKYI0 paboTy,
MTPOBOIS MEXKIYHAPOAHBIE KOH(bEPEHIINN, a TaKKe COBMeCTHO ¢ VHTep-
[OJIOM TIPOBOJISAT ¥ COBMECTHBIE CEMHHAPBI, TI03BOJISIONINE OOBEIMHUTH
YCUJIUS TI0 TTPOTUBOAEUCTBUIO MPECTYITHOUN MeATETBHOCTU C MUCIIOTH30-
BaHUEM TU(POBBIX TEXHOJOTUI.

Poct opranmsoBamHO#l TpecTymHOCTH B cdepe 3SKOHOMUKU
1 (PUHAHCOB, a TaKKe YUCJI0 0OpalieHui cO CTOPOHBI TOCYAAPCTB-UJIe-
nos EC ¢ npocsboii 06 onepaTuBHON MOAAEPKKE, CIIOCOOCTBOBAIN CO3-
manuio B mrab-kBaptupe Eporosa EBporeiickoro menrpa mo 60pbde
¢ ¢dunancoBbiMu u sKoHoMuueckumu npectyivienusimu (EFECC)'®,

% Jlapuna E.C. VickyccTBeHHbIit uHTeMeKT. Bompmme aammbie. Ilpectymuocts /
E. C. Jlapuna, B. C. Opunnckmii / («Komnexims Ms6opckoro kinybas). Mocksa: Kukmbrit
mup, 2018. C. 207.

" Tam ce.

" Tam nce.

' On cozran 1o 06pasily aHaJOTMYHBIX MHUIMATUB, TakNX Kak EBporneiickuil mentp
1o 6opsbe ¢ kubeprpecrynuoctso (EC3), Epomeiickuii Konrpreppopucruyeckuii meHTp
(ECTC), Espomeiickuii 1ientp 1o nezakonHoMy BBo3y murpantoB (EMSC) u Esponetickuit
eHTp 1o Gopsbe ¢ cepbesHbiMU opranuzoBatHbiMu npectymieHusmu (ESOCC), pasme-
mennbiii 8 Esponosie (em. URL: https://www.europol.europa.eu/newsroom/news/europol-
launches-european-financial-and-economic-crime-centre) (ara oGpamenust: 22.12.2021).
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B pamkax atoii mporpamMmbl paccienoBanue, mposeaeHHoe B 2016 romxy
npu noaaep:xke EBpomosa, EBporocta (Eurojust) u apyrux opranusa-
1uii, nokasayuo, uro 6osee 90 % omepanmii, IPOBEACHHBIX JEHEAKHBIMU
MyJIaMH, CBSI3aHbI € KUOEpHpecTymHOCThI0. He3akoHHO IosydeHHbIe
JIEHbTU YaCTO MOCTYHAIOT OT (DUIIUHTA, BPEJOHOCHBIX aTaK, MOIIEHHN-
YeCcTBa C IJIATEKHBIMU KapTaMH U ¢ OHJIAMH-TIOKYTTKaMU /3JIeKTPOHHOMN
KOMMepIHel u Jip.

Tak, B Teuenue negenu Espomneiickuil mentp mo 6opnbde ¢ kubep-
npectynHocTbhio EBpomona (EC3) u coBmecTHas neneBas Tpyrmma
o 6opwbe ¢ kubepnpecrynHocTbio (J-CAT) coBmectho ¢ EBpotocTom
(Eurojust) u espomneiickoil 6ankosckoit Mexeparueit (EBF) okasbi-
BaJiM ONEPATUBHYI0O U AaHAJTUTUYECKYIO TOJJEPKKY COOTBETCTBYIO-
UM OpraHaM BJIACTU. JTa onepalus IpuBeja K ujaeHTuduKaum
noutu 700 meHe:xHBIX MyJo0B 1o Bcelt Epome. [lomumusa mompocu-
ga 198 nmogospeBaembix 1 npoussea 81 apect. Irta onepaiust Oblia
YyacThio eBporeiickoro npoekta Money Mule Action (EMMA), nuiot-
HOTO IIPOEKTA, TPOBOIUMOTO B PAMKAaX OIEPATUBHOTO ILJIaHa JIeHCTBUI
EMPACT mno 6opbbe ¢ KuOEpHpecTymHOCThIO M MOIIEHHUYECTBOM
C IJIATEKHBIMU KapTaMU, HallpaBJIeHHOTO Ha GOpbOY ¢ MOIIEeHHUYE-
CTBOM B MHTEPHETE U IIaTeXHbIMU KapTamu. OHa 103BOJIIIA C/IEATh
BBIBOJI, COIJIACHO KOTOPOMY MOMHUMO OPTaHU30BAHHBIX MPECTYITHBIX
TpyII, Jeranusaiueil (OTMbIBAHUEM) MPECTYIHBIX 10X0/[0B 3aHNMAa-
10Tcst TpoecCuOHANbI, 0KA3bIBAIOIINE 3TU YCJAYTU OT UMEHU APYTUX
aui. Macmrrabpl sierajnusanuu (OTMBIBAHUST) MPECTYIHBIX TOXOI0B
TPYIHO OIIEHWUTH, HO OHU CUUTAIOTCA 3HAUUTeJbHbIMU. [0 oreHKam
Yrupasnaenua OOH mno napkornkam u npecrynnoctu (YHII OOH),
€KEroJHO OTMbIBAeTCsI OT 2 10 5 % muposoro BBIL. 9to ot 715 mupx
1o 1,87 tpyin eBpo exeromuo'”.

3 mrosrst 2018 1. 03HAMEHOBAJIOCH TEM, YTO OBLIO OOBABICHO O CO3-
manum anbsinca nstu crpad — Joint Chiefs of Global Tax Enforcement
(J5) — MexayHapofnbiii aibsie J5 10 60phhe ¢ Cephe3HBIME MEKLY -
HAPOJHBIMU TTpeCcTyIIeHusIMU. ETo 0cOOEHHOCTD B TOM, YTO 9TO Olepa-
TUBHOE COTPYIHUYECTBO MEXAY MAThIO cTpaHamu (ABcTpanus, Kanazna,
Hupepaanasl, Bemukoopurtanust u CIITA) 3akiiouaercsi B OpraHu3a-
[[UH JIeATEIbHOCTH, HAallPaBJIEHHON Ha GOPhOY ¢ TPaHCHAIIMOHATbHBIMU
(buHAHCOBBIMU MPECTYIIEHUSIMU, B TOM YKCJIE C UCIIOJIb30BAHUEM BUP-
TyaJbHBIX BamioT (KpumroBamior). B pamkax ambsrca J5 mpeamosara-
€TCS «ITAPTHEPCTBO MEKAY ABCTPATUICKON KOMUCCHEH TT0 YTOJIOBHBIM
paccaenoBanusim (ACIC) u Hasorosoii cayx6oii Apcrpamin (ATO),

' URL: https://www.europol.europa.eu/crime-areas-and-trends,/crime-areas/economic-
crime/money-laundering (nara obparenst: 11.04.2021).
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Kanagckum mamorosbim  arerrctBoM (CRA), Fiscale Inlichtingen-
Opsporingsdienst (FIOD) B Humepnanmax, KopoJsieBckoii HaJIOroBoi
u Tamoxennoir ciayx6er Bermukobpurtannn (HMRC) u Hanorosoit
cayxboit CIHA (IRS)»'™. Ilenpio ero cosmanusi CTaIO YKPEILIEHIe
paBONOpPSsi/IKa, myTeM oOMeHa MH(pOpMaIneil U pecypcamMu; pasBUTHE
MESKLYHAPOIHOTO COTPYAHUYECTBA 110 OOpbOe ¢ Jieraausareil (OTMbI-
BaHMEM) TPECTYITHBIX [OXOJI0B M (DUHAHCOBBIMHU TIPECTYILIEHUSIMHU,
a TakKe MPeCTYIJIEHNAMH, COBEPITaeMBbIMHU C MCIIOJIb30BaHUEM BUPTY-
AJIBHBIX aKTUBOB (KPHUIITOBAJIIOT); OBBIIIEHHE d(DDEKTUBHOCTH PabOTHI
OpraHu3alliy 110 9KOHOMUYECKOMY COTPYAHUYECTBY 1 Pa3BUTHIO C TIPU-
MeHeHHeM HOBBIX TIO/IX0/I0B 1 TIPOBe/IeHNIe COBMECTHBIX PaCCIe/[0BaHui;
coBMeCTHas pa3paboTKa U BHIPAOOTKA HOBBIX MOAXOIOB K PACCJIEI0BA-
HUIO TIPECTYIUIEHUI W MOATOTOBKE COBMECTHBIX OTIEpaIliii; 0OHapysKe-
HUe W yCTpaHeHHe MeKIYHAPO/JHBIX MPECTYIMHBIX CXeM W MHCTPyMeH-
TOB, CIOCOOCTBYIOIIMX COBEPINEHUIO TIPECTYIUIEHUI, COBEPIIAeMbIX
C MCTIOTb30BAaHNEM BUPTYATbHBIX aKTUBOB (KPUIITOBAJIIOT ); TIOBBITIIEHNE
ypoBHsT oO6MeHa uHbOpMaIueil, MUIOTHBIMUA MPOTPAMMAMI; COBMECT-
Hble KPUMUHAJIbHbIE PacciefioBanus ',

Hapsiny ¢ apyrumu opranusaiusiMu JesiTeJIbHOCTh Ha MEK/yHa-
POIHOM yPOBHE TPOBOAUT W I'pyrma pa3paboTKu (GUHAHCOBBIX Mep
o 6opube ¢ ormbiBanueM zerer (Financial Action Task Force, FATF).
Eio B mocJieiue To/ibl aKTHBU3UPOBATIACH PAOOTA 110 TIPOTHBOIEHCTBUIO
Jeramu3aruu (OTMBIBAHUS ) TIPECTYIHBIX TOXO0J0B U (PUHAHCUPOBAHUIO
TEeppOpU3Ma, TaK KaK He TOJIHKO BO3POCIO KOJTMYECTBO ITUX ITPECTyILIe-
HI BO BCeM MUPE, HO U TIOABUJINCH HOBbIe MHCTPYMEHTBHI, C UCIIOJIb30-
BaHMEM KOTOPBIX OCYTIECTBIISAETCS Jeraansalus. B cBI31 ¢ 9TUM TOJBKO
3a 2013-2014 tr. €10 MOATOTOBIEHBI PYKOBOACTBA 0 152 mprMeHeHn-
SIM PUCK-OPHEHTHPOBAHHOTO MO/X0/Ia B OTHONIEHUU ITPEOTIIIAYeHHBIX
KapT, MOOMJIbHBIX TJIATEXKel 1 CUCTEM TUIaTeskeil uepe3 VIHTepHeT, B ToM
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YHcJie 1 C UCIIOJIb30BaHMEM KPUIITOBAJIIOT .

" TIath cTpaH HauMHAIOT COBMECTHYIO GOPHOY € (DMHAHCOBHIMI TPECTYILICHUAMH
¢ yyacrueM kpumnrosamor [dsexrpornsiid pecype]. URL: https://bits.media/pyat-stran-
nachinayut-sovmestnuyu-borbu-s-finansovymi-prestupleniyami-s-uchastiem-kriptovalyut/
(mara obpamenust: 08.11.2020).

' Mexmyraponnsiii  ambaac |5 G6ymeT GOpoThCA € «KPHNTOBATIOTHOH  yTpo-
30i» B cdepe OTMBIBAHMS JICHET U YKJIOHEHWS OT HAJOroB [IJIEKTPOHHBI pecypcl.
URL: https://news.myseldon.com/ru/news/index/191224059; CIIIA Bo3rIaBuIN MEKIY-
HAPOJIHBIN AJIbSIHC CHJIOBMKOB 10 O0pbOe ¢ OTMbIBaHHEM JeHer [DJIeKTpoHHbIl pecypc].
URL: https://hashtelegraph.com /ssha-vozglavili-mezhdunarodnyj-aljans-cilovikov-po-
borbe-s-otmyvaniem-deneg/ (nara obpamenns: 20.12.2020).

' PyKOBOZCTBO 1O TPHMEHEHWIO PHCK-OPHEHTHPOBAHHOTO ToxxoAa. llpemomma-
YeHHble KapThl, MOOWJIbHBIE IJIATeKH W OHMAH TIaTekn [DIeKTpoHHBIH pecype] /
nep. MYMOIIM // OAT®. 2013. URL: http://www.eurasiangroup.org/files/FATF
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3a nocnennue rogpl DATD obpainana HEOAHOKPATHO BHUMAHKIE
Ha TIpobJsieMbl uaeHTHUKAINN TUIHOCTH Tak, HapuMep, €0 MoATrOTOB-
Jgeno PykosozctBo «O mudpoBoii naeHTUhUKAITNN JUIHOCTHY, KOTOPOE
B Mapre 2020 r. 6bIJI0 HATIPaBJIEHO BO BCe CTPaHbl yyacTHUI ', OcHoBa-
HUEM 9TOMY SIBJISIETCST TOT (haKT, uTO IU(POBbIE IJIATEKU PACTYT €xKe-
roaHo (B cpeaneM Ha 12,7 %) u, 110 IpOrHo3am, KOJUIeCTBO TPAH3aKIUI
3a TOJI MOXKET JOCTUYD 726 MUIINapaoB, a K 2022 romy, Mo OlleHKaM 9KC-
neptoB, 60 % muposoro BBII 6yzet orudposano. C poctom uncia -
POBBIX (hMHAHCOBBIX omepainii, mo MaeHnio MATD, Tpebyercst bosee
riyboOKoe TIOHMMaHKe TOTO, KaK OTHeJbHbIE JIMIA MOTYT BBISBJISATHCS
U TIPOBEPSTHCS B MUPE 1TUMPOBLIX (PUHAHCOBBIX YCJIVYT.

Braromapst nesirenbioctt MATD Obita npunsita [lexmapanust
«bompmoit aBammatkuy (G20) «Co3ganue KOHCEHCyca ST YECTHO-
r0 U YCTOHYMBOIO PasBUTHSI», KOTOPasi CTaja Pe3yJbTaToM pabdoThi
13-i1 BcTpeum TpenCTaBUTENEN TOCYAApCTB, BXOMAMUX B <«DoJbiryio
ABaatky», npomesimeii ¢ 30 HostOpst 1o 1 mexkadbpst 2018 1. B Bysnoc-
Atfipece (Aprentuna). OHa BKJIOYATA K PACCMOTPEHUIO TaKMe BOITPOCHI
KaK peryJjiupoBaHue PHIHKOB BUPTYaJbHBIX AKTUBOB (KPUIITOBAJIIOT)
B KOHTEKCTE «OTKPBITOM M YCTONYMBON (PMHAHCOBOU CUCTEMBI», KOTO-
past «BaskHa JUJISI OJIIEPKAHUST YCTOMYUBOTO pocTas '™,

DATO B utone 2018 r. mpucTynuia K KOPPEKTUPOBKE PYKOBOJISI-
mux ykasanuii 1 CTaHIapToOB, KOTOPbIE €10 paHee ObLIN TTOATOTOBIEHbBI
C 11EJTIO OTTpeieIeHUsT HeOOXOMMOCTH UX U3MEHEHUS HE TOJIBKO B CBSI3U
C POCTOM UCITOJIb30BAHUS KPUIITOBAJIIOT U MHBIX BUPTYAJIbHbIX aKTUBOB,
HO U OoTlpenieJieHns PUCKOB, KOTOpbie OHU HecyT. B cepenune 2019 T. eto
BHOCSITCST TIOTIPaBKY B Pexomengaruio 15, COTJIacHO KOTOPBIM yCTaHaB-
JIUBAIOTCS JIOTIOJIHUTEIbHBIE TpeOOBaHus, Kacafolinecst 06a30BbIX 00s1-
3aTeJIbCTB 110 MPUMEHEHUIO PUCK-OPUEHTUPOBAHHOTO TOX0/Ia B OTHO-
mennu HOoBbIX Texuosioruit. MATD upejiaraer MOMUMO BbISIBJIEHUS
U TIPOBEIEHNUS OIEHKN PUCKOB JIeTaau3aIuu (OTMBIBAHUS ) TTPECTYITHBIX
JOXOJI0B U (PUHAHCUPOBAHUSI TEPPOPHU3MA, CBA3AHHBIX ¢ Pa3pabOTKON

docs/Rukovodstvo FATF po_primeneniyu_riskorientirovannogo podhoda_dlya
predoplachennyh kart mobilnyh platezhej i onlajn platezhej 2013. pdf (mata o6pa-
menust: 24.07.2020); BupTyasbible BaTIOTBL KJIIOUEBble OIPEEeHsT U MOTeHI[HATbHbIe
pucku B chepe IIOJ/DT [Inexrponnsiii pecype] / nep. MYM®IIM // OATO. 2014.
URL:  http://www.eurasiangroup.org/files/FATF docs/Virtualnye valyuty FATF 2014.
pdf (zara obpamenus: 18.07.2020).

"0 nudposoit uaenTH(UKALIE TMYHOCTH: PYKOBOACTBO 0T 6 Mapra 2020 1. [Dnek-
tponublil pecype]. URL: www.fatf-gafi.org/ (zata o6pamtenns: 02.06.2020).

' Vrorn Cammura G20: KPUNTOBATIOTB BaKHbBI ISt TA00ATBHOI DKOHOMHUKH,
HO HEOOXOMMO PeryIupoBanue u Haoroobuoxenue [ dnexrpontsiii pecype]. URL: https://
btcinfor.com/mine/itogi-sammita-g20-kriptovaluty-vajny-dlia-globalnoi-ekonomiki-no-
neobhodimo-regylirovanie-i-nalogooblojenie.html (rara oGpamenus: 03.03.2021).
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HOBBIX IIPOJIYKTOB U HOBOM JI€JIOBOI MPAKTUKHU, BKJIIOYATh HOBbIE MeXa-
HU3MbI PACIIPOCTPAHEHUS U UCITOJIb30BAHUS HOBBIX WJIN PA3BUBAIOIINX-
cs1 TeXHOJIOTHI. B 91Ol ¢BsI3u He0OX0ANMO, YTOOBI (DUHAHCOBBIE YUPEIK-
JIEHUST CTPAH-YYACTHUI, TOJIY YU BIINE JIMTIEH3UIO UJIA OCYTECTBIISAIONIIE
JIESITEJIbHOCTD B UX IOPUCIUKITUY, <IIPUHSLIA COOTBETCTBYIOIIME MEPBI
I yIPaBJIEHUS W CHIKEHUS PUCKOB IO 3aIyCKa HOBBIX MPOAYKTOB,
BHEIPEHUS HOBOU JETOBON MPAKTUKU UJIN UCTIOJIb30BAHNS HOBBIX WJIH
pasBUBAOIINUXCS TexHosorwit. IIpu sTOM TpeboBaHUs, Kacamliuecs
HOBBIX TEXHOJOTHH, MOJKHBI PACIIPOCTPAHATHCS Ha TJIATEXXHBIE ITPO-
JIYKTBI U YCJIYTM HA OCHOBE BUPTYaJIbHOU BaJiOThI» '*,

31ech Ke yKa3bIBaeTCsl Ha HEOOXOAMMOCTD MOBBIIIEHUS 3 (HEeKTUBHO-
O PEryJINPOBAHUS, KOHTPOJISI © MOHUTOPUHTA JIESITEIbHOCTH TIPOBAIi/IEPOB
(TmocTaBIIMKOB) yCIyT B chepe 060poTa BUPTYaTbHBIX aKTUBOB ¥ (DrHaH-
COBOI JIEATEIBHOCTH C UCTIOJIb30BAHUEM BUPTYJIbHBIX AKTUBOB' ™.

[IpenrpunsThie Mepbl U TPEJIOKEHUS OPraHU3aIlUu, OCHOBAH-
Hble HAa aHAJIM3€ COBEPIIAEMBIX TIPECTYIICHUI SIBUIUCH 0OOCHOBAHIEM
CO3/IaHUST KOMILJIEKCA CIEIUAJbHBIX PEKOMEHIAIINI JIJIsl TTPABOOXPAHM-
TEJIbHBIX OPTaHOB IO PACCJIEIOBAHUIO TIPECTYILIEHUI, TIPU COBEPIIEHUN
KOTOPBIX BUPTYaJbHbIE BAJIOThl BLICTYHAIOT CPEICTBOM COBEPIIEHUS
[PECTYILJIEHWH, B TOM YHCJIe TIepeMEIeHUs] TPECTYITHBIX aKTUBOB B MHO-
CTpaHHbIE IOPUCIUKITAN, JTeTaTu3aIuy (OTMBIBAHMS ) TIPECTYITHBIX J0XO0-
0B U (pUHAHCUPOBAHUA TeppopuaMa. bojee Toro, 3/mech e BhICKA3aHbI
TpeGOBaHUsT K CTpaHaM, KOTOPbIE JOJKHBI COOJIIOAATh COOTBETCTBYIO-
mme pexkoMengaiuy MDATO 1o mpexoTBpaIeHUI0 HEIPABOMEPHOTO
HCTIOJIb30BAHUS BUPTYaTbHBIX AKTUBOB.

Ha stom ¢done DATD co3nano KOHTAKTHYIO TPYIIY KOHTPOJIS
3a kadecTtBOM cobsonenust crangaproB MATD u Gosee ahdekTus-
HOHW 3alUThl MEKIYHAPOAHON (DUHAHCOBOW CHUCTEMBI OT 3JIOYIOTPe-
Gsiernii. Dtu uaMeHenus B aesitesbHocTH OATD OblI TOAIEPIKAHBI
n onobpensl Ha Berpeye G20 B Dykyoke. B cBoio ouepens AT mpo-
JOJIKUJIA CBOIO JIESITEJIbHOCTD 10 obecnedeHnIo a(MEeKTUBHOTO Pery-
JIUPOBAHUS W HAJA30pa 3a MCIOTH30BAHNEM HOBBIX TEXHOJOTHUI, B TOM
YUCcJie B KOHTEKCTe BUPTYAJbHBIX aKTUBOB, B IEJIIX CHIKEHUS CBSI3aH-
HBIX C 9TUM PUCKOB JieTaTu3auu (OTMBIBAHNS ) TTPECTYITHBIX JOXOI0B
1 (prHAHCUPOBAHUSA TEPPOPU3MA U MOAIEPKKI OTBETCTBEHHBIX MHHOBA-
1IN B cCeKTOpe (PMHAHCOBBIX YCIIYT.

' BupryabHble BamoThl. PyKOBOACTBO 10 IIPUMEHEHHI0 PUCK-OPHEHTUPOBAHHONO MO/~
xoma. Miomp 2015 r. [Daexrponnniii pecypc]. URL: http://www.fatf-gafi.org/media/fatf/
documents,/reports/Guidance-RBA-Virtual-Currencies.pdf (zara obpamerns: 28.03.2020).

™ Tlybmraroe 3astBIeHNe 0 BUPTYATbHBIX aKTHBAX W CBA3AHHBIX ¢ HIMHU TIpOBaiizie-
pax (mara obpamenus: 12.06.2020) [daexrponusiii pecypc]. URL: http://www.fedsfm.ru/
content/files/bulleten38 ru_print.pdf / (nara o6pamenus: 15.03.2021).
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Kpome Toro, B pamkax atoil nmpobeMbr B Hosiope 2019 r. omy6iu-
KOBAH IPOEKT PEKOMEHAINI TI0 Pa3BepPThIBAHUIO cUCTeM I pOBOI
upeHTrdUKanmyu'’', KOTOpble HAINPaBJICHbI Ha aHAJIM3 O0COOEHHOCTENH
paboThl KPUIITOBATIOTHBIX ¥ OJIOKYEITH-KOMITAHWIA, ¢ TeJbio obecrede-
HUs cOOJIIO/ICHNs TIpaBrJl GOPBOBI ¢ Jieraau3aiueil (OTMbIBaHHEM ) TTpe-
CTYITHBIX JIOXO/IOB U TPOTUBOIENCTBUS (DUHAHCUPOBAHUIO TEPPOPU3MA.

Mexny tem, OATOD mnpeanaraer rocyaapcTBaM-y4acTHUKAM
Ha HAIIMOHAJIBHOM yPOHE MIPUHSITDH «PYKOBOISAIINE TTPUHITUIIBI UJTH HOP-
MaTHBHBIE aKThl, TIO3BOJISIONINE HAJIEKANIMM 00Pa3OM HCIIOJIb30BATh
He3aBUCUMBbIE CHUCTEMBI MUMPOBON UACHTUPUKAIIUN OPTAHU3AIIUSIMUI,
peryaupyembimM i meneit AML/CFT». Ilomumo Ha3BaHHBIX TPUH-
IIUTIOB U HOPMATUBHBIX JOKYMEHTOB PETYJIUPYEMBIM YUPEKACHUSIM,
HalpUMeEpP, KPUIITOBATIOTHBIM OUPIKaM, TIPEJIaraeTcsi <MCII0Jb30BaTh
UHGOPMUPOBAHHBIN MOAXO]] C YYETOM OIEHKU PUCKOB B CIydae pa3Bep-
THIBaHUS cucTeM IU(POBON NIEHTUMDUKAIINN /ST HAZJIeKaIel TTpoBep-
KU KJIUEHTOB» ',

K xoniy mepBoit mososusbl 2020 T. 9TOT MPOEKT ObLI JAOTIOJHEH
PSIZIOM PEKOMEHIAIMIA U yKe OImyOJMKOBaH B HOBOH pemakimu. Tak,
OB BKJIOYEHBI, HAIIPUMEp, IMOJOKEHUsT 00sI3bIBaIolee ONepaTopoB
KPUIITOBAJIIOTHBIX CEPBUCOB (B TEPBYIO OYEPEilb, KPUIITOBATIOTHBIX
6up:K), nepegaBaTh WHGOPMAIMIO O KJIWEHTaX TPU COBEPIIEHUU UMU
MIepeBO/IOB HE TOJBKO B (PUATHBIX BAJMIOTAX, HO U O KPUITOBATIOTHBIX
tpansakiusx. Takoe perienve DATO npu npuHATHY HTUX PEKOMEH/TA-
IIUH «PETyIITOPAMU CTPaH, B KOTOPBIX 3aPETUCTPUPOBAHBI KPYTTHEHIITIE
OUPIKU KPUIITOBAIIOT, CUJIBHO BCTPSIXHET PBIHOK U OCJOKHUT PaboTy
Kak Oupskam, Tak u Tpeiizepam» ',

Ha nenapuoit ceccun MATO, koropasi coctosiiach 8—24 wioHs
2020 r. OBLIO yieJeHO BHUMAaHWE CHUKEHUIO PUCKOB JICTaJU3al[ii
(OTMBIBAHMST) TPECTYMHBIX JOXOJ0B U (PUHAHCUPOBAHUSA TEPPOPU3MA
C MCIOJIb30BAaHKEM BUPTYaJIbHBIX aKTUBOB, B TOM YHCJIe U «CTei0IIKO-
MHAMU», KOTOPBIII MOKeT PacCMaTPUBATHCS KaK BUPTYAJIbHBIN UM KaK
TPaAUIMOHHBINA (PUHAHCOBLINA akTuB. Kiouesoe oTandne cTeiibaIKOnHOB

"' FATF ony6iuKoBaia peKoMeHJAlii 110 DPa3BepTbIBAHMIO CHCTEM IH(POBOit
unentuduramun [ Aaekrponnsii  pecype]. URL:  https://bits.media/fatf-opublikovala-
rekomendatsii-po-razvertyvaniyu-sistem-tsifrovoy-identifikatsii/ (nata obpamenus:
97.05.2020).

" TIpnMenenue PHCK-OPUEHTHPOBAHHOTO TOAX0MA /ISl GAHKOBCKOTO CEKTOpa: PYKo-
BogctBo DAT® [Azexrponnsbiii  pecype]. URL: file;//E:/mexayroponka%20kpumnra/
rukovodstvo_fatf rop v_bankovskom_sektore.pdf (zata o6pamenus: 28.05.2020 r.).

" Ceroans rpymmna FATF ony6amkoBasa GUHaILHYIO BEPCHIO PeKOMEH/AIUii 110 pery-
JIMPOBAHHIO KPUITOBAIIOT U JIESITEJIbHOCTH OIIEPATOPOB KPUITOBAIIOTHBIX CEPBUCOB [ DJIEKT-
ponnbiii  pecypc]. URL: https://bits.media/finalnaya-versiya-rekomendatsiy-fatf-birzhi-
kriptovalyut-budut-obyazany-obmenivatsya-informatsiey-o-/ (nara oopametust: 07.07.2020).
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OT «CTaHJAPTHBIX» BUPTYAJIbHbBIX AKTUBOB 3aKJIIOYAETCSI B TOM, YTO OHU
00/1a/1al0T <«ITOTEHIIMAIOM TOBCEMECTHOTO PACIIPOCTPAHEHUST BBUILY UX
60bIIIel TTpUBIIEKaTebHOCTH (H0sIee BBICOKAsT CTAOMIBHOCTD, He301ac-
HOCTb OTIepaIuii U IPOCTOTA UCIIOJIb30BAHUS 110 CPABHEHUIO CO «CTaH-
JAPTHBIMU» BUPTYAJIbHBIMU aKTUBAMU ), UTO OJIHOBPEMEHHO IOBBINIAET
BEPOSITHOCTD UX UCIIOJIb30BAHUS TIPECTYITHBIMU dJIeMeHTaMu» .

Bce BBINIEN3/I05KEHHOE CBUIETEIBCTBYET O 3HAYMTEIBHOM 00beM
paboThl, KoTOpasi mpojeiaHa I'pymmoit pazpaboTku (PUHAHCOBBIX Mep
60pb0bI ¢ oTMbiBaHueM jeHer (DATD) ¢ MmoMeHTa ee cosmanust B ce-
pe MPOTUBOAENCTBUS JieTaTu3aIny (OTMBIBAHUN ) TIPECTYITHBIX T0XO/I0B,
(bunancupoBanusi TeppopuaMa U IpeoTBpalienus (GUHAHCUPOBAHUS
pacipocTpaHeHust OPYKHsl MAaCCOBOTO YHUUTOKEHUSI.

Nmeromiasicst mpaBoBast 6asa B chepe KHOEpIpoCcTpaHCTBa U IIPOTH-
BOJIEHCTBUST KUOEPIPECTYITHOCTH '™ B MOJHON Mepe He OTBeYaeT COBpe-
MEHHBIM TPeOGOBaHUSIM U TPEOYET KOHCOIMIAINN MUPOBOTO COO0IIECTBA
K TIPUHSTUIO €IMHBIX [IPABUJ UTPHI KAK B TIOBCEIHEBHOM HCIIOJIb30Ba-
HUU KPUNTOBAMIOTBI, TAK ¥ B MPOTUBOJIEHCTBUN MPECTYILIEHUSM, C ee
KPUMHHAJTBHBIM 060POTOM.

Kparkuii ananus gedreabHOCTH B cdepe TpenynpexkaeHus mud-
POBOIl  TIPECTYIHOCTH MEKIYHAPOAHBIX OPTraHOB U OpraHu3alui,
[IO3BOJIUJI IPUUTU K BBIBOJLY O TOM, YTO B ATOM HAIPABJIEHUU MPAKTU-
Ka TTPOTUBOIEUCTBUS UMPOBOI MPECTYITHOCTU TOJTBKO CKJIAIBIBAETCS,
CYIIECTBYIOT MPOGJIEMBI TIPABOBOTO XapaKTepa, MOCKOJbKY HET elle CJIO-
JKUBIIErOCS TIOHUMAHKS CYIHOCTH IU(POBBIX TEXHOJIOTHIA, a 0cOOeH-
HO BUPTYQJIBHBIX BATIOT (KPUITOBATIOT), OTCYTCTBYIOT METOAMYECKUE
PEKOMEH/IAIUH 10 PACCJIE0BAHUIO ITUX MPECTYIJIEHUI, HET 3aKOHO/A-
TEJIbHOTO OIIPE/Ie/IEHUs] HA PErMOHAJIbHOM YPOBHE.

" 0630p cobbITHIL B chepe MPOTHBOACHCTBIS OTMBIBAHUIO I0XO/I0B, TIOMYYEHHBIX ITPe-
CTYIHBIM TyTeM 1 (puHaHcupoBanuio tTeppopusma. 1-30 uions : Bank Poccnn. Wionsb
1-30 2020: Bank P u

" KnbepbesonacHocTh 1 ynpapienue VHTePHETOM: JOKYMEHTBI M MaTepUasbl JJIs
POCCHHCKIX PETYJIATOPOB 1 3KcmepToB / oTB. pea. M. b. Kacenosa; coct. O. B. [lemunon
u M. B. Kacenosa. Mocksa: Craryt, 2013; Electronic Communications Privacy Act of 1986
[Dunexrponnbriii pecype] // ECPA. URL: http://dorothy.as.arizona.edu/ LAW /ref5.html
(reference date: 05/05/2019); The National Strategy to Secure Cyberspace [iexrpon-
worii pecype]. URL: http://www.whitehouse.gov/pcipb/ (reference date 15/04/2019; State
Cybersecurity Strategies. URL: https:// www.securitylab.ru (reference date: 05/05/2019);
Site of the Council of Europe. URL: https: // search.coe.int (reference date: 25/05/2019);
Bozesods A. I. TIporuBojieiicTBHE KOMIBIOTEPHBIM IIPECTYILIEHUSIM: [IPABOBbIE OCHOBBI MEK-
JyHapojHoro corpynunuectsa. Mocksa: I0piurundopm, 2001; Keayokoe M. A. Ocoberto-
CTU peaymsaiy B Poccuy MEKIYHAPOIHOTO OIBITA IO 3AIUTE OT KOPBICTHBIX TPECTYILIe-
HUIA, coBeplaeMbIX B KuGeprpocTpanctse // BecTHik akoHoMmueckoit Gesomnacuocti. 2016.
Ne 5; ndopmarmonsiii pecype «China Space» [nexrponnsiii pecype]. URL: http://www.
chinaspace.ru (nara obpamenus: 06.05.2019).
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KOHTPOAbH blé BONMpocCbl

1. Omnpenermute porb OOH B co3maHum MpaBOBBIX OCHOB TIPE-
yIpeskaeHus Mu@poBoil MPECTYITHOCTH.

2. Yto saBisieTcss OCHOBOM MEXIYHAPOMTHOTO COTPYAHUYECTBA
B cepe mpenynpexaeHns udpoBOi MPeCcTyTHOCTH ?

3. HasoBute ocuoBHbIe HampaBaeHusa VHTepnona B 1eaTelbHOCTA
0 TIPEAYTIPEKACHUIO IN(POBOIL MPECTYITHOCTH.

4. Omnpenenute posb EBpormosia B eATeIBHOCTU TIO TIPELyTIPEsKIe-
HUTO T(POBOH TPECTYITHOCTH.



OCOBEHHAA YACTDb

laBa 11. KpuMmuHoAoruyeckas xapakTepucruka
NPEeCTYNHOMU A€ATEeAbHOCTH C UCTIOAb3OBaHUEM
BUPTYaAbHbIX aKTUBOB (KPUNTOBAAIOTDI)

lNMAaHMpyeMble pe3yAbTaTbl OCBOEHMS TEMbI FAABbI

— 3HaTh 0COOEHHOCTH MPECTYITHOCTU B cepe 060poTa BUPTyaib-
HbIX aKTUBOB (KPUIITOBAJIIOT), KAK COIMAJIBLHOTO SIBJICHUS; TOHUMATh
XapaKTepHbIe ee 0COOEHHOCTH;

— yMeTh IPUMEHSATh CBOM 3HAHUS IS [OHUMAHUS 3aKOHOMEP-
HOCTEH W TEHJEHIMI PasBUTHs MPECTYIMHOCTH B cepe obopoTa BUP-
TyaJbHBIX AaKTUBOB (KPUNTOBAJIOT); TPU aHAJINU3E COBPEMEHHOTO
COCTOSHUS 3TOTO BUA MPECTYITHOCTU, MUCIOJb30BATh CTATUCTUUECKIE
MTOKA3aTeJ U BBICTPAUBATD IEMOUKY K M3YUEHUIO TIPUUYH U YCJIOBUIH,
CIIOCOOCTBYIOMIMX WX COBEPIIEHUIO; OPUEHTUPOBATHCS B 0COOEHHOCTSIX
ompeniesieHns JIATeHTHOU MPECTYIMHOCTU U COIUATBHBIX TTOCIEICTBUL;

— BJAJAETh TEPMUHOJIOTHEN TIPECTYITHOCTH B chepe 060poTa BUPTY-
AJbHBIX aKTUBOB (KPUIITOBAMIOT); HABBIKAMU /I OPTAHU3AIIUN U TIPO-
BeJIeHUS KPUMWHOJOTUIECKUX MCCTIEeIOBAHUI; TTPOTHO3UPOBAHUS 9TOTO
BU/Ia TPECTYITHOCTH, TIJIAHUPOBAHUS MPOPUIAKTHIECKUX MEPOIPUSTHI.

11.1. MeXxAyHapoAHbIi 1 3apy6eXXHbIif OMbIT MPOTUBOAEMCTBUS
NpecTynHo AedTeAbHOCTHU B chepe 060poTa BUPTYaAbHbIX
aKTUBOB (KPUNTOBAAIOT)

B cospemennom nndopMauoHioM o01ecTBe IpuMeHeHne Hudpo-
BBIX TEXHOJIOTHIT CIOCOOCTBOBAJIO PAa3BUTHIO BUPTYAJIbHBIX SKOHOMUYE-
CKUX OTHOIIIEHWH, B TOM YUCJIE 3TIEKTPOHHON KOMMEPITUU, KOTOPas CII0-
coOCTBOBAJIA PA3BUTHIO BJIEKTPOHHBIX ILJIATEKHBIX CEPBUCOB C IEJIBIO
HCTIOJIb30BAHUS 9TEKTPOHHBIX JIEHET, a aKTUBHOE Pa3BUTHE ITU(PPOBBIX
TEXHOJIOTHII CO3/IaHKe PaCHPEeAeJUTENbHOTO peecTpa CrocoOCTBOBATIO
Pa3BUTHUIO U PACIIPOCTPAHEHUIO BO BCEM MUPE BUPTYATbHBIX aKTUBOB
(KpUTITOBAJIOT).

WccneoBanne MEKIYHAPOAHOTO U 3apyOesKHOTO OIbITa MPOTHBO-
NENCTBUS TMPECTYITHON EeITETbHOCTH C UCTIOJb30BAaHUEM BUPTYaTbHBIX
aKTUBOB (KPHUINITOBAIIOTHI) TO3BOJUT WACHTUMDUIIUPOBATD KJIIOYEBHIE
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npobJIeMbl, CBsI3aHHBIE C TIPOTUBOAECHCTBMEM MPECTYIHOCTH Kak 3a
pybeskom, Tak u B Poccun.

B wnacrosiiiee BpeMst GOJbIIoe BHUMaHWE BUPTYaJbHBIM aKTH-
BaM (KpurroBaiore) yiaenasier u Opranusaiust 00beAMHEHHBIX HAIlUI
(OOH). Tak, B saBape 2019 r. Ha cBoeM opUITUATBHOM CaiiTe pa3Me-
IIEH JIOKJIajl, HOCBAIIEHHbBII 0030py MUPOBOTO 9KOHOMHYECKOTO U COIIU-
ampHOTO TosTokeHus B 2018 1., The caenana BBIBO, YTO BUPTYaJbHbBIE
AKTUBBI (KPUIITOBAJIOTHI) ¥ OJIOKYEHH SBJISTIOTCS BayKHOM YaCThIO MUPO-
BOIT (DMHAHCOBOI CHUCTEMBI, KOTOPbIe MOTYT M30aBUTh MUP OT HE0OXO-
IUMOCTHU TOBEPATH MEHTPATUZOBAHHBIM WHCTUTYTAM, COKPATUTD YUCIIO
GIOPOKPATHYECKUX MTPOIIELYP, CO3/aTh MHHOBAIIMOHHBIE OM3HEC-MOJIE/N
U CyIIEeCTBEHHO TOBBICUTH 3(PHeKTUBHOCTH yiipaBieHusa. B To ke Bpe-
Mst OOH wu3yuyaer BO3MOMKHOCTH HCIIOJIB30BAHUS TEXHOJOTUU OJIOK-
YyelH st 00pbOBI € TAKMMU SIBJICHUSIMH, KaK TPECTYITHOCTh, KOPPYII-
1us 1 0cobo Boigeasercss 6bopnda ¢ Toprosieil gerbmu. IloMuMo sTOrO,
BUPTYaJIbHBIE aKTUBBI (KPUIITOBAIIOTHI) PACCMATPUBAIOT KaK <«HOBBIH
py6esx B obmacTu inpoBhIX (GUHAHCOB>.

Opranusaius oObeJUHEHHBIX HAIMI OTKPbIBaeT GOH/ 1151 (hUHAH-
cUpoBaHUS MMMPOBBIMU TOKEHAMHU, a €T0 (PPaHITy3CKOe TOpaseIeHe
IOHVCE® nauunaet NpuHUMATD TIOKEPTBOBAHUS B IEBSITU BUPTYaJIb-
HBIX aKTHMBax (KPUIITOBATIOTAaX). B coOTBeTCTBUM € MEXAYHAPOIHON
nporpammoii «llemm ycTOYMBOTO pasBUTHUSA», TPU3HAHHOW PEIINTh
Takue ryrobanbHble TPoOIeMbl, Kak OGeJHOCTh, HEPAaBEHCTBO, KINMATH-
yecKue U3MEHEeHUs], YXY/IIEeHne COCTOSIHUSI OKPY KAIOIIell cpejibl U T. [I.
CrernmuanibHO TOJ 9Ty MPOTPaMMy CO3/1aH (hOHJI, KOTOPBIN TOJIKEH TIPU-
BJIEYb HECKOJIbKO COTEH MUJLIMOHOB JIOJUIAPOB U PA3MECTUTh UX Kak
B (puaTHOM, Tak 1 B 1uppoBoM dopmare B cucteme Osokueiin. Domp
CTaHeT MepBOl CTPYKTYpoil B cocTaBe mmporpamMbl OOH, kotopas cmo-
JKeT MPUHUMATh U paboTaTh CO BCEMHU BUIaMU KPUIITOBAJIIOTHBIX U -
POBBIX aKTHBOB. VI3BECTHO, YTO ynpaBisiTh (GOHAOM OyAeT JeleHTpa-
susoBatHas matdopma kpeauroBanust Celsius Network, a samyckarb
npoekT Oyzer nocrasiuk unarcoseix yeayr Fifth Element. B pamkax
3TON mporpaMMbl (DpaHITy3CKoe Tmoapasaenernne MexkIyHapoaHOTO 1eT-
ckoro pouga OOH (IOHUCE®) 06baB1I0 0 TOM, 4TO HAYHET IIPUHU-
MarTb TOKEPTBOBAHMUS B JIEBATH KpuIrToBaatoTax: Bitcoin, Bitcoin Cash,
Ethereum, Litecoin, XRP, EOS, Monero, Dash u Stellar. Bonee toro,
IOHUCE® yske npuMeHsIeT BbIUUCIUTETbHBIE MOIIHOCTH KOMITbIOTE-
poB Juist cbopa MOKEPTBOBAHUN € TIOMOIIBI0 MaillHUHTa BUPTYaJbHOI
BATIOTHI (KPUTITOBAIIOTH) Monero.

K coskanenuio, B Hacrosiiiee BpeMsi HeT 0a30BBIX JIOKYMEHTOB
Ha MEXKIYHAPOJIHOM YPOBHE, MOJOKEHHBIX B OCHOBY (hOPMUPOBAHUSI
HOPMATUBHO-TIPABOBBIX AKTOB U HAIMPABJIEHHBIX HA MPOTUBONEHCTBUE
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[IPECTYITHOM JIEITETbHOCTU € WCIOJb30BAHUEM BUPTYaJIbHON BaJIOTHI
(KpUTITOBAJIOTHI ).

Mesxaynapoaubiit BamoTHbiil houg (MB®D) necmoTpst Ha TO, 4TO
paccMaTpuUBaeT IMPUMEHEHME B COBPEMEHHOU HKOHOMUKE BUPTYaJib-
HbIe BAJIIOTHI (KPUTITOBAJIOTHI) Kak (DMHAHCOBBIN aKTUB, TTOYEPKHYI,
YTO OHM MOTYT HCIIOJIb30BATbCS [JIs1 Jierajau3anuu (OTMbIBAHUS )
MPECTYIHBIX /[0X0JI0B, (DMHAHCUPOBAHUS TEPPOPU3MA, YKJIOHEHUS
OT yILIaThl HAJIOTOB W MOIIEHHWYeCTBa. VIMEHHO 110 ATOU TpUYMHE,
110 MHEHUIO HA3BAaHHOTO (hOHJIA, HEJIb3sI JIEFKOMBICJIEHHO OTHOCUTHCS
K IIPAaBOBOMY PEryJIMPOBAHUIO BUPTYaJIbHBIX aKTUBOB (KPUIITOBAJIO-
ThI), TAK KaK MacIiTaOHble U3MEeHEHUsT B (PUHAHCOBBIX cUCTEMax OYIyT
OIILYTUMBI.

[Tpu aTOM CleyeT MpU3HaTh, YTO U3yYeHUE Pa3BUTHST 3apyOE;KHOTO
3aKOHO/IATeNbCTBA B chepe TPOTUBOJEHCTBUS MPECTYITHON eATEeNbHO-
CTH C UCIIOJIb30BAHUEM BUPTYAJIbHBIX AaKTUBOB (KPUIITOBAIIOTHI) U Pac-
CcMOTpeHue TPobJIeM ee TPABOBOTO PETryJINPOBAHUS sl eI TETbHOCTH
IPaBOOXPAaHUTEIbHBIX OPraHOB cTpaH Mupa W Poccunm mmeer ocoboe
3HAUYEHNE, MOCKOJIbKY MACHITAaOBl €€ PACIPOCTPAHEHUST M POCT TPECTY-
IJIEHUH ¢ ee UCIO0JIb30BaHWEeM OveBHjieH. Tak, HAapuMmep, 110 TaHHbBIM
Group-IB, CipherTrace, CarbonBlack, B 2018 roxy xakepsl coBepiiu-
JIN XUTIEHUsT BUPTYATBHBIX aKTUBOB (KPUTITOBATIOT) Ha cymmy ot $1.1
no $1.7 mwmapza, us koropeix $960 MuIMOHOB — y KPUIITOOUPIK
U IJIaTeKHBbIX cucTeM. KosimuecTBO Takux cjydaeB BbIPOCTO B 3.5 pasa
o cpaBHenmio ¢ 2017 rogom, u B 7 pa3 no cpaBuenuio ¢ 2016 romom.
56 % xkpunro-kpax npunuinch ua oupxu IOxnoin Kopem n $lno-
uun. Camble KpymHble xutiennss npuxoantces va 2018 rox: $532 mur-
mona y Coincheck; $60 mummonos y Zaif; $40 munmonos y Coinrail;
$31 musumon y Bithumb'™.

Ocoboe BHMMaHWE PACIPOCTPAHEHUIO TIPECTYIICHWI, coBepIa-
€MbIX C HUCIIOJIb30BAHMEM BUPTYAJbHBIX aKTUBOB (KPHUIITOBAJIIOTHI)
B CBOEI1 JIEATEIbHOCTU Y/IEJIeTCSI TAKUME BeJloMCTBaMu Kak MuTep-
nos u EBpomnoat. [1o mEennio mpeacTaBuTesieit EBpomnona, umeet MecTo
OBITH YyIpo3a MacCOBOTO HE3aKOHHOTO €€ MCITOJIb30BAHUS B TIPECTYII-
HBIX [EJISTX, 4TO TpebyeT 0coO0ro moaxo/a, 0cOObIX 3HAHUN B paccie-
JMOBaHUM TaKUX TIPECTYIICHUI, yaesist 0c000€e BHUMaHKE BBISIBJICHUIO
UCIIOJIb30BAHUSI BUPTYAJIbHBIX aKTUBOB (KPUIITOBAJIOT) OPraHU30-
BaHHBIMU TIPECTYHHBIMU coobiiecTBaMu. [Ipu 9TOM B CBOEil jesTeb-
HOCTH OH coOupaer WHGPOPMAINIO, OKA3bIBAET ITOMOIIb U B paccjie-

" Sikirin V. Cryptocurrencies and crime: what statistics say [Dmextponmbiit pecypc].
URL: https://decenter.org/ru/kriptovalyuty-i-prestupnost-chto-govorit-statistika (accessed:
28.01.2020).
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JIOBAHWU TAKOW MPECTYNHON AesTEeJbHOCTU, KaK TOPTOBJIS JIIOJbMHU,
rjie OHa, B IOCJEIHee BPeMsl, cTajia OCOOEHHO MOIMYJSIPHON Ccpean
TOPTOBIIEB JIIOJ[bMU, TaK KaK MPECTYITHUKAM TIOMOTaeT aHOHUMHOCTD,
KOTOpast 00eCIedrBaeTcsl BUPTYaIbHble aKTUBBI (KPUIITOBATIOTOIN),
a TaKke CKOPOCTh, C KOTOPOH OCYIIECTBIAIOTCS TPAH3aKIINH, YTO 3HA-
YUTEJBHO 3aMeJIJISeT IIPoIlecC OTCAeKUBAHNS TPaH3aKIUN U TOMCKA
TT0/I03PEBAEMBIX.

K Takum mpecTyrieHusiM MOKHO OTHECTH U HE3aKOHHBIH 000-
poT HApKOTWKOB. [IpuMepom MOXKeT CAY:KUTH AedTeTbHOCTh EBporo-
jga 2018 r. Mo pacKpHITHIO CXEMbI HE3aKOHHOTO 060pOTa HAPKOTHUKOB,
B KOTOPOIT JIJIST OTMBIBAHUSI JIEHEKHBIX CPEACTB B cymMMe Oosiee 8 MITH
eBpo depe3 (hUHCKYIO OUPIKY MCHOTb30BAINCH KPUIITOBATIOTEI U Kpe-
MUTHBIE KAPThI. JTO TIO3BOJIMJIO UM apecToBaTh 11 YeroBex 3a OTMbIBA-
HI€e IeHeKHBIX cpesicTB u3 Vcmannu B KoxymM6uio mpu moMornu BUPTY-
AJBHBIX aKTUBOB (KPUIITOBATIOTH ) M KPEJAUTHBIX KapT, a TIPAaBOOXPAHU-
tesbHbIM opradam Mcmanuu, Ouaiasiann u CIITA obuumy yeuamsmMu
OCYHIECTBUTH apecT Toji03peBaeMbiX. biaromaps atuM MeponpusaTusam
Oblila paccie/loBaHa TPECTyIHast JesTeJbHoCTh 137 desioBek, B Xoje
KOTOPOH MCII0JIb30BAI0Ch 174 GaHKOBCKUX CUeTa.

B cBsA3M ¢ aTUM TIpeicTaBUTENIN BEIOMCTBA 3asIBUJIN, YTO EBpomos
«OyIeT MPOM0JIKATh KOOPAUHUPOBATH AEHCTBHUS MEKIY TOCY/AAPCTBA-
mu-uineHamu EC u 3a ero nmpenenramu B cTpemieHnn ahheKTUBHO pearn-
pOBaTh Ha ATY PACTYIILYIO YTPO3Y>.

Hexnaparusa «bompmoit aBagmatkuys (G20) «Cozmanme KOHCEH-
cyca JIJIs 4YeCTHOTO M YCTOMYMBOTO PAa3BUTHSA», KOTOPas CTajla Pe3yb-
taroM paboThl 13-i BCTpeur HpeacTaBUTENeil TOCYapCTB, BXOASIIUX
B «Boumbiiyto aBazaiarky», nporresmiieii ¢ 30 Hosi6psi o 1 nexabpst 2018 T.
B byanoc-Aiipece (Aprentmna), BKJIOYaeT BOIPOCH PETYJINPOBAHU
PBIHKOB BUPTYQJIBHBIX aKTUBOB (KPUTITOBATIOT) B KOHTEKCTE <OTKPBI-
TOW M yCTONYMBOHN (PUHAHCOBON CHUCTEMBI», KOTOPAs «BaskKHA JJIA TIOJI-
JIep;KaHns yCTONIMBOTO pocTas. BmecTe ¢ TeM, oTMevaeTcs B IOKyMeHTe
«MpbI GyieM peryampoBaTh KPUITOAKTHBEL Jist GOPHOBI ¢ OTMBIBAHIEM
JIeHeT 1 TIPOTHBOCTOSIHNSA (PMHAHCUPOBAHUIO TEPPOPU3Ma B COOTBET-
crBun co cranpapramu FATF, u paccMorpum apyrue Mepsbl pu Heo6-
xoaumoctu». TocymaperBa-unenbl G20 3asBJsiii 0 HEOOXOAMMOCTH
MeK/TYHAPOAHON IUCKyccuu 0 HOBOH nuayctpun. [Ipu atom wrensr G20
obparuuch k FATF 0 moAroTOBKE CBOMX CTAHIAPTOB /ST KPHUITTOBA-
JIIOTHBIX PBIHKOB B CTPaHAX-4IEHAX U CIIOCOOCTBOBATH UX BHEIPEHMIO.
FATF B cBoto o4epesab cunTaeT, 4TO BUPTYAJIbHbIE aKTHBBI (KPUTITOBA-
JIIOTBI) CIIOCOOCTBYIOT HE TOJBKO OECKOHTPOJIBHOMY OTMBIBAHUIO TIpe-
CTYTIHBIX JIOXOJIOB 1 PUHAHCHPOBAHUIO TEPPOPU3MA, HO M TIPUMEHEHNTO
ee TTPU COBEPIIIEHUH JIPYTUX TTPECTYTIJICHUT.
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Ha mMexayHapogHOM ypOBHE, KaK OAWH U3 METOIOB IPOTUBOJENH-
cTBUS Jierain3anuu (OTMBIBAHUIO) OTMBIBAHUIO MPECTYITHBIX JI0XOJI0B
n ¢dunancupoBanuio teppopusma FATF B okrssope 2018 roga sasBui
o ToM, 4to K uorio 2019 roga rocymapersa OyayT 00sI3aHbI TUTIEH3UPO-
BaTh WM PErYJIMPOBATh KPUITOBANIOTHBIE GUPKU ¥ HEKOTOPBIE KOMIIA-
HUW, TaK¥e KaK MPOBaliiephl KPUTITOBATIOTHBIX KOTIEIbKOB.

Bonee toro, FATF BbiiBUHYI [OMOJHUTETbHBIE TPeOGOBAHIS,
COTJIACHO KOTOPBIM CTpPaHaM TIpPeJJIaraeTcsd TPU BHEIPEHUU HOBBIX
U(POBBIX TEXHOJOTHH, 00SI3bIBaTh (PMHAHCOBBIE YUPEKICHUS, MOJIY-
YUBINNE JUIEH3UIO TPUHUMATh MEPBI [IJId yIPaBJIEHUS PUCKAMU U WX
CHIDKEHWIO eIlle 10 BHEAPEHUS HOBBIX TEXHOJOTUYECKUX MPOAYKTOB
u penosoil npakrturu. Ocoboe Buumanue, mo muenuio FATF, pomxmo
VAEMATHCS TIATEKHBIM MPOAYKTAM U YCJyraM Ha OCHOBE BUPTYaJb-
nvoit Bamotel’. Takike MATO® usmaercs Mertomgosnorust'™ s mpose-
JIEHUST OIIEHKU COOTBETCTBUSI CHCTEM MPOTUBOAEUCTBUS JieTaTU3AIIUN
(OTMBIBAHMIO ) MPECTYIHBIX MTOXOI0B U (DMHAHCUPOBAHUIO TEPPOPU3MA,
kotopast k 2020 roay OblLia OGHOBJICHA U B Hell 3aKpeIieHbl KPUTEPUU
TEXHUYECKOTO COOTBETCTBUS U 3(D(HEKTUBHOCTU HAIIMOHATBHBIX CUCTEM
MIPOTUBOAENCTBUS JeTaanu3anun (OTMBIBAHUIO) TIPECTYIHBIX JOXOI0B
u huHAHCUPOBAHUS Teppopusma ™.

3a nocnennue rogpl DATD meoxnokparHo obpainaia BHUMAHKIE
Ha 1npobJieMbl naeHTHGUKaMK JudHocTh. Elo oarorosieHo PykoBoj-
ctBo «O 1udpoBoil uaeHTUGUKAITUN JTUIHOCTU», KOTOpoe ¢ 6 MapTa
2020 r. 60 HAITPABJIEHO BO BCE CTpaHbl — ydacTHUILI . OcHOBaHIEM
3TOTO ABUJICS (PAKT exKerogHo pocTa MudpOBIX MIaTexel (B cpeaHeM
ma 12,7 %) m mMporHo3 KOJMYeCcTBO TPAH3aKINH, KOTOpbii 3a 2020 T.
MOKET IOCTUYD 726 MUIInapaos, a kK 2022 rofy, Mo oreHKaM 3KCIePTOB,
60 % muposoro BBII 6yner onndposato.

Bce BbimensnoskeHHOE CBUAETENBCTBYET O TOM, YTO MMEIOIIAs-
cs mpasoBag Oasa B cdepe KuOEPIPOCTPAHCTBA U MPOTUBOAECICTBUS

""" BuptyasbHble BaToThl. PYKOBOJACTBO 110 IPHMEHEHUIO PHCK-OPHEHTHPOBAHHOIO
noaxoza. Monb 2015 . [dnexrponsiit pecype]. URL: http://www.fatf-gafi.org/media/fatf/
documents/reports/Guidance-RBA-Virtual-Currencies.pdf (nata o6pauerus: 08.09.2019).

' Methodology for assessing technical compliance with the FATF Recommendations
and the effectiveness of AML/CFT systems [Electronic resource] // FATF. Paris,
2013. URL: http://www.fatf-gafi.org/media/fatf/ documents/methodology/FATF%20
Methodology%2022%20Feb%202013.pdf (accessed: 25.03.2013). 3Ibid.

'™ Methodology for assessing technical compliance with the FATF Recommendations.
P. 13. 2Ibid; Meaxyman K. C. dpdextusrocts aesgrenbroctn [pymmbl pa3paboTki (rHaH-
coBbIX Mep 6ops0bI ¢ orMbiBareM jieHer (DAT®D) B mporuBoeiicTBUM GHHAHCHPOBAHUIO
TEPPOPU3MA: JIUC. ... KaH/. MOJNUT. Hayk. 2019.

O 1udpoBoil uAEHTHUKAIIN ITYHOCTH: PYKOBOACTBO 0T 6 Mapta 2020 . [Dmekt-
ponnsiii pecype] // DADT, 2020. URL: www.fatf-gafi.org/ (nata obpamenus: 02.06.2020).
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Ha3BaHHBIM BUJAM IIPECTYITHOCTH B IOJIHOW Mepe He OTBevyaeT COBpe-
MEHHBIM TPeOOBAHUSIM 1 TPEOYET KOHCOIMIAINN MUPOBOTO COO0IIECTBA
K TIPUHSTHUIO €IMHBIX [IPABUJ UTPHI KAK B TIOBCEIHEBHOM HCIIOJIb30Ba-
HUW BUPTYAJIbHBIX AKTUBOB (KPUIITOBAMIOT), TaK W B MPOTUBOAEHCTBUN
MPECTYIJICHUSIM, C €€ KPUMUHAIbHBIM 000POTOM.

B T0 ke Bpewmst, ist TOTO 4TOOBI TIPOTUBOAECHCTBOBATD MCIIOJIb30-
BAHWIO BUPTYAJbHBIX aKTUBOB (KPUIITOBAIIOT) B IPECTYITHBIX IEJISX,
HEOOXOIMMO OIPEAETUTHCS ¢ HATIPABICHUSIMHU [TPABOBOTO PETYJIMPOBa-
HUST OTHOIIEHU, CBSI3aHHBIX C UX 0OOPOTOM.

Bwmecte ¢ Tem B mepBoii osioBuae 2018 T. B 11€/15IX COBMECTHO-
ro paccjeloBaHusl JESATEJIbHOCTH MEXKIYHAPOAHBIX IPECTYITHBIX
IPYII, BKJIIOYAsh Jerajn3ainuio (OTMbIBAHME) MPECTYITHBIX J0XO/I0B
u (pUHAHCUPOBAHUE TPECTYMHOU [eITeJbHOCTUA C HMCIOJb30BAaHUEM
BUPTYAJbHBIX aKTUBOB (KPUIITOBA-JIIOT ) MPEACTABUTETN (DUHAHCOBBIX
pazBenok n HamoroBbix opranoB CIIA, Ascrpamuu, Kanaasr, Humgep-
JIAHZ0B U BesmmkoOpuTaHuM CO3/aIi MEKIAYHAPOAHBIN OllepaTUBHBIN
ambsiic J5 (Joint Chiefs of Global Tax Enforcement). B ero pamkax
OHM TOTOBBI OCYIIECTBJIATH 0OMeH WH(pOPMAIUeil 1 COBMECTHO BbIpa-
60TaTh U POTECTUPOBATH HOBbIE MOAXO/IbI K TPOTUBOAEHCTBUIO TAKO-
ro pojia MpecTyIJIEHUsIM, COBMECTHO pa3pabaThiBaTh COBPEMEHHbBIE
TTOZIXO/TBI K PACCIEIOBAHUIO MTPECTYIIEHUH U TOATOTOBKE COBMECTHBIX
oreparui.

B auBape 2020 r. Berynuna B cuny llaras mupextuBa EBpocorosa
0 TIPOTUBOMEUCTBUU JieTaqu3anuy (OTMBIBAHUIO) IPECTYITHBIX J0XO-
noB™, KoTopasi BbIpaboTala HOBbIE TpaBWJa M ysKeCTOYMIa TpeboBa-
HUSI K KPUITOBAJTIOTHBIM IIaT()OPMaM, COTJIACHO KOTOPBIM KPUIITO-
BaJIIOTHBIC OWPIKK, TPOBalAEPbl KPHUITOKOIIEJBKOB ¥ IIOCTABIIUKOB
YCJIYT TIO XPaHEHUIO JaHHBIX O0OSI3aHbI 3aPETMCTPUPOBATHCS Y MECTHO-
TO PETyJATOPa, MPEACTABISATh OTUYETH O MOMO3PUTENbHOU JesATeNTbHO-
CTU ¥ BBITTOTHATH MPABOBON ayauT KAueHTa. Takoe peleHue mo3BOJTUT
B OY/IyIIIeM TIOBBICUTD JJOBEPUE K KPUIITOBAJIIOTHOMY PBIHKY CO CTOPOHBI
TPAAUIIMOHHBIX (DMHAHCOBBIX WHCTUTYTOB U IPUBJIEYb WHCTUTYI[UO-
HAJIBHBIX MHBECTOPOB K CTPEMUTETBHO PA3BUBAIOIIEMYCS PBIHKY.

W wecMOTps Ha TO YTO TPABOBOI CTAaTyC BUPTYATbHBIX aKTHUBOB
(KpUIITOBAJIOT) He ONpe/ieieH, ee 000POT Jierajiu30BaH Ha BCEH Teppu-
topuu EBpocorosa, oHa, Kak Pa3HOBUIHOCTH BUPTYAJIbHOU I(POBOI
BaJIIOTHI, IPUOOPeEsa BBICOKYIO TOIYJSIPHOCT M B Psijle TaKUX CTPaH
mupa, kak BesmkoGpuranus, dnonus, Iseitnapus, Isenus, Tepma-

" URL: https://eur-lex.curopa.eu/le_qalcontenVEN/TXT/?uri:uriserv:0J.L ]0.07.2020)2018 15
6.01-0043.0 LENG&toc= OJ:L; 2018:156: TOC (nara obpamenus: 15.07.2021).
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HUSI U JIP. «CTajia He TOJbKO TOJHOIIEHHBIM IIJIATEKHBIM CPEICTBOM,
HO U BBICTYIIAeT UHBECTUIMOHHBIM aKTUBOM» ',

Tak, cunraercs, uro BesukoOpuTanus B HACTOSIIUI MOMEHT SIBJIsI-
€TCst OIHON 13 GJIATONPUSTHBIX JIJISI HCTIOJIb30BAHUSI CHCTEMBI paciipesie-
JIUTEIBHOTO peecTpa (6I0KUYeliHA) CTPpaH B YaCTH OTCYTCTBHUSI IPABOBBIX
6apbepoB U TOAIEPKKH CTapTariaM, KOTOPbIe CBSI3aHbI C BUPTYaJIbHBIMU
aKTUBaMU (KPUTNITOBATIOTAMM).

Paboueii rpynmnoil mpu mpaBuTesnbcTBe BesmkoOpurtanuu, omyo-
JIMKOBAH MacuITaOHbI IOKIa1, 0003HAYEHBI MTPUOPUTETHBIC HAINPaB-
JIEHUsI TIPABOBOTO PETYJIMPOBAHUST TEXHOJOTUH OsoKYeiiHa 1 060poTa
BUPTYaJIbHBIX aKTUBOB (KpurnToBasioT). Hanbosee KIOUEBBIMI 13 HUX
aprsaoTes: yreepxaerue mpasui [CO B bputannu u 3amrpeToB B MEJAX
NpOUTAKTUKA WUCIOTb30BAHUA €€ B TIPECTYIIHON MeITeTbHOCTH.
Ha 3akoHozaTeslbHOM ypOBHE ITPABOBOH CTaTyC KPUIITOBAJIOTH MOKa
ere He ompezesien. Kakux-m6o criennansbHbIX 3aPeTOB U PEeraMeH-
TOB 060POTa BUPTYAJIBHBIX AKTHBOB (KPHUIITOBAJIIOT) 3aKOHOIATETHCTBO
Besnukobpurtanun He copepxkut. [IpaBoBbie Gapbepbl 060poTa CIIEIH-
AIbHO HE HAIPABJIEHbI HA OTPAaHUYEHKe 000POTa BUPTYAIbHBIX BAJIOT
(KpUIITOBAJIIOT), & ABJISAIOTCS OOUMMHU TIPUMEHUTETBHO K TIPOTUBOIEH-
CTBUIO TIPECTYTHOHN [IeATEIbHOCTH, B KOTOPOW BUPTYaJbHbIE aKTHBBI
MOTYT UCIOJIb30BATHCA.

lepmanusg oxra U3 TEPBBIX €BPOIMEUCKUI CTpPaH, KOTOpas 3aHs-
JIaCh PeTyJINpOBaHNEM KPUIITOBATIOTHBIX OTHONIEHWH Ha HOPMATHBHOM
ypoBHe. Hecmotps ma 1O uto B 2013 Tony MunuMCcTEpcTBO (hMHAHCOB
Tepmanu, OTBeYalolIee 32 3aKOHOIATENHCTBO B 00IACTH BUPTYAIbHBIX
aKTUBOB (KPUIITOBAJIOT), M3/AJI0 TTOCTAHOBJIEHUE O TPU3HAHUU OWT-
KOoWHa O(MUIMATBHBIM CPEJICTBOM PACYETOB, OHA HE MOKET OBITH KBa-
mudunupoBaHa KaKk WHOCTPAHHAS BATIOTAa MM OE3HATUYHbIE [EHBIH.
C yueroMm u3MeHEHUN B yKa3aHHbI HOpMaTUBHLINA akT 2017 1. GUTKO-
nH KBamnduuupyercs Kak «(UHAHCOBBI MHCTPYMEHT» W UMeeT CTa-
TYC YaCTHBIX JICHET, YTO TIO3BOJISIET NCIIOIb30BATh BUPTYAIbHBIN aKTUB
JIMIITh B pacyetax Me/Iy YacTHBIMU JHIaMu. B rpaxkmanckom o6opoTe
OHA MOKET y4acTBOBATh KaK CPEJCTBO IJIATesKa B OMEPAIUAX MEKIY
YACTHBIMHU JIMIIAMH, KOHBEPTUPOBATLCSA B (pUATHBIE BATIOTHI M MOXKET
BBICTYTIATh B KaUuecTBE TOBapa IIPU COBEPIICHUH TPaK/TIaHCKO-TIPABOBBIX
caesok. Eciu ¢ MoMenTa mpuobpeTeHns: BUPTYalbHbIX aKTUBOB (KPHUTI-
TOBAJIOTHI) /IO €€ peaau3anuy He Mpomio 12 Mecdres, TO B 9TOM CJIy-
yae HAYUCJISAETCS HAJOT € TMPOIAKN. B OCTaNbHBIX CIydasx, MOIydYeH-

" Munkesuu T. B. TIpobaembl obecredenuss 6e30MacHOCTH HMUMPOBBIX TEXHOJIOTHIL
B Poccuiickoii Denepannu / T. B. [Tunkesuy, A. B. Hecreperko // Becruuk Koctpomckoro
rocyrapcrerHoro yuusepcutera. 2019. T. 25. Ne 4.
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HBIH JI0XO/l B Pe3yJibTaTe POCTa KAUTAINU3AIUN BUPTYaJIbHBIX AaKTHUBOB
(KpUIITOBAJIOTHI ), HAJIOTOOOIOKEHIIO HE MOJIE/KHUT.

YrosoBHOE 3aKOHOIATENBCTBO l'epMaHUM He COMEPKUT CIEeIn-
AJIBHBIX HOPM 00 OTBETCTBEHHOCTH 3a MOCSATATebCTBA B chepe 06opo-
Ta BUPTYaJbHBIX aKTUBOB (KPUIITOBAIIOT). B TO ke BpeMd mpaBooxXpa-
HUTeJbHASI CHUCTEMAa TON CTPAaHBl Y/eJseT CYIeCTBEHHOe BHUMAHUE
B 06J1aCTH OXpaHbI [IPaB MHBECTOPOB, B TOM YHCJIE€ B KPUIITOBATIOTHOI
cepe.

B I1IBemuu BupTyasbHble aKTUBBI (KPUMTOBATIOTHI) ITPU3HA-
Hbl B KaueCTBE BAJIOThl M MOTYT OBITh HE TOJBKO TPEAMETOM CIEJIOK
10 TIepe/iaye MMYIIECTBA B COOCTBEHHOCTD, B 3aiiMbl, B 3aJI0T, HO U OBbITh
pacueTHbIM cpeacTBOM. Ee 000poT MesKy YacTHBIMK JUIIAMU OCYIIECT-
BJIsIeTCsT B ¢BOOOIHOM (opme. B oTHOIIEHMM BUPTYaTbHOM BatoThI
(KpUIITOBAJIOTHI) HE TIPUMEHSIETCST HAJIOT Ha J00aBJEHHYIO CTOMMOCTb
1 JIOXOJI Ha ee IpUoOpeTeHre B JIMYHBIX IeJIsIX. B TO jke BpeMst ipruMeHsi-
€TCs HAJIOT C I0X0/Ia Ha IPUPOCT KATTUTAJIA.

YTosM0BHOE 3aKOHOMATETBCTBO HE COMAEPSKUT CHEIMAIbHBIX HOPM,
YCTaHABJIWBAIONINX YTOJOBHYIO OTBETCTBEHHOCTH 32 HapyIllleHWe UMY-
IIECTBEHHBIX OTHOIIEHUH, CBSI3aHHBIX ¢ 00OPOTOM BUPTYaJIbHbBIX aKTH-
BOB (KPHUIITOBAJIOT).

Besycnosno Coemmnennsie IlltaTer AMeprkn aBiasioTcs CTpaHow,
r7ie BUPTyaJbHbIE aKTUBBI (KPUMTOBATIOTHI) TTOIYYUIN IMTUPOKOE pac-
npocTtpanenne. [leaTepHOCTD, CBI3AaHHYIO ¢ BUPTYATbHBIMUI BATIOTAMU
(KpUTITOBATIOTAMI ) OCYIIIECTBJISET PSIZT BEIOMCTB, KOTOPBIE €€ PeTyJu-
pyoT'®, B TO ke BpeMsi enHO0OPA3HOTO ONPEIETIEHUsI CTATyCA BUPTY-
AJIBHBIX aKTUBOB (KPHIITOBAIOT) He BbIpabOTaHO. YTOJOBHAsl OTBET-
CTBEHHOCTD 3a IPECTYIJICHUsT B 00J1acTH NX 000pOTa HE yCTaHOBJICHA.

B IIseitiiapuun, Ouuiasaauu u MajibTe TPUHATBI COOTBETCTBYIO-
Iye 3aKOHbI, CO3/[aHa MpaBoBast 6asa MO3BOJISIIONIAsT BIAAETh M TIOJIb-
30BaThCA BUPTYAJIbHBIMUA aKTUBAMU (KPUITOBATIOTAMHU) Kak (hUHAHCO-
BbIM aKTHUBOM ¥ [IJIsI BJIAJIEJIbIIEB KPUIITOBATIOTHOTO OM3HECa CO3/IaHbI
MaKCUMaJIbHO KOM(MOPTHBIE YCJIOBUS, YTO MO3BOJIUIO TTPUBJIEYb 3HAYN-
TeJIbHble MHBeCTUINHU. Bosee Toro, Haripumep, B WUHISHAWY TOTOTOB-
JIEH U TIPUHAT 3aKOH, PETJIAMEHTUPYIONTUN KOHTPOJb 32 AeSTeNIbHOCTHIO
MTOCTABITUKOB KPUIITOBAIIOTHBIX YCJIYT, B TOM YHCJe KPUTTOBATIOTHBIX
OUPIK, TIPOBANIEPOB KPUIITOKOIIEIBKOB U 9MUTEHTOB IIU(POBBIX BAIOT.

IToxoxaa cutyarusa ckaagsiBaetcst B Kamane, Mekcuke, ABcTpun,
Boarapun n @Opanrun. Bmecte ¢ tem Bo @Dpanium paspemnieHo cTpa-
XOBBIM KOMITAHUSIM HCIIOJIb30BaTh CTPaXOBble MPOAYKThI Ha Oase BUP-

B CIIA mosBuaca orgen KubeppMHAHCOBBIX MpPeCTYILIeHuil | DJ1eKTpOHHbIH
pecype] // Sciencepop, 2020. URL: http://sciencepop.ru/ (mata obpamenust: 01.02.2020).
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TyaJTbHBIX TUGPOBBIX aKTUBOB (3akoH «O 1IaHe AEHCTBUN 9 pOCTa
1 TpaHchHOpPMAIIUN IPEATPUITHIT ).

B Kurae (KHP) 50 Tex mop rocymapcTBo, ¢ MOMEHTA HCITOTb30Ba-
HUSI BUPTYAJbHBIX BAJIIOT HE MPOSBUJIO HUKAKOW IPABOBON pPEAKIIUU.
[Ipu aTOM B €€ pa3BUTHH IPABUTEIHCTBO CTPAHBI BUIEJIO TOJIBKO PUCKHU
pacIpOCTPAaHEHUs TAKUX IMPECTYIUIEHUI, KaK OTMbIBaHUE IIPECTYII-
HBIX JIOXOJIOB, COBIT HAPKOTHYECKUX CPEJICTB, B3ITOYHUIECTBO. 3aTeM
CUTyanus cTajga MeHsAThes. Yoke B 2016 roay mosgsunack wHdopMaris
0 TOM, 4TO OyzIeT co3laHa cOOCTBEHHAsI BUPTYyaIbHast BaIOTa (KPUIITO-
BaTioTa), Kotopast B 2017 r. moJy4nsia mpaBoBoi cTaTyc 00beKTa TpakK-
MAHCKUX TIPaB.

C 2017 rosa Ha ypoBHE TOCYAapCTBa KPUNITOOUPIKAM CTaN MPEIb-
SIBJISITHCST OTIPe/ie/IeHHbIe TpeOOBaHUsT U OUPIKEBON 000POT BUPTYaJb-
HBIX aKTUBOB (KPUITOBATIOT) C MOMEHTA BBEICHUA B I€HICTBUE BBIIIIE-
YIOMSIHYTOTO HOPMAaTHUBHO-TIPABOBOTO aKTa CTajl CTPOr0 KOHTPOJIUPO-
BaThCs (PUHAHCOBBIMU MHCTUTYTaMu Kuras.

Anonud, kKak U MHOKECTBO CTpaH IMPONLIA IMYTh OT OTCYTCTBUS
Kakoro-aubo peryJaupoBatusi 000poTa BUPTYAJIbHBIX aKTUBOB (KPHII-
TOBAJIIOT) JI0 TIOHUMaHUsI HEOOXOAUMOCTH TOCYAapPCTBEHHO-TIPABOBOTO
obecrieyeHusT ITUX MPOIECCOB. B COOTBETCTBUU ¢ 3aKOHOAATEIHCTBOM
Amonuu 2017 r. BUPTyanbHBIN aKTUB TIPU3HAETCSI KaK TOBAPOM, TakK
M 3aKOHHBIM C110coO0OM oriaThl. TakuM 0O6pa3oM, JaHHOE TOCyAapCTBO
WHTETPUPOBATIO BUPTYAJbHBIE AKTUBBI (KPUITOBANIOTHI) B CUCTEMY
GaHKOBCKMX PACcYeTOB MeXIY (DM3NYECKUMM JIMIIAMU U OpTraHu3alin-
amu. B To e BpeMsl oHa He SBJSETCS JAeHEXKHOW eamHutiell Anonuu,
a UMeeT CTaTyC MPUPaBHEHHBIN K (puaTHON BasmoTe. BrIeyka3aaHbIi
CTaTyC TO3BOJIIET elf BBICTYMATh MPEIMETOM MHOKECTBA TPAKIAHCKO-
MTPaBOBBIX c/eoK. OHA MOXKET He TOJbKO MOKYMAThCS U MPOIABATHCS,
HO M KCIOJIb30BaThCsl B Ka4ecTBe 3aiiMa, ObITh PACYETHBIM CPEACTBOM,
PUMEHSITHCSI B Ka4eCTBe 3a/aTKa ¥ HEyCTOWKH, ObITh MTPEAMETOM KOH-
BepTalu, UMETh Kypc 0OMeHa U T. JI.

Cnenxkn ¢ BUPTYyaJTbHBIMUA aKTUBaMU (KPUTITOBATIOTAMM) MEKIY
YACTHBIMM JIMIIAMU HE 3allPeIleHbl ¥ MOTYT COBEpHIaThcst Ge3 orpaHu-
yeHU#. B TO JXe BpeMs K AesdTeTbHOCTH OPTAaHU3aTOPOB TOPTOB, HECMO-
TPsI Ha JOCTATOYHO JIMOEPAJbHBINA MOAXO0M K 3aKIOUEHHI0 CaMUX Clie-
JIOK TIPUMEHSIIOTCS OmpejiesieHHble TpeboBanust. Tak, IpeaycMoTpeHa
obsi3aTesibHast PerucTpaist JoObIX KPHUIITOILIONAL0K B ATreHTCTBE
(punancoswix yeayr Amnonnn (FSA) m mocnenyromas emy momoryer-
HocTh. Kpunrobup:ka 10/KHA UMETh pe3epBHBIN (DOH/ B CyMMe SKBUBa-
gentnoit 100 000 gommapam CIIIA u cucteMaTudeck MPOBOAUTD ayIUT
B HaJ0roBbix opranax. COMCKaTeJsIMKU JIMIIEH3UH MOTYT OBITh TOJBKO
KOMITaHUK-Ppe3uAeHThl SIornn. YToObl 3aIyCTUTD TIPOIECC TOTYYEHMSI
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JIMIEH3UN, KPUNTOOMPIKE HEOOXOAMMO 3allIaTUTh TOCYAapPCTBEHHYIO
nomnHy B cyMMe skBuBasenTHo! 300 000 mosmapam CIIIA. /o BBene-
Hust 3akona Anonuu 2017 roga BUpTyasbHast BaioTa obaragach Haao-
rom Ha fobasientyio croumocts (H/IC). C MoMenTa BBe/IeHUS BBITIIEY-
Ka3aHHOTO 3aKOHA 3TOT HAJIOT OTMeHeH. B To jke BpeMs HAJIOT Ha TOXOI,
MTOJTYYEHHBIN OT MPOAAKY WJIU TPUPOCTA KATUTATNU3AIUY BUPTYATbHBIX
aKTUBOB (KPUIITOBATIOTH ) B ATTOHNH, CYIIIeCTBYeT.

IOxnaa Kopes npocraBuiach CTPOTUM MOAXOAOM K KPUTITOUHIY-
ctpuu. OHa 3amperusia Bo BTopoit mososune 2017 r. mposenenue [CO.
B 2018 . mpu akTuBHOM yyacTunn MUHUCTEPCTBA 9KOHOMUKY 1 (PUHAH-
COB IIPOBEJEHA KOMILJIEKCHAsI IPOBEPKA MECTHBIX OUTKOUH-OMPIK.
B xoze nposepku 14 6up:x ObLIM IPU3HAHBI HECOCTOSATEILHBIMU B CBA3K
C TEM, YTO OHM OKa3aJIMCh C HU3KUM YPOBHEM KHOEPOE30IacHOCTH.

[logBoms wtor, ciemayeT OTMETUTb, UTO TPABOBOU CTATyC BUPTY-
AJIBHBIX aKTUBOB (KPUITOBAIIOTHI) B OOJIBITMHCTBE TOCYAApCTB MHUPa
He OmpefieleH W HeCMOTPST Ha TOT (DAKT, YTO BUPTYAJbHBIE AKTUBbI
(KpUTITOBAJIOTHI) HE TPU3HAHBI 3aKOHHBIM ILJIATEKHBIM CPENCTBOM,
HO SBJISIIOTCS OUP/KEBBIM aKTHBOM, OHM MOTYT OBITh HCIIOJIb30BaHbBI
B KauecTBe IJIATEKHOTO CPEACTBA, CPEACTBA 0OMEHa, MEHbI U JapeHusl.
B GoJbIiHCTBE TOCYAAPCTB MPEANPUHUMAIOTCS MEPhI 110 MPOTHBO-
NMEUCTBUIO TTPECTYIJICHUSIM, COBEPIIAEMBIM C HMCIIOJb30BAaHUEM BUPTY-
QJIbHBIX aKTUBOB (KPUIMITOBATIOT) WU B OTHOIIeHUU HUX. MMmertomasics
mpaBoBasi 6aza B cepe KubeprmpocTpaHCTBa 1 IIPOTUBOEHCTBUS KIOep-
[IPECTYITHOCTH B TIOJIHO Mepe He OTBeYaeT COBPEMEHHbBIM TPeOOBaHUSAM
u TpebyeT KOHCOJIMAAINNT MHPOBOTO COOOIIECTBA K MIPUHIATHIO €[UHBIX
MTPaBUJI UTPHI KaK B IIOBCEITHEBHOM MCITOIH30BAHNHT BUPTYATbHBIX AKTU-
BOB (KPUIITOBATIOT), TAK W B MPOTHUBOAEWCTBUM MPECTYTIEHNIM, C ee
KPUMUHATBHBIM 000POTOM.



11.2. Aeraausanus 1 npo6AeMbl NPaBOBOTO PETYAUPOBAHUS
060poTa BUPTYyaAbHbIX aKTUBOB (KpunToBaAtoTbl) B Poccun
U KPUMUHOAOTHUHECKUE PUCKU ™

CrpemutepbHOEe pa3BuTHE HUGPOBBIX TEXHOJOTHH, KasKyIIHeCs
BOILJIOIIEHEM Hay4YHOU (haHTACTUKM, TIPUBEJIN K podIeMaM MpaBoBO-
ro XapakTepa, KOTOpble Ha 3aKOHOJATEJbHOM YPOBHE 1TOKA HE PEIIeHbI.
N necaryyaiino nocJsie AMUTEIbHBIX N3YYeHUI MHEHUH O TITI0CaX U MUHY-
cax MCII0JIb30BaHUs KPUIITOMHAYCTPUU B Poccun, ocCHOBaHHOI Ha TIPUH-
UIax Kpurrorpadun B cpejie pactpeaeeHHbIX peecTpoB (MaliHUHTA),
B okTsi6pe 2017 r. IIpesument Poccuiickoit Mexpepariu B. B. ITytuH
nopyum npaButeabcTBy u banky Poccun o 1 wiosst 2018 . obecrie-
YUTh BHECEHWE W3MEHEHWN B POCCUICKOEe 3aKOHOMATETbCTBO. Takue
[OTIPABKU 3aKOHO/ATEIbCTBA JIOJIKHBI BKJIIOYATh PEryJHUPOBAHUE TIPO-
M3BOJICTBA BUPTYAJIbHBIX aKTUBOB (KPUIITOBAJIIOT) ¥ IyOJUYHOTO TIPHU-
BJIEUEHUS JEHEKHBIX CPEICTB M BUPTYAJIbHBIX AaKTUBOB (KPUIITOBAJIOT)
IyTeM pa3MeleHus TOKEHOB IO aHAJOTHU C PeryJupoBaHUeM Iep-
BUYHOTO pa3MelleHus IIeHHbIX OyMar 1 paspaboraTh HOPSIOK HAJIOTO-
00/IOKEHUST U PETUCTPAIMU KOMITAHUH, 3aHUMAIOMMXCsT T00bIYel BUp-
TYaJbHBIX aKTUBOB (KPUIITOBAIOT) (MaitHIHTOM ) .

Jliist Toro, 4TOOBI PazobPaThCss B ATOM BOIPOCE PACCMOTPUM IIPO-
GJieMHBIE BOIPOCHI JIETaJu3alliil BUPTYaJbHBIX aKTUBOB (KPHUIITOBa-
aoT) B Poccun, BIZIeIMB Kak ee MOJI0KUTETbHBIE, TAK U OTPUIIATEIbHBIE
dakTOopHI.

OGpatuM BHMMaHHE Ha MOJOKUTENbHBIE (DAaKTOPHI Jierajau3aiun
BUPTYaJIbHBIX aKTUBOB (KPUITOBAIOT). B ocHoBe J1060T0 Buia BUP-
TYaJIbHOM BAJIIOTBI JIEKUT OJOKYEHH TEXHOJOTUsSI, KOTOPasi BBIXOIUT
JTATIeKO 3a PAMKH TOJIbKO BBIITyCKa BUPTYAJIbHBIX BAJIOT, HO U 3aHUMAeT
3aMeTHOE TTOJIOKeHNEe B MUPOBOH (PUHAHCOBOI CHUCTEME.

Ee mpemmymectBaMMu ABIAETCSA JIENEHTPAIN3AIMS, TPO3pad-
HOCTb, KOH(UAEHITUATHLHOCTD, HAJEKHOCTh M KoMIpomuce. [Ipumene-
HUEe ee B TOCY/aPCTBEHHOM YIPABJIEHNM M 9KOHOMHUKE TO3BOJIUT CO3-
JIaTh MacCy TPEANOCHIJIOK JIJIsT aKTUBHOTO PAa3BUTHSA CTPAHBI B IEJIOM,
TaK, HAIPUMeEP, TEXHOJOTHH PACIPEIeIEHHOTO PeecTpa B MOTEHIINae

"% B texcte ncnonbaopamich Matepuanb crathi T. B. Ilunkesny «/lerammsanms kpum-
TOBAMIOTHL B Poccuu: 3a 1 MPOTHB», OMYOJINKOBAHHOI B COODHUKE CTATell [0 MaTephaiam
V MexayHaponuoil HayqHO-TpaKkTideckoil Kondepemui: 3 wosops 2017 T. «YromoBmHast
MOJIMTHKA U TpaBolpuMennTesbHast npaktika // Cesepo-3amaaubiii pummans GTHOYBO
«Poccwuiicknii rocymapcTBeHHBIN YHUBEPCUTET TIPABOCYMsS» / OTB. pell. /I-pa IOPWI. HayK,
ot E. H. Paxmanosa. Caukr-Ierepdypr: NI «Ilerponosmcs, 2017.

' URL:  http://www.kremlin.ru/acts/assignments/orders/55879; http://www.
kremlin.ru/acts/assignments/orders/55899 (nara o6pamenus: 06.12.2020).
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MOTYT TIOMOYb B cOOpe HaJOroB, pacHpeaeeHru MOCOOUN 1 TIeHCHi,
BEJIEHNN 3eMeJIbHOTO KaJacTpa, PErucTpanun u o(GopMIIeHUN IOKY-
MEHTOB MUTPAHTOB, BbI/Iau€e MACTIOPTOB, BOJUTEIbCKUAX YIOCTOBEPEHUH,
HCIOJB30BaThC TaKuX cepax, Kak 37[paBOOXPaHeHNE, HEIBUKUMOCTb,
CcTpaxoBaHKMe TOProOBJsl U TIp. BirokueitH MoxeT 00ecreynTh 1MeIoCT-
HOCTb TOCYJIAPCTBEHHBIX 3aITUCEN U YCIIYT, a TAKJKe MCII0JIb30BaHA U KaK
WHCTPYMEHT MPOTUBOAEHCTBUS KPUMHUHAITY, MOCKOJBKY €0 BO3MOJXK-
HOCTH TI03BOJISIT CHU3UTh YPOBEHD MPECTYITHOCTH B (DMHAHCOBOH cdepe
U cesiaTh HEBO3MOXKHBIM pacnpocTpaHenue Koppyniun. OCHOBHBIMU
€T0 XapaKTePUCTUKAMU SIBJISIETCS: MPO3PAYHOCTh JIAHHBIX, /I0BEpUE —
3alliCh, BHECEHHYIO B OJIOKYEHH M3MEHUTH HEBO3MOKHO, OTCYTCTBHE
MOCPEIHUKOB — BEJIETCS 3AMUCH 1 BepuduKaius 6e3 TpeTheil CTOPOHBDL.

K 1omoXuTeIbHBIM MOMEHTAM BHEAPEHUs OJIOKYEHH-CHCTEMBI
MOJKHO TaKykKe OTHECTH BO3MOKHOCTbB JIJISI IPSIMOTO TPAHCTPAHMYHOTO
MHBECTUPOBAHUS JOOBIX CPeACTB 63 KOMUCCHOHHBIX TTOTEPh Ha OIle-
patopa u 6e3 CTPaXxOBbBIX PETYJSTHBHBIX COOPOB, YTO 3aCTABJISIET TOCY-
JIApCTBEHHbBIE AIKOHOMUYECKUE CHCTEMbI KOHKYPUPOBATH TIepe]] KasK[bIM
YeJIOBEKOM U €T0 HKOHOMUYECKUM MOTEHITNAJIOM; OHU SKOHOMWYHBI
1 OCYIIECTBIIAIOTCS MTPAKTUYECKU MITHOBEHHO.

Kpowme Toro, BHeipete OJIOKYEHH-TeXHOJIOTUIN B TPAKTUKY MO3BO-
JIUT TOBBICUTH TMPUOBLILHOCTh MAMHUHTA, IESTEIbHOCTH TI0 CO3MAHUI0
HOBBIX CTPYKTYp (OOBIYHO pedb UAET O HOBBIX OJioKax B GJIOK4YeiiHe)
st obecriedenust (GYHKIMOHUPOBAHUS KPUIITOBATIOTHBIX IATHOPM.
Anasorust ¢ «o0bIueii» BIOJIHE YMECTHA, TaK KaK TTPOIIECC «MallHIHTa»
OGUTKOWHOB 9HEPTOEMKHIA, TIOCKOJIBKY TPeGYeT OOJBINNX BBIYUCIATEb-
HBIX MOIIHOCTEH. Bblmo paccunmrtano, 4to Jisi reHepanuu OUTKOWHOB
TpebyeTrcst MOTTHOCTH cBbitie 1uraBaTta, 9TO MOKET OBITH COTIOCTABUMO
¢ UCTIOJh30BaHMEM ayiekTpudecTBa pnanaueit. CTUMYIOM JJIS 9TOTO
CJTYKWT Harpajia B BUJIE ABAIATH [T OUTKOWHOB, CJIOKUBIIEMY TTa3JI,
3a KKl «6J10K». JII000MH, y KOTO €CTh OCTYI B UHTEPHET W BBIYUC-
JIUTETbHbIE MOTITHOCTH JIIsT COOPKU KPUMITOTPAhUUECKOTO Ma3jia, MOKET
n06aBIsaTh 6JI0KM B peectp. Takux Jiojeil Ha3bIBAlOT «MailHEPaMK».
Ha ceropusiiiuii 1eHb uMeioTcst (hepMbl 10 MallHeHTy OWTKOWHA, JINT-
KOIHa, ahupryma 1 fip.

Bupryanpuple  akTuBbl  (KPUNTOBAMIOTBI) HE  TIPUBSI3AHBI
HM K KaKoOl Hal[MOHAJBHON BAaJIOTE; PETYJUPYETCS PBIHOYHBIMU
OTHONIEHUSIMU, HA €€ KyPC BJIMSIIOT CIIPOC W TPEIJIOKEHUS; TTOJTHO-
CTHIO ABTOHOMHA, OTCYTCTBYET IIeHTpaIn3alins; nH(opMaIms o TpaH-
3aKIMIX XPAHUTCS HAa KOMIIbIOTepe B 3alu(pPOBAHHOM BHE Y BCEX
YYACTHUKOB CHCTEMBI; TT0Jb30BATEN CUCTEMBl MOTYT 3a/1€fiCTBOBATH
BuieokapThl B cobcTBenubix [IK 17151 «100b19m» BUPTYaTbHBIX JEHET,
a 3areM yKe CTAaHOBSATCS WTPOKAMM Ha KPHUITOBATIOTHBIX OMPIKAX.
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KonmdecTBO BUMOB BUPTYyadbHBIX aKTUBOB (KPUIITOBATIOT) €KETOTHO
YBEJNYMBAETCSI U B HacTosee Bpems coctassieT 6osee 1 000 BuoB,
HO MEPBOil TAaKOH BATOTON M caMO MOIYJISIPHOI Cpeir HUX cTas OuT-
xouH (BitCoin), KOTOPBIil U ceffyac 3aHUMAET JUAUPYIOIIEE TOJI0XKe-
HUe CPeJi BUPTYaJIbHbIX BaMiOT. OH, KaK IJIATEXHOE CPEJCTBO, MOY-
T B 100 pas omepeskaeT Apyrue MOIMyJISPHBIE BAJIIOTHI TAaKOTO POfa
(Bitcoin (BTC), Ethereum (ETH), Ripple (XRP), Litecoin (LTC),
Bitcoin Cash (BCH), u ap.).

B Toke BpeMmsa cmpoc Ha BUPTyaJbHble aKTUBBI (KPUITOBAJIO-
ThI) BEJIUK, MPEJIOKEHUS] O UX PeaNu3ai U UHBECTUPOBAHUU TOKE
He YCTYIIAeT CIIPOCY, YTO BJIUSET Ha ero Kypc. Tak, ToJIbKO 3a 1iocjieinue
TPH TO/Ia HEOHOKPATHO OB B3JIET U TTaJIeHUE Kypca KPUIITOBATIOT OoJiee
yem na 1 200 % u, ecu B oxrsabpe 2016 r. on croun okoso 1 000 gor.,
T0 23 nexabpsa 2017 r. ero croumocts gocturia 19 330 mosr., a ceropms,
10 cpaBHEeHUIO ¢ ekabpem 2017 1. MPOU30IILIO CHUKEHIE U CTOMMOCTD
6utkoitna pasra 8090 mosur., B 2018 r. ero kypc nagan a0 2 560 mosur.
B Hacrosiiiee BpeMsi KanuTanusalldsl PbIHKa OUTKOWHA COCTaBJISIET
6osee $164 mMupa, KOTOpBIE COCPENOTOYEHBI B pyKax Beero Jmmib 7,11 %
BJazesbIleB 1 poct coctaBua 23 900 mosni. [lo MHEHHIO CIEIUAINCTOB,
obbem obopota B Poccun yixe pocturaer 1 % or BBIL. Ona npuobpera-
€TCs1 ¥ [IPOJIAETCSI, UMU MOKHO PACCUUTHIBATHCS 32 TOBAPBI U OKa3aHHbIE
yeayru. Ipu aTom opma oriatel MOKET ObITh KaK BUPTYaJIbHOI, TakK
U HaTypabHOIL. IX MOKHO OOMEHSTh Ha OOBIYHbIE ICHI'M Ha (PUHAHCO-
BBIX IIJIONIA/IKAX, KOTOPBIX CETO/HS YK€ MHOKECTBO.

Orputatenpabie (HaKTOPHl ee UCIOTb30BAHUS MOYKHO Pa3eTUTh
Ha J[BE TPYIIIIbL (hUHAHCOBO-9KOHOMUYECKIE U KDUMUHOTEHHbIE,

DuHaHCOBO-9KOHOMIYECKKE (haKTOPhI BKJIOYAIOT: He 0OecIedeH-
HOCTh JINKBUHBIMM aKTHBAMU U KaKUMH-JTHOO TapaHTHUSIMU TOCYyaap-
CTBEHHOTO JINOO YACTHOTO KAIMTaja, II09TOMY OHH TIOBEPKEHbI CyIIle-
CTBEHHBIM KYPCOBBIM KOJICOAHMSIM, B TOM YHCJIE CIIEKYISITUBHOTO XapakK-
Tepa, HET TrapaHTUU 3alllUThl 1IPpaB norpeduTeseil (GUHAHCOBBIX YCIIYT;
OTCYTCTBHE €IMHOTO SMUCCUOHHOTO II€HTPA, OCYIIEeCTBIEHUE OTIePaIThit
Ha <«BHPTYaJbHBIX OUPKaxX» HECET BBICOKUI PHUCK MOTEPH CTOMMOCTHU
BUPTYaJIbHBIX aKTUBOB (KPUIITOBAJIOT ); OHU MOTYT HAYaTh KOHKYPUPO-
BaTh C HAIIMOHAJIBHBIMU JIEHbTAMK ¥ TIPUBECTHU K UX OCJIa0JICHUIO.

Kpumunorennsie haxTopsl:

— OTCYTCTBHE JJOCTATOYHOI MPABOBOI OCHOBBI JIJISI OINPE/EJICHUS
cTaTyca BUPTYaJIbHBIX aKTUBOB (KPUIITOBAJIIOT) W UX PEryJIUPOBAHUS,
B TOM YHCJI€ OTCYTCTBUE IOPUANIECCKUX 00513aTEIBCTB Y CYOBEKTOB OTHO-
nenuii. B ¢Bsi3u ¢ 9TUM npaBoOXpaHUTEIbHbIE OPraHbl HE MOTYT CBOEB-
PEMEHHO BBISIBUTb HAPYIIEHUS U TIEPEKPHITH CBOEBPEMEHHO TLJIATEKHBII
KaHaJ,
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— QHOHUMHOCTb TIPOBOJIUMBIX IIJIATEKE U HENOJKOHTPOJIBHOCTD
HaIMOHAIBHBIM OpraHaMm BiacTu. DUHAHCOBBIE, HAJIOTOBbIE, CyAeOHbIE,
[IPaBOOXPAHUTEIbHbIE U UHbBIE TOCY/IAPCTBEHHbIE OPTaHbl, a TAKIKE HETO-
Cy/ZlapCTBEHHbIE MM OOIECTBEHHbIE OPraHU3AIMU HE MOTYT TIOBJUSITH
Ha TPaH3aKIUU YIACTHUKOB HA3BAHHON MJIATEKHON CHUCTeMBI (OTMe-
HUTb, 320JIOKUPOBATH, OCIIOPUTD MJIU IPUHYIAUTEIBHO UX COBEPIIUTD Oe3
JIOCTYTIA K TIPUBATHOMY KJIIOUY BJIajiesiblia). Tpansakius — 3To yrnopsijio-
YeHHasl MOCJIeI0BATEIbHOCTD OIEPaTopoB 0OPabOTKK JAHHBIX, KOTOpPast
nepeBoauT 6asy AaHHBIX U3 OJJHOTO COTJIACOBAHHOTO COCTOSIHUST B IPYTOE.
ITO BBI3BIBAET MPOOJIEMBI y MTPABONPUMEHUTEIEH, CBSI3aHHBIE ¢ UICHTH-
(ukarmeit U, TPUIACTHBIX K TTPOTUBOIPABHON JIEATETBHOCTH.

Jlist Poccun ata mpobiieMa 6osie3HeHHa, Yike HECKOJIBKO JIET BOTIPOC
JIETAJIN3AIUY BUPTYAJIbHBIX aKTUBOB (KPUIITOBAJIIOT) CTOUT HA ITOBECT-
ke nus nepen LIb Poccun u IIpaBurenscrBom Poccuiickoit Mepeparinm.
MOKHO TPOCJEIUTh BeCh MyTh MPOOHBIX IMIATOB K €€ MCCJIe0BAHUIO
U ee 3aKoHoAaTesbHOMY perysaupoBanuio. B 2015 roxy Munucrep-
crBo @unancos Poccuiickoii Dexgepanuu 06bABUIO OUTKOIH, KaK BHJ
KPUIITOBAJIIOTHI JIEHEKHBIM CYPPOTAaTOM, U TPEIJIOKUIO €ro 3arpe-
TUTh, & HAPYIIUTEEH MPUBIEKATh K aIMUHUCTPATUBHON U YTOJIOBHOM
OTBETCTBEHHOCTH. J[aHHAsI IO3UIUST MOBEPTJIach 0OOCHOBAHHON KPHUTH-
ke. OUeHb CJI0KHO UIET MPOIeCC OMpeeIeHN CTaTyca BUPTYaJIbHOTO
aKTUBa (KPUTITOBAJIOTHI ).

B 2016 1. cosmaercst pabouast rpymia npu [ocymapcTBentoi /lyme
Poccuniickoit @eneparmu. Llenp — BoipaboTKa €AMHOI COIVIACOBAHHOIM
MO3WIIUU BEOMCTB OTHOCUTEIBHO 000POTa KPUIITOBAIIOTHI U MOATOTOB-
Ka MPOeKTa 3aKOHA.

9 mas 2017 r. Ykazom Ilpesunenta PD yreepskaena Crparerus
pasButus undopMmanonHoro obmecrsa B Poccuiickoit Megeparun
Ha 2017-2030 rogaer (9 mag 2017 r.). /lna ycrmenrHo#l ee peanusanini
MPUHSAT PsiJi HOPMATUBHBIX aKTOB, a Takke mporpamma «L{udposas ako-
nomuka Poccuiickoit Mepeparuny» (uionb 2017 r.) yupesxaen Mexmy-
Hapoaubiii Komurer mndpoBoii skoHOMHUKHN — mardopma pa3paboTKu
U BHEJIPEHUSI, IPOEKTOB IM(MPOBOIT IKOHOMUKH, MEKIYHAPOJHOE IKC-
HepTHOe Co0O0IecTBO, MPOEKT moaaep:KkKu IIporpammbr  «Iludposast
sxonomuka Poccuiickoii Denepamms.

5 oktsi6pst 2017 roma Ha COYMHCKOM (hOpyMe HHHOBAIIMOHHBIX
dbunancosbix Textosornii Finopolis pykosoautens Banka Poccuu Diib-
Bupa Habuy/umHa 3asiBijia O TOM, YTO HCIIOJB30BaHUE KPHUIITOBAJIOT
KaK 3aKOHHOTO IIJIATE€KHOTO CPEACTBA He Oy/IeT JIeraln30BaHo, MOCKOJIb-
Ky OHH SBJIIIOTCA JacTHBIMU 1ncdpoBbie neHbru. [lenTpanpubiit bank
[IPOTUB YaCTHBIX JIEHET, B KaKoit Obl (hopMe OHM HU ObLIN — MaTepualib-
HOH MJIN BUPTYAJIbHOM.
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11 oxrabps 2017 r. IIpesugenr Poccuiickoii @Dexepanym
B.B. Ilyrtun nopyumnn npasutenanctBy n banky Poccunm no 1 wnionsa
2018 r. obecreunTh BHECEHNE U3MEHEHMI B POCCUICKOE 3aKOHOLATE/Ih-
ctBo. Takme IONpaBKKU 3aKOHOJATENBCTBA, 110 €r0 MHEHHUIO, AOJIKHDI
BKJIIOUATh PETYJIUPOBAHUE TIPOU3BO/ICTBA BUPTYAJIbHOM BaTIOTHI (KPUII-
TOBAJIIOTHI) U TyOJIMYHOTO TPUBJICYEHUST ACHEKHBIX CPEJCTB U BUPTY-
AJIBHBIX BATOT (KPUIITOBAIOT) ITyTEM PasMelleHNs TOKEHOB 1 pa3pabo-
TaTh IIOPSLOK HAJOrOOOJ0KEHUS U PETUCTPALMU KOMIIAHUN, 3aHUMAIO-
MUXCST UX T00bIYell (MalHUHTOM).

W wecmoTps Ha To uto HaunHas ¢ 2015 r. 1 Mo HACTOsITIEee BpeMs HeT
COTJIACOBAHHON TO3UIMHU 3aMHTEPECOBAHHBIX BEJOMCTB OTHOCUTEIHHO
0060poTa BUPTYAJIbHBIX aKTUBOB (KPHUIITOBAJIIOT), Pa3BUTHE WX PBIHKA
1 060pOTa, POCT COOTBETCTBYIONIMX TPAH3AKIIUI € €€ UCIOJIb30BAaHIEM
exxeHeBHO yBenunBaercs. CyIiecTBeHHOE YKCJI0 TaKUX TPaH3aKIU
u [CO ocymiecTBAIIOTCA POCCUMCKUMU TPKIAHAMU U KOMITAHUSMU
B MHOCTPAHHBIX IOPUCAUKIMAX, 00JIaaI0MKUX OJArOIPUATHBIM IIPABO-
BBIM PEKUMOM, 4TO TPeOYeT PABOBOTO PETYIMPOBAHUSI.

B nacrosiiiee Bpemst psiji (peiepasibHbIX 3aKOHOB YiKe MPUHST '™, eliie
MaKeT JOKYMEHTOB HaXOAUTCS Ha CTaauK 0OCYKICHUs, HO KaK MMoauep-
kuBaet B cBoeM oTBeTe FATF Pochunmonnropunr (2019 1.): «B HacTO-
siiee BPeMsi B CBSI3M C COBEPIIEHUEM IMPECTYIJIEHUI ¢ UCTIOJIb30BAHN-
€M KPHUIITOBAJIOT, HECMOTPsI HA HEOIPe/ieJieHUue X IPABOBOTO CTaTyca
B 3aKoHO/aTesibcTBe Poccuu, 1o cyTu onu (hakTuyecKu mpupaBHUBAIOT-
csI K UMYIIeCTBY (B COOTBETCTBUHU C LEJISIMU UCIIOJIb30BAHUS KPUIITOBA-
JIIOT) U UAEHTUMUIUPYIOTCS B IEHEKHOM 9KBUBajieHTe» 'Y,

CrenraabHbIX OrpaHUYEHUN 06OPOTOCIIOCOOHOCTH BUPTYAJIbHBIX
aKTUBOB (KPHUIITOBATIOT) 3aKOHOAATEIbCTBO He coiepskano. OmHako
npunsTeiii B uosie 2020 r. Mepepanbhbiii 3akon «O 1UMPOBBIX aKTH-
Bax, NM(POBOI BajoTe M O BHECEHUW W3MEHEHWH B OT/ETbHbBIE 3aKO-
HozaTeabHble akThl Poccuiickoit @emepaiium» '™ comep:KUT MOHSITHE
hPOBON BATIOTHI, HO KaKas 3TO BAJIIOTA, TO JIK 3TO 1ucpoBast BaJoO-
Ta, KoTopas Oy/eT POCCUNCKOI U GyIET UCTIOIb30BAThCS B POCCHIICKOI
MHOOPMAIIMOHHON CHUCTEMe WJIN JTO JI06ast BUPTyaJabHasi BaJIOTa WU
3TO BUPTYAJbHBIM aKTUB, KaKk 3TO mpeiaran Mexmayrapomaubriit bank.
IDTO OIMH MOMEHT. BTOpOIi 3aK/I09aeTcst B TOM, YTO B CAMOM ITOHSTUA

O BHecennn uaMeHeHUH B yacTM NEpPBYIO, BTOPYI0 U cTaThio 1124 wactu TpeTheit
Ipaskmanckoro komekca Poccuiickoit Denepatun [Inexrponnsiii pecype]. URL: https://
base.garant.ru/72198096,/ (nara obpamenwust: 17.02.2021).

T URL: http://www.fedsfm.ru/news/957 (nara o6pamenus: 24.03.2019).

O nudposbx axTuBaX, MUMPOBOIl BaMOTe U O BHECEHMM H3MEHEHHI B OT/ENb-
Hble 3aKOHOJaTesbHble akThl Poccuiickoit Meneparun: denep. 3akon ot 31 uions 2020 r.
Ne 259-D3. Jloctym u3 cipas.-paBoBoii cucteMsl « KoncympramrIlmocs.
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(cT. 3 3akoHa) TpejjaraeTcsl ee MCIOJIb30BaTh B KadecTBe ILIATEXKA.
IIpu sTom nmox obpaienuem nudpoBoii BamoTel B Poceniickoit Mepe-
paluy MOHUMAIOTCS CAENKU U (WJIM) Olepaiiiy, BJIEKYIUEe MePeXo/
1UpPOBOIT BAMOTHI OT OAHOTO ObJamaress K APyroMy, POCCUHCKUM
OopraHusaiusiM, a Takke (QUInazaMm, MPEACTaBUTEIbCTBAM W WHBIM
0060CO6JIECHHBIM TIOIPA3ICACHUSIM MEKAYHAPOIHBIX W WHOCTPAHHBIX
18 opranusaruii, cospannbix Ha Tepputopun Poccuiickoit Meneparuy,
a Takke (pusmdeckuM JuiaM, GpakTudecku HaxozsimuMmcess B Poccuii-
ckoit Denepannu He menee 183 nueit B reuenue 12 cieayonumx moj-
PSIL MECSITIEB, 3allPelleHO MPUHUMATh ee B OIIaTy 3a ToBaphl (paboThl,
yeayru) (1. 5 cr. 14 3akona).

B rpaxpanckom obopore mudpoBas BaaioTa (PaKTUYECKU IIPU3HA-
eTcst cpeIcTBOM cOepeskeHust KarmuTana. Ee MOKHO 1mpojaTh, 0OMEHSITh
WJTA TIOZAPUTH; o1iata 1M poBOi BAJIOTON BO3MOKHA TOJBKO B TIpeie-
JIaX WHOCTPAHHBIX IopucAuKInii. OMHAKO 7 MCITOJIb30BaHus 1TUpPO-
BOI1 BAJIIOTHI B TPaKIaHCKOM 060poTe Tpedyercst ee JeKIaprupoBaHue,
a [IPU €ro OTCYTCTBUHU OHA HE MOJJIEKUT CyaeOHOI 3aluTe.

YrosoBHOE 3aKOHOMATENIBCTBO HE COAEPIKUT CIIEIUATBHBIX HOPM,
YCTaHABJIUBAIOIIUX YIOJOBHYIO OTBETCTBEHHOCTb 32 HApYyIIEHHUE UMY-
IIECTBEHHBIX OTHOIIEHUH, CBSI3aHHBIX ¢ 00OPOTOM BUPTYaJbHBIX aKTH-
BoB (kpurroBaiior). B To xe Bpems MunucrepcrBoM ¢unanco PO
MMOATOTOBJIEH 3aKOHONPOeKT «(O BHeceHWM U3MeHEeHUU B crarbio 14
Denepasbroro 3akona «O 1udpoBbIX GUHAHCOBBIX aKTUBAX, UM POBOI
BaTIOTEe U O BHECEHUU U3MEHEHUN B OT/IeTbHbIC 3aKOHOATETbHbIE aKThI
Poccuniickoit Mepepaliini», B KOTOPOM COAEPIKATCS TPEIOKEHIST O IIPH-
BJIEYEHUU K YTOJIOBHOM OTBETCTBEHHOCTH 32 OPraHU3aIUI0 HE3AKOHHOTO
060poTa 1U(pPOBBIX TIPAB U OPraHU3AINI0 HE3AKOHHOTO 000poTa ndpo-
BOI BasiOThbl. BoJiee peasibHbie MPEJIOKEHUS] TI0 COBEPIIEHCTBOBAHUIO
YTOJIOBHOTO 3aKOHa B JMaHHOU cdepe Obun manbl MBJI Poceun, B ux
yucJie gonoanenue cT. 63 YK P, rae ncnonb3oBanue udpoBoii Balio-
TBl B TIPECTYITHBIX IEJISAX, SABJSETCS OTSTYAIONMM 00CTOSITEIHCTBOM
u pomojHeHue mpumedanus K cr. 158 YK P®D B wactu ompeneseHus
BUPTYaJIbHBIX aKTUBOB (KPUIITOBAIIOTHI) B KAUECTBE UMYIIIECTBA.

PaccmarpuBasi KpUMHHOJIOTUYECKUE PUCKU Pa3BUTUS 1TU(PPOBBIX
TEXHOJIOTUI U UCIIOJIb30BAHUS U PACIIPOCTPAHEHUST BUPTYAIbHBIX aKTH-
BOB (KPUIITOBAJIIOT), CJIEAYET OTMETUTH, YTO COTJIACHO IIPOBEJIEHHOMY
xypuasom ForkLog" unreprer-ompocy 3 000 genoBek B koniie 2017 .
obmazatesieit BUPTyaabHbIX BaaioT (KpunroBaaior). Cpeau ompoiieH-

" Wrorn ompoca « BUTKOMH 1 ApyrHe KPUNTOBATIOTH B HAIICH KIZHI» | MeKTPOHHBII
pecype]. URL: https://forklog.com/itogi-oprosa-forklog-bitkoin-i-drugie-kriptovalyuty-v-
nashej-zhizni/ (nara o6pamenus: 13.01.2019).
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HBIX Okazasoch 90,2 %, mpu 9TOM IUTAaHUPYIOT UX npuobpectu 6,6 %;
40,3 % PecTroHIEHTOB XPaHsT B HUX 110 1 TBIC. MOJIL.; ipuMepto 29,7 % —
or 1 go 5 toic.; 10,8% — mo 10 toic.; 12,4% — ot 10 go 50 ToIC.; 2,3 % —
10 100 ThIC. HOJLL. 48 % OIPOLICHHBIX OTMETI/IN, YTO JOBEPSIIOT KPUIITO-
6upskam; 40 % — He OBEPSIIOT, HO BBIHY K/ICHBI TI0JIb30BAThCSL.

Yro kacaercst ICO (yyactue B TOprax Ha KPUIITOBAJIOTHBIX OMp-
&ax), To 43,6 % OMPOIIEHHbIX B HUX HE yYACTBOBAJIU U He COOMPAIOT-
cst; 32,1% mnanupyiot; 21,2 % NPpUHUMAIN yYacTHe YKe HeCKOIbKO Pas;
3,1 % — MHOKeCTBO pas.

Bosiee momoBunbl onpomeHHbx (50,5 %) cuntaroT GUTKOWH TJIO-
GarbHOI BasoToi Oyaymiero; 27,6 % — MHOrO(hYHKIIMOHATIBHBIM I -
poOBBIM TOBapoM; 19 % — CIeKyISITUBHBIM aKTHUBOM, KOTOPBIH He UMeeT
3HAYMMOTO MPAKTUYECKOTO TpUMeHeHus:; a 2,8 % BUAAT B HeM JIHIIh
[peaMeT KOJUIEKIIMOHUPOBAHMS.

Takum 06pa3oM, JaHHBIE TTOKA3bIBAIOT, YTO BUPTYaJbHbIE aKTHBBI
(KpUIITOBAIIOTHI) HE TOJBKO BOCIIPUHUMAIOTCS OOIIECTBOM B KayeCTBE
BaJIIOTBI, HO W TIPEBPAIAIOTCS B WHBecTuiinu. KpunroBamoTHas maes-
TEJILHOCTh MAcIITaOHO PA3BUBAECTCS, U, €CJIM TOCYAAPCTBO CMOJKET OTITH-
MU3UPOBATH IKOHOMUYECKHUE IPOIECCHl, TO KPUITOBAJIOTBI U TEXHO-
Jorust GJIOKYEiH cMOTYT 00€CTIeunTh CyIiecTBeH b mpupoct BBIT™,
C OJIHO CTOPOHBI, a C PYrOil Harpy3Ka Ha MIPABOOXPAHUTEIbHbIE Opra-
HbI YBEJIMYUTCS B CBSI3U C POCTOM IPECTYIIEHUI, COBEPIIAEMBIX B 3TOM
cepe.

N3ydenue cyaeOHON MPaKTUKKM YTOJOBHBIX [IeJ U OTKA3HBIX Mare-
pPUAJIOB CBUJIETEIBCTBYIOT O TOM, UYTO KOJMYECTBEHHBIE U KAueCTBEH-
Hble II0Ka3aTeJIM 3aPErUCTPUPOBAHHBIX TPECTYIJIEHUN CBUIETEIh-
CTBYIOT O BBICOKOM YPOBHE DPACIPOCTPAHEHUS JIeSTHUI, COBEPIIAeMbIX
KaK B OTHOIIEHUU BUPTYAJbHON BaTIOTH (KPUIITOBAIIOTH), TaK U C €€
ucrosib3oBanueM. [Ipu 5TOM, ypoBeHb JIATEHTHOCTH TaKUX MPECTYILIE-
HUIT BBICOK, TOCKOJIbKY OTCYTCTBHE 3aKOHOATETbHON Oa3bl, MOHSATHII-
HOTO anmnapara, MeTOMYECKIX PEKOMEHIAIIMI 110 PACcCJIe0BAHUIO TAKO-
rO Pojia MPEeCTYIJICHUHN, BbICOKUI YPOBEHb BUKTUMU3AIUN HACETIEHUS,
HPUBOIUT K TOMY, 4TO OOJIbIIIast 4acTh OOpaIeHUIl HaceJeHMs O COBEpP-
IIIEHUN B OTHOIEHUU WX UMYIIeCTBA (KPUMTOBATIOTHI) MPECTYILICHUH
ocraercst 6e3 BHUMaHUST TPaBOOXPAHUTEIbHBIX OPTraHoB. Y CyryOJisieTcst
CUTYaIIUsI ellle U TeM, 4TO GOJIbIIAs YacTh HACEICHSI, He UMesT TPaBOBOI
MOATOTOBKM, TIOPOH He 3HAeT KaK 3al[UTUTh CBOM UHTEPEChl U He 0Opa-
1[A€TCsI B IPABOOXPAHUTEIbHBIE OPTaHbl.

" Jlonzuesa M.M. Conmamnbias 06yCTIOBICHHOCTh BOSHUKHOBEHNS YTOTOBHO-TIPABO-
BbIX 3aIIPETOB HAPYIIEHHl, cOBepIIaeMbiX B cepe 060poTa KPUITOBAMIOTH // AKTYalbHbIE
1pobiieMbl poccuiickoro mpasa. 2018. Ne 10.
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Mexy TeM, y HCCJEAYeMbIX IPECTYIJIEHUN BbICOKAsl CTEleHb
00IIECTBEHHON OIMACHOCTH, KOTOpasi MOATBEPsKAaeTCst yuiepboM, mpu-
YMHEHHBIM JIMYHOCTH, OOIIECTBY, TOCYAapCTBY, COBEPIICHUEM JESTHUS
TPYIIION JIUI] MO TMPeABAPUTEIBHOMY CTOBOPY, OPTaHU30BAHHOU TPYII-
MOM, MPECTYIHBIM COOOIIECTBOM, O YeM CBHUJAETEIbCTBYET cCyaeOHast
MpaKTUKA.

Oco60e MeCTO OTBEIEHO TIPECTYTLIEHUSIM, COBEPIIAEMbIM B (DUHAH-
COBO-KPeIUTHON cdhepe. YiKe CeroHs caeyeT TOBOPUTH O POCTE TAKUX
MpeCTYIUIeHNH, KaK Jieranu3anusi (OTMBIBAHUSA) E€HEKHBIX CPEICTB
WM UHOTO UMYIIECTBA, MPUOOPETEHHBIX TIPECTYITHBIM IIYTEM, MOIIEH-
HUYECTBO U BBIMOTATEJbCTBO, COBEPIIAEMbIE C UCIIOJIb30BAHUEM BUP-
TyaJbHBIX aKTUBOB (KPHUITOBAJIIOT). BbIMOTaTeIbCTBO Kak KPHUMHU-
HaJIbHBII OU3HEC, 0 KOTOPOM He pa3 MPeAyIPeKIaIn 9KCIEPTHI, Oy -
YUJIO yKe BBICOKUI yPOBEHb PACIIPOCTPAHEHHOCTH BO BceM mupe. [Ipu
aTOM (hakThl MoeHHn4YecTBa B I'T-chepe OyayT TONBKO yBEIUUINBATD-
csa. Tak, nBa HarnAAHEBIX (PaKkTa CBUAETETHCTBYIOT O TOM, UTO IKCIIEP-
TBI TOBOPAT 00 9TOM 6€3 MpeyBeIMYeHMs], TOCKOJIbKY B Mae 1 27 MIOHS
2017 r. cepus BupycoB-mmmdpoBampiukoB WannaCry u Petya, na
U T03Ke YK€ HEOJHOKPATHO aTAKOBAJIU KOMIIBIOTEDHbBIE CHCTEMbI
10 BCEMY MUPY U BbI3BaJIHM OllepallioHHbIe cO0M KaK B IU(PPOBOIA, TaK
U B ONEPAIMOHHON JIeSITeIbHOCTU KPYITHBIX MEXKIYHAPOJHBIX U POC-
cuiickux kommnauuii. [Tpu atoM, st pa3bIOKMPOBKY KOMITBIOTEPHBIX
CHCTEM MPECTYIMHUKK B Ka4eCTBE OIJIAThI MOTPEOOBAIN KPHUIITOBAIIIO-
Ty — OUTKOIIH.

Vcnob3oBaHe BUPTYATIbHBIX aKTUBOB (KPHUIITOBAIIOT) CIIOCO0-
CTBYET PACHIMPEHUIO KPUMWHAJIBHBIX IPAHUI] HE TOJBKO B 9KOHOMUYE-
ckoit cdepe. B mocieaame Toabl yYaCTUINUCH CIyYal UX UCITOTb30BAHUSI
[PU OIUIaTe: 3aKa3HbIX IPECTYIICHUH, TIPUOOPETEHNN U PacipocTpa-
HEHUU TOpPHOrpaUIeCKUX MaTepUaoB, HE3aKOHHO IMPHOOPETEHHO-
ro OpysKust U GOEMPUIIACOB, HAPKOTUYECKUX CPEACTB, TMCUXOTPOITHBIX
U CUJIbHOJICHCTBYIONIUX BENIECTB, a TAKIKE IIPU TOPrOBJIE JII0J[bMU, Opra-
HU30BAHHYIO Ne0MUINIO 1 He3aKOHHOE U3BATHE, XPAHEHNE, TPAHCIIOP-
TUPOBKY U UCIIOJIb30BaHNE OPTAHOB U TKaHEH yesioBeKa [ TPAHCILJIAH-
Tanuy, GUHAHCUPOBAHNE TEPPOPU3MA U IKCTPEMU3MA, U TIP.

CkazaHHOe MPUBOJUT K BBIBOLY O TOM, YTO PACIIPOCTPAHEHUE MPO-
TUBOIPABHBIX JESHUHN, CBSIBAHHBIX ¢ 0O0OPOTOM BUPTYaJbHBIX aKTUBOB
(KpUITOBAIIOT), C UX UCIOJIH30BAHUEM IPU COBEPIIEHUU IPECTYILIe-
HWI, B KauecTBe CPeJICTBaA ITlateska U T. 1. B Poccnu oueBupno. OuyeBn-
JIeH U TOT (haKT, 4TO JIJIsI IPOTUBOCTOSIHUS PACIIPOCTPAHEHUIO TIPECTYTI-
HOCTH HEeO0OXOAMMO, TIPEK/E BCEro, CO3JaHue COBPEMEHHOM MPaBOBOI
ocHOBBL. OTHAKO OTCYTCTBUE JIETAJIBHOTO HOPMATUBHOTO PEryJIUpPOBa-
HUST Ha3BAaHHOTO IU(POBOTO aKTUBA HE MO3BOJSET MIPOTUBOCTOITDH €TO
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UCIIOJIb30BAHUIO TIPH COBEPHICHUM IMPECTYITHBIX JEesTHUiA, 9TO TpebyeT
pa3paboTKK YTroJOBHO-TIPABOBOTO MEXaHMW3Ma IMPOTUBOJCHCTBUS IIpe-
CTYTIJICHUAM, COBEPIIIAEMBIM C €€ UCTIOJIb30BAHUEM.

KoHTpoAbHble Bonpocbl

1. JlaifTe OlleHKY KPUMUHOJOTHYECKUX PHUCKOB WCIOJIH30BAHUS
BUPTYAJIbHBIX BAJIOT (KPUIITOBAIOT) MPEACTABUTEIIMU OPTaHU30BaH-
HBIX MIPECTYIHBIX (POPMUPOBAHUIA.

2. OmupezenuTe NPUYUHBL U YCIOBHSI, CIIOCOOCTBYIOIINE TIPECTYII-
HOU JIeITEJIbHOCTHU € UCIIOJIb30BAHUEM BUPTYAJIbHbBIX BAMIOT (KPUIITO-
BaJIOT).

3. HasoBute MexmyHapoaHble oOpranmsanuu, GHopMUpyoIne
o01re TMOMOKEHNUsT O MPOTUBOAEHCTBUN MPECTYIHONW JeSITETbHOCTH
C UCIIOJIb30BAHUEM BUPTYAJIbHBIX BAIIOT (KPUIITOBAJIOT)

4. Kakoe BiugHME OKa3bIBaeT 3aKOHOAATETBHOE PEryJIUpPOBAHUE
Ha [UHAMUKY [PECTYIJICHUH, COBEPIIAEMbIX C UCIIOJIb30BAHUEM BUPTY-
QJIBHBIX BATIOT (KPUTITOBAJIOT)?



laBa 12. KpumuHoAOTHUecKas XxapaKTepUCTHKA
3KOHOMMUYECKOM NMPECTYNMHOCTH B YCAOBUAX
uuppoBoi TpaHchopMaLuu

nAaHMP)’eMbIe P€3yAbTaTbl OCBOE€HUSA TE€MbI FTAABbI

— 3HaTh OCHOBHbIE BUJIbI COBPEMEHHON SKOHOMWUYECKON MPeCTyII-
HOCTH, ee CTPYKTYPY, KOJMYEeCTBEHHbIE TIOKA3aTeI W JeTEePMUHAHTHI,
CTPYKTYPY JHUYHOCTUA TIPECTYITHUKA, COBEPIIUBIIETO TPECTYTICHUE
B chepe 1uGPOBBIX TEXHOJIOTHUT;

— yMEeTb OIPEAECTISATh MPUYMHBI U YCJIOBHS, CIIOCOOCTBYIOIINE
COBEPIIEHUIO MPECTYIJIEHUIT 9KOHOMUYECKOTO XapaKTepa € UCIOJIb30-
BaHUEM IU(PPOBBIX TEXHOJIOTUN HA OCHOBE TIOJYICHHBIX 3HAHUN OTIpe-
NeNATh KOHKPETHBIE MEPBI IPEAYTIPEKICHUS PACCMATPUBAEMBIX ITPECTY -
ILIEHUIL;

— BJAJIETb HABbIKAMU OIIpe/leJieHUusT KPUMUHOJOTUYECKOTO aHa-
J3a TPECTYIUIEHNH SKOHOMHUYECKOTO XapaKTepa, COBEPIIAcMBbIX
C UCIIOJIb30BAHUEM ITU(POBBIX TEXHOJOTUN U COCTABJICHUSA TIJIAHOB €e
TIpeyTIPesKIeHUS.

12.1. CoBpeMeHHOe cocTosiHWE NPeCcTyNAeHUN
3KOHOMMYeCKOH LPPOBOIM NPECTYNHOCTH

C pasBuTHEM COBPEMEHHBIX TEXHOJOTHI CHOPMUPOBAIUCH YCIO-
BUSI K TIOSIBJIEHUIO HOBOTO BU/IA TIPECTYILJIEHUI, COBEPIITAEMbIX B ITU(DPO-
BOM TIpocTpaHCcTBe (IU(POBBIX MPECTYILIEHNH ). BOIBITMHCTBO U3 3TUX
MPECTYIJIEHUH COBEPIIAIOTCS B 9KOHOMHUYECKON cdepe U crmocoOHbI
MPUYMHUTH PEaNbHBI BPeI OTHOMIEHUSIM COOCTBEHHOCTH ¥ HOPMaJib-
HOMY TOPSIIKY OCYIIEeCTBIEHUS MPEeATPUHIMATETbCKON MU WHOU 9KO-
HOMHYECKOH JesiTesibHOCTH. Pagmep npudauHsieMoro yiiepba oT mpecTy-
TJIEHUH 9KOHOMUYECKOTO XapaKTepa, COBEPIIAeMbIX C UCIIOJIb30BAHU-
eM IU(POBBIX TEXHOJOTUH, 32 TOCJIETHUE TOIBI MHOTOKPATHO BBIPOC.
Eskeroiibie yOBITKM MUPOBOIT 9KOHOMUKH OT 9KOHOMHYECKHUX MTPECTY-
IJIEHUIT, COBEPIIAeMbIX B IM(MPOBOM MPOCTPAHCTBE, COCTaBUIN OoJjiee
600 MusmapaoB eBpo. VIX 0COGEHHOCTD 3aKII0YaeTCs B TOM, YTO OHH
MOTYT OBITh COBEPIIEHBI KaK B MaTepPUATbHOM MUPE, TaK U B II(POBOM
npocrpancrse. Onu 061a1a10T cBoeii crenudUKoi 1, CIeL0BATENbHO, UX
MOKHO BBIZICIUTH B OT/IEBHYIO KaTeTOPHIo. Takue mpecTyTaeHusS MOTYT
OBITH HAIIPaBJIEHBI HA OTHOIIEHMSI, CKJIA/IbIBAIOIINECS B chepe HopMalib-
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Horo 060poTa KOMIILIOTEPHON uH(OpMaILuu; cOOCTBEHHOCTH; B cdepe
AKOHOMMYECKOI JIeITeIbHOCTHU | T. JI.

PomoBbIM 00BEKTOM 9KOHOMHYECKUX MPECTYIJICHUH, COBEpIIa-
eMbIX B HIU(MPOBOM IPOCTPAHCTBE, CJEAYET IPU3HATH IKOHOMUYE-
CKMe OTHOIIEeHHUsI, 0OecreynBaloIie MaTepragbHoe 0J1arocoCTosTHIE
JIMYHOCTH, OOIIECTBA U TOCYAAPCTBA, MOCKOJbKY Ha HUX HallpaBJie-
HO OOIIECTBEHHO OIMACHOE JesHre ¥ UMEHHO UM MPUYMHSIETCS BPe.
B MEPBYIO 0Yepe/ib. BUIOBBIM 06BEKTOM, B 3aBUCUMOCTH OT KOHKPET-
HOTO COCTaBa, MOTYT BBICTYIIATh OTHOIIEHUsI COOCTBEHHOCTH (CT.CT.
159, 159.6, 160, 163 YK P®), orHolieHus B cepe 9KOHOMUUECKOI
nesreabnoctu (cr.ct. 171, 171.2, 172, 183 YK P® wu ap.). B 3aBucu-
MOCTH OT CII0c06a COBEPIIEHUSI TPECTYILICHUST TOTIOJTHUTEIbHBIM 00b-
€KTOM MOKET BBICTYIIATh COBOKYITHOCTH OOIIECTBEHHBIX OTHOIIECHUI
[0 MPaBOMEPHOMY U G€30MaCHOMY HCIOJb30BaHUIO KOMITBIOTEPHOI
nHdopManum, a Takke oOmecTBeHHasT 0e30MacHOCTh W 0OIIeCTBEH-
HBIH TTOPSI/IOK.

Ha ocHoBanuu BBINIEU3I0KEHHOTO MOXKHO MTPUBECTHU CJIEAYIONIYIO
KJIacCUDUKAINIO 9KOHOMIUIECKUX MPECTYTIIICHUN, COBEPITAeMbIX B -
POBOM ITPOCTPAHCTBE 10 BUAOBOMY 00BEKTY TTOCSTATEIbCTBA:

a) 1u(pOBbIE MPECTYIICHUS TPOTUB COOCTBEHHOCTH:

— xumenns — mMorennndectso (ct. 159 YK P®D), motnennnyectso
B cepe kpexntoBanus (ct. 159.1 YK P®D); momenumuectBo B chepe
kommbioTepaoit nadopmanun (ct. 159.6 YK PD), mpucsoenne u pac-
tpara (ct. 160 YK PD);

— WHBIE MPECTYIJIEHUs] TTPOTUB COOCTBEHHOCTU — BBIMOTATEJIb-
ctBo (ct. 163 YK P®), mpuunnenuve MUMyIECTBEHHOTO yiiepba
nyrem obmana u ssoynorpebienusi posepuem (ct. 165 YK PD),
YMBIIIJIEHHOE YHUUTOKEHUE WU TTOBPEXK/EHNE UYKOrO UMYIIEeCTBA
(c. 167 YK POD);

b) uudpossie npectymieHus B chepe 9KOHOMHUIECKOM e TETbHOCTH:

— TPECTYIIEHUs] TPOTUB WUHTEPECOB MPEAINPUHUMATEIBCTBA —
Hezakouuoe npegnpunnmareabcto (cr. 171 YK P®); nHe3akoHHbie
opranusaiiusi u nposenerue azaptueix urp (cr. 171.2 YK P®D); nesa-
KoHHast GaHKOBCKast fiesiTebHoCTh (cT. 172 YK PD); HesakonHoe moury-
yenue kpeauta (cr. 176 YK PD); neranusaius (OTMbIBaHUE) JE€HEK-
HBIX CPE/ICTB WX WHOTO UMYIIECTBA, MOJyYeHHBIX ITPECTYITHBIM ITyTeM
(cr.ct.174,174.1 YK PO);

— MPECTYIUIEHHs] TPOTUB CBOOGOIHOI U TOGPOCOBECTHOI KOHKYPEH-
1MUY — TIPUHYK/IEHNE K COBEPIIECHUIO C/IEJIKU UJIA K OTKAa3y OT €€ COBEp-
menus (cr. 179 YK PD); nesakonnoe UCIOJIb30BaHUE CPEJCTB UHIIM-
Bulyasu3aimy ToBapos, pabor u ycayr (cr. 180 YK PD); nesakonnoe
[oJiydeHue U pasrJallieHre CBEJCHUH, COCTABJSIONIUX KOMMEPUECKYIO,
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HaJIOroBYI0 Win GankoBckyio taiiny (ct. 183 YK P®D); nempaBomeproe
HCTIONB30BaHIe nHcalaepekoit napopmarmu (cr. 185.6 YK POD);

— WHBIE TPeCTyIUieHus B chepe IKOHOMUYECKON NeATeTbHOCTU —
danpcuduranusgs ExuHOro rocyaapcTBEHHOTO peecTpa IOPUANIECKUX
s, Peectpa BiajiesibIieB 1EHHBIX OyMar WJIM CHCTEMBbI JEMO3UTapHO-
ro yueta (ct. 170.1 YK P®); manunyauposanue poiakom (cr. 185.3
YK P®D); cosepiiierre BaJIOTHBIX OTEPAIUil 110 TIEPEBOMY JEHEKHBIX
CpPe/iCTB B MHOCTPAaHHOU BamoTe man BagioTe Poccuiickoit Dexpepa-
1MUY Ha CYeTa HEPE3UIEHTOB C UCIIOJIb30BAHUEM IMOJJIOKHBIX JIOKYMEH-
toB (cT. 193.1 YK P®); cOoKpbITHE [CHEKHBIX CPEACTB JUOO MMYIIIEe-
CTBa OPraHW3alUy WM WHAWNBUAYAJIbHOTO MPEANPUHUMATEIIS, 32 CUET
KOTOPBIX JIOJIKHO TIPOU3BOANUTHCS B3bICKaHWE HAJIOTOB U (1in) cO0poB
(ct. 193.2 YK PD); purrusroe bankporcrso (cr. 197 YK PD); ykio-
HEeHWUe OT yIIaThl HastoroB u (1in) c60poB ¢ pusuyeckoro Jjuia (cr. 198
YK P®); ykjIoHeHHE OT yIjIaThl HAIOroB U (1an) cO0poB ¢ opraHusa-
nuu (ct. 199 YK POD).

B mudpoBoM mpocTpaHCTBE CyIiecTBYeT peajybHas BO3MOKHOCTD
COBEPINEHNST BYX TPyl MUMPOBBIX MPECTYILIEHNH 3KOHOMUYECKO-
ro XapakTepa, B OCHOBE KOTOPBIX OOBEKT WJIM CHOCOO COBEPIIEHMS
npecrymieHnii. Tak, B 3aBUCKMOCTH OT €I1ocoOa COBEPIIEHUST 9TH TTpe-
CTYTIJICHUS MOXKHO Pa3/ieJIuTh Ha:

— TPECTYILIEHUs] C HUCIIOJb30BAHUEM IICUXOJIOTUYECKOTO BO3Ieii-
CTBUSI Ha YeToBeKa (0OMaH, BBeieHre B 320y KIeHUE, YTPO3bI);

— TPECTYILIEHUs], COBEPIITAeMbIe TTyTeM BO3EHCTBUS U UCIOJIH30-
BaHus UHpPoBOTO 060PYROBaHUS (KOMITBIOTEPHI, CMapT(HOHbI, MAPIIPY-
TU3ATOPbI U HHOE 000PYI0BAHIE).

Takoe aenexrie 00yCJIOBJIEHO, TPEKIE BCETO TEM, YTO B HEPBYIO
IPYIIy 9TUX MPECTYIJICHUH BXOMAT TaKue OOIIECTBEHHO OMaCHbIE
JIeSTHUSI, TIPU COBEPIIEHUU KOTOPBIX NMPUUUHSIETCS BPEJ TOJIBKO JIUIIIb
OCHOBHOMY HEIOCPEACTBEHHOMY OOBEKTY — HKOHOMUYECKHUM OTHOIIIE-
HusM. [lpu coBepiiennn mpecTyIieHU BTOPOI TPYMIIBI MPECTYITHUK
MIPUYUHSIET BPel KAk OCHOBHOMY (9KOHOMWYECKUM OTHOIIEHUIM ), TaK
U JIONOJTHUTETbHOMY OOBEKTY — OTHOIIECHUSIM, 110 TIPaBOMEPHOMY 1 Ge3-
OTIACHOMY UCITOJTh30BAHUIO KOMIBIOTEPHON MHMOOPMAIIHT.

udpossie mpecTyIieHNs TEPBOM TPYIIBI OTAUYAIOTCS TEM, YTO
[IPU UX COBEPIIEHUU IMPECTYIHHUKU B CBOUX IEJSIX UCIOJB3YIOT YK€
CYIIECTBYOIINE CaliThl, (hOPYMBI ¥ TOTOBOE MPOrPaMMHOE 0OecIiedeHueE.
VM HeT HEOOXOAUMOCTH COBEPIIATh HEIPABOMEPHBIH JOCTYII K KOM-
MbIOTEPHON HH(MOPMAIIUHU, OHU PabOTAIOT € TEM, YTO UM HPEIOCTABIISIET
1 poBoe MPOCTPAHCTBO caMo 110 cebe.

K TakoBbIM TpecTyniaeHusM MOKHO OTHECTH OCHOBHOHM COCTaB
morrerandectsa (cr. 159 YK PO), seimoratenseto (cr. 163 YK PO),
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HNPUYMHEHNE UMYIIECTBEHHOTO yiiepba 1myteM oOMaHa u 3J0ynoTpebiie-
uus josepuem (ct. 165 YK PD), pampcnduxanuio exuHoro rocymap-
cTBeHHOro peectpa iopuaudeckux jauil (4. 1 cr. 170.1 YK PD), nezakonnoe
npeanpuaumaresibetBo (cr. 171 YK PD), He3akonHOe HUCIIOJIb30BAHIE
CPEJICTB MHIMBUyaIH3aIMi TOBapoB, pabor u yeyr (cr. 180 YK PD),
HE3aKOHHOE pasrJiallieHue CBEJICHUId, COCTABJISIONMX KOMMEPUYECKYIO,
HAJIOTOBYIO Wi GaHKOBCKYIO Taiiny (4. 2 ct. 183 YK P®D), u apyrue.

Criocob6 coBepiieHUsT JaHHBIX IM(POBBIX MPECTYIJICHUH MaJio
YeM OTJIMYAETCS] OT CIoco6a COBEPIIEHNS aHATIOTHYHBIX MPECTYTICHUN
B MaTepuajbHOM MUPE: IPU MOIIEHHUYECTBE — 0OMaH JiO0 3710y moTpe-
GJieHre JIOBEpUEM; MIPU BBIMOTATEIbCTBE — Yrpo3a; npu (anbcubuka-
[[UK — TIPEOCTaBICHUE 3aBEIOMO JIOKHBIX IaHHbBIX U T. 1. OOMaH B 1iud-
POBOM ITPOCTPAHCTBE HECET TOT JKe XapakTep 00IIECTBEHHOI OMACHOCTH,
4TO U 0OMaH B MaTepuajbHOM MUPE, OJHAKO TEIEPb OHKM OCYIIECTBIISI-
I0TCSI IUCTAHIIMOHHO, TO K€ TPOSIBJISIETCS W C YIPO3aMU U C JAPYTUMU
paHee OrOBOPEHHBIMU CIIOCOOAMMU.

K 1mpectyruienusiM BTOPOIi IPyIIIbI CAeyeT OTHECTU MOIIEHHUYEe-
cTBO B chepe KommbioTepHoi nndopmarnn (cr. 159.6 YK PD), Brece-
HUe€ 3aBEJ0MO HEJOCTOBEPHbBIX CBE/IEHUI B PEECTP BJIAJIEJIbIIEB IIEHHBIX
Gymar 6o cuctemy genozutapuoro yduera (4. 2 cr. 170.1 YK PD),
HE3aKOHHOE TIOJIydeHUE CBEJIEHUI, COCTABJSIIONUX KOMMEPUYECKYIO,
HAJIOTOBYIO uin 6anKoBCKyto Taitny (4. 1 ct. 183 YK PD), u ap.

[Ipu coBepilleHUN JAHHBIX TPECTYIJIEHUN JIUIIO MOXKET HCHOJIb-
30BaTh CIICIUAJIbHBIC MTPOTPAMMBbI, O3BOJSIONINE OECIPENATCTBEHHO
OCYIIIECTBUTH HEMTPABOMEPHBIHN OCTYI K KOMIBIOTEPHON MHMOPMAIIUH,
GO MCIOJIb30BaTh BUPYCHI, TPOSIHCKKE POrPAMMBbl, KOMITBIOTEPHbIE
4YepBU U JPYTU€ BPEIOHOCHBIE TIporpamMmbl. Vcrosb3ys nanHoe Bpeno-
HOCHOE TIPOrpaMMHOE oGecriedeHre Mpyu COBEPIIEHUN 9KOHOMUYECKUX
MIPECTYTIEHUH B IU(POBOM cpelle, BUHOBHOE JIUIIO TTPUYUHSIET BPE
cpasy JByM OOBEKTaM — SKOHOMUYECKHUM OTHOIIECHUSM U OTHOIICHUSM
B c(hepe KOMITBIOTEPHOU NHGMOPMAITUN.

CiieqioBaresibHO, MOJI MPECTYIIEHUSIMUA 9KOHOMUYECKOTO XapaKTe-
pa, COBEPIIIAEMBIMU C UCIIOJb30BAHUEM ITU(PPOBBIX TEXHOJOTUIN CIEyeT
[IOHUMATb IIPECTYILIEHUS], COBEPIIAEMbIE AUCTAHIIMOHHO, ITyTEM UCIIOJTh-
30BaHUS CPEICTB KOMIIBIOTEPHON TEXHUKH, WH(MOPMAIIMOHHO-TEIEKOM-
MYHUKAI[HOHHBIX ceTeil, I(POBBIX TEXHOJIOTHI 1 0OPa30BAHHOTO UMHU
1U(POBOTrO MPOCTPAHCTBA, UMEIOIINUX POJOBBIM OOBEKTOM HKOHOMUYE-
CKU€ OTHOIIEHUSI.

PackpbiBasi 0cOOEHHOCTH COBPEMEHHOTO COCTOSTHUSI TPECTYILICHII
AKOHOMMUYECKOTO XapaKTepa, COBEPIIAEMbIX C UCIIOJIb30BaAHUEM ITUDPO-
BBIX TEXHOJIOTUI, BbISICHSIETCS], UYTO IPECTYILIEHUsI UMEIOT TEH/EHIIUIO
K pocty. Tak, Hampumep, TosbKo 32 2019 1. B 970l cepe 3apeructpu-
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poBano 294 ThIc. pecTyIieHuii, uto Ha 70 % GoJbiie, yem B 2018 . 13
HUX 98, 4 ThIC. 3apETUCTPUPOBAHHBIX MPECTYIIJICHUN OTHOCUTCS K KaTe-
TOPUH TSKKUX U 0C000 TSKKUX MPECTYIICHUH. Yiiepd oT XUIIeHHi,
COBEPIIEHHBIX C WCIOJb30BaHUEeM IU@POBBIX TexHosgornil B 2019 1.,
o ganasiM MB/I Poccuu, cocraBui 6osee 10 murpa py6aieii™, a packpbi-
BaEMOCTh 3TUX IPeCTyIIeHni coctaBuia 20,5 %',

[Tepsas mosoBuna 2020 1. Tak)kKe 03HAMEHOBANIACH POCTOM IIPECTY-
IJIEHUH C UCIIOJIb30BaHUEM MH(MOPMAIIMOHHO-TEJIEKOMMYHUKAITUOHHbBIX
TexHosoruit. Tak, TOJBKO 3a 5 MeCAIEeB 9TOTO TOJAA 3aPETUCTPUPOBA-
HOo 180,5 ThIC. IpeCcTyIIEHNWH, COBepIIeHHbIX ¢ 1an Ha 85,1 % GoJbiiie,
4YeM 32 aHAJIOTUYHbBIN TIePUO/L POIILJIOTO TOjla, U3 HUX KOJUYECTBO OCO-
60 TSDKKHMX MPeCTyIUIeHuit Bo3pocso Ha 66,3 % (16,7 Thic.), TSUKKUX —
ma 141,9 % (76,5 toic.). Bosbiasg yacTh U3 HUX COBepIeHa B (hIHaHCO-
BOIl u OaHKOBCKOU cepe, IPOTUB COOCTBEHHOCTU KaK IOPUANYECKUX,
Tak u (pusndecknx jauil u 1p. CiaenyeT OTMETUTDh BBICOKUI POCT Iuc-
POBBIX HPECTYIJICHUH TIPOTUB COOCTBEHHOCTH, BKJIIOYAOIINE MOIIEH-
HUYECTBO, TPUCBOEHUE WJIM PACTPATa, BBIMOTrATEIbCTBO, MPUYUHEHUE
HUMYIIECTBEHHOTO yiepba myTeM oOMaHa 1 3J10yoTpebIeH st T0BEpHeM
U YMBIILJIEHHOE YHUUYTOXKEHUE WU TIOBPEKIEHUE YY3KOTO UMYIIECTBA.

Tak, OCHOBHYIO JIOJIIO B IAHHOU TPYIINIEe 3aHUMAIOT JIESTHUS TPELyC-
motpennbie cT. 159 YK PO (Mormennndectso). M HecMOTpst Ha TO 4TO
B Tabsuite Ne 1 mpejicTaBjieHa CTaTUCTHKA 110 BCeM 3a(pUKCUPOBAHHBIM
(hakTaM MOIIIEHHUYECTB, UX JIOJIS B JIESTHUSIX, COBEPIIEHHBIX B ITUMPO-
BOIi cpezie BesinKa. bosbiiie momoBUHBI UM POBBIX MPECTYIICHUN «ITPO-
TUB COOCTBEHHOCTH COBEPIIAETCS C WCIOJb30BaHWeM ceTd VIHTepHeT
(102,2 toIc. — pocT Ha 74,1 % 1o cpasuenwio ¢ ATITIT), snauntemprast
YacTh — € MOMOIIbI0 MOOMIBHBIX TestechoHoB (76,6 Thic. — poct Ha 99,7 %
no cpaBHenuio ¢ AIITIT). Bonee nByx Tpereii mpecTymnaeHUi, coBep-
IIEHHBIX C WCIIOJIb30BaHUEM WHMOOPMAIIMOHHO-TEJIEKOMMYHUKAINOH-
HBIX TEXHOJOTWI MW B cdepe KOMIBIOTEPHON WHGMOPMAIUU, MPH-
XOJIUTCSI BCETO Ha JIBA COCTaBAa — KPaky W MolleHHUYecTBO»'”. Poct
Kpak, TOJBKO 3a stuBapb—mMait 2020 1. coctasu 158,2 %, 1Mo cpaBHEHUIO
¢ agajornynbM nepuogoM 2019 r. Ocoboe MecTo 3aHUMAET MOLIEHHN-
4eCTBO, COBEPIEHHOE B chepe KoMmmbioTepHoi naopmarun (ct. 159.6
YK P®), MOlIeHHUYECTBO C KMCIIOJIb30BAHUEM 3JIEKTPOHHBIX CPEJICTB

"' O6szop: MBJl: ymep6 or kuGepupecrymiennii B Poccum  IIpeBBICH
210 wurpa py6aeii [ Dnexrpornsiii pecype]. URL: forklog.com (nara obpamenus 17.02.2020 1.).

" KpaTkast XapaKTePHCTMKA COCTOSIHHSI HpecTymHocTH B Poccumiickoit denepamun
3a auBapb—aekadpb 2019 rona. MBJ[ Poccnn (nata obpamenns 17.02.2020 r.).

" Amammiveckuii Matepuan «CocTosHMe TIPECTYTHOCTH Ha TeppuTtopun Poccumii-
ckoit Meneparn B ycnopusx nangemun COVID-19 u tenzieHis ee pa3BuTUs 10 KOHIA
2020 rona // BHUW MB/I Poccun, Akanemus yrpasaenus MBJI Poccuu, 2020.
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mrarexa (ct. 159.4 YK PD), pocT KOTOPBIX TOJBKO 3a TEPBOE MOJTY-
rogue 2020 r. cocrtasun 138,8 %. B ¢Ba3u ¢ yeM HEOOXOAMMO OTMETUTD,
9TO «IU(pPOBHIE MOITEHHNYECTBA> COBEPIIAIOTCS B 67 % clydaeB U UX

194

J10JIA B YUCJI€ BCEX MOITEHHNYECTB IMMOCTOSAHHO YBEJIMYNBACTCA .

Tabuua Ne 1

Cr. YK PO Kox-Bo 3aper. Kom-Bo 3aper. Kox-Bo 3aper.
npect. B 2018 mpect. B 2019 mpect. B 2020
(6 mec)
159 192 040 219021 133780
159.1 7 383 7779 3744
159.3 4917 18 133 14 552
159.6 970 687 305
160 15452 15324 7994

Taxoe mpecTyiienne, Kak BBIMOTATENbCTBO, B IOCTENHEE BPEMS
MEepPeKUBAECT HOBBIH BUTOK CBOErO PasBUTHsI Osarogapsi 1udpoBomy
npoctpancTBy. IludpoBbie BbIMOTaTE M AEHCTBYIOT B pasHOoOpas-
HBIX BapuaHTaX MOJyYEHUs HE3aKOHHON NMPUOBLIN, HAYMHASL OT OTKasa
B 06CITY;KUBAaHUY TI0 BaXKHBIM HAITPABJICHUSIM JIESITEJIbHOCTH Pa3IMIHbIX
VIPEKICHUN 1 3aKaHIMBAs BBIKJIAAKON KOHMUIEHITUATbHON MHMOpMa-
uu (3a4acTyi0 HHTUMHOTO XapaKkTepa), HO Bce 9TH YXUIIPEHU COfiep-
JKat 0HO — TpebOBaHue OILIaThl 3a coBeplneHue (PasOIOKUPOBKY caii-
Ta) WM HecoBepiieHUe (HE BBIKJIAAKY WHTUMHBIX (DOTO) AEHCTBUIA.
Tounoe uncno nojau UAPPOBBIX BHIMOTATEIBCTB B JIOJIM BCEX BbBIMOTa-
TEJIbCTB CTATUCTUKOUN HE OIPEeJIeHO, OJJHAKO MOKEM IIPEATIOJIOKUTD,
4yTO ux noJs1 nocturaet 80 %.

Tabuua Ne 2
Cr. YK PO Kon-Bo 3aper. Kon-Bo 3aper. Kon-Bo 3aper.
npect. B 2018 mpect. B 2019 npect. B 2020
(6 mec)
163 5100 5384 2834
165 821 744 506

" Cocrosnue npecrymnmoctu B Poccun 3a sausapb — mionb 2020 roga / TV npasosoit

CTAaTUCTUKHU U I/IHCI)OpMaHI/IOHHI)IX TEXHOJIOTHUI.

172



[Toce kpymHoMacmTaGHOW KOMIAHUU TOCYAAPCTBA, HallpaBJICH-
HOH Ha JIMKBUIAINIO UTPOBBIX 3aBe/leHNN Ha Tepputopuu Poccun 1ud-
poBoe mipocTpaHcTBO (VHTEpHET), 170 BO3MOXKXHOCTh aKTUBU3UPOBATh
HE3aKOHHYIO JIeSITEIbHOCTh UTPOBBIX KaszuHO. /laHHbI OM3HEC PUHO-
CUT KOJIOCCAJIbHBIE JIOXOJIbl U HE YAUBUTEJIBHO, YTO OH BOCIIOJIH30BAJICS
BO3MOKHOCTSIMU IIU(PPOBOTO IPOCTPAHCTBO. [{0JIs1 TAKUX 3aperucTpupo-
BaHHbIX [IPECTYIUICHHIA B 001IEil CTPYKTYPe pacCMaTprBaeMOM IPYIIITbI
cocrasJsier 64 %.

He yauButenbHO, 4TO 3HAYUTETBHYIO JIOJIO B PaccMaTpUBAEMON
rpyIie TPeCTYIUIEHUH COCTABJISIOT WMEHHO JesHUsI, OTHOCSIIUECS
k cr. 180 YK PO®. TlepeHoc oTHoIIeHMT B 06JACTH KYILUIA-TIPOIAKI
B 1(PPOBOIT MUP SIBJISETCS TPEHIOM HACTOSIIIETO BPEMEHH, 3TO 00y-
CJIOBJIEHO 9KOHOMMWYECKOW BBITOJION TakoW TOprowin. KosoccaabHbIN
00beM TPOJAKU Yepe3 UHTEPHET MO3BOJIMI MPECTYITHOMY MHPY BOC-
MOJIb30BaThCsI ATUMHK MTPOIECCAMU U JIJIST YBEJTMUYECHUsT TPUOBLIN HeJe-
TaJbHO UCIIOTH30BATH UY>KON TOBAPHBIN 3HAK.

IIpenmeT nmdpoBHIX NMPECTYIICHUN MOKET OTJIUYATHCS OT TIPeJi-
MeTa aHaJIOTUYHBIX MPECTYIJIEHU, COBEPIIAEMBbIX B MaTEPUAJbHOM
MUpe, U UMeTh cBou ocobeHHocTH. [TockobKy 1mrdpoBoe MpocTpaH-
CTBO SIBJISIETCSI HEKOH BUPTYaJbHON PeajbHOCTBIO, TO Takue oOIie-
CTBEHHO OIIACHBbIC JesHUs, Kak, Hampumep, xuigeHus (cr.ct. 159,
159.6, 160 YK P®), e mMoryT OBITh HANPaBJIEHBI HA U3BSATHE KOH-
KPETHBIX MaTepHaJbHBIX TIpeaMeToB (OyMakHUK, TeedOH, aBTO-
MOOWJIB), MOCKOJBKY OHU CYIIECTBYIOT B IU(MPOBOM IIPOCTPAHCTBE.
OpHaKo JMaHHbBIE MPECTYIIEHUST MOTYT OBbITh HAIlPaBJIE€HbI Ha JPYTHUe
peaMeThl, obJaganme Takol jKe 9KOHOMUYECKOH 3HaYMMOCTbIO,
CyIIeCTBOBaHUE KOTOPBIX BO3MOXKHO B IM(poBoil cpene (Oe3Hasmy-
HBle U 9JIEKTPOHHBIC JIeHEKHBIC CPE/CTBA, KPUITOBaIOTa). B TO ke
BpeMsi uPOBOE TTPOCTPAHCTBO JIAET JOCTYI K TAKUM MaTEPUAIbHBIM
npejMeTaM, Kak KOMITbIOTED, TJIAHIIET WU CMapT(OH, KOTOPbIe MPU
OTIpe/leJIEHHBIX HABBIKAX MOKHO YMBIIIJIEHHO MOBPEAUTb WJINU BOBCE
yHUITOXRUTD (cT. 167 YK PD).

DJIEKTPOHHbBIE JEHbIU 00IaAAI0T IKOHOMUYECKON U IOPUAMYECKON
3HAYUMOCTbIO, OJTHAKO MX HEJIb3sl TOTPOraTh, IOCKOJIbKY OHU JIUIIEHBI
KaKoro-J1mb0o MaTepraJbHOTO BBIPAKEHHUST — 9TO JIMIIb JACHEKHOE 00s13a-
TeJIbCTBO, 3aMKUCh O KOTOPOM XPAaHUTCS B 9JIEKTPOHHOU (hopme. B cBs-
31 C 9TUM COBEPIIUTH KPAKy 3JEKTPOHHBIX JIEHET HEeJb3sI, TOCKOJIb-
Ky UX (PU3NYECKH HEBO3MOKHO U3BSITh, OMHAKO MX MOKHO OOPaTHUTh.
[Ipu 2TOM HPUYKMHSIETCS peasibHbI yIepO OTHOIIEHUsIM COOCTBEHHO-
CTH, @ 3HAYUT, DJIEKTPOHHBIE JAEHBTU MOTYT OBITH MPEAMETOM XHUIIEHHS
(OCHOBHOII cOCTaB MOIIIEHHUYECTBA, MOIIEHHNYECTBA B chepe KOMITbIO-
TepHOI MH(MOPMAIINH, TIPUCBOEHUST TUOO PaCTPaThI).
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CieoBaTesIbHO, TAKOW TPU3HAK TIPEAMETa XUIECHUS, KaK MaTepu-
JIbHOCTDb, B IIU(DPOBOM MPOCTPAHCTBE CTAHOBUTCS BECbMA YCJOBHbBIM.
[TudpoBoe IpoCTPaHCTBO a priori He MaTepUAAbHO U JIOOOH IIpeaMeT
BHYTPHM HErO TakKKe MarepuajbHbIM OBITH HE MOJKET. IDJIEKTPOHHBIE
JIEHbTU, C TEXHUYECKOUN TOUKHU 3PEHUSI, — HTO JIUITb COBOKYITHOCTh HYJIei
U eJIMHUII, OJJHAKO UMEHHO OHM JIAI0T UX 00JIaIaTe/II0 NMYIIeCTBEHHbIE
npasa (1udposbie mpaBa)'”, OHU MOTYT TIPUHAJIEKATh TPAXKIAHUHY,
OpraHu3alui WK TOCYJAPCTBY U MOTYT IIPUHUMATHCS KaK CPEICTBO
mateska B Poccutickoit Deepaiiuyt 1 MHOXKECTBE JAPYTUX CTPAH.

OTmmuyntelbHOR 0COOEHHOCTHIO BCeX IU(POBBIX MPECTYILICHII
SIBJISIETCSL JIMCTAHIIMOHHBIN CcII0co0 uX coBepiieHus. Takue mpecTyr-
JIeHUsI TPUHIMIUAIBLHO OTJIUYAIOTCS OTCYTCTBUEM (DU3UYECKOTO WJIN
[IPOCTPAHCTBEHHOTO KOHTAKTa MEK/ly BUHOBHBIM U rtoTepriesiium. [1pe-
CTYITHUK MOKET COBEPIIUTH XUIeHNe 13 OaHKa, PACIoJ0KEHHOTO B IPY-
rOil cTpame, He BBIXO/IS U3 JIOMA, TOJIBKO C UCIIOJIb30BaHUEM ITH(POBOTO
IIPOCTPAHCTBA.

JlycTaHIIMOHHOE COBEPIIEHIE TPECTYIIEHIS He CHUKAET ero o01e-
cTBEHHOH omacHoctu. IIpencraBisiercs, 4To Takoil c1ocob, HaobopoT,
npeamnosaraer 6ojiee Cepbe3HbIl MOAX0/ K MJIAHUPOBAHWIO U Peansa-
[[UK TIPECTYITHOTO yMbIcaa. Tak, st TOro, 4ToObl COBEPIIATD, HAIPHU-
Mep, MOIIEHHIYECTBO MyTeM 0OOMaHa WK 3JI0YIOTPEOICHUST IOBEPUEM,
[IPECTYITHUK MOJKET 3aPErUCTPUPOBATHCS B HECKOJIBKUX COIMAJIBHBIX
CeTSIX MO/l PAa3HBIMU UMEHAMHU U B T€UEHUE TIPOIOJIKUTETLHOTO BPEMEH!
BeCTH OOIIEHIE ¢ HUYEro He MOA03PEBAIOIMMHU TIOTEPIEBIINMHE, U TOJIb-
KO TI0CJIe TOTO, KaK OH TOJIHOCTHIO 3aBJIAJIEET UX JIOBEPUEM, TIOIIPOCUTD
JieHer 1 0OMaHyTh.

JIMCTaHIIMOHHBIN €IIOCOO COBEPIIEHUST TPECTYIICHUST TT03BOJISIET
He OCTaBJISITh (DU3UUYECKUX CJIEIOB, UTO 3aTPY/IHSIET MIPOIIECC JI0KA3bIBA-
HUs U BbISIBJIEHUSI NIPECTyIHUKA. Bce 4To octaercst mocjie CoBepIieHus:
GOMBIIMHCTBA IU(MPOBBIX TPECTYIIEHUH — 9TO 3aIMCH Ha KOMITbIOTEPE
noTtepreBmiero u 3amnucu ero VHTepHeT-mpoBaiisepa. EnuncTBeHHOE,
YTO TaKKUM 0OPa3oM MOKHO BBISIBUTH, — 9T0 [P-azpec.

Taxke IMCTAaHIIMOHHBIN CIIOCOG COBEPIIEHUST TPECTYILICHUS T03BO-
JISIET IPECTYITHUKAM OCTaBaThCsl aHOHUMHBIMU ¥ CYOBEKTHBHO 4yBCTBO-
BaTh ceOsl 3alUIIEHHBIMU OT MTPaBOOXPAaHUTEIbHBIX OpraHoB. ITorep-
MeBIIve He MOTYT ONMUCATh HU MPUMEPHBIN BO3PACT, HU POCT, HU TIOJ
TIPECTYITHUKA.

O unpposbIX GUHAHCOBLIX aKTUBAX, HU(POBOIl BamOTe 1 O BHECEHHU HU3Me-
HEeHWH B OT/IeJIbHbIE 3aKOHOzaTesbHble akThl Poccuiickoit Mexeparun: deep. 3akoH
ot 31 uionst 2020 r. Ne 259-D 3. loctym u3 crpas.-1paBoBoil cucteMbl «KoHcynbrant-
[Lntocs. Cr. 1.
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12.2. TpuYMHHDbIN KOMNAEKC U NpeAynpexaeHue
3KOHOMMUYECKOMW LUMPPOBOM NPECTYMHOCTH

PesybTarhl anasmnsa uccjieloBanus IPUUYUHHOTO KOMILJIEKCA, OIIpe-
JeJieHrne 0COOEHHOCTH MTPECTYITHOTO MOBEACHUS IMYHOCTH TIPECTYTHUKA
KaK OCHOBHOTO 3B€Ha MEXaHU3Ma IPECTYITHOTO MOBeAeHMsI, HCOOXO0IUMO
JUIsT IOBbIEHUST 3(D(MEKTUBHOCTU TIPELYTIPEKICHUS KAK B 1I€JIOM IIpe-
CTYITHOCTH, TaK W oTAenabHbIX ee BumoB. [lo muenuto T.B. [lurkesuy,
«IKOHOMHYECKast MPECTYITHOCTD, KaK W IMPECTYITHOCTh B IEJIOM, 00Y-
CJIOBJIEHA CJIOKHBIM B3aMMOJIEWCTBUEM PA3JIUYHbBIX COIUAJIBHBIX (haK-
TOPOB, HAXO/SNIUXCS B PA3JIMYHBIX chepax U Ha Pa3IUYHBIX YPOBHSIX
JKU3HEIESTEIBHOCTH OOIIECTBA, TO9TOMY CHU3UTh YPOBEHb HKOHOMU-
YECKOU TPECTYITHOCTH MOKHO, TOJIBKO OJTHOBPEMEHHO CHUKAsI YPOBEHb
JETEPMUHAHT, €€ MOPOK/AAIONINX, HO PEHICHUIO 3TUX MPOOJIEM IOJKHO
CII0COOCTBOBATD MPEAYIPEKICHUE IKOHOMUYECKOM MTPECTYITHOCTH .

WsBecTHO, UTO BCE JIETEPMUHAHTBI TPECTYITHOCTH, B TOM YHCJIE
U H9KOHOMUYECKOW 1U(POBOIT TPECTYITHOCTH, HOCIT KaK OOBEKTHBHBIIA,
Tak U CyOBEKTUBHBII XapaKTep W KJIaCCU(DUIUPYIOT 1O COAEPIKAHUIO:
COIMAJIBHO-TIOJIUTUYECKHUE,  COLMAIbHO-9KOHOMUYECKHUE,  [IPABOBbIE
u ujpeosorundeckue. Takast kimaccudukaius JAeTEPMUHAHT dKOHOMUYE-
CKOM TIPECTYIMHOCTH «ITO3BOJIUT 00bSICHUTH ITPOUCXOKIEHIE, TPOIIECCH,
MOPOK/IAIOIIKE TTPECTYITHOCTh, YCTAHOBUTD (DAKT CBSI3U MEKIY NPUUM-
HOM U CJIEJICTBUEM U UCIIOJIb30BaTh [TOJIyYeHHbIE JAHHbIE B XO/I€ TIO/ITO-
TOBKHU MPEYTIPEAUTENbHBIX Mep> .

Bce nmerepmMuHaHTBI 3KOHOMHWYECKOW IUGPOBON MPECTYITHOCTU
MOKHO TaKyKe Pa3/iesIuTh Ha:

— obIue JeTepMUHAHTBL 9KOHOMHUYECKON IMPECTYIHOCTH — 3TO
COBOKYITHOCTb TIPUYUH U YCJIOBUI, XapaKTEPHbIX KaK JJisI 9KOHOMUYE-
CKOM 1U(POBON MPECTYMHOCTU, TaK U [JIT BCel 9KOHOMUYECKON TIpe-
CTYITHOCTH B 1[€JIOM;

— crernuaJbHble JCTEPMUHAHTHI 9KOHOMWYECKON IM(POBOM TIpe-
CTYITHOCTH — 3TO COBOKYITHOCTD IIPUYUH U YCJIOBUI, XaPAKTEPHbBIX JIUIIb
IIJIT 3KOHOMUYECKOU 1T POBOH MPECTYITHOCTH.

Cuemyer yaeaurb ocob0e BHUMaHUE CIEIUATBHBIM J€TEPMUHAH-
TaM 9KOHOMUYECKOMN GPOBOI MPECTYITHOCTH, KOTOPbIe 00YCJIOBJICHBI,
B [IEPBYIO OYePe/Ib, 0COOEHHOCTSIME IU(PPOBOTO MTPOCTPAHCTBA U UHDOP-
Mal[MOHHO-TEJIEKOMMYHUKAIIMOHHBIX TexXHoJoruii. Vcrnomb3oBanne Bo3-
MOKHOCTEH HMPOBOTO TPOCTPAHCTBA 0OJIErYaeT MPOIEece COBEPIIEHIS

" C6opHITK M36PAaHHBIX JIEKIMiT 10 KPUMHHOIOTHH / TIOJ Pefl. A-pa I0pHJL. HayK, TIpo-
teccopa T. B. [lunkesny. Mocksa: [Opmutumdopm, 2020.
7 Tam awce.

175



MPECTYIJIEHUST Ha Ka)K/IOM 3Talle, MO3BOJISIET OCTABATHCS AaHOHWUMHBIM
U He TIPUBJIEKaTh K cebe JuIHee BHUMAHKUE CO CTOPOHBI MPaBOOXPaHNU-
TEJILHBIX OPraHOB, CHUKAET PUCK ObITh ToiiMaHHBIM. K TakoBbIM ciie/y-
€T OTHECTU:

— aHOHUMHOCTH UM POBOTO MTPOCTPAHCTBA, MH(MOPMAITMOHHO-TEIEe-
KOMMYHUKAITHOHHBIX CeTell M caMUX I0Jib30BaTesiell 1@ poBoro mpo-
CTPAHCTBA SIBJISIETCS] OJIHUM U3 OCHOBHBIX JIETEPMUHAHT BO3HUKHOBEHUS
nndpoBoil npectynHocTH. Ecam B MarepuasbHOM MUpPE MTPECTYITHUK
CKPbBIBAET CBOE JIMIIO WM TIPUKJIAABIBACT ONPEIeJCHHbIE YCUIIUsL, YTOOBI
HE OCTaBJISATH CJIEJIOB COBEPIIEHUS MIPECTYILIEHUS, TO B IIU(DPOBOM TIPO-
CTPAHCTBE 9TO YKE C/IEJAHO 32 HETO;

— aHOHUMHOCTH IU(POBOTO MPOCTPAHCTBA — ITO OCHOBHOW MPUH-
1T ero CyliecTBOBaHUs. Bce moJsb3oBaTenu CalToB, (DOPYMOB WJIH
COIMAJIBHBIX ceTell B ITU(MPOBOM IIPOCTPAHCTBE M3HAYAJIBHO HE UMe-
10T HM UMEH, HU BHEIIHEro Bujia — OHU 3(heMepHbl, U HePeIKo UHDOP-
MaI[MOHHbIE PECYPChI CAMU IPUCBAUBAIOT TAKUM IOJIb30BATENSIM MM
«anonymous», TO eCTh AaHOHUM.

Crenyionuii ypoBeHb aHOHUMHOCTHU — 3TO COKPBITUE CBOUX TeX-
Hudyeckux ganabiX (IP-azpec, Homep mopra KoMmITbloTepa, TOTOKA JaH-
HBIX ¥ 1p.). Takum 06pa3oM, CO31a0TCs Iejible aHOHUMHbIE HH(POP-
MalnoHHO-TeJTeKoMMyHuKaImonaeie cetu («TOP», «ANts P2Ps,
«Freenet»).

3aperucTpupoBaBIIMCh MO YYKUM HMEHEM, J000i MoxkeT Oe3-
HaKazaHHO 0OMaHBIBaTh, COBEPIIATh AaHOHUMHBIE TLTATEKU U TIEPEBOIBI
JICHESKHBIX CPEJICTB, COBEPIIATH XUIIIEHUS], BLIMOTaTEIbCTBA U UHBIE 9KO-
HOMUYECKUE IIU(POBbIE TTPECTYTLIEHUS.

AHOHUMHOCTH B 1M(MPOBOM TIPOCTPAHCTBE SIBJSIETCS OCHOBHBIM
NETEPMUHAHTOM TM(POBBIX TPECTYIJICHUN U (HPAKTOPOM BBICOKOTO
YPOBHSI JIATEHTHOCTH TIPECTYITHOCTH B 1upoBoM 1pocTpancTie. [Ipes-
cTaBJisieTcst, 4To Hanbosee apheKTUBHON MePOI TPOTUBOACHCTBIS TaH-
HOU 1pobJieMe SIBJISIETCST TIEPCOHANM3AIMS 0CTyNa B I poBoe 1po-
CTPAHCTBO IIyTEM Pa3BUTHUS ¥ BHEAPEHUSI GUOMETPUYECKIX T€XHOJIOTHI
(ckaHepa OTIIeYaTKa MaJblleB, CKaHepa JIUIA MOJIb30BATE ).

HecosepiiieHCTBO 3aKOHOAATENBCTBA CO3/IAET YCJOBUS JIJIsl CYIIe-
cTtBoBaHUA MGMPOBON TpecTynmHOCTU. OTEeUeCTBEHHBIN 3aKOHOIATETh
4YaCcTO He yCIIeBAeT OTBETUThH HA HOBbIE BbI30OBBI IIM(POBBIX TIPECTYITHH-
koB. CKOpOCTb Pa3BUTHSI IIU(DPOBOTO MIPOCTPAHCTBA U CKOPOCTH, C KOTO-
POIi MOSIBJISIIOTCSI HOBBIE CIIOCOOBI COBEPIIEHSI TPECTYIICHHIA, TIPEBbI-
1I1aeT CKOPOCTh PearupoBaHus Ha HUX CO CTOPOHbBI TOCYIaPCTBA.

ITpo6enl 0TEeUeCTBEHHOrO 3aKOHOAATEIbCTBA B 00JIACTH IPOTUBO-
nercTBUSA MUMPOBOI MPECTYITHOCTU CO3/IAI0T YCIOBUS I YXOa BUHO-
BHBIX OT OTBETCTBEHHOCTH, (POPMHPYsI TEM CaMbIM YyBCTBO Oe3HaKa3aH-
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HOCTH 32 COJIESTHHOE, KOTOPOE U MOOYIK/IaeT XaKePOB Ha COBEPIIEHIE BCE
HOBBIX ITPECTYIIJICHUT.

IDKCTEPPUTOPUATHHOCTD NN(MPOBOTO TTPOCTPAHCTBA ABJSIECTCS BAK-
HBIM JCTEPMUHAHTOM CYIIECTBOBAHUS 3JKOHOMUYECKUX ITH(POBBIX
npecrymsennii. [lpecryrienusi, coBepiiaemMbie ¢ UCIIOJb30BAHUEM CETU
VIHTEepHeT, HEePeAKO MOANAAAIOT M0/ HECKOJIbKO FOPUCAMKIIIT Oraroma-
pst ee TII06ATIBHOI ¥ MEXKTOCYIaPCTBEHHO TIPUPO/IE.

Tak, pecTymnHrKa U MOTEPIEBIIET0 MOTYT PA3/EIsaTh OT HECKOJIb-
KUX METPOB JI0 HECKOJIBKUX ThICSY KIUJIOMETPOB, XOTSI B IIU()POBOM TIPO-
CTPAHCTBE OHU MOTYT OBITH OCTOSTHHBIMHE TIOCETUTEJISIME OJTHOTO U TOTO
JKe caifTa WK COMAJIbHOU ceTH. B TO ske BpeMsl TOTepIeBIIe OT OHO-
ro 1UMPOBBIE MPECTYIIEHUS] MOTYT UCUUCISATHCS JECSATKAMU UJIH COT-
HSIMU, TIPU 9TOM OHU TaK K€ MOTYT IIPOKUBATH B PA3HBIX CTPAHaX MUPA,
KaK ¥ CaMU [IPECTYITHUKH, €CJIM OHU JielicTBOBaIU B coydacTuu. CyObek-
TUBHO BWHOBHBII CYMTaeT OOIIECTBEHHO HE3HAUYMMBIM TaKoe JIesTHUE,
KaK XWIIeHHE 3JIEKTPOHHBIX MM Ge3HAJINYHBIX JIeHeT Y WHOCTPAHIIA,
nia oOMaH TpakIaHuHa JAPYroi crpanbl. ToT (akT, 4To JHUIO COBEp-
11aeT MPeCTyIUIeHue TIPOTUB MHTEPECOB MHOCTPAHHBIX TPAXKIAAH WJIN
opraHusanuii, cyObeKTHBHO CHIUMAET ¢ HETO OTBETCTBEHHOCTDh U Pa3Bsi-
3biBaeT pyku. Il poBoe mpocTpancTBO caMo 1o cebe IKCTEPPUTOPUAITb-
HO — B HEM HET I'PAHUIl, HET FOCY/IAPCTB, HO €CTh CalThl, (POPYMBI U UX
0JIb30BATE/IM MHOCTPAHIIbI, KOTOPBIX MOKHO OOMaHyTh I 0GOKPACTb.

Jlannas mpobJieMa CHJIBHO YCIIOKHSIET PaboTy CJIEICTBHS, TOKA3bI-
BaHUe, TPOIECC IKCTPAAUIMK W TIOPOKAAET MPOOIEMy KPUMUHAIN3A-
nuu pestaust. HekoTopbie 9KOHOMUYECKUE TTPECTYILIEHUSI, COBEPIIAEMbIe
B nudpoBoM TpocTpaHcTBe B Poccuu, b0 BOBCe HEe KPUMUHAIU3MU-
poBaHbl, JUOO SBISAIOTCS aIMUHUCTPATUBHBIMU [PABOHAPYIICHUSIMH.
BosmoskHa u obpatHasi mpobjieMa: KpUMUHAJIU3UPOBaHHbIe B Poccum
00IIECTBEHHO OITACHBIE IESTHUST MOTYT HE SIBJISITHCS TAKOBBIMU B JIPYTUX
CTpaHax.

EnuHCcTBeHHBII Ty Th PellieHnst TaHHON TIPOOJIEeMbI 3aJI05KEH B MEXK-
JlyHAPOJIHOM COTPY/IHUYECTBE.

B03MOKHOCTD TIOJTydeHHs] CBEPXIPUOBLIA TIPU  MUHUMAJTbHBIX
3aTparax B IU(MPOBOM IIPOCTPAHCTBE — OJIHA U3 OCHOBHBIX COIUAJIBHO-
AKOHOMUYECKUX MPUINH 9KOHOMUYECKOH MMMOPOBOI TPECTYITHOCTH.

B croxuBimeiicss o6cTaHOBKE COKpaLleHUs TPaAULUOHHBIX (HOPM
TPYIOBOI IESITEJILHOCTH W TUKTYIOIIEH HeOOXOAMMOCTh TIepeBo/ia 3Ha-
YUTEJIBHOW YacTH HaceJeHHWsl Ha yjaajeHHble (opMbl pabOThI, a Tak-
JKe OCO3HAHWST BO3MOYKHOCTH TOJIYYEHUS] JIOXOM0B B U(MPOBOM MUPE
BBIHY KIaeT 00IIECTBO TOJIydaTh CIEIHaJbHbIC 3HAHUS M aKTHBU3HPO-
BaTh CBOIO JIESITEJNBHOCTb B UG poBOoM 1poctpancTBe. OnHu 3aHMMa-
I0TCST 3AKOHHO JIESTEIbHOCTDIO, IPYTUE UIIYT JIEFKUU [TyTh — PECTYII-
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HBIN (OPTraHU30BBIBAIOT CAUTHI-KA3WHO, 3aHUMAIOTCS MOMIEHHUYIECTBOM,
BBIMOTATEJIbCTBOM, B3JIOMOM AaKKAayHTOB TI0JIb30BaTe/IeH, XUIIEHUsI-
MU OO0 TOProBJeil BPEOHOCHBIMU TIporpaMMaMu). MHorue xakepbl
32 HECKOJIBKO JIHEH CTAHOBSITCS MUJIJTUOHEPAMHU.

YuutpiBasi aHOHUMHOCTh M TPAHCTPAHUYHOCTH ITUMPOBOTO IPO-
CTPAHCTBA, & TAKXKE MHOKECTBO TEXHUYECKUX YSIBBUMOCTEI MOCJIE/IHETO,
JaHHOE OOCTOSATENBCTBO MOKET SIBJISITHCS KaTaln3aTOPOM, TTOOYKIAI0-
ITUM K [IPECTYIHOM JeSITEIbHOCTH OT/I€/IbHbIE TPYIIIIbI HACETEHUSI.

Jlannyio mpobsieMy, MOKHO PeliuTh MPOMUIAKTUKON 1 POBOI
MPECTYITHOCTH CPEN HACEJEHUsI IIyTeM OO0IIeil TPEBEHIK YTOJOBHOTO
3aKOHA.

Texuuyeckoe HecoBepIIeHCTBO MTUGPOBOTO TPOCTPaHCTBA. TexHu-
YecKoe HEeCOBEPIIEHCTBO NU(POBOrO MPOCTPAHCTBA U HAJTUYUE B HEM
TEXHUYECKUX YS3BUMOCTEH, JIa3eeK M MPOCTO OMMUOOK CBOAUT Ha HET
MIOUTH BCE MEPBI TPOTUBOAEUCTBUA MM POBOI TPECTYITHOCTH.

OtcyrerBue 1mudpoBOH KyJbTYPhl U TPAMOTHOCTU. B 1udpoBom
[IPOCTPAHCTBE OTCYTCTBYIOT KAaK TAKOBbIE IIPABUJIA TIOBEJIEHUSI, OITO-
My MHOTHE a[MUHUCTPATOPHI CATOB WK (DOPYMOB BBIHYKIEHbBI TIPU-
JlyMbIBAaThb CBOMU, IIPU ITOM CAHKI[UU, KOTOPbIE MOKET HAJIOKUTH aJIMU-
HUCTPAINS, OTPAHITYEHbBI TPEAYIPEKAEHUSIMI, OTPAaHUIECHUEM JOCTyTa
u OIIOKMpOBaHUEM JOCTyNa K pecypey («bam»). Takue cankimuu siBiisi-
0Tca Masoa(hEeKTUBHBIMU, TTOCKOJBKY KOJTMYECTBO CXOMHBIX CANTOB
B 1IU()POBOM IIPOCTPAHCTBE JOCTATOYHO BEJIUKO, U €CJIU HA OJTHOM caiiTe
HapymmTesist 3a6JI0KUPYIOT, TO OH MOKET CBOOOIHO 3aperuCTPUPOBATD-
cs1 Ha JIPYTOM, JTUOO MOKET 3aHOBO 3aPErUCTPUPOBATHCS Ha 3a0JIOKHPO-
BaHHOM caiiTe MO/ APyruM umeHeM. B atom miane 6osee ahdexTuBHa
GJIOKMPOBKA He TOJIb30BaTe s, a ero [P-aapeca, 0HAKO M 9TOT 3aIpeT
MOKHO OGOWTH TOCPEACTBOM CIHEMUATIBHBIX MPOrpaMm, JubO0o ocyiie-
CTBUB JIOCTYII C JIPYTOTO YCTPOMCTBA.

EnuncrBeHHbiM 9 (hEKTUBHBIM  PeIlleHeM [TaHHOW TIPOOJIeMbI
SIBJIsIETCS TIPodUIaKTHKA WHOOPMAIIMOHHON GE30MTaCHOCTH CPEIN Hace-
sennst. Heo6xoanmMo puBHUBaTH OCHOBHBIE TIPaBUJIA TIOBEICHUS B IIH(D-
POBOM IPOCTPAHCTBE C MAJIBIX JIET, HAIIPUMED, ITPOBO/IS CIIEI[UAIbHbIE
3aHSTHS B CpEJHEN TTKOJIE.

OTcyTCTBUE €IMHBIX M YEeTKUX IIPABUJ TOBeJIeHUs B 1(MPOBOM
[IPOCTPAHCTBE MPHUBEJIO K TOSIBJCHUIO HOBBIX CYOKYJIBTYP, TaKMX Kak
cyOKyJIbTypa XaKepoB, KHOEPIUPATOB U MHOTHX JPYTHX.

CyOkyabpTypa XakepoB (B3JIOMIIUKOB) TaKiKe UMEET 3HAYUTETHHOE
BJIMSIHUE Ha BCIO MU(POBYIO MPECTYIMHOCTh — TO CBOEOOPA3HOE TIPO-
JBYCKeHME 00pasa *KU3HU M IIEHHOCTEH KOMITBIOTEPHOTO TPECTYIMHUKA
B IIIMPOKHE MACChl, PEKJIaMa, JIeJIaiomiast MPeCTYIHbIH MyTh IPUBJIEKa-
TeJIbHBIM.
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OO6111eCcTBO HE BUAUT YIPO3bI CO CTOPOHBI XaKEPOB, CUNTAS UX JICsI-
TeJIbHOCTh UHTEPECHOU U yBJeKaTeJbHOU. /[aHHOEe MHEHME CKJIaIbIBa-
€TCs1 y PSIIOBOTO 10JIb30BaTe s IIU(POBOTO MPOCTPAHCTBA JI0 TEX TIOP,
[I0Ka OH He CTaHeT JKePTBOU Takoro xakepa. IIpu aTom 3ansiTue xakep-
CTBOM Y3Ke HepecTano ObITh HEKUM Pa3BJIEYEHUEM, a SBJISICTCS CEePbes-
HbIM UCTOYHUKOM J[OXO/IA.

CJ105KHOCTD BBISIBJIEHUST M KBauuKanuu aesunii. Jlanusiii hakt
TOBOPUT O TOM, YTO MHOTHE COTPYIHUKHU MPABOOXPAHUTEIbHBIX Opra-
HOB, BIIEPBbIE CTOJIKHYBINNECS ¢ IU(MPOBBIM MPECTYILICHIEM, He 00Jia-
AT HEOOXOAUMBIMY 3HAHUSIMH, KaK M0 WX KBaJIU(DUKAINU, TaK ¥ 10
[IOUCKY U TPUBJICUYEHUIO K OTBETCTBEHHOCTU BUHOBHBIX, UTO MIPUBOJUT
K BBICOKOMY YPOBHIO JJATEHTHOCTU 1TU(DPOBO MPECTYITHOCTH.

Vmio3ust He3HAYMTEILHOCTH yIepOa [Jist TIOTEPIIEBIIETo, 0 CpaB-
HEHUIO ¢ TPOOIEMaMK, KOTOPbIe MOT'YT BO3HUKHYTH ITPH PACCJICIOBAHU.
[Toxoxkasi mpuumMHa CyHIECTBYeT M B TOM CJIydae, €CJId IOTEPIEBIINM
OyJIeT SIBJISATHCS KPEANTHAST OPraHU3allis: paccieoBaHue GOJIBITMHCTBA
BUJIOB IIH(PPOBBIX MOIMIEHHUYECTB 3aTPYAHSAETCS OTCYTCTBHEM HEOOXOIU-
Mo# mHbOopMaIH 0 haKTax COBEPIIEHUST TAaKUX IMPECTYILUIEHUN OT Kpe-
JIMTHBIX OPraHU3allnil, TaK KaK MHOTHe OaHKH, OMTAcasiCh 3a CBOIO JI€TOBYIO
peIyTaIiio, KpaitHe HEOXOTHO 0GPAIIAOTCs 32 TIOMOIIIBIO B TIPABOOXPaHMU-
TeJibHbIE Opranbl. [IpeacTaBuTesn OM3Heca 4acTo yTauBaoT (hakThl XHUIIe-
HUiT 1 Kubep-aTak, onacasich IPUIMHEHUS BPE/la CBOEH peryTainm.

Cuietyer yie/IuTh BHUMAHUE U XaPAKTEPUCTUKE JIMUYHOCTU [IPECTYTI-
HUKA, TIOCKOJIbKY OHA SIBJISIETCS] BAXKHON YaCThIO TOHUMAHWS CAMOTO SIBJIE-
Hud 1udpoBoii mpectymHOCTH. [loydeHHbBIE TaHHBIE TOMOTYT BBIIETUTH
[IPUMEPHBIN KPYT JIUII, HY;KIAIONUXCS B JOIOJHUTEILHOM KOHTPOJIE CO
CTOPOHBI TOCYAAPCTBEHHBIX TPABOOXPAHUTEIBHBIX OPraHOB, YTO OOJIer-
YUT MOUCK BUHOBHbBIX U MIPEIAYIPEKIEHUE HOBBIX PECTYTILIECHUI.

[TocTpouTh IPUMEPHBIiA TOPTPET KOMITBIOTEPHOIO MIPECTYITHUKA TIPO-
6OBaJI MHOTHE OTEYECTBEHHBIE UCCIIEI0BATEIH, HO €AMHOM TOUKHU 3PEHHSI
HET, 9TO CBSI3AHO C PA3HOPOJAHOCTHIO IMbPOoBON mpecTymHOCTH. OMHAKO
TIOYTH BCE OHU TaK WJIM UHAYE OTHEJbHO BBIIETISIOT IBE CAMOCTOSITEThHBIE
IPYIIIIBI ITU(POBBIX IIPECTYITHUKOB: XaKEPOB 1 KOPBICTHBIX TIPECTYITHUKOB,
Hamu Oyziet poBe/ieH aHaIn3 UIMEHHO KOPBICTHOTO IIH(MPOBOTO TIPECTYII-
HUKA, TIOCKOJIbKY TIOABJIsSIIoNIee OOMBITMHCTBO 9KOHOMUYECKHUX TPECTY-
ieHnH B cdepe MUbPOBBHIX TEXHOJOTHIH — KOPBICTHOU HATIPABJIECHHOCTH.

XapakTepusysl COMUAIbHO-IeMorpadgpuieckiie MPU3HAKU JTUIHOCTU
[IPECTYITHUKA, MbI TIPUIILITA K BBIBOJLY, YTO B TOU TPYIIIIE TIPECTYILJICHU
MYSKYMHBI Yallle COBEPIIAOT pecTyTreHust (75 %), ueM sKeHIUHBI, YTO
CBUJIETEIBCTBYET O TOM, 4TO MyskurHam IT-texuosmornu 6osiee 3HAKO-
MBI, OHU B HUX JIydllle pasOMparoTCcst ¥ 10 9TOM MPUYKMHE Yalle COBep-
maroT npecrymienus. Kak mpasumio, GoJibiiast 4acTb 9THX TIPECTYILIE-
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HUI, COBEPIIAIOT JnTia Bo3pacTHoi Kateropuu ot 30 10 49 et (52 %)
I HEMHOT'O MEHbIIIe BTOPOII Bo3pacTHOI Kateropun 25—29 jer (18 %),
nmerotue Boiciiee (27 %), cpentie — mpodeccuonanvioe (33 %), u cpe-
Hee (mosHOE) obiee (28 %) obpasoBanue. Kak mpasuiia Jmia, coBep-
[IUBIIKE 9TU TIPECTYIUIEHUS He coctosuii B Gpake (70 %) u He umesan
MOCTOSTHHOTO MCTOYHMKA 70X0/0B (60 %), 17 % coBepmmam 3Tu Tpe-
CTYIUIEHHsI B COCTaBe MPECTYIHBIX IpymHil. 39 % oT 00IIero yucia JIuil,
[IPUBJIEYEHHBIX K YTOJIOBHOI OTBETCTBEHHOCTU 32 9KOHOMUYECKUE TIpe-
CTYTIJICHUS, COBepIIeHHbIE B chepe MUGPOBBIX TEXHOJIOTUH, paHee yiKe
[IPUBJIEKAJIUCDH K YTOJIOBHON OTBETCTBEHHOCTH.

[Toutn Bce mudposbie TpecTyIieHnsd, 3aUKCUPOBAHHBIE HA TEp-
puropun Poccuiickoit Mepepanuu, ObLIM COBEPIIEHDI U3 KOPBICTHBIX
oGy kaeHuii, Morus oboramenust (98,4 %) u Tonbko 1,6 % B KauecTBe
OCHOBHOTO — WUTPOBOW MOTHB, HO KaK CBUJICTEJbCTBYIOT MaTe€pUaJIbl
[PAKTUKU U IKCIIEPTHBIE OIIEHKHU, B HEKOTOPBIX CJydasiX JIIOJ[bMU JIBU-
JKYT ¥ UHbIe 00y sk aeHrst. Tak, B yCJIOBUSIX KPU3NCa, HaXO/AsICh Ha TPaHU
YBOJIbHEHUS, HEKOTOPbIE COTPYAHUKU MOCSTAOT HA WH(OOPMAIIMOHHbIE
pecypcehl KOPIIOpalvy U TepeiaioT KOMMEPUYECKUe CEKPEThl KOHKYPEH-
TaM He CTOJIbKO U3 KOPBICTH, CKOJIBKO U3 cOOOpaskeHnit Mectr. Marepu-
aJIbHAsl BBITO/IA TIPU 9TOM UMEET BTOPOCTEIIEHHOE 3HAUYEHUE.,

[IpoBenenHblil aHAIN3 TTO3BOJIMJ BBIJICJIUTH JIBA OCHOBHBIX THUIIA
U GPOBBIX TIPECTYITHUKOB:

[lepBbiii TUI — JiMIa, COBEPINAIOIINE TPATUIIMOHHBIE MPECTYILIe-
Husi (MOIIEHHUYECTBO, IIPUCBOEHNE, PACTPATY, BHIMOTATEJIbCTBO, HE3a-
KOHHOE MCIIOJIb30BAHUE TOBAPHOTO 3HAKA U JIPYTHE) C UCIIOJIb30BAHUEM
00OIIEIOCTYIHBIX PECYPCOB ¥ BO3MOKHOCTEH 1IU(MPOBOrO MPOCTPAHCTBA
(TakuX KakK 3JIeKTPOHHAS IMOYTA WU CONMATbHBIE CeTH ) (TPATUIIUOHHbBIE
11 poBbIe TPECTYITHUKN ).

Bropoii tum — numa, coBepaomye 5KOHOMUYECKHE UQPOBbBIE
MpecTyIeHnss (MOIIEHHNYECTBO B cdepe KOMIBIOTEPHOU WHMOpMa-
I[1H, HE3aKOHHOE COOMPaHe CBEJCHUI, COCTABIISIIONINX KOMMEPUYECKYTO,
HAJIOTOBYIO TG0 GAHKOBCKYIO TallHy, U JIP.) TIOCPEACTBOM HEITPABOMEP-
HOTO JIOCTYIa K KOMITBIOTEPHOI MHMOpMaImu Jub0 ¢ UCIOTIb30BAHIEM
BPEJOHOCHOTO TIPOrPAMMHOT0 obeciiedeHrst B InMPOBOM IIPOCTPAHCTBE
(BUpPyCOB, TPOSTHCKUX TTporpaMm, DDoS-iporpamm u T. 71.) (XaKkepsl).

Jlanubie Turbl 1UQPOBLIX MPECTYNTHUKOB BO MHOTOM OTJIUYAIOTCS
npyr ot apyra. Tak, Tpaguiimonnbie U@ pPOBbIE TPECTYITHUKU, KaK Mpa-
BUJIO, CTapIlle ¥ OIbITHEE XaKEePOB — UMEHHO B JIAHHOI TpyTIiie 1udpo-
BBIX TMPECTYIHUKOB HauOOJIbIIee YKCJIO JIMI, UMEIOIINX CYAUMOCTD.
Xakepbl, HAOOOPOT, KaK TPABUIIO, MOJIOKE U SABJSIOTCS BBIITYCKHUKAMI
WM yYaIIMMUCS BBICHIMX y4eOHBIX 3aBEJCHUN TEXHUYECKON HaIpaB-
JIEHHOCTH JTK0OO CHENUATbHBIX TEXHUKYMOB U KOJITE/IKEH.
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[udpoBble IPECTYITHUKYA [IEPBOTO THUIIA COBEPIIAIOT TPAAUITUOH-
HbIE MPECTYIIEHNS], TO €CTh Te, KOTOPbIe COBEPIIAOTCS 1 Oe3 MCIIOJb-
30BaHUA 1TU(POBOTO TPOCTPAHCTBA (MOIIEHHNYECTBA, BHIMOTATEIbCTBA,
HEe3aKOHHOE pasTJallleHue CBEJICHUH, COCTABIAIONIUX KOMMEPUECKYIO
taiiny). Takue 1nubdpoBbie TPECTYMTHUKU TIPU COBEPIIEHNN TTIPECTYILIEe-
HUH He WUCHOJb3YIOT CJOKHBIE BPEJOHOCHBIC MTPOTPAMMBI U BUPYCHI,
a MOJIb3YIOTCS BO3MOYKHOCTSIMU 11M(POBOrO MPOCTPAHCTBA, KOTOPbIE
ecTh B 00IIEM JIOCTYIIE: MOIIEHHIYECTBO TIyTeM OOMaHa OHM COBepIIa-
10T B COITMAJIBHBIX CETSIX, BBLIMOTATEIBCTBO — Y€PE3 JIEKTPOHHYIO TIOUTY,
a KOMMepUeCKyIo TallHy PacIpOCTPaHIIOT Ha hopymax u T. 1.

[{udpoBble MPecTymHUKN BTOPOTO THUIIA [IPU COBEPIIEHUN TIPECTY-
TJIEHUH TOJB3YIOTCA TEXHUYECKUMU YI3BUMOCTSAMU 1TU(POBOTO TIPO-
CTPAHCTBA, B3JIaMBIBAIOT 3JICKTPOHHbBIE TIOYTOBBIC SIIIUKH, MOOWIIbHBIE
tesedotbl, OGankoBckue OHIaH-cYeTa W AJIEKTPOHHBIE KOIIETbKH.
Taxue 1upoBbIe MPECTYITHUKKI XOPOIIO PasOMPAIOTCS B CITOKHBIX KOM-
MBIOTEPHBIX TPOrpaMMaX, 3HAIOT TPUHIMIBI PabOThl WH(MOPMAINOH-
HO-TEJTEKOMMYHUKAITMOHHBIX CeTell U YMEIOT T0JIb30BaThCSI BUPYCAMU
U UHBIM BPEJOHOCHBIM TIPOTPAMMHBIM 00€CIIeYeHUEM.

3HAHUSI OCHOBHBIX [ETEPMUHAHT pAcCMATPUBAEMOTO BUIA TIpe-
CTYIJICHUNT W Pe3yJbTaThl WMCCIEMOBAHUSI JUYHOCTU MPECTYITHUKOB,
COBEPIIUBIIUX TPeCTyIieHnd B cdepe 1MuGpPOBBIX TEXHOJOTUH TT03BO-
JINJIO MePbI TPOTUBOACUCTBUS 9TUM MPECTYIICHUSM Pa3eJuTh Ha B
OCHOBHBIE TPYIIIIBL: TPABOBbIC I KPUMUHOJIOTHIECKUE.

[IpaBoBbIe Mepbl HAMIPaBIEHBI HA OJJHO U3 OCHOBHBIX YCJIOBHUN KO-
HOMUYECKON TMHOPOBON TMPECTYITHOCTH — HECOBEPIIEHCTBO 3aKOHO-
natenbcTBa. OHU BKJIOYAIOT TMPEAJIOXKEHUSI IO COBEPIIEHCTBOBAHUIO
3aKOHOZATEJIbCTBA 00 YrOJOBHOI OTBETCTBEHHOCTH 3a 9KOHOMHYECKUE
MIPECTYTIICHUS U MPECTYIIeHN B cpepe KOMITbIOTepHOI nH(bOPMAINT;
3aKOHOZATEIbCTBA 00 MHMOPMAIMK, O CBA3K M MEPCOHATBHBIX TaHHBIX.
[TpaBoBBIe MepbI HEPA3PBIBHO CBA3aHBI C OPTAHU3AIIMOHHBIMHU, TIOCKOJIb-
Ky OHM 00eCIeYnBalOT MX KMCIOJHEHHE Ha 3aKOHOAATETHHOM YPOBHE.
bBes 10/KHOTO TIPaBOBOTO PEryJIMPOBaHUsT OOJIBIIMHCTBO OPraHU3aIi-
OHHBIX Mep Oy YT HeaDDEKTUBHBI.

Kpumunonorndeckue Mepbl BKIIOUAIOT TPEIJIOKEHUS IO TPOTHU-
BOJIEMCTBUAIO TaKUM JeTEPMUHAHTaM 9KOHOMHWYECKOW Iu¢pPOBO TIpe-
CTYITHOCTH, KaK aHOHUMHOCTH TPECTYITHUKOB, 3KCTEPPUTOPUATBHOCTH
PECTYIJIEHUH, OTCYTCTBUE KYJIbTYPbI N(MPOBOIT G€301MacHOCTH y Hace-
JICHUsI ¥ HaJu4due CyOKyJIbTYPbl XaKepoB. KpumMuHOMIOrHYecKe Mepbl
CoZIepsKaT MPEJIOKEHUs 110 PO UIaKTHKe nHMDOPMAIMOHHON Oe3omac-
HOCTU CPE/Id OT/EJNbHBIX TPYII HACEJEHUS, TPEIJIOKEHUS 110 COBEP-
IIIEHCTBOBAHUIO MH(OPMAIMOHHBIX TEXHOJIOTUIA, a TaKKe MPEJIoKe-

181



HUSI 110 KBAIN(PUKAIIMY IKOHOMUYECKUX TIPECTYIIEHUI, COBEPIIAEMbIX
B 11(bpOBOM TIPOCTPAHCTBE.

[Tockosbky Bce akoHOMUYECKHE ITUGPOBBIE TPECTYIIEHUS 10 CIIO0-
coby UX COBEPIHIEHUSI ¥ OOBEKTY IMOCSATATENBCTBA MOKHO Pas3/eIUTh
Ha JIBE CaMOCTOSITEIbHbIEe TPYIibl (IIU(POBbIE MPECTYIICHUS, COBEP-
ImacMble TIyTeM BO3JIEWCTBUSA Ha 4YeoBeKa, W MUu(pPOBbIE MPECTyILIe-
HUSI, COBEpIaeMble MyTeM BO3ACHCTBUS Ha 000PYyMI0BaHUE), TO ¥ MEPbh
MIPOTUBOIEHCTBUS 9KOHOMIYECKUM IIU(DPOBbIE TIPECTYILIEHUSM 110 00'b-
eKTY MPOTUBOAECHCTBUSI MOKHO Pa3/e/UTh HA COIUAJIbHBIEC U TEXHIYE-
ckue Mepbl. ColuasbHble Mephl HAIPABJIEHBl HA PAa3BUTHE COIUATBHBIX
KadecTB rpaskaaH (mMoJsb3oBaTeseil MUGPOBOro MTPOCTPAHCTBA): Pa3BU-
THE KyJbTYPbl MHMDOPMAIMOHHONW Ge30MacHOCTH W UH(MOPMAIMOHHON
IPaMOTHOCTH, a TaKKe HMCKOpeHeHue cyOKyJabTypbl xakepo. Comu-
aJIbHBIE MEPBI TI0 CIIOCOOY MPOTUBOAEHCTBUS TaKKe MOKHO Pas3/eInTh
Ha IIPaBOBbIC U KPUMUHOJIOTUIECKUE.

MHorue mpecTyIieHus: TIPOTUB COOCTBEHHOCTH MOKHO 3a(hUKCHPO-
BaThb U TPEIOTBPATUTH TOJIBKO C TIOMOIIBIO CIHEIUATbHBIX TEXHUYECKUX
cpencts. [Ipu aToM TexHUYECKUE MEPhI TOKHBI ONIPEIETSAThCS B 3aBUCH-
MOCTH OT XapakTepa ¥ CIelr(UKN 3aIui@aeMoro 00beKTa 1 MoCTPOCHHSI
CPEJICTB 3AIUTHI HA OCHOBE BBICOKUX TEXHOJOTUU. TexHUYeckue Mepbl
HallpaBJIeHbl Ha pa3BUTHE WH(MOPMAIMOHHBIX TEXHOJOTHIL: pa3paboTKy
AHTUBUPYCHBIX IIPOrPAMM, BHEIPEHUE HOBEUIINX NHMDOPMAITMOHHBIX TeX-
HOJIOTUII B TOCYZApCTBEHHBIE W KOMMEPUECKUE OPTaHU3AINH, TTPOTUBO-
JefiCTBUE aHOHUMHOCTH TIOJTh30BaTe el 1T pOBOTO TTPOCTPAHCTBA U T. 1.

Kpome Ttoro, mpezacTtaBiseTcs, 9TO MPU TOATOTOBKE COTPYAHU-
KOB TIPaBOOXPAHUTEIbHBIX OPraHOB HEOOXOAMMO MPOBOAUTD CIIEIU-
aJIbHble KYPChI O IPECTYIJIEHUSIX, COBEPIIAEMbIX B 1U(MPOBOM IIPO-
CTPAHCTBE, & C JIEUCTBYIOMKUMHU COTPYAHUKAMU €KErOHO IIPOBOJIUTD
CeMMHAPhI 0 HOBBIX BUIaX M HOBBIX CIIOCOOAX COBEPIICHUS U(PPOBHIX
MIPECTYIIeHNH.

KoHTpoAbHble Bonpocbl

1. HasoBute KosudyecTBEHHbIE U KAueCTBEHHBIE XapPaKTEPUCTUKU
AKOHOMUYECKOU ITU(POBOH MPECTYITHOCTH.

2. OmnpenenuTe AeTePMUHAHTBI 9KOHOMHUYECKOH 1ubpoBOI IIpe-
CTYTTHOCTH.

3. OmpenennTe OCHOBHBIE Mepbl TTPOTUBOJACUCTBUS 3KOHOMUYE-
cKoi1 T poBOIT TPECTYIMTHOCTH.

4. OmnpenenuTe TUT U OCHOBHBIE XaPAKTECPUCTUKHU JUUYHOCTU TU(D-
POBOTO 9KOHOMUYECKOTO TTIPECTYMTHUKA.
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laBa 13. KpuMmuHoAoruyeckas xapakTepucruka
NPeCcTYNHOCTU B chepe HHTEAAEKTYaAbHOM
CO6CTBEHHOCTH B yCAOBUSAX LuppoBOI TpaHchoOpMaL UK

I'IAal-mpyeMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— 3HaTh OCOOEHHOCTH MPECTYIMHOCTH B chepe MHTEIEKTYaTbHON
COOCTBEHHOCTH B YCJIOBUSIX Pa3BUTHS MUMPOBBIX TEXHOJIOTHIL; MOHMU-
MaThb XapakTepHbIe ee 0COOEHHOCTH;

— yMeTh TPUMEHSTb CBOW 3HAHUS JiJisd TIOHUMAHUSI WCCJe0Ba-
HUST 3aKOHOMEPHOCTEN U TEHICHIINN Pa3BUTUS MPECTYITHOCTU B cdepe
MHTEJIEKTYaIbHOM COOCTBEHHOCTH B YCJOBUSIX Pa3BUTHs IIH(PPOBHIX
TeXHOJIOTUH; TTPU aHAJIN3€ COBPEMEHHOTO COCTOSHUS 3TOTO BHUAA TIpe-
CTYITHOCTH, UCIIONB30BaTh CTATUCTUUYECKUE MTOKA3aTeIN U BBICTPAUBATh
[EMOYKY K M3YYEHHIO MPUUYMH ¥ YCIOBHIL, CIIOCOOCTBYIOMIMX MX COBEP-
[IEHIIO; OPUEHTUPOBATHCS B OCOOEHHOCTSIX OINpPEIEIeHHUsT JTaTeHTHOI
MIPECTYITHOCTU U CONIMATBHBIX TTOCIEACTBULL;

— BJIaJIeTh TEPMUHOJOTHEN TPECTYIHOCTU B cepe WHTEIIEKTY-
AJIbHOW COOCTBEHHOCTH B YCJIOBHSIX Pa3BUTHsI IHU(POBBIX TEXHOJIO-
TUH; HABBIKAMU [[JII OPTAHU3AINU 1 TTPOBENECHUST KPUMUHOJIOTHIECKUX
HCCJIeIOBAHNU; IPOTHO3UPOBAHUS 3TOTO BU/IA TIPECTYITHOCTH, TLIAHUPO-
BaHUA NMPODUTAKTUIECKUX MEPOTTPUATHIA.

13.1. CoBpeMeHHOe cocTosiHME NpeCcTYNAeHWI B chepe
MHTEAAEKTYaAbHOM CO6CTBEHHOCTH

Oxpate UHTe/UIEKTYATbHON COOCTBEHHOCTH BCET/IA YAESIOCH 0c000e
BHUMaHUE, TOCKOJIbKY JTIOOBIM HOBBIM OTKPBITUSIM U Pa3pabOTKaM, HATIPAB-
JIEHUSIM B HAayKe YIEISIOCh U YAeHSeTcs: 0co00e BHUMAHIE U HE TOJBKO
TOCY/TAPCTBEHHBIMHM OPraHaMM W YaCTHBIMU KaMIAHWAMU, HO U KPHUMHU-
HATLHBIMU CTPYKTYpamu. VIHTe/eKTyambHast COOCTBEHHOCTD C PA3BUTHEM
1 POBBIX TEXHOIOTHIT TProOpeia 0cob0e 3HaUEHE, TIOCKOJIBKY B TOCTPO-
eHnn 1GPOBON IKOHOMUKHI OHA WTPAET PEIIaloNIylo POJib, CTaB «KJIOue-
BBIM TIPABOBBIM WHCTPYMEHTOM, OIIOCPEAYIONINM BaKHEHIINEe 9KOHOMU-
YecKre OTHOIIEHHs, KaK MPaBO COOCTBEHHOCTH B arpapHYIO M WHIYCTPH-
QJIBHYIO 3IOXY... OOJIBINAsT 4acThb cTouMocTh [T—KoMMmanwmii 3aKI09aeTcst
B UX MHTEJJIEKTYATbHBIX akThBax» *. [IpennouTenue ceroHs oTaaercs: TeM
HAIPABJICHUSIM, T/l TIPOLYKTHI CO3AI0TCST OIaroapsi TBOPYECKOMY TIOTEH-

" Bausney M. A. 1ludpoBble TEXHOJIOTMM W WX BAMSHHUE Ha Pa3BUTHE aBTOPCKO-
TO TIPAaB U CMEKHBIX MPaB. ABTOPCKOE MPaBo B IU(MPOBYIO 3MOXY [IJIEKTPOHHBIH pecypc].
URL: www1.fips.ru (nara obpamenust: 12.04.2021).
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[MaJTy YeJI0BEeKa U KOTOPbIE MPOAOJIKAIOT PasBUBATHCsI GJ1arofapsi UCIOJb-
30BaHMIO MHTEJIEKTYAIbHON COOCTBEHHOCTH. JTO HAIIPABJIECHUE paccMa-
TPUBAIOT KAaK KOPIIOPATUBHYIO MHAYCTPHIO. [Ipu aTOM Cliesyer OTMETHTD,
YTO PBIHOK MHTEJJIEKTYaIbHON COOCTBEHHOCTH 3 TIOCTIEHIE 5 JIET BHIPOC
nouty Ha 80 TpH mosmapoB. C ero pa3BUTHEM U 3HAYUMOCTBHIO, 4 TAKKe
HEIOCTATOYHON TIPABOBON 3aIUTON HOBBIX TEXHOJOTUM, YBETMUUBAETCS
U KOJIMYECTBO TIOCSATATE/ILCTB Ha TPaBa MHTEUIEKTYaJIbHONU COOCTBEHHO-
ctu. I3BeCTHO, YTO MHTEIEKTYATbHAS IeITeIbHOCTD, MHTEIIEKTYATbHbBIIT
MIPOAIYKT, a TAK/Ke UX BUIbI PACKPBIBAIOTCS B KAYECTBE IBYX KATETOPUIA:

1) <«PBIHOK MHTEJLIEKTYAJIbHBIX TIPAB MO3BOJISIET €r0 y4aCTHUKAM
U3BJIEKATh 3HAYUTEJIbHBIE TOXOJBI'™, ee cJleJlyeT paccMaTpuBaTh Kak
KaTeropuio 3KOHOMHUYECKYIO;

2) UCKIIOUUTEJbHBIE TIpaBa Ha Pe3yJbTaThl WHTEJJIEKTYaJIbHOU
JIeSITEJIbHOCTH, KOTOPbIE CJIEIyeT PacCMaTpUBATh KaK IOPUAUYECKYTO
kareroputo™. B maHHOM cirydae BJiaiesiel] MHTeJIEKTYalbHON cOOCTBEH-
HOCTH MOJKET UMU PACIOPSIKATHCS U UCIOJb30BaTh 110 CBOEMY YCMO-
TPEHUIO, B TOM YUCJIE <IePe/laBaTh CBOU IpaBa HA HUX J[PYTUM JIUIIAM
JUIST UCTIOJIb30BAHMS, ITyTEM 3aKJII0UEHUsI JOTOBOPA-YCTYIIKH, TIPO/IaBaTh
CBOM TIPaBa, 3alpelaTh TPETbUM JINIIAM COBEPIIATH TAKUE JKe JeUCTBUS
6e3 ero (mpaBoobIaaTeIs) COTTACKSI» ™",

OG6GBEKThI MHTEJIEKTYAIbHON COOCTBEHHOCTH 3aKOHOATEIbHO OITpe-
neqenst 4. 1 ct. 1225 TK PO, mepedenb KOTOPBIX BKIIOYAET: «ITPOU3BE-
JICHUST HAYKH, JIMTEPATYPbl U UCKYCCTBA; MPOTPAMMBI JIJISI 9JIEKTPOHHBIX
BBIYMCIIUTEIBHBIX MAIMH (TIporpaMmsl ist DIBM); Gasbl JaHHBIX; MCITOJ-
HeHust; (hoHOrpaMMBI; coobIeHrne B ahup WiIn 1mo Kabesro pagno- Win
Tesienepeiad (BelaHue opraHu3anuii 3(UPHOro WiIn KabeJabHOTrO Bella-
HUST ), ©300pETEHNS, TOJIE3HbIE MOJIEJIH; TIPOMBIIILIEHHBIE 00Pa3Ibl; CEIeK-
[IUOHHbIE JIOCTUKEHUS; TOIIOJIOTUN UHTErPATIbHBIX MUKPOCXEM; CEKPEThI
mpousBozicTBa (HOY-Xay); bupMeHHbIe HAMMEHOBAHUS, TOBAapHBIE 3HA-
KM U 3HaKW 00CJTyKUBaHMUsT; TeorpaduuecKue yKa3aHWsl; HaMMEHOBaHSI
MECT IIPOMCXOKACHIS TOBAPOB; KOMMEpPUECKUe 0003HaYeHus» ™,

Kax BUIHO U3 TIepeyHst Ha3BaHHBIX OOBEKTOB, K HUM OTHOCSITCST OXPa-
HsIeMbI€ [TPABOM PE3YJIbTAThl UHTEJJIEKTYaIbHOM IESITEIbHOCTH U TIPUPAB-
HEHHbIE K HUM CPEJICTBA MHINBUYAIU3AIUY IOPUANIECKUX JIUII, TOBAPOB,

" Jlosopues B. A. O Mepax 10 PasBUTHIO PbIHKA MHTELIEKTYaTbHBIX IPOAYKTOB //

3aKoHOATEIBCTBO U 9KOHOMIKA. 1978. Ne 7.

* Manopwiko A. B. YTOIOBHO-TIPaBOBEIC M KPHMIHOJOTHUCCKHE MEPBI TIPOTHBOJICH-
CTBHSL IIPECTYITHOCTH B chepe MHTEIIEKTYATbHOIT COOCTBEHHOCTH: [IHC. ... KAH]I. IOPU]L. HAYK.
Mocksa, 2017.

" Tam ace.

% Tpaspanckuii kogexe Poccutickoit Mexeparmn ot 30 nosabpa 1994 r. Jocryn
13 CIIPaB.-TIpaBoBoii cucteMbl «Koncymprantllmiocs.
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paboT, yCIIyT v MPEANPUSATAN, BKIIOYAIOINE aBTOPCKUE U CMEKHBIC ITPaBa,
HaTeHTHbIE TipaBa (IPOMBIIIIEHHASE COOCTBEHHOCTB ), CPEICTBA WHIMBU/LY -
AJIM3aIMU YIaCTHUKOB TPasKAAHCKOr0 000pOTa, TOBAPOB M YCJIYT.

I[Ipu coBepLICHNN OCATATEIBCTBA Ha 00IIECTBEHHDIE OTHOMICHUS B Che-
pe OXpaHbl UHTEJUIEKTYaJIbHON COOCTBEHHOCTH, BUHOBHBIN MOKET ObIThH IPH-
BJIEUEH K YTOJIOBHOW OTBETCTBEHHOCTH 110 cT.cT. 146, 147,180, 183 YK PD.

WccnenoBanme cTaTUCTUYECKUX TTOKa3aTesell KOJUYECTBA 3aperu-
CTPUPOBAHHBIX MPECTYIJIEHUI W JIMI] UX COBEPIIUBIIUX 3a TOCJIEIHUE
TPUHA/LIATD JIET CBUJIETEIBCTBYIOT O TOM, YTO OHU €KETO/[HO TOKa3bIBa-
10T CHIDKeHUe, 3a uckaoderueM 2020 . (em. ruarpammy 1).

Juazpamma 1

Hano mpusnats, yto Bo BTOpoil momosuHe 2000-X KOIMYIECTBO
HCCJIeyeMbIX TTPECTYIIEHUH cTano MeHaThed. Tak, HaunmHasg ¢ 2008 roga
KOJIMYECTBO 3aPETUCTPUPOBAHHBIX MPECTYIIEHUH TAaHHOTO BU/IA HAYU-
HaeT CHUKATBCSI, TIPU 9TOM HEOOJIbIINE BCIUIECKU POCTA MO OTHOIIEHUIO
K TpembIayIeMy nepuoay mpociexkuBatores B 2013, 2017 u 2019 ror.
Kpome Toro, cyng 1mo mokazaHUSIM KOJUYECTBA 3aPETUCTPUPOBAHHBIX
MIPeCTYIJIeHUH 9Toro Buaa B mepoM moJyrogauu 2020 r. u comocTas-
JIeHne UX ¢ JaHHBIMM aHajsorudnoro nepuojaa 2019 r. atux ¢ ncmoJsip3o-
BaHMeM I(PPOBBIX TEXHOJIOTHII YBEJINYUBACTCS U B OJmzKaiiiie Bpe-
M TIPOTHO3UPYETCS POCT ITUX TPecTyIIeHuil. Bmecte ¢ Tem cienyet
OTMETUTh, YTO NAHHBIM BUJl TPECTYMHOCTH WMeeT BBICOKUHN yPOBEHBb
smateHTHOCTHU. [Ipu u3yueHun mpoBeieHHBIX paHee MCCIeI0BAHUIN TIpe-
CTYMHOCTHU B c(hepe UHTEIIEKTYaTbHON COOCTBEHHOCTH U €€ JIATEHTHOMN
YACTU MBI TIPUIILTA K BBIBOLY O TOM, UTO B Pa3Hble TOIBI 9TU MOKa3aTe-
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Jm MeHsnch. Tak, Hampumep, noBefenubii A. X. TarjoraeBoli ananms
YPOBHSI JIATEHTHOCTHU TIPECTYILIEHUIH B chepe MHTEIEKTYaTbHOM cO0-
crBeHHocTH B 2004 T., 110 ee MHEHMIO, 00JIaIal0T CPEAHEBBICOKUM YPOB-
HeM JlaTeHTHOCTH ™. /Ipyrue aBTOpbI, UCCIEOBABIIIE ATy IPYIIITY Ipe-
crymennii B 2016 r. OTHOCST ee K CpeIHEaTeHTHBIM MTPEeCTYTIICHISIM ™.
Nayuenne atux npecryniennit B 2020 r. ¢ yBepeHHOCTHIO MO3BOJISAET
YTBEPKIATh O BBICOKOM YPOBHE JIATEHTHOCTH HA3BAHHBIX JICSTHUI.

Yro kacaeTcs CTPYKTYPBI IpeCcTYILUIeHnH B chepe MHTELIeKTyahb-
HOM COOCTBEHHOCTH, TO B IIPOBEIECHHBIX PaHee UCCIIe0BAHUSIX YKa3biBa-
JIOCh, UTO «84 %6 COBEPIIEHO MPECTYIIEHUH, PeyCMOTPEHHbIX CT. 146
YK P®; 9 % npuxoaurcs xa gosio ct. 180 YK PD; 6,8 % — cr. 183 YK
P®; 0,2 % — ct. 147 YK P®»*". Onnako 3a mMocaeIHue TOBI CUTya-
1Usi U3MEHWJIACh KapJuHAJIbHO. Tak, 10 CTerneHu PacrnpocTpaHeHHO-
CTHU B 9TOH TPyIIlie HA TIePBOE MECTO MOXKHO 1ocTaBuTh cT. 180 YK PO
(HEe3aKOHHOE WCII0JIb30BaHUE CPEACTB WHIUBUIYAJIU3AlUA TOBAPOB
(pabor, ycayr). Ee most B TpyIine aTUxX IpecTyIieHui gocturia 66 %.
Wamennnachk cuTyanus u ¢ KOITUIECTBOM 3aPETUCTPUPOBAHHBIX TTPECTY-
ieHuit, npeaycMorpennbix cr. 146 YK P®, na 105110 31001 yrosioBHO-
[IPaBOBOIT HOPMbI MPUXOAUTCS 21 % 3aperucTpupoBaHHBIX MIPECTYILIE-
Huil. Bo3pocio xonmuecTBO MpecTyIIeHNH, TPelyCMOTPEHHBIX CT. 183
YK PO 1o 13 % (cMm. auarpammy 2).

Juazpamma 2

0 Cwm. Tayonaesa A. X. Kpumunosiornyeckas XapakTepHCTHK U IPEYIPEsKACHHE TPecTyIie-
HUil B cpepe UHTEILIeKTYalIbHOI COOCTBEHHOCTH : aBToped). TuC. ... Kauj, opu. Hayk : 12.00.08. 2004
" Mandpoiko A. B. YTOIOBHO-TIPaBOBbIE I KPUMIHOJIOTHYECKHE MEPBI ITPOTHBONEHCTBISA
IIPECTYITHOCTH B chepe HHTeLIEKTYaTbHOI COOCTBEHHOCTH: HC... KaHL. 10puj. Hayk. Mocksa, 2017.
" Tam awce.
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YBesqmyenne KOJAWYECTBA ITUX IPECTYIJIEHWH  HecJaydaiHo,
MOCKOJIbKY Pa3BUTHE W BHEAPEHHE B MOBCEAHEBHYIO KM3HB O0IIECTBA
U(POBBIX TEXHOJOTUM IMOBBICUJIO, KaK IIPEJCTABIISIETCS B MEPBYIO
ouepellb, YPOBeHb yrpo3 obecrieueHusi Ge30macHOCTH B cdepe aBTOP-
CKHX IPaB, KOMMEPUYECKOI 1 OGaHKOBCKOW TailHbI, MEPCOHAIBHBIX JaH-
HbIX. Bce yaie Mbl TOBOPUM O NMPOMBIIIJIEHHOM IITHMOHAKE Kak 00
onHOU 13 (hOPM KOHKYPEHITNU, KOTOPas MOXKET MPUMEHSIETCS Ha BCex
YPOBHAX IKOHOMUKH, a cefidac u nmuMPOBON 3KOHOMUKHU HE3aBUCUMO
oT (hopM COOCTBEHHOCTH TIPEANPUSTUN, yUPEKICHNH, opranusanuii. Ee
IEJIBIO SIBJISIETCST He3aKOHHast 100bIYa CBEICHU, TPECTABIISIIONIMX KOM-
MepUeCKyI0 IEHHOCTb OMEPATUBHBIMU, TEXHUYECKUMHU U IU(PPOBBIMU
cpenctBamu. [l posslie cpepicTBa B HACTOSIIEE BPEMS CTAJIN BEAYTIIUMU
B BEJICHUU MTPOMBIIILJIEHHOTO THOHasKa. 11 910 He HajyMaHHast podJie-
Ma, yiiep0l, MPUYMHIEMBbIii TIPOMBIIIJIEHHBIM MITTHOHAKEM TOCYIapCTBY,
I0PUUYECKUAM M YACTHBIM JIULAM MOKET OBbITh KOJIOCCATbHBIM ™",

C 1esbio BBIPaOOTKY YIPABICHYECKUX PEIIECHUN JIJIsT TOBBIIICHUST
YPOBHSI KOHKYPEHTHOH CHOCOOHOCTH KOMMEPYECKOW e TeNbHOCTH
Ha3BaHHbBIX TPEAIPUATHI OcylecTBsieTcs coop u 00paboTKa JaHHBIX
U3 pasHbIX UCTOYHMKOB, HO B PaMKax 3aKOHa ¥ COOJIOICHHS 9THYECKUX
HOPM aKTUBHO Pa3BUBAeTCsI KOHKYPEHTHas pa3Belka. B coBpeMeHHBIX
YCJIOBUSIX OCYIIECTBJISIETCST IyTEM KOHTPOJISI HaJl TI00aJIbHOM TeJTIEKOM-
MYHUKAIIMOHHON CEeThIO, TIATEKHBIMU CUCTEMAMU W KOMMYHUKAIIUI-
MU, CONMATBHBIMU CeTsIMU U 3neKTpoHHbIMI CMU, KopmopaTuBHBIMUI
U JIOKAJTbHBIMU 3JIEKTPOHHBIM CHCTEMaMM, YTO TIO3BOJISIET B XOZE Pa3-
BeNIKU CKPBITHO BJIUATH HA CUCTEMbBI YIIPABICHUA.

[leticTBUTEBHO, ¢ pa3BUTHEM Psa ITU(PPOBBIX TEXHOJOTUHN YBETH-
YUBAIOTCS YTPO3BI PACIIUPEHUS TTPOMBITILIEHHOTO MMTHOHAKA, TTOCKOJIb-
Ky, HallpuMep, TEXHOJIOTHS PACTIO3HAHNS T0JI0CA, KOTOPAsd 32 HECKOJIBKO
cekyH Mosker pacriodHaBath 10 000 06pasiioB roJi0COB ¢ TOYHOCTHIO
10 90 %, UCTIOMB3YETCST TPECTYMTHUKAMU C TIETBI0 TMOJYUEHUST TOCTY-
12 B YacTHble KOMIIAHWHW U TIPOMBINLIEHHbIE TIPeApusitus. B Tom ke
HaIPaBJICHUU UCIIOJIb3YETCs U CUCTEMA UIeHTU(DUKAIINY JIUIL.

Bosiee unrepecen jist MPeCTYIHUKOB, COBEPIIAIONUX TIPECTYILIE-
HUA B cpepe TUMPOBBIX TEXHOJIOTUM, SABIICTCS MEPEXBAT TEIEKOMMY-
HUKaIoHHOTro Tpaduka. OcoOEHHO /JIsE HUX BakHa Takasl IesiTeJib-
HOCTbH I[PU TOJTOTOBKE K PSIIy UHBIX MPECTYIUIEHUI C TIeJIbI0 MOTyde-

% O630p: TTpoMbIIIEHHBI HTHOHaK TPUYUHILT TOMYMILIHApAHbIi yiep6 Oromkery Crepa-
JoBekoii obmactu [dmexrpormbiii pecype]. URL: http://tvlesnoy.ru/promyshlennyj-shpionazh-
prichinil-polumilliardnyj-ushherb-byudzhetu-sverdlovskoj-oblasti/ (zata oopamerus: 08.01.2021).

*" 0630p: 7 caMbIX COBPEMEHHBIX ITMHMOHCKUX TEXHONOTHiT [DIeKTPORHBIH pecypc].
URL: https://russian7.ru/post/7-samyx-sovremennyx-shpionskix-texnologij/ (mara obpa-
mennst: 16.05.2020).
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HUST HEOOXOAUMON WHMpOPMAIIMK, KOTOpasi TO3BOJISIET MM IOJIyYaTh
CBEICHUS 0 KOMMEPUYECKOI 1 6AHKOBCKOI Talie, O AesaTeJIbHOCTH IIPE/-
MPUSITHIA, KOTOPbIE TOTOBSTCS, HAIPUMED, K HEAPYKETOOGHOMY TIOTJIO-
MEHUTO U T. 1I.

B cdhepe untepecoB KpUMUHATBHBIX 9JIEMEHTOB BBICTYIIAET U TEXHO-
JIOTHST «<MOOWJIBHBIN TPEKUHT», O3BOJISIIONIAS OCYIIECTBIISITD CIICKEHUS
3a JEATEJbHOCTHIO JIIOOBIX TIPEANPUSATHIH, OPraHU3AINN, YIPEKICHUI
u oTAesbHbIX Jull. [Ipu 3TOM OH He oTpaskaercsi B TejieoHe Kak IpH-
JIO)KEHUe, 9YTO TMO3BOJISIET AJUTENTbHOE BpeMs He 3aMeyaTh CIeKeHUd,
a ucnoJb3yst Berpoernsiit GPS tesedoHna, mporpaMMa ciieskeHust coou-
paeT KOOPJAMHATHI MECTOHAXOKIAEHUS MOOHJIBHOTO TejieoHa U depes
WNutephet nepeaer ux Ha cepBep ciaexeHus ™™,

Cuemyer Takske 0OpaTUTh BHUMaHKE Ha TO, YTO B MOCJIEJHEE Bpe-
Mst GOJIBIIUHCTBO KOPIIOPAIMA, IPEANPUATAN U WHBIX IOPUITIECKIX
JIMI] TIOJIBEPTalOTCSl XaKEPCKUM aTakaM, B OJHUX CIAydasiX UX I€JIbIO
SIBJISIETCSI MOIIEHHUYECTBO M BBIMOTATEJIbCTBO, B-JAPYIHUX, BPEIOHOC-
HBIIl KOHTEHT, B-TPEThUX, XUIIIEHUE, TToJydeHrne HH(pOopMaIuu, JaHHbIX
0 JIeITeJbHOCTU IOPUINYECKUX, a MOPOH U (HU3NYECKUX JUIl, a TaK-
JKe TapoJil OT aKKayHTOB U JlaHHble OAaHKOBCKUX omepainil. B aTom
cirydae MCTOJIb3YeTCs Takas TEeXHOJOTHS, KaK KeHjaorepbl, KOTOpble
MOTYT OBITh TPEX BUAOB — MPOrpaMMHbIe (B BH/IE CKPBITBIX TPOTPaMM
Ha KOMIIbIOTEPE), amapaTHbie (BCTPAMBAIOTCS B CaM KOMIIBIOTED MJIN
KJIABUATYPY) U aKyCcTUUecKue (3aIMUCHIBAIOT W AHAJIU3UPYIOT 3BYKHU
KJIAaBUATYPBI 1 MBITITN ).

[Tpomo/KaeT yBeJUUUBATHCS Ha TOTPEOMTETIHCKOM PBIHKE KOJIH-
4eCTBO KOHTPA(GaKTHON TIPOAYKIIUK 32 CUET HE3aKOHHOTO MCIO0JIb30Ba-
HUSI TOBAPHBIX 3HAKOB, HAMMEHOBAHUE MECTA MIPOUCXOXKIEHUSI TOBAPOB
1 (pUPMEHHBIX 3HAKOB.

He wuckmiouen poct danbcudunupoBantoit u KoOHTpadakt-
HOW TPOAYKITNU, MHOTUE JKCIEPTHI CYUTAIOT, YTO YBEIUIUTCS KOJU-
YeCTBO HEKAYeCTBEHHOU TMPOAYKIIUU MEAUIIMHCKOTO Ha3HAUEHWS,
B ToM uuncie u HeabdekTuBHBIE (MambcUOUKATBI BAKIIUHBI MTPOTUB
COVID-19. MO’KHO TPEIIoN0KUTh, YTO OHU He TOJBKO OyayT BKJIa-
NIbIBATh 3HAUMTEThHBIE CPEICTBA B UX CO3/IaHUE, HO U PACIPOCTPAHSITH
MPEIOKEHUST Ha X TPUOOPETEHNE ¢ UCTIOb30BaHUEM IIH(POBBIX TEX-
vonoruti (VHTepHeT, pa3inyHble OHJIANH-TIIATHOPMBI, COIUATbHBIE
cetr). B ¢Bsi3u ¢ akoOHOMIYECKUMU TIPOGJIEMAMU Y HACEJIEHUST BOZMOK-
HO TIOBBIIIEHKE CITPOCa Ha KOHTpadaKTHbIE TOBAPbI, YTO OYIET BJIUSTH
Ha pacIipeHre TeHEBBIX PBIHKOB, Pa3BUTHE KOTOPBIX TOBIEYET POCT
npectymieHnii B cepe HeZ0O6POCOBECTHON KOHKYPEHIMH U HE3aKOH-

5 Tam ace.
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HOTO MCIOIb30BAHUS HHTEJIEKTYaabHol cobcTBenHOCTH™ . Bostee Toro,

U3BECTHO, YTO «KOHTPadaKTHAS MPOJYKIIUs, SIBJISSICH YACThIO (PabCh-
(bunupoBaHHOI MPOAYKIIUHU, PeACTaBIsIeT coO0il Oosee 0BIIeCTBEHHO
omacHoe sBJeHue, yeM (hambcubUuInpoBaHHAd TPOLYKINS, HE SIBJIIO-
mascs KOHTPahaKTHON, TOCKOJIBKY MOMUMO TOCYIApCTBEHHBIX WHTE-
PECOB U MHTEPECOB IOTpeOUTeIeH 3aTparkBaeT ele IpaBa U UHTEPEChl
npasoobagaresueii» ",

Henb3st He oTMeTuTh, 4YTO WU3rOTOBJIEHWE U PacIpocTpaHe-
HUe KOHTpahaKTHONW MPOAYKIIUU, TPOBEACHUSI MEPONPUITUI
110 TIPOMBIIILJIEHHOMY HIIMTUOHAXKY, 110 OPraHu3alluu OHJIANH-TOPTOBIN
Ha HECYNIEeCTBYIOMUX 3JE€KTPOHHBIX TIJIOMIAKAX, CO3/JaHNe BUIANMO-
CTHU aKTUBHOU JeATEIBHOCTH TI0 3aIMUTE NHTEJJIEKTYaTbHOU esTeb-
HOCTH, C IeJIBI0 TIOJTYyYeHUs JAOTMOTHUTEIbHON MH(MOpMAIIUU O KOM-
MepuecKoil TaliHe, IPUYUHSIIOT CYIIECTBEHHBIM BpeN W TOBBIMIAIOT
YPOBEHb KPUMUHOTEHHOCTH.

** [unxesuu T. B. DxoHOMEYECKass TPECTYIHOCTh: COBPEMEHHOE COCTOSHHE H TIPO-
THO3 // YTo/0BHAs TIOMMTHKA W TpaBopUMernTenbiast mpaktika / CO. crareil mo marepu-
anam VIII MesxayHapoaHoii HayuHo-npakTiueckoil koHdeperinn 31 okrsaopst — 1 HostOpst
2020 r.: mox pen. E. H. Paxmanooit // Cesepo-3ananubiii pumanr GTBOY BO PTVII,
Canxr-ITerep6ypr. 2020.

" Mandpvixo A. B. YTomOBHO-IIPABOBEIE I KPUMIHOJIOTHYECKHE Mephl IPOTHBOJCI-
CTBHS IIPECTYITHOCTH B chepe MHTEIIEKTYATbHOIT COOCTBEHHOCTH: [IHC. ... KAH]I. IOPUJI. HAYK.
Mocksa, 2017.



13.2. TpuYMHHDbIN KOMNAEKC U NpeAynpexaeHue
NpecTynAeHui, CoBepLIaeMbix B chepe
MHTEAAEKTYaAbHOM CO6CTBEHHOCTH

PaccmaTpuBas IpUuUMHHBIN KOMTIJIEKC TPECTYTIICHUN, COBEPIIA-
eMbIX B chepe MHTEIEKTYya IbHOM COOCTBEHHOCTH B YCJIOBUSIX Pas-
BUTHS IIU(MPOBHIX TEXHOJOTUH, HEOOXOAMUMO OTMETHTH, YTO TOTEH-
1uas 60N CTpaHbl 3aBUCUT OT YPOBHSI PasBUTHs, MPEKIE BCETO,
WHHOBAITMOHHBIX TEXHOJIOTUH, B TOM uucyie u nudposbix. C pa3Bu-
THeM ITUMPOBHIX TEXHOJIOTUN U TOBBIINIEHUEM YPOBHS MH(MOPMATH-
3aruu o0IIecTBa MHTEJIEKTyaJlbHast COOCTBEHHOCTh, 1O MHEHUIO
psia aBTOPOB, CTajla OCHOBHBIM ITUBUJIN3AIIMOHHBIM JPAiiBEPOM pa3-
BUTHS, & UHCTUTYT WHTEJJIEKTYaJbHOW COOCTBEHHOCTH — OCHOBOI
COBpeMeHHO MupoBoil sxoHoMuku’'. Ilo gaHHBIM IIPOBEIEHHDBIX
UcceIOBaHNN, ceToaHs cBbinie 70 mpoieHToB Tpaduka B nudpo-
BBIX CETSAX MPUXOMAUTCS Ha ABUKEHUE 0OBEKTOB MHTE/JIEKTYaIbHOM
cobctBenHocT. OHa cTaja He TOJBKO 3HAYMMBIM PECYPCOM KO-
HOMWKHU, HO U UHCTPYMEHTOM Pa3BUTHUS HUMPOBBIX TEXHOJOTHUII,
dopMuUpysI CaMOCTOATENbHBIN «ITU(POBOI PBIHOK, POCT KOTOPOTO
MIPEBBIMAET TOJOXUTENbHYIO MUHAMUKY MHOTHUX TPAIUIIMOHHBIX
«MaTepuabHbIX> TOBaPHBIX PBIHKOB. Bce aT0 onpexpensier HE0OX0-
IUMOCTh HCCHEOBAHUS PA3BUTUS WHCTUTYTAa WHTEJJIEKTYaTbHON
cOOCTBEHHOCTH, €ro TpaHchOpMaIMU B YCJIOBHAX U(GPOBU3AIII
AKOHOMUKH» **%,

B aTux ycioBUSIX HHTEJIEKTyajbHasi COOCTBEHHOCTb CTAaHOBHUT-
Csl «JIAKOMBIM KYCOYKOM» JIJIsI TIPECTYITHUKOB, MOCKOJIbKY CKOPOCTD,
C KOTOpPOU BHEAPSIOTCA NNGMPOBbIE TEXHOJOTUH HE MMEET aHaJIOTOB,
C TaKoM ske OBICTPOTOI CO3/aeTCsl U HOBasi MHTEJLIEKTyabHast TIPOIYK-
s, B 1O ke BpeMsi MeXaHU3Mbl 3al[UThl HHTEJIEKTYaIbHOM COOCTBEH-
HOCTH Ha 3TOM YPOBHE MOKa HAXOASTCS TOJBKO B CTaAUK Pa3pabOTKH.
Mexay Tem, yuuThiBasi TOT (aKT, UTO COBepIaeMble MTPECTYTILIeHUS
B cepe MHTEIEKTYalbHONH COOCTBEHHOCTH C MCIIOJIb30BaHUEM -
POBBIX TEXHOJIOTUN MMEIOT CBOM, TOJIBKO €l MPUCYITNe, YHUKATbHbIE
XapaKTEePUCTUKU, a UMEHHO, OHA He MMeeT reorpadmniecKux TPAHWUII,
MEeCTOM €€ COBEPIIEHU SBISETCI BUPTyalbHAsd CPEA, IS COBEPIECHUS
ATUX TIPECTYIIEHUN WMCIOJb3YIOTCS KOMITBIOTEPHBIE MaHHBIE, THU(PO-
BBI€ CUCTEMBI UJIN CONMAThHBIE CETH, TIOATOMY TIPEAYTIPEKICHUE ITOTO

' Azamazomedosa C. A. PasBuTve MHCTUTYTa WMHTeJIEKTYalbHOH cOBCTBEHHOCTH
B ycsoBusax nudposusaruu akoHomukn / C. A. Aramaromeziosa, H. A. Haapkuna / Vssectus
BBICIINX yueGHBIX 3aBeieHnit. [loBomkckuii perion. Ixonommdeckie Hayku. 2019. Ne 1 (9).
212 T
am aice.
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BU/IA TIPECTYILIEHUI B HACTOSIIIIEE BPEMsI 3aTPYAHEHO, TaK KaK Pa3BUTHE
HOBOII cepbl TpeOyeT MOATOTOBKYM OPraHU3aIl[MOHHO-YIIPaBICHYECKOI
ITPAaBOBOI OCHOBHI.

B macrostiiiee Bpemst pa3zpaboTaHbl [OPOKHbIE KAPTHI PA3BUTHUST PSIfIa
CKBO3HBIX TEXHOJIOTUH, IPUHSITHI HOPMATUBHBIE AKThI, CIOCOOCTBYIOIIIE
WX Pa3BUTHIO. BHeCEeHbI UBMEHEHWST B UMEIOTIeCs HOPMATUBHBIE aKThI,
HO B TOKe BpeMsI He co3/iaHa a9 (PeKTUBHAS crcTeMa YIIpaBIeHUI UHTEJ-
JIEKTYaJbHOU cOOCTBEHHOCTH. «POCCHsT CeroiHst HaXOAWTCsS B Havase
Tpoliecca Co3/laHns TaKOH CUCTeMBbl, KOTOpasl MO3BOJUT c(DOPMUPOBATD
MOJTHOI[EHHBIN PHIHOK WHTEJIIEKTYANIbHON COOCTBEHHOCTU U alallTHPO-
BaTh 3aKOHO/IATEJIbCTBO K BbI30BAM ITU(MPOBOII 9KOHOMUKH» ™, He pas-
paboTaHbl MEXaHU3MbI 3AIUTHI IUMPOBBIX TEXHOJIOTHIA, METOLOJIOTH-
YecKue MOAXObI K ee OIeHKe, ee Peaiu3alluil B YCIOBUAX MUMPOBOI
9KOHOMUKU M KOHTPOJIS HaJl 9TUMHU TIPOIECCAMU, 3TO CYIIeCTBEHHBIM
06pa3oM BJIMsIET Ha XapakTep U Pe3yJbTaThl MCIIOJb30BaHUs 1HGBPO-
BBIX TEXHOJIOTUH M Ha PocT mpecTynHocTH. Ciemyer OTMETUTH, UTO
B paMKax CO3[[aHUsT MHTEJIEKTYATbHOTO KOHKYPEHTOCTIOCOOHOTO PhIH-
Ka sefictByer Harmonanbnas nnrtessiekTyanbHas nnuimatusa (IPNet)
U ee CTparerusi aKTHBHO BHEPSIETCST B JKU3Hb 00IeCTBa, pazpaboTana
KOHIIETIINA «I0POXKHOI KapThl» [PNet ¢ 1mesbio perympoBanms phIHKA
UHTEJJIEKTYaTbHON COOCTBEHHOCTH JIJIsT HOBOW 9KOHOMHUYECKOI Peasib-
HOCTHU B MHTepecax HaceneHud Poccun. B pamkax MHUIIMATUBB C€O3-
naH HarmoHanbHBIH KOOPAMHAIIMOHHBI 1IeHTP 00pabOTKK TPaH3aKIIUi
¢ npaBaMu u oObekTaMu nHTeIeKTyarbHol coberBernocTr (IPChain),
TO €CTh Ha OCHOBE TEXHOJIOTUHU OJIOKYENH OTKPBITA OOIIECTBEHHASI CeTe-
Bast iaTdopMma st YIPaBIeHUsT UHTEUIEKTYaTbHONU COOCTBEHHOCTDIO,
KOTOpasi TI03BOJIsIeT 00sazaTe/io ObICTPO 3aperucTPUpOBaTh IpaBa
HA WHTEJIEKTYATbHYI0 COOCTBEHHOCTD M CIIOCOOCTBYET OTEPATUBHOMY
B3aUMO/IEUCTBUIO MEKY YUYACTHUKAMU PHIHKA HHTEJIEKTYATbHON C00-
CTBEHHOCTH, CPEIN KOTOPBIX KJIIOUEBYIO POJTh UTPAIOT TOCYIaPCTBEHHBIE
CTPYKTYPBI, C OJTHOM CTOPOHBI, a C PYTOil pa3BUTHE MU(POBOTO PHIHKA
MHTEJIEKTYaTbHON COOCTBEHHOCTH 4epe3 CO3/IaHie CEPBUCOB TIPABO-
BOU OXPaHbI, YIIPABICHUSI U 3aIUThI TIPAB, TO3BOJIUT PEMIATH TPOOIEMBI
ABTOPCKOTO, CMEKHBIX M TIATEHTHBIX MpaB. B Hacrosiee BpemMs paccma-
TPUBAETCST BOMPOC HAa OCHOBe HarmonanbHoil cetn [PChain «cosnamme
BJIEKTPOHHOI OMPIKK MHTE/IEKTYabHOI COOCTBEHHOCTH, T/ie TPaBo06-
JlajlaTesib CMOKET HAIPSMYIO CBA3aTLCA C TOJb30BaTeseM. JTO TaKxKe
TTO3BOJIUT PACIIUPUTh YMCIO YYACTHUKOB CGepbl MHTENJIEKTYyaTbHON

** VnHoBAIMOHHOE ~DAsBUTHE W  3alUTa  MHTENCKTYaNbHOH —COGCTBEHHOCTH
B 1ndposoil axonomuke [Imexrponnsiii pecypc]. TACC. URL: //https://tass.ru/pmef-
2017 /articles /4274740 (mara o6pamenns: 18.10.2021).
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coberBenHocTy . Tlundposas miardopma mo3BoauT 00bEANHUTD OPHU-

JIAYECKYIO TIOIEPKKY, CTPaxoBaHue, OYyXraJTepeKe Win ayJAuTOPCKIe
YCIyTH, U T. 1.

B okrsi6pe 2018 r. yTBepsKAeHO asanTtupoBaHHOE st Poccuiickoii
Denepanuu TuroBoe nosnoxkenune «IlosuTrka B 001aCTH MHTE/LIEKTYalb-
HOI COOCTBEHHOCTH [IJIsI YHUBEPCUTETOB M HAyYHO-HCCIIE0BATEIbCKUX
opranusaiiuii»*”, KoTopoe JI0JKHO CTaTh OPUEHTUPOM B (DOPMUPOBAHUU
HOJIMTUKY JAHHBIX OPraHU3aInii B 00J1aCTH MHTEJIEKTYaIbHON COOCTBEH-
HOCTH, PACKPBITH IOAXO/bI K OPraHu3auy paboTbl ¢ Hell, JaTh HATJISAHOE
IPEACTABIEHNE O KIIOUEBBIX JIEMEHTAX 1 ITAlaX PaspabOTKY MOJUTUKI
JIaHHBIX OPraHU3aIUil B 00JIaCTH HHTEJIEKTYaJIbHON COOCTBEHHOCTH.

B aTo ke Bpems mog arugoit Pockomuanzopa noamnucan Memopan-
JLyM O COTPYJIHUYECTBE B chepe OXpaHbl UCKIIOUUTEIbHBIX [IPAB B A1IOXY
pasBUTHsI IU(POBHIX TEXHOJIOTUI, COTIIACHO KOTOPOMY TIpaBoobiagaTe-
JI CO3JIAI0T PEECTpP ¢ YKa3aHUEM CTPAHUI] CAUTOB C MUPATCKUM ayINO0-
U BUIECOKOHTEHTOM, a aJIMUHUCTPATOPbl MHTEPHET-PECYPCOB OOsI3aHbI
€KeIHEBHO KasK/Ible MIITh MUHYT 00paIiaThCst K 9TOMY PEECTpy U B Teue-
HUe MIeCTH YacOB YIAIATh U3 TTOMCKOBON BBIZIAUU CCHIIKY HA MTUPATCKIE
CaiiThl B OTHOLIEHNN OOBEKTOB aBTOPCKOTO MIPaBa KOMIIAHUIN, O/IIICAB-
IIUX TOKyMeHT*",

B 2020 r. B wactp uyerBepryio I'paxkaanckoro kojaekca PD BHece-
HBI U3MEHEHUS B YaCTH, Kacalolelcs M3MeHeHUs TOPS/IKa pernucTpa-
[[UM UHTEJUIEKTYAJIbHOW COOCTBEHHOCTH, B TOM YHCJIE TIPEI0CTABICHIS
3asIBUTEJIIO0 BO3MOKHOCTH TpUJarath K MarepuajaMm 3asiBku 3D moje-
JIN 3asIBJISIEMBIX OOBEKTOB HHTEJIEKTYaJIbHOM COOCTBEHHOCTH (M30-
OpeTeHunii, IOIe3HbIX MOAEIEH, IIPOMBIILIEHHBIX 00Pa310B U TOBAPHbIX
3HAKOB) B 9JIEKTPOHHOU (popMe. ITO «IMO3BOJUT MOBBICUTH MPUBJIEKA-
TEJIBHOCTh W KOM(OPT PETUCTPAIMOHHON CUCTEMBI, COKPATUTh CPOKH
U MOBBICUTH Ka4eCTBO 9KCIIEPTU3bI, CHU3UTh 3aTPAThI 110 Bbaye OyMasK-
HbIX OXPaHHBIX JOKYMeHTOB»*". [Ipemonaraercs, 4to gaHHble u3MeHe-

" B «CkomnkoBo» mpezcTaBui Haimonaibyio HHTEIICKTYalbHyI0 HHUIHATHBY [DIeKT-
pounbiii pecype]. URL: https://www.intermedia.ru/news/310167 (nara obparmenus: 25.03.2021).

* Muno6puayku Poccun npn yuactiu Munkyastypst Poccun, MunskoHoMpasBuThs
Poccun, Pocrarenta, Acconmarun IPChain, Meneparmy HHTEIEKTYaTbHOI COOCTBEHHO-
crit, Gonza «CrokoBo», Poccuiickoro HayqHO-MCCAE/I0BATENBCKOTO HHCTUTYTA 9KOHOMUKH,
TOJUTUKY 1 TIPaBa B HAYYHO-TeXHUYECKOI cdepe, HarmoHambsHoro necie[oBaTeIbeKoro meH-
Tpa «Bricmas mkoma skonomukuy, Yuausepcutera I'TMO, O0:xHoro dhenepambroro ynmsep-
cutera 1 Beepoccuiickoro HayqHO-MCC/IEI0BATENbCKOTO HHCTUTYTA aBUAIIMOHHBIX MaTepua-
JIOB COBMECTHO ¢ BceMUpHOIT OpraHu3aImu HHTe IEKTYIbHO COOCTBEHHOCTH.

% URL: https://www.rbc.ru/rbefreenews/5bdaf5329a79475d77¢8a003 (nara obparie-
nust: 24.02.2021).

" B TocayMe moepkaH 3aKOHONPOEKT O PACIIMPEHUH UCHOIb30BAHUS 3IeKTPOH-
HBIX TEXHOJOTHII TIpM perucrpamui 00beKTOB MHTEUIEKTYaJlbHbIX IPaB [DJIEKTPOH-
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HUS TI03BOJISIT CHU3UTH CPOKH TOCYIaPCTBEHHOM perucTpaiuu 06beKToB
UHTEJIJIEKTYJIbHBIX TIPAB U TIO3BOJISIT MMOBBICUTH KAUECTBO TTPOBECHUS
uH(GOPMAIUOHHOTO MOUCKA 32 CYET PACHIUPEHUS] KPyra KBaJIU(UIIPO-
BaHHbIX CHEINUATNCTOB B PA3JIMYHBIX 0OJACTSAX HAYKU U TEXHUKH.

O/HUM M3 MEXaHM3MOB 00ECIICUYEHUS JesATENbHOCTH TPELyPeIr-
TEJIBHOTO XapaKTepa CJEAYyeT PacCMaTPUBATh IPOBeleHNEe KPUMUHO-
JIOTUYECKOI 3JKCIEePTU3bl MPUHUMAEMbBIX 3aKOHOJATEIHHBIX PEIIeHUit
U WHBIX HOPMATUBHBIX aKTOB, PETYJUPYIOMUX ChHepPy MHTEJIEKTYah-
HOM cobcTBeHHOCTH ™,

U, KoHe4YHO ke, 0coboe 3HAYEHUE TOJLKHO OBITh YIEJEHO paspa-
60TKe M peaju3aliid Mep OPraHU3allMOHHOTO, HOPMATHBHO-IIPABOBO-
IO U METOAUYECKOTrO XapaKrepa B IeJsX o0ecreyeHust 9KOHOMUYECKOI
6esomacHocTi’’. B uX 4mcie: COOTBETCTBYIONAsl MOATOTOBKA CIEIN-
AJIMCTOB, TEXHUYECKAsT OCHAIIEHHOCTb IPABOOXPAHUTEJNbHBIX OPraHOB
HOBEUIIMMY TEXHOJOTUSIMU 1U(POBOrO MUPA, COTPYAHUKOB IPABO-
OXpPaHWUTEIbHBIX OPTaHOB M OGAHKOBCKOH cdepbl, paspaboTKa MeTOAN-
YECKUX PEKOMEHJIAIUI TI0 TIPOTUBOAEUCTBUIO COBPEMEHHBIM BbI30BAM
npecrynHoct. Ho camoe riaBHoe HeOOGXOAMMO TIPUBJIEYEHIE COBpPE-
MEHHBIX CIEIMATUCTOB, UMEIOIINX OTIpejieJieHHbIe 3HAHUSI B HA3BAHHOM
cepe.

Ocoboe BHUMaHUE IOJZKHO OBITH YAEJIEHO MCCJIE0BAHUI0 Opra-
HU3AIMOHHO-YIIPABJIEHUYECKUX [PUYMH KaK OJ[HOIM U3 COCTABJSIONIUX
[PUYMHHOTO KOMILJIEKCA IPECTYIHHOCTH B cdepe MHTeJIEKTya bHON
cobeTBeHHOCTH. PocTy mpecTymHOCTH B chepe MHTeIEKTYalbHON co6-
CTBEHHOCTH CHOCOOCTBYIOT cJiabasi MesTeNbHOCTh KOHTPOJIUPYIOMIUX
OPraHoB, CIEIMATM3UPOBAHHBIX CYOBEKTOB TPOTHBOAEIHCTBUS TIPECTYII-
HOCTHU B 9TOH cdepe, HEIOCTATOUHBI YPOBEHD MOATOTOBKU KOMILTEK-
Ta TPABOBBIX JIOKYMEHTOB, OTCYTCTBHE METOJIUYECKUX PEKOMEHJAIN
110 CBOEBPEMEHHOMY BBISIBJIEHUIO U [IPECEYEHUIO MTPECTYITHOM JesiTeh-
HOCTH B COBPEMEHHBIX YCJIOBUSIX U PE3YJIbTaTOB UCCAEOBAHUS JIMUHO-
CTH COBPEMEHHOTO TIPECTYITHUKA. ITO 00YCIOBIEHO TEM, YTO B COBpE-
MEHHBIX YCJIOBUSIX TIPECTYILJIEHUSI COBEPINAIOTCSI C HMCIOJIb30BaHUEM
M@POBBIX TEXHOJOTH, a TAKON BUJ MTPECTYIMHON JAEATEIHHOCTH Yallie

meiii pecype]. URL: https://rospatent.gov.ru/ru/news/gd-o-rasshirenii-ispolzovaniya-
ehlektronnyh-tekhnologij-pri-registracii-obektov-intellektualnyh-prav (nara o6pamenus:
05.06.2020).

*® [Mabanos /I. B. Kpumunosornyeckas 060CHOBAHHOCTD YTOJOBHOTO 3aKOHOATEb-
CTBA U TIPAKTHKH €T0 TIPUMEHEHHS B chepe OXPAHBI COOCTBEHHOCTIL: JIHC. ... KAH]L IOPUJL. HAYK:
12.00.08 / Ilebaros Amutpuii Banepnesuy. Kpactomap, 2017.

* Tunkeeun T. B. Jleramsalus KpUITOMHYCTPHM: 33 M IPOTHB // YT0JI0BHAS TIOINTHKA
1 IPABOIIPUMEHHTE bHASE ITPaKTHKA: ¢0. cTateii 0 Marepuaiam V Beepoceniickoli HayaHO-11pak-
Tiaeckoil kondepentn 3 HostGpst 2017 . / Moz pet. -pa lopui. Hayk, gonenta. E H. Paxmano-
Boit // Cesepo-3anazusrii prmiar OTBEOY BO PTYII, Canxt-Ilerepbypr, 2018,
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Bcero Tpedyer 3HaHWil IU(GPOBBIX TEXHOJOTHIT U YMEHUH UMHU BOCIIOJIb-
30BaThCS B IIPECTYITHBIX IEJSAX U 00sI3aTEJIBHO CKPBITh CJIE/IbI CBOEH ITpe-
CTYTTHOU JIeTeTbHOCTU.

B xome mnpemynpeauTenbHOil AeATeIbHOCTH 0c000e BHUMAaHUE
JOJKHO OBITH yieleHO (hbaKTopaM JlyXOBHO-HPaBCTBEHHOTO XapaKTepa,
MOCKOJIbKY B COBPEMEHHOM POCCHUCKOM O0IIECTBE MMEET MeCTO ObITh
HE TOJIbKO BBICOKUII YPOBEHb IPABOBOTO U HPABCTBEHHOTO HUTUJIN3-
Ma, HO U He0Bepue K MPOBOAMMBIM TOJUTHYECKUM U OOIIECTBEHHBIM
MEPOIPUSTUSIM, CBA3aHHBIMU € TPEOOBAHUSIMU ¥ IPEAMTUCAHUSMU 3aKO0-
HOB ¥ HOPM Mopasin. YTo ke KacaeTcs COBEPIIEHUS MeTHUN B OTHOIIIE-
HUM WHTEJUIEKTYaTbHOU COOCTBEHHOCTH, TO, KaK OKA3ajoCh, B GOJIb-
1Ieil yacTu rpak/jaHe He BCETJa BUJST TPaHb MEXKJY CYIECTBOBAHUEM
KOHKPETHOTO 3AIUIIaeMOT0 MPpaBa WHTEJJIEKTYaTbHONU COOCTBEHHOCTH
U IIPABOHAPYIIIEHUEM.,

B cBasu co caoskuBInelicas KpUMHUHOTEHHOI cutyanuu B cdepe
MHTEJIEKTYaIbHOM COOCTBEHHOCTH W TIPUHSATHEM Psifla HOPMaTHBHBIX
JIOKyMEHTOB, B ToM uucJie Ykasa [Ipesusenrta Poccuiickoit Menepaiiuu
ot 7 mag 2018 r. Ne 204 «O HAMOHAIBHBIX IEIAX W CTPATETUIECKUX
3amavax passutusi Poccuiickoit Menpepanum Ha nepuos g0 2024 rogas
n OcHOBHBIX HanpaBeHu# aeateabuocT [IpasurenscrBa Poccuiickoit
Denepannu na mepuos 10 2024 roga, KOTopble yTBEPKAEHDI 29 ceHtsi-
6pst 2018 roma Ilpemcemarenem IlpaButenbcrBa Poccuiickoit Mee-
paruu /1. A. MeaBeneBbIM™, HallpaBJIeHHBIX Ha YyBeJndeHre 000poTa
[paB Ha MHTE/JIEKTYaJbHYI0 COOCTBEHHOCTH, OOecrieueHre ee KOHKY-
PEHTHOI CIIOCOOHOCTH B MUPOBOM Maciitabe, BaKHEHIINM HalpaBJie-
HIeM rOCyIapCTBEeHHOU MOMUTUKU B cepe TPOTUBOIEHCTBUS UCCIIENY -
€MOT0 BUJIa IPECTYITHOCTHU JIOJIKHBI CTATh:

— IOJTOTOBKA CIENHMAINCTOB He TOJbKO B chepe IT-Texnomornii,
HO U ¢ oOpasoBaHMEM W TIOJIyYeHUEM 3HaHUN B chepe UHTEIIEKTY-
AJIbHOM, OCOGEHHO TexX TOApa3[e/JieHul, KOTOPbIE HEMOCPEACTBEH-
HO OCYIIECTBJISIIOT MEPOIPUSATUS 10 [POTUBOJEHCTBUIO IPECTYILIE-
HUSM B cdepe MHTEIEKTYalbHONH COOCTBEHHOCTH, IOBBINIEHUS WX
npodeccruoHannsMa. B aTux 1essix paspaboTka HOBBIX ITPOTpaMM B ce-
pe JOMOJTHUTENBHOTO TIPO(hECCHOHATBHOTO 0O6pa3oBaHMS;

— mnoBbilienre 3HGEKTUBHOCTU IEATEIbHOCTH TPABOOXPAHUTEb-
HBIX OPraHoB B cepe 3aluThl HTEPECOB MpaBoobIaaTes el MHTeI-

O HarMOHAMBHBIX MEJSX I CTPaTernyeckux 3ajiayax passutus Poccuiickoii Dese-
paruu Ha repuoj 1o 2024 roxa: ykas Ilpesuzenra Poccuiickoit Deneparmu ot 7 mast 2018 .
Ne 204 (c mameHernsaMH 1 TomoTHEHUAMI). JlocTyT 113 MHPOPMAITMOHHO-TIPABOBOTO MOPTaIa
«Tapant»; OcHoBHbBIE HapaBIeHNst AesTenbHocTn [IpaBurenbersa Poccuiickoit Deneparmm
wa nepuoz 10 2024 roma ot 29 cenrsabps 2018 r. loctyn u3 mHGOPMAOHHO-TIPABOBOTO MOP-
Tasa «lapanT».
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JieKTyanbHON cobctBeHHOCTH. C 9TOM 11e/b0 HE0OXO0AMMa KOOPAUHA-
WS JIESITETbHOCTH BCEX 3aMHTEPECOBAHHBIX CYOBEKTOB TIPEAYIIPEIN-
TEJILHON JeSITEIbHOCTH 10 OXPaHe WHTE/IEKTYalbHOM COOCTBEHHOCTH,
00OIIECTBEHHBIX OPraHU3alMil MPaBOOXPAHUTENBHOI HAIPaBJIEHHOCTH,
HO U GOJIBIIOE 3HAUEHKE MMEET B3aUMOJEHCTBIE ¢ MEKIYHAPOAHBIMU
OpraHM3aIusIMU, MOCKOJIBKY HCIOJIb30BaHe WHTEJIEKTYalbHON COb-
CTBEHHOCTU B UM POBOM (hopMaTe, TOPOiT MPOTUBO3AKOHHOE, HE TT03BO-
JISIET PeraTh mpobIeMbl TPOTHBOAEHCTBUS 9TUM IIPECTYILIEHUSAM TOJIb-
KO B PaMKaX OJTHOTO TOCY/IapCTBA M3-3a UX TPAHCTPAHMYHOTO XapaKTepa.

KoHTpoAbHble Bonpocbl

1. Ilpoanmanmm3upyiite COBPEMEHHOE COCTOSHUE IPECTYITHOCTU
B c(hepe MHTEIIEKTYaIbHON COOCTBEHHOCTH.

2. HasoBuTte ocHOBHBIE TIOKA3aTEIN TPECTYITHOCTU B chepe MHTe-
JieKTyabHol cobeTBernocTr B Poccut.

3. KakoBa cnemnuduka mTpecTyIieHU#, coBepiiaeMbiXx B cdepe
HHTEJIEKTYaIbHOM COOCTBEHHOCTH C MCIIOJIb30BaHUEM ITU(MPOBBIX TEX-
HOJIOTUA?

4. Ilpoanmanmm3upyiiTe Mepbl MPEAYNIPERICHUS TPECTYIICHUM,
COBepIIaeMbIX B chepe HHTEJIEKTYaTbHOW COOCTBEHHOCTH € MCIIOJIh30-
BaHUEM UG POBBIX TEXHOJOTUIH.



laBa 14. KpumuHoAOTHUecKas XxapaKTepUCTHKA
3KCTPEMU3Ma U TEPPOPU3Ma B YCAOBUSAX
unpposoi TpaHcpopMaLuu

nAaHMp)’eMble P€3yAbTaTbl OCBO€HUS TEMbI TAABbI

— 3HATh 0COOEHHOCTH HKCTPEMU3MA U TEPPOPU3MA, X BUJIbI U KPUMHU-
HOJIOTHYECKHE MTPOOJIEMbI B YCJIOBHSIX Pa3BUTHS II(DPOBBIX TEXHOJIOTHIA;

— YMeTb IPUMEHSTD CBOU 3HAHUS B TPOPECCHOHAIBHON AeATETbHOCTH;
OIPEEISITh OCOGEHHOCTH KPUMUHOJOTHIECKON XapaKTePUCTUKM JIMYHOCTH
IKCTPEMUCTA U TEPPOPUCTA; UCIIOIB30BATH OCHOBHBIE TIOKA3aTE/IN MIPECTYTI-
HOCTH JIJIS OTIEHKU COCTOSTHUST HA3BAHHOTO BU/IA TPECTYTIHOCTH B CTPAHE;

— BJAJI€Th HABBIKAMYM KPUMUHOJIOTMYECKON OIIEHKU HOPMATUBHbBIX
AKTOB; IOPUANIECKON TEPMUHOJIOTHEH B cpepe MPpeAyIpeKICHUS TEPPO-
pu3Ma 1 9KCTPEMU3MA; HaBbIKaMU TTPUMEHEHU MPABUJ KPUMUHOJIOTHU-
YeCKOTO aHaTN3a.

14.1. CoBpeMeHHOe coCTosiHME IKCTPEMU3MA U TEPPOPU3MA

K oroii n3 Harbosiee CI0KHBIX 1 00CYKIaeMbIX TTPOOJIEM, BHI3bIBAIO-
X TPEBOTY BCETO MUPOBOTO COOOIIECTBA, OTHOCSTCS] SKCTPEMU3M U TEP-
popuam. MHorooOpasue (hopm ero mposiBJIeHUIT, 3SHAYUTETHHOE YUCIIO TEP-
POPUCTUYECKUX U IKCTPEMUCTCKUX OPTaHU3AIUil JIEHCTBYIONINX B MUPE
u B Poccuu, TpaHCcHAIIMOHAIBHBIN XapaKTep UX JesTEbHOCTH, yBeJIUUEHIe
KOJIMYECTBA YTPO3 BHEIITHETO ¥ BHYTPEHHETO XapaKTepa CBUIETEIbCTBYIOT
0 TOM, YTO JIeATEBHOCTD 110 POTHBOAEHCTBIIO M TpebyeT 0coO0ro BHU-
MaHWUsl, MOCKOJIbKY TaKue SIBJIEHHsI, 0OCOOEHHO TEPPOPU3M, MPOIOJIKAIOT
MPE/CTABJISATh CEPhE3HYI0 YIPO3y MEKIYHAPOAHOU Ge3omacHocTH™. ITo
MOJITBEPIKIAETCS.  CTATUCTUYECKUMM JIAHHBIMU, CBU/IETEIbCTBYIONIUMU
0 TOM, 4TO TOJIbKO B 2015—2017 rT. B MEpe ObIJI0 COBEPIIEHO 0KOJIO 12 ThIC.
TEPPOPUCTUYECKUX aKTOB, JKEPTBAMU KOTOPBIX cTasu GoJiee 45 ThIC. 4esio-
Bek. [Ipu atom, 6osee 30 Thic. yenoBek morubio, cpeau Hux 81 % cocrasis-
10T JKEPTBBI TEPAKTOB, OKOJIO 36 THIC. YEJIOBEK MOJYUMIN PAHEHUST PA3JIUY-

HOU TSIKECTH B pe3yJibTaTe Ha3BaHHBIX JesiHUI™, ATakaM TeppOPHUCTOB

' Oguunckuii B. C. Vinoctpanubie 60eBMKH-TeppOpHCTEL. MHOIIA OHU BO3BPANIAIOTCS.
(Komnexuus Ms6opckoro kiny6a). Mocksa: Kbt mup, 2019.

#2 Campie rpomkue Tepakthl 2017 roga [Daexrponnbii pecypc]. URL: https://
versiya.info/mozaika/14832 (nata obpamenus: 31.10.2020); Hunxesuu T. B. TIpoGiembr
[POTUBOAEHCTBHS TEPPOPUSMY B YCJAOBUAX riobaiusannu // MexiIyHapoaHO-IpaBo-
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noaBeprnch 92 crpatbl, 55 % U3 KOTOPBIX OBLIN COCPenoTOYeHbI B Adra-
nucrane, Vpaxe, [lakucrane, Muan u Hurepun®™. B 2018—-2019 rr. oxo-
J10 70 TOCYyIapCTB UCTIBITAIN Ha cebe MOCAeCTBHsE GoJiee 5 ThIC. PE30HAHC-
HBIX TEPPOPUCTUUECKUX AKINH, OT KOTOPBIX MOCTPafiasio okojao 30 ThIC.
gesoBek™. 2019 . He cTas UCKIIOYEHUEM, IO BCeMY MUPY OBLIO COBepIIie-
HO CBBIIIIE JIBYX TBICSY TEPPOPUCTUUECKUX AKTOB, B PE3YJIbTATE KOTOPHIX
noru6/m 1 nocrpaganu cabiue 11 Toic. yeaoBex™.

Cerofist 0c00Y10 TPEBOTY BO BCEM MUPE BbI3bIBAET POCT HEHABUCTH
n KceHo(oOUH, CBsI3aHHbII ¢ MaHAeMueil KopoHasupyca. Tak, mo MHe-
auto l'enepambruoro cexperaps OOH Antonuy [yteppmimna, pacmpo-
crpareHue KopoHaBupycHoil uHbekimun COVID-19 crnocobeTBoBaio
POCTY HEHaBUCTH U KCeHO(DOOUH, CTaIi PaCIPOCTPAHSATHCS aHTHCEMUT-
CKHUe TEeOPUU 3aTOBOPA, MPU3BIBBI HATIAATh HA MYCYJIbMaH, MUTPAHTOB
u GekeHIeB, OOBUHSISI UX B TOM, YTO OHU SIBJISTIOTCSI HCTOYHMKAMU pac-
mpocTpaHeHust aToro 3aboseatust. OH TPU3BAJ TTOJUTUYECKUX JINIe-
POB MPOSIBJISATH COJMUAAPHOCTH € TPasKIaHaMK JTFOObIX HAIMOHATBHOCTEI
U YKPEIUISITh COLMAJIbHYIO CIJIOYEHHOCTh ™,

Poccus Toxe e octanack B cropone. CoryiacHO JIaHHBIM [TPaBOOX-
paHUTEIBHBIX OpraHoB ToJbKo B 2019 1. B Poccuu ObLIO 3aperucTpupo-
BaHo 1 806 mpecTyrieHni TEPPOPUCTUUECKOTO XapaKTepa, MpeoTBpa-
LIEHO OKO0JIO 40 TE€PaKTOB, 4TO IO3BOJIUIO HEHTpain3oBath 32 G0eBUKa,
3aj7iepskaTh — 679, a TakKe IMKBUANPOBATDH 49 TEPPOPHUCTHUIECKUX STUEEK,

KOTOpbIE TLJIAHUPOBAIM aTaKu B pa3jinmubbix pernonax Poccuu™. Kpo-

Bble CPEJCTBA IPOTHBOAEICTBUS TEPPOPUSMY B YCIOBUAX riobaiusanuu. [Ipobaembl
TEPPOPUCTHUECKOTO HAEMHUYECTBA CPE MOJIOIEKU 1 IyTU UX TPeooienust: cb. Mare-
puanos Beepoccuiickoil Hayuno-tpak. koug. Crasponoss: CTTIN, 2016; URL: http://
ru.valdaiclub.com/a/highlights/terrorizm-vo-frantsii-v-2015-godu/ (zata oGpauienmus:
10.01.2020).

# URL:  http://ru.valdaiclub.com/a/highlights/terrorizm-vo-frantsii-v-2015-godu/
(mata obpamennst: 16.03.2021); URL: http://ria.ru/society/20160419/1415127989.htm
(nara oGpamenus: 15.10.2017).

21 Kpymble Tepaktsl B Mupe B 2018 rozy: https://ria.ru/20180725/1525288381.html;
JKepramu cambIx KpynHbIxX TepakToB B 2019 rony cramm 6oiee 9 ThiCsY YeroBeK [ DIeKTPOH-
weiii pecype]. URL: s://www.dp.ru/a/2019/10/13/ZHertvami_samih_krupnih_te (zara
obpautenust: 16.04.2021).

3 JKeprBamui cambIX KpymHBIX TepaktoB B 2019 roxy cramm Gomee 9 Thicay uenoBex
[Daexrponnbiii pecype]. URL: s://www.dp.ru/a/2019/10/13/ZHertvami_samih_krupnih_te
(mara obpamenust: 02.06.2020).

* Tencek OOH: manzeMust KOpoHAaBMpYCa BbI3Baja <IlyHaMM HEHABHCTH
u kcenoobun» B Mupe [Inexrponnsiii pecype]. URL: https://www.vedomosti.ru/society/
news,/2020,/05,/08,/829806-gensek-oon-prizval (nara obpamenus: 15.03.2020).

*" Cocrosnue mpectynnoctd B Poccnn smpapb-niexabps 2019 1. [DaekTpoHHbIil
pecype]. URL: http://crimestat.ru/ (nara obpametust: 22.01.2021); Craructika reppopucT-
yeckoil aktuBHOCTH B Poccun [Imexrponnsiii pecype]. URL: http://iminfin.ru/news/303-
statistika-terroristicheskoj-aktivnosti-v-rossii (nara o6pamenus: 04.12.2020).
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Me Toro, 1o jauaeiM MCB PO ycranosmieno 5,5 toic. Tpaskaan Poccun,
BXO/ISIIIUX B PSiJl TEDPOPUCTUUECKUX OPraHU3aAIUIl U BOIOIOIIUX B TOPSI-
YUX TOYKAX, U3 HUX OKOJIO 4 THIC. UEJIOBEK MPUBJIEYEHO K YTOJOBHOI
OTBETCTBEHHOCTH.

B o ke BpeMst CHUBMIIOCH KOJIMYECTBO 3aPETUCTPUPOBAHHBIX [TPECTY-
TIJIEHUH 9KCTPEMUCTCKON HAMPaBIeHHOCTH Ha 53,8 % 1 cocTaBmio 585,
[To manubiM PockomHazsopa, 3a mocieanue 5 et OJ0KMpoBaHO OoJiee
14 ThICSY CAilTOB M yHaleHO M3 POCCUICKOTO cerMeHTa cetn HTepHET
B obmieit cioxkuocTr Oostee 140 ThiC. MaTepHasIoB, PU3BIBAIOIINX K 9KC-
TpeMusmy u Teppopusmy’”. IIpu 5TOM cieayer oTMETUTDb, 4TO B HACTOSI-
Iee BpeMst MX CTAHOBUTCSI MEHbIIIe B ceTi FIHTepHET, HO B JIOOBIX 3aKPbI-
TBIX YaTaX MECCEH/KEPOB OHU MOJIYYUJIH JIOCTATOYHOE PACIIPOCTPAHEHUE.,

Craructuyeckue 1moKasaTesin, Kacalolrecs MpecTyIIeHUil 9KCTpe-
MUCTCKON HAIIPABJIEHHOCTH U UX HU3KUU YPOBEHb PETUCTPAINU, CBU/IE-
TEJIbCTBYET, CKOPEE O TOM, UTO B CBSI3U C PA3BUTHEM ITHU(MPOBBIX TEXHO-
JIOTUI MEHSIIOTCs1 OPMBI 1 CITOcOOBI COBEPIIEHIS MpecTyieHnil. Taxk,
BTH TIpeCTyIUIeHus1, B Goublneil cBoeit yactu (80 % ot obiiero uncia
BBISIBJIEHHBIX TIPECTYIIJICHUN KCTPEMUCTCKON HATTPABJIEHHOCTH ) COBEP-
MIAIOTCSI C MCII0JIb30BaHIeM IIU(POBBIX TEXHOJIOTHIT ™.

CrpemuTtesibHoe pa3Butue UHGOPMAITMOHHO-KOMMYHUKAIIMOHHBIX
U 1UMPOBLIX TEXHOJIOTUI TO3BOJISIET TEPPOPUCTAM U IKCTPEMUCTAM
ele aKTUBHee PACIIUPATH reorpaduio CBOel AeCTPYKTUBHOUN HMIE0J0-
I'MH, PEKPYTUPOBATH B CBOU PsI/IbI U IIPUBJIEKATH (DUHAHCOBbBIE CPENICTBA,
OCYIIECTBJISITh XaKePCKUe aTaKu U JPYrHe MPeCTYIVICHUsI. 3HAUYNTEh-
HYIO TIOJJIEPIKKY JIESTENbHOCTA IKCTPEMUCTCKUX U TEPPOPUCTUUECKUX
OpraHu3alliii OKa3bIBAIOT COlUaJbHbIe ceTu. VIHTepHeT cTas JJIsi HUX,
110 CYTH, OCHOBHBIM MEXaHU3MOM YIIPaBJIECHUSI PA3PO3HEHHBIMU CUJIAMU
U CPEJICTBAMM, B TOM UMCJie ¥ (PUHAHCOBBIMU.

B macrosiiiee BpeMsi, 10 3KCIIEPTHBIM OIlEHKAM, HACUUTHIBAETCS
0K0J10 30 THICSIY 9KCTPEMUCTCKUX U TEPPOPUCTUYECKUX CANTOB, KOTOPbIE
3a9aCTyIO MCIOJIBb3YIOTCS JIUIsl BEePOOBKM CBOUX CTOPOHHUKOB, CO3/IAHIE
ABTOHOMHBIX sTYEEK, YIIPaBJIEHHE UX AeSATeJIbHOCTHIO, cOOpa CPEJACTB.
3/1ech JKe BefleTcs MOJrOTOBKA K COBEPIIEHUIO 9KCTPEMUCTCKUX aKITHii
U TEPPOPUCTUYECKUX aKTOB, a TAKJKe OCBEIIEHUI0 WH(OPMAIUU O TIPO-
BEJICHHBIX MEPOIPUSITUSIX.

8 Cocrosnue npecrynHoctd B Pocenn snsapb—niexabpb 2019 1. [D1ekTpoHHbIE
pecype]. URL: http://crimestat.ru/ (nata obpametust: 18.08.2020).

* PockoMHazzop yramn 6osee 140 ThicSY MaTePHAIOB ¢ IPU3BIBAMI K SKCTPEMU3MY.
[Duexrponnsrii pecype]. URL: https://ria.ru/20190801,/1557081672.html?in=t (aara oGpa-
menust: 29.12.2020).

" Oxo110 80 % SKCTPEMICTCKUX IIPeCTyILIeHuii B Poccun coBeplaeTcs B nHTEPHETE [ DIEKT-
ponnsiii pecype]. URL: https://ria.ru/20190917,/1558757896.html (nara obpamerus: 18.02.2021).
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Bce 310 1103BOJISIET C/lesIaTh BBIBOJ O TOM, YTO HACTYIIMJIA IPA TEX-
HOJIOTUYECKOTO U IU(PPOBOTO IKCTPEMU3MA U TEPPOPU3MA, a 110 MACIITA-
6aM TOCJIe/ICTBUI 9Ta yrpo3a B GJusKaiiinee BpeMst MOKET OBbITh COIO-
cTaBUMa C OPY’KMEeM MacCOBOTO YHUUTOKeHus. Tak, Harpumep, 3a pyoe-
JKOM ysKe aKTUBHO OOCY/KIAIOTCSI MPaBbIMU PajlKaJaMi KOHKPETHBIE
1IeJI ¥ METO/IbI TAKUX aTaK, B TOM UUCJIE <MCTIOJb30BAHNE a9PO30JTbHBIX
GaJTIOHYMKOB, HAMOJHEHHBIX OHOJIOTHYECKUMHE JKUIAKOCTSIME OT WH(pU-
IIUPOBAHHBIX JIIOZIEH, WM pacipocTpaHeHUe BUpyca TPU Kallljie WIN
IPUKOCHOBEHUH K J11060# TTOBEPXHOCTH, UCIIOJIB3YEMON JIFOIbMU B Mara-
3MHaX 1 B 00IECTBEHHOM TPaHCIopTes ™',

[lepexons B apy nubdpoBU3anIum, IKCTPEMU3M U TEPPOPUIM CTaHO-
BSITCSI TJIABHOM OMACHOCTBIO HE TOJIbKO it Poccuu, HO U Apyrux cTpan
MUPa, MOCKOJIbKY HCIOJIb30BAHUE CKBO3HBIX IUMPOBBIX TEXHOJOTHUI
COBMECTHO € MH(MOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHBIMU TEXHOJIOTH-
SIMU, TTOBBITIAET 3PHEKTUBHOCTD UX TTPECTYITHON 1eITEeThHOCT.

Oco0byI0 TPEBOT'Y BBI3bIBACT MOSIBJICHIE HOBBIX (DOPM Ha3BaHHOIA ITpe-
CTYIHOHN A€STeJIbHOCTH, YTO TPeOyeT MepecMoTpa M yCOBEPIIEHCTBOBA-
HUSI CTPATErMK U TAKTUKU TIPOTUBOIENCTBUS ITUM SIBJIEHUSIM HE TOJIBKO
Ha YPOBHE OT/IEJIbHO B3SITOIO TOCY/IAPCTBA, HO U B 11€JIOM BO BCEM MUPO-
BoM coobrectse. Ocobo cirenyer 06paTUTh BHUMaHKE Ha TOT (haKT, 4To:

— BCe yalle CTaJu UCI0Jb30BaThCs: HOBbIE TEXHOJOTUU TIPU [IPO-
maraljie 9KCTPEMUCTCKON U TEPPOPUCTUYECKON eITeTbHOCTH; HOBEI-
mue paspaboTKH B 00JIaCTH BOOPYKEHUS, MUQPPOBBIX TEXHOJOTHIA,
HHBIE CIIOCOObI, He Tpebyrolte 0coboil KBaau(hUKAINT 1 JIIUTETbHON
[IO/IFOTOBKH;

— UBMEHWJIACh TAKTHKA OPraHU3alUK IKCTPEMUCTCKUX U TEPPOPU-
CTUYECKUX OOBEAMHEHWIH, YN B TPOILIOE JJINTEIbHbBIE TTOATOTOBKU
rpymi Teppopuctos (ot 10 1 6osiee yesmoBeK), eci paHbIlle CTPEMUJIICH
K CO3/[IaHUIO KPYITHBIX OPTaHU30BAaHHBIX TEPPOPUCTUIECCKUX OOBEIUHE-
HUIA, TO B HACTOSIIIEE BPEMST TIPEIITPUHUMAIOTCS IOIIBITKU OPraHU30BaTh
Pa3BETBJIEHHYIO CETh 3aKOHCIIUPUPOBAHHBIX TEPPOPUCTUUECKUX STUEEK.
Yartre ctamu ucnoab30BaTh OAMHOUYEK—TEPPOPUCTOB, UYTO 3aTPYAHAET UX
CBOEBPEMEHHOE BBISIBJIEHNE, TAK KaK TEPPOPUCT—OAMHOUKA, KaK <UTOJI-
Ka B CTOTY C€Hay, €ro MPaKTUUYECKU HEBO3MOXKHO OTCIeNuTh. B To ke
BpeMs, Kak yTBep:kaaeT B. C. OBunnckuii, cepunasgch Ha Jloxman VnTtep-
[0JIa «CPEr TEPPOPHUCTOB, COBEPIIMBIIMX PealbHble MaCIITaOHbIE Tep-
POPUCTHYECKUE aKIUU, He OBLIO HU OJHOTO OJMHOYKU. Bee momobHbie
AKI[MU COBEPIIAINCH CIUIOYEHHBIMU TPYIIIaMU B coctaBe 7 u OoJjiee

®' Oeuunckuii B. C. Tlangevus nemasncetn. KoponaBupyc HeceT He TONBKO GOJC3HD,
HO 1 HacuJiHe B obiectse [ dmexrponnsiii pecype]. URL: http://zavtra.ru/blogs/pandemiya_
nenavisti# (zara obpamternst: 26.06.2019).
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yeJioBeK. B To jke BpeMst, COTJIacHO aHHBIM BBIOOPKH, 29 % TeppOpHUcTOB
OBLIN apecTOBaHbl UCKJIIOYUTENBHO 32 OAMHOYHBIE ACHCTBUS. .... JInbO
OHU JICHCTBUTEIHBHO OCYLIECTBJISLIIN IIPOTUBO3AKOHHBIE JIEHCTBUS B OJIM-
HOYKY, 1100, HECMOTPsI Ha BCE YCUJIMS TIPABOOXPAHUTEIBHBIX OPraHoB,
TaK U He CIaJii HUKOTO U3 CBOUX MOJeTbHUKOB. [locienyiomniue uccie-
JOBaHMsI IOKa3a/u, 9To cpein 30% yKasaHHBIX TEPPOPUCTOB OBLIM OCBE-
JIOMJIEHBL O XapaKTepe AesITeJIbHOCTH TeppopucToB. bosee toro, B 40 %
cayJasix OJu3Kue JAPY3bsi TEPPOPUCTOB CAMHU He YYACTBOBAJIHU B MOI00-
HOTO POjia JAeATeJIbHOCTH, HO 3HAJIN UJIH JIOTa/[LIBATICH O BOBJIEUYEHHO-
CTU B TEPPOPHU3M CBOUX Jpy3eii»*”. JlocTaTOuHO CIOKHO OTPENenuTh
1 00BEKT OUEPETHOTO TEPPOPUCTHYECKOTO aKTa;

— YBEJMYUJIOCH KOJIUYECTBO HE TOJBKO TEPPOPUCTOB OIUHOYEK,
HO W TEPPOPUCTOB cMePTHUKOB. OJIHAKO €CTh IPEAIOJOKEeHUEe TOro,
yto, Hanpumep, «MTWJI neperio Kk 6eCCTPYKTYPHOMY YIIPaBJICHUIO.
DTO 03HAYAET, YTO TEPPOPUCTHI U UM COUYBCTBYIOIIUE JIOJIKHBI BECTH
CBOIO [IESITEJIBHOCTh HA OCHOBE CaMO(DUHAHCUPOBAHUS HE TOJBKO
U3BICKUBAsi PECypChl, HO 1 obecriednBast camu ceOsi MHCTPYMEHTaMu
NI TIPOBEIEHUS TEPPOPUCTUYECKUX aKTOB. JTU aKIWH, 10 MHEHUIO
NTNJI, nosKHBI OCYIIECTBAATLCA HE B pe3ysabTaTe CJOKHBIX MHOTO-
(byHKIIMOHAJBHBIX OMEPAIUil CHEeUaJbHO MOATOTOBJIEHHBIX TPYIII,
a B pesyJibTaTe MHUIMATHBBI HEGOJBIINX KOMaHA — OT 3—5 /10 MaKCH-
myM 10 gesoBek™ u Harpasienue OyaeT MEHSTHCS OT KPYMHBIX OIle-
paluii 1o POBEJIEHUIO TEPPOPUCTUUECKUX AKTOB K HU3KOYPOBHEBOMY
JOMOPOIIEHHOMY TEPPOPU3MY, TO €CTh MEHSIOTCS OOBEKTHI MOCSTa-
TesIbCTB. Bee yalie uMu sIBJIstroTCst JIIOOBIE MECTa MacCOBOTO CKOILIE-
Husi Jiozieir. I[lpuMepoM MOryT CJIYKUTH TEPPOPUCTUYECKUE AKThI,
cosepiientbie B 2017 r. B 1. Cankr-Ilerepbypre (3 anpesst), B Erumre
(9 anpens), 8 Ctokrosabma (7 ampens), B Jlongone (22 mapra), B Jlac-
Berace (2 okTsi6pst);

— BefleTcsl aKTHUBHas paboTa 1O CO3MaHMI0 Pa3BETBJICHHON CceTh
3aKOHCITUPUPOBAHHBIX TEPPOPUCTUUECKUX STUEEK, BMECTO SIBHO OPraHM-
30BaHHBIX TEPPOPUCTUICCKUX OOBEAMHEHMIL;

— HNCIOJb30BaHWE B COBEPIICHUU 3TUX TIPECTYIUIEHUU JeTei
U JKEHNIMH. 3HAuUUTeJIbHAS YacThb MPECTYIJIEHUN KpaliHe paauKasb-
HOTO XapakTepa B COCTaBe€ OPraHU30BAHHBIX IPECTYIHBIX TPYIIII
coBepIIaeTcs: HecoBepuieHHOJeTHUME. 110 HEKOTOPBIM JaHHBIM <10
80 % y4YaCcTHUKOB TPYIIUPOBOK IKCTPEMUCTCKOH W TEPPOPUCTH-
YeCKON HAIPaBJIEHHOCTU COCTABJSIIOT MOJIOAbIE JIOAW B BO3pacTe

* Oeuunckuii B. C. inocTpanubie 60eBUKU-TePPOPUCTHL VIHOT/Ia OHY BO3BPAMIAIOTCS.

(Komnekums Visbopekoro kyba). Mocksa: Kuwkrbrii Mup, 2019.
2 Tam xce.
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ot 13 no 20 ner»*. YuacTuiuch caydad pajuKaiu3aluvl HECOBEP-
[IEHHOJIETHUX Yepe3 CalThl M IPYIIIBI B CONCETAX. B OOJbIINHCTBE
cJIydaeB 10/l TAKOE BJUSIHUE TIOMAJAI0T JIETU U MOJPOCTKU, KOTOPbIE
MOMAJNU B CJOKHYIO JKU3HEHHYIO CUTYAI[UIO, JIUIIEHBI POAUTENbCKO-
ro BHUMAHWS, UMEIOT KOH(PJIMKTHI ¢ OJHOKIACCHUKAMU U TPOOIeMbI
B 0OIIEeHNY cO cBepcTHUKaMK. Kak mpaBuiio, pajnKaibHbie uaen ObLIn
UM BHEJIPEHBI B CO3HAHUE MOCPEJICTBOM TEMAaTUYECKUX CAUTOB CETU
WNurepHer, KOTOpble aKTUBHO (POPMUPYIOT CETEBbIE I'PYIIIbI €UHO-
MBINIJIEHHUKOB, TPONAraHAupysi U PaCIPOCTPaHsIsT NeCTPYKTUBHYIO
uneosiornio. IIpu 3ToM, MOTUBOM [Jisi BCTYILJIEHUSI B 9KCTPEMUCT-
CKHUe TPYIITBI TOAPOCTKOB OT 13 JIeT BBICTYNAIOT «KeJaHue aKTUBHOMN
JIEeATEIbHOCTU, CTPEMJIEHUE K WHMBUIYAJIbHOMY CAaMOBbBIPAXKEHUIO
1 OOIIEHUIO € JIIOAbMU, pasaessaiomuMu ux yoexaenus. [TocesHnast
Ha Takylo 6JIaroflaTHYO TI0YBY arpeccusi MPOSIBJISIETCS B CTPEMJICHUT
BBIPA3UTh IPOTECT U [TOYYBCTBOBAThH CBOIO HE3aBUCUMOCTb» ™, VMe-
I0TCS JIaHHbIe 00 yBeJIMYEeHUH YKc/Ia JIUil B Bo3pacre ot 14 o 16 Jer,
npomeaiux obyuenne u 60eByio moarotosky B8 MTO UT B cupwmii-
ckoM ropoze Pakka™

— BO3POCJIO KOJIMYECTBO TEPPOPUCTOB — IIPUBEPIKEHIIEB UCTAMY,
MEHSIETCSI CTPATErWs U TAKTUKA UX JIeSITENbHOCTH.

Ho, camoe riiaBHOE, 1€ATENBHOCTD 9KCTPEMUCTCKUX U TEPPOPUCTU-
YeCKUX OPraHU3aIuii HOCUT TPAaHCHAIIMOHAIbHBIN XapakTep. OHa cerom-
Hsl y’Ke MOJKET «OKa3bIBaTh BJIUSHUE HA TEHAEHIIUA MUPOBOTO Pa3BUTHUSI,
KaK TMOJUTUYECKOTO, TAK M 9KOHOMHUYECKOTO XapaKTepa 1 YTPOKAIOIIETO
MOCTYIATeIbHOMY PA3BUTHIO 001IIeCTBa» ™.

Hu nng xoro He cexpeT, YTO aKTUBHOCTb 3KCTPEMUCTKON U Tep-
POPUCTUYECKON JIESITEJIbHOCTH OIPE/IE/ISIETCS U HAXOAUTCS B MPSMOI
3aBUCUMOCTH OT ee (GDUHAHCHPOBAHUS, TOITOMY MPOBOAUTCS OOJIb-
mast paboTa 1O MEPEKPHITHIO (PMHAHCOBBIX MOTOKOB. Tak, Harmpumep,
PochunMOHUTOPUHT, COBMECTHO € TIPABOOXPAHUTEJIbHBIM OpraHaMu,
UCIIOJIb3YST BOBMOKHOCTU MEKBEJIOMCTBEHHONW KOMUCCUU T10 TIPOTUBO-
JeiicTBruio (PUHAHCUPOBAHUIO TEPPOpU3Ma OJOKMPOBAIU OAHKOBCKUE
cyeTa MOYTH 5,5 TBHIC. JIUI, TIO03PEBAEMBIX B TPUYACTHOCTA K MEKIY-

#' Byxpeesa O. 3amuT CBOMX JleTell OT SKCTPEMM3Ma M HpoONaratibl Teppopu3-
ma!l [Imexrponnbiii pecypc]. URL: http://oxpaha.ru/national /zashhiti-svoih-detej-ot-
ekstremizma-i-propagandy-terrorizma/ (nara obpamenust: 15.10.2017).

> Tam ace.

* URL: http://ru.valdaiclub.com/a/highlights/terrorizm-vo-frantsii-v-2015-
godu/ (naraobpamenus: 15.12.2020); URL: http://ria.ru/society/20160419,/1415127989.
htm (zara obpautenus: 15.10.2017).

1 Top6ynoe I0. C. Tnobamisaius Teppopusma // Vicropus rocynapersa u pasa. 2007.
Ne 19.
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HAPOJIHBIM TEPPOPUCTUUECKUM opranusaiusm™”, Bmecte ¢ Tem dunan-

CUPOBaHME IKCTPEMUZMA U TEPPOPU3MA MOJYUUIO HE TOJBKO IUPOKUI
pasmax, HO ¥ HOBBIC (DOPMbI M CHOCOOBI MOJYYEHUST HOTOJTHUTEIbHON
(¢uHAHCOBOI TOMOIITH.

W3BecTHO, 4TO OCHOBHBIMU MCTOYHUKAMU JIOXOJ[0B AKCTPEMUCT-
CKHMX U TEPPOPUCTUYECKHUX IPYNIUPOBOK, MTOMUMO cHOpa MaTepuasib-
HOI MOMOIIM ¥ B3HOCOB CTOPOHHUKOB JKCTPEMU3Ma U TEPPOpPU3MA
BCer/Ia SABJISLICH W SIBJISIIOTCSI HE3aKOHHBII 000POT OpysKKUeM, HapKO-
TUKOB, IPUPOIHBIX PECYPCOB U KyJIbTYPHBIX IIEHHOCTEH, OPTaHU3aIII
KaHaJIOB HeJIeraJlbHON Murpaiuu, paboToprosiisi, cOBIT (habITUBBIX
nener u mp. OHMU TakyKe aKTUBHO yY4aCTBYIOT B TOpPraxX Ha (hOHIOBBIX
O6upsKax yepes cosjaBaeMble TOACTaBHbIE (DUPMBI JIETATbHO, BKJIAIbI-
BAIOT CPENCTBA B HEJABWKUMOCTb U PA3JTUYHbIE OTPACIN SKOHOMUKU,
MOJIYYAIOT CPEACTBA OT UTPbI Ha GOHIAOBBIX phiHKax ™. OcoOBIM CIIOCO-
60M (UHAHCUPOBAHUST CETOHS JIJIsl HUX SIBJISIETCS JIESITEIBHOCTD Kpa-
yadanamHra yepe3 oHJIaH-TIaTHOPMBI, KOTOPbIE HAXOISATCS B IOPHUC-
UKW IPYTUX TOCYAApPCTB, HO KOTOPBIE MO3BOJISIOT cOGUpaTh GOJIb-
1oe KOJUYECTBO CPECTB IS IKCTPEMUCTCKUX U TEPPOPUCTUICCKUX
OpraHm3arui.

[Ipu aTOM yUacTUIUCD CJIydan UCIIOJIb30BAHUS B ITUX IEJISIX BUPTY-
AJIbHBIX aKTUBOB (KPUIITOBAJIOT), KOTOPast «HEe UMEET IEeHTPAIU30BaH-
HOTO HMUTEHTA, €JMHOr0 IIEHTPA KOHTPOJIS 32 TPAHCAKIIUSIMU U XapakK-
TepusyeTcsd aHOHUMHOCTBIO TImareskeii»*. Bee vare ncmosb3yoTes Tak
HaszblBaeMble KOH(UIEHIIMAIbHbIE BUPTYaJbHbIE aKTUBbI, TAPAHTUPYIO-
Iye aHOHUMHOCTD TPAH3aKIUil B OTJIHYKE OT OMTKOMHA ¥ €0 aHAJIOTOB.

YpoBeHb KPUMUHOJOTUYECKUX YIPO3 TPOABIECHUN 3KCTpEMU3MA
U Teppopu3Ma BBICOK, KaK B I1eJioM o Poccun, Tak U B OTIEIbHO B35-
ThiX permoHax. Tak, CeBepo-KaBkazckuii demepasbHbIl OKPYT SIBJS-
eTcs OJHUM M3 CaMbIX CJOKHBIX pernoHoB Poccuiickoit Mexpepaiini.
Teppopuctudeckoe oAIOIbE, HECMOTPS Ha CePbe3HBIE TTOTEPU, COXPa-
HIeT BO3MOKHOCTH JIJISI COBEPIIEHUST TEPPOPUCTUYECKUX AKTOB IIPO-
TUB MUPHBIX KuTeseil. UTo JKe KacaeTcs permoHaJbHBIX MOKa3aTesel,
TO OOJIbIIIE BCErO 3TUX MpeCTyIIeHni ObLIo coBepiieHo B [larectane

¥ JKeprsamu cambiX KpylHbIX TepakTos B 2019 roay cramm Gosee 9 ThicsSd YesoBeK
[Dnexrponnbiii pecype]. URL: s;//www.dp.ru/a/2019/10/13/ZHertvami_samih_krupnih_te
(nara oGpamenus: 27.08.2019).

¥ JKeprsamu cambiX KpylHbIX TepakTos B 2019 roay cramm Gosee 9 ThicsSd YesoBeK
[Daexrponnsiii pecype]. URL: s;//www.dp.ru/a/2019/10/13 /ZHertvami_samih_krupnih_te
(nara oGpamenus: 30.11.2020).

" BacTPBIKMH TIPEATIOKI TIPHPABHATh (haTbCHBUKAIN0 HCTOPHH K SKCTPEMUZMY
[Daexrponnsiit pecype]. URL: https://rg.ru/2016/04/18 /bastrykin-predlozhil-priravniat-k-
ekstremizmu-falsifikaciiu-istorii.html (rata o6pamenns: 15.10.2017).
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(223 epunuipn), Yeuernckoit Pecrybrmke (89 exmnui) n KabapanHo-
Bankapckoii Pecriybsmke (82 exmuuir)*'. DKCTPEMUCTCKIE, PaJiUKaIb-
Hble TPYIIUPOBKU IMBITAIOTCS AKTUBU3UPOBATH CBOIO JIESTEIHHOCTD
ne Toabko Ha CeBeproMm KaBkase, HO U TiepeHeCcTH ee B IPYrUe PEruoHbl
Hamieil ctpanbl. VIMEHHO OHU CTPEMSITCsST IIPOBOIMPOBATH MEKHAIINO-
HaJIbHBIE W MEKPEJIUTUO3HbIE KOH(MINUKTHI, BEIYT arPpeCCUBHYIO TPOIIa-
TaHIY CPeIu MOJIOMEXKU, UCTIOJIb3Ys caMble COBpeMeHHbIe NH(bOpMAaIIn-
OHHBIE CPEJICTBA, TEXHOJIOTUH, BKJITOYAsT MHTEPHET W COIMATIbHBIE CETH.
Bce BrIen3noxkeHHOE CBUAETENBCTBYET O TOM, YTO KPUMUHOJIO-
TUYeCcKre YTPO3bl PACIIPOCTPAHEHUS 9KCTPEMU3MA U TePPOPU3MA YTPO-
JKAIOT HallMOHAIbHON OezomacHoctn Poccum. [ cHMKeHMS Ha3BaH-
HBIX yIPo3 MoTpedyeTcst MOCTOsTHHAs paboTa 10 MPEA0TBPAIEHUIO ITUX
SIBJIEHUIA, IPU 9TOM HEOOXOJMMO COTPYAHUYECTBO M ¢ MEK/YHAPOIHbI-
MW OpraHu3aIusIMi, HO B HOBOM (opmaTe ¢ MCIOJIb30BaHUEM HOBBIX
TEXHOJIOTUH ¥ HOBBIX HAITPABJIEHWH TTPOTUBOJIEHCTBUS STUM SIBJICHUSIM.

*' Craructuka TeppopucTHuecKoil akTuBHOCTH B Poccun [daextpommbiii pecype].
URL:  http://iminfin.ru/news/303-statistika-terroristicheskoj-aktivnosti-v-rossii ~ (zara
obpamenmst: 20.06.2018).



14.2. MpobAeMHble Bonpochl TpeAynpexXAeHHs
3KCTPEMMU3Ma U TeppOpPHU3Ma

Ocoboe BHUMaHWE KOHEYHO JK€ YIEJSIETCS IPEAyNPeanTeNbHOIM
JIeSITEIBHOCTH, HANPaBJIEHHON HA YCTpPaHEeHUe MPUYWH U YCJIOBHIA, CIIO-
COOCTBYIOIINUX PACITPOCTPAHEHUIO 9KCTPEMHU3Ma 1 TeppopusMa B Poccu.
TocymapcTBOM HPUHUMAIOTCSI «BCE MEPbI JIJIsl TOTO, YTOOBI U3MEHUTh
CUTYaIlMIO U CHU3UTb HANPSIKEHHOCTb B 3T0i chepes. Ha denepasb-
HOM YPOBHE HPUHSAT PsiJi HOPMATUBHBIX aKTOB, ONPENEJISIONIUX OCHOB-
Hble TIPUHIIUTIBL, 33/1a9K U TI€JIU TIPOTUBOJIEUCTBUS IKCTPEMU3MY U TEP-
POPUBMY, CTPATErHIO U TAKTHKY OOPbObI ¢ Ha3BaHHBIMK SIBJICHUSIMIT ™",

Tonbko B 2016 1. Betymuiu B zeficTBue defepaibHble 3aKOHBI, YCHU-
JINBAIOIIUE YTOJIOBHYIO OTBETCTBEHHOCTD 32 MPECTYILIEHUS] TEPPOPUCTH-
YEeCKOI U 9KCTPEMUCTCKON HATIPABJIEHHOCTH, PACIITUPEH MIEPEUeHb MIPECTY-
TIJICHWH, OTBETCTBEHHOCTD 32 KOTOPbIe HacTymaeT ¢ 14-jleTHETO BO3pacTa,
YTOYHEHO TIOHATHE «(DUHAHCUPOBAHNE TEPPOPU3MAay. Y TOJOBHBIN KOIEKC
Poccuiickoit Deneparmu gomosHeH aBymst ctaTbsimu: ct. 205.6 (Hecoob-
IeHne o npectymienun) u cT. 361 (AKT MeXAYHAPOIHOTO TEPPOPU3MA).

B Poccun o unnnmaruse MCH cosman MexkyHapoaHbINA GaHK TaH-
HBIX 110 IPOTUBOJIEHICTBUIO TEPPOPU3MY, OCTYII K JJAHHBIM KOTOPOTO UMe-
10T ysKe 47 crierery:k6 13 36 crpaH, a Takke 8 crienuajiu3upoBaHHbIX Opra-
HOB MeXIyHapoaHbIX opranusanuii, Bkaodas OOH, CHT, HTOC, O/IKb
u UnTepmos. B HacTog1ee BpeMs B HeM pa3MelrieHsl cBefierns o 116 tep-
POPUCTUYECKUX OPTAHU3AIUAX U 43,5 TBIC. JINTIAX, IPUYACTHBIX K TEPPO-
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PU3MY, TPETh U3 HUX — 9TO HHOCTPAHHbBIE TEPPOPUCTBI-O0EBUKN ™,

*2 [unxesuu T. B. TIpoTuposieiicTBre KCTPeMU3MY: PobaeMbl 1 0COBEHHOCTH Peruo-
HasbHoro ypostst / T. B. Iunkesuy, O. A. 3ybanosa // IOpujuueckas Hayka u IPaKTUKA:
Becrauk Hwxeroposcxkoii akagemun MBJL Poccun. 2012, Ne 17.

¥ Konmerms obmectsennoii 6esomacnoctn B Poceuiickoit Mepepamiin: YTeepxk/eHa
14 nost6pst 2013 1. Ne [1p-2685. Jlocty u3 crpas.-ipaoBoii cucrembt «KoueymbrantlLiocy
(mara obpamenms: 11.10.2017); Kommenuus mpoTHBOAEHCTBIS TeppopuaMy B Poccwmii-
ckoit @enepannn: yr. [Ipesunentom Poccutickoit Deneparun 5 okrsiops 2009 r. Jocryi
13 MHPOPMAIMOHHO-TIPaBoBOro noprajia «Iapant» (xata obpamterus: 10.10.2017); O nporu-
BofielicTBIM Teppopuamy: denep. 3ako ot 6 Mapta 2006 1. Ne 35-D3. Toctym us nudopma-
[MOHHO-TPaBOBOro nopraia «lapants (aata obpamenus: 17.10.2017); O Crparernu Haumo-
HanmbHo# 6esomacHoct Poccuiickoit Mexeparum: ykas Ipesunenta Pocemiickoit Memepa-
nun ot 31 gexabpst 2015 1. Jloctyn us uHGOpMaIMOHHO-1PaBoBoro nopraia «lapants (1ata
obpamenust: 15.10.2017); O6 ocHoBax crcTeMbl MPOGHUIAKTHKHI TPaBoHapyIeHuii B Poccuii-
cxoit Mexepannm: herep. 3axom ot 23 uomst 2016 T. Ne 182-D3. /loctyi 13 cIpas.-paBoBoit
cucrembl «Koncyaprantllnoc» (nara obparmenus: 01.10.2017).

* O6zop: DCH: B mexaynapoambiii 6aHk JaHHBIX TEPPOPUCTOB BHECEHBI [OYTH
44 Thic. uesnosek [duexrponnsiii pecype]. URL: https://eadaily.com/ru/news/2019/10/16/v-
mezhdunarodnyy-bank-dannyh-terroristov-vneseny-pochti-44-tys-chelovek (mara obparmenust:
03.11.2019).
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B cBsisu ¢ aTMM 0O0JIBIIOE 3HAYEHHUE YAETSIETCS MEKIyHAPOIHO-
My corpyauudectBy. [Ipu aToM, OCHOBHBIMU 3ajladyaM¥ B COTPYAHUYE-
CTBE MIPOTUBOMEUCTBUIO TEPPOPU3MY B HACTOAIIEE BpeMs, M0 MHEHHUIO
A. B. boptaukoBa, gBigeTcs «ompenescHUe TIAHOB TIaBapeil Teppo-
PUCTUUYECKUX OPraHu3alluil, BbISIBJIEHUE OCHOBHBIX MapHIPYTOB Iiepe-
OPOCKM HHOCTPAHHBIX TEPPOPUCTOB-OOEBUKOB ¥ MECT X KOHIIEHTPAI[HH,
HOJTyYeHre JaHHBIX Ha Kak[I0ro GaHAUTa, BKJIOYAs €r0 WHTEPHET-TIPO-
buitb, Ipu aTOM 00MEH WHMPOPMAIIKE, [0 €ro CJ0BaM, A0JKEH OCYIIeCT-
BJISITHCSI B PEKUME PEATbHOTO BpeMeHu» >, B ¢BsI3u ¢ aTUM HE0OXOANMBI
HOBbBIE TIOJIXO/IbI K B3AMMOJIENUCTBUIO C T[€JIbIO TIOBBIIIEHUSI PE3YJIbTATUB-
HOCTH ¥ COTJIACOBAHHOCTHU JEHCTBUN MO TMPEAYIIPEKACHAIO IKCTPEMU3MA
U TeppPOpU3Ma MEKIy CTpaHaMM, HapaluBas oOMeH 3HaYrMMON WHMOP-
Maruei 1 akTUBU3UPyst paboTy B HHGOPMAIIMOHHON CPejie.

Ho, kak okazasioch, 9Toro HegoctatouHo. Heo6xoammo, mpesk/ie Bee-
rO, IPUHSATH MEPBI OOIIECOIMATBHOTO XapaKTepa 110 MUHUMHU3AI[UH TIPHU-
YMH U YCJIOBUH, CIIOCOOCTBYIONIMX TIPOSIBICHIIO SKCTPEMU3Ma U TEPPO-
pr3Ma, OCHOBHBIMU U3 KOTOPBIX SBJIIOTCS: COIUATBHO-TTOTUTUYECKAE,
COTMAIbHO-9KOHOMUYECKUE, KyTbTYPHO-BOCIIUTATEIbHbBIE, OPTAaHU3AIIN-
OHHO-TIPABOBBIE.

CrernuasbHO-KPUMUHOJIOTHYECKE MephI TPENNoIaraioT IesTeNlb-
HOCTb 110 YCTPAHEHUIO KOHKPETHBIX PUYUH U YCJIOBHIA, CIIOCOOCTBYIO-
IUX PACTIPOCTPAHEHUIO dKCTPEMU3MA; BBIIBJIEHUIO U MPECEUEHUTO IKC-
TPEMHCTCKOM JESTENbHOCTH OOIMIECTBEHHBIX U PEJUTHO3HBIX 0ObeMHE-
HUI, WHBIX Opranusaiuii, pusndeckux juir. Ocoboe BHUMaHUE TOJKHO
VAEMATHCS CO3MAHUI0 MeXaHU3Ma MPEeAYIPERICHUS U HEUTPaTu3anu
COTIMAJIbHBIX U MEKHAIIMOHATBHBIX KOH(DINKTOB U TIOATOTOBKE K COBEP-
IIIEHCTBOBAHUIO Mep MPODUIAKTHIECKOTO, BOCTIUTATETFHOTO U TIPOIA-
TaHANCTCKOTO BO3JEHCTBUS, HAPABIEHHBIX Ha TPEAYTIPEKICHUE 9KC-
TPEMUCTCKOU AeSATETbHOCTH.

CoOTBETCTBEHHO MTPOTUBOAENUCTBIE JAHHBIM BUIAM TIPECTYIIJICHUN
CJIeLlyeT CYNTATh MPUOPUTETHBIM B paboTe OPraHOB BHYTPEHHUX JIEJ.

Ocoboe MecTo, KOHEYHO K€, OTBOIUTCSI CPEICTBAM MacCOBOI HH(MOP-
MaIl[UU U TBOPUECKUM OpraHusaiusM. Belb HU [IJISi KOTO HE CEKPET, YTO
GOEBUKU MCIOJIB3YIOT VIHTEpHET U pasiMyHbie MECCEH/KEPhI B MIEPBYIO
ovepeib IS TIPOIaraHabl®® U HeJb3st 3a0bIBaTh, YTO COIUAIBHBIC CETH
MOTYT OBbITh WCIIOJb30BAHbI JJIsI TIEPEeYOeKICHUST TAKUX JIUI], TPOTUBO-
JeliCTBOBATh IIPOIATaHANCTCKON AeATeabHOCTH BepOOBIIMKOB. Takas

*% C navana 2019 roga B Poccuu npeotBpatiin 39 TepakTos [ DeKTpoubiii pecype].
TACC. URL: https://tass.ru/politika/7006062 (nara oGpamenus: 20.05.2020).

*® Omachple KIUKH. B coB6ese MPOTHOSHPYIOT Cepbe3HyI0 aKTHBH3AIMIO TEPPOPH-
croB [duexrponnsiii pecypc]. URL: https://rg.ru/2020/10/20/v-sovbeze-rf-prognoziruiut-
sereznuiu-aktivizaciiu-terroristov.html (zata o6pamenns: 23.06.2021).
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JIeSITEIBHOCTD  JIOJIZKHA TPOBOJIUTLCS HE TOJIBKO B cetu KuTrepHer,
HO U B TPOYMX BUAX CPEACTB MacCOBOH MH(MOPMAITIH.

Ocobyt0 3HAYUMOCTb WMEET JAESATEJbHOCTh IO OCYIIECTBICHUIO
KOMILJIEKCHBIX MEPOIPUSATHI 0 IpoTaranjie PoCCUNCKOro 3aKOHOA-
TeJbCTBA. Ml B CBSI3M € 9TUM B TIEPBYIO 04Y€peiib HEOOXOAUMO:

— Ha BCEX YPOBHSIX OPraHU30BaTh IIPOIATAH/Iy POCCUICKOTO 3aK0-
HOJIaTeJIbCTBA, KOTOpasi Kak o0IienpoduaakTiieckass Mepa BO3jei-
CTBUS HA TIPABOHAPYIIEHUS 110 PE3YJIbTAaTaM COIUOJIOTMUYECKOTO UCCIe-
JIOBaHUS MCIIOJIB3YeTCsT TOJIbKO B 17 % ciydasx. A Bejib Takas mpora-
rasjia 0JoKHA CTaTh YacThIO TIPABOBOTO Bocmutanud. Porbs mpaBoBoro
BOCIIUTAHUS BEJIWKA, OHA JOJIKHA CTAaTh BeayIneil ¢hopmoil mpoduiak-
Trdeckoil pabotel. [Ipu aToM, HE0OXOMMa MHOTOYPOBHEBAsI ITPOTPaM-
Ma MOATOTOBKM.

DenepanbbiM  3aKkOHOM «O0 OCHOBaxX CHCTEMbI TIPOMUIAKTH-
ku npaBonapyienuii B Poccuiickoii Denepanny B KauecTBe (HOPMbI
PO UIAKTUYECKOTO BO3JIEUCTBUS 3aKPEIJIEHO IPAaBOBOE IPOCBelle-
Hue u mpaBoBoe mHbopMmuposanue. B c1. 18 «IIpaBoBoe mpocserienne
U TpaBoBoe WH(MOPMHUPOBAHKME» YKA3aHO, YTO B HTHUX IEJISAX CYOBEKTHI
MpOoUTAKTUKYA MTPABOHAPYIIEHUN WJIN JINIA, YIACTBYIOIIEe B TTpodu-
JIAKTUKE TTPAaBOHAPYIIEHUH, TOBOAAT 0 CBEIEHUS TPaKIaH W OPraHuU-
3aiuii MH(GOPMAIINIO, HAIPaBJICHHYIO Ha obecriedyeHre 3aliuThl TIPaB
u cBOOOJ YeIoBeKa M TpakIaHinHa, 00IecTBa U TOCYIapCcTBa OT MPOTH-
BOITPABHBIX MocATaTeTbCTB. [Ipu aTOM 3aKoHOAATETH yKA3bIBAET, UTO
Takasg nHQOpMAIU «<MOKET JJOBOANTHCA JI0 CBEIEHNS TPak/laH 1 opra-
HU3AIMIT IyTeM TIPUMEHEHUs PasIMYHbIX Mep 0OpazoBaTeJbHOTO, BOC-
MUTATEeTbHOTO, THMDOPMAITMOHHOTO, OPTAaHU3AIMOHHOTO UJIN METO/IYe-
CKOTO Xapaxkrepa» .

Ocoboe BHUMaHUE CJELYET YAEISATh Pas3bsICHEHUIO CYIIHOCTH Tpa-
BOHAPYIIEHUN ¥ MPECTYIIEHNH, UX OOIECTBEHHO OMACHOCTHU, & TAKKe
[IPOBEJICHUIO AKTUBHBIX MEPOIPUITUI 110 (DOPMUPOBAHUIO HETIPUSTUS
001IECTBOM, HICOJIOTHH HKCTPEMUCTCKOTO U TEPPOPUCTHYECKOTO XapaK-
Tepa, KOTOPOe TOCAYKUT CHIKEHUIO YPOBHS PAIUKAIU3AIUYT PA3JINy-
HBIX TPYII HACEJeHU, TTPeKIe BCETO MOJIONEXKU, U HEeAOMyIIeHne UX
BOBJIEUEHUS B TEPPOPUCTUYUECKYTO AESATETbHOCTD.

B croxuBmieiicst coBpeMeHHON CUTYaIlluW MEPBl BOCIUTATETHHOTO
Xapakrepa rpaxiaan TpedyiT ocoboro BHUMaHus. [Ipu atoM HeoOXO-
MO He TOTBKO (POpMUPOBAHIE HOBOTO TUIA MOJOAEKHOU KYJIbTYPBHI
He HACHJIVSI, 2 TOJIEPAHTHOCTH, JAUAJIOTa W B3AMMOIIOHUMAHWSI, CII0C00-

*T006 ocHoBax cucteMbl pohuIaKTHKN IpaBoHapymennii B Poccuiickoii Menepa-
muu: dezep. 3akon ot 23 uionst 2016 . Ne 182-D3. [octym U3 crpas.-paBOBOii CUCTEMbI
«Koncyaprantllniocs.

206



HOTO AKTUBHO IPOTUBOCTOSITH TPOSIBJICHUSIM COIUAJIBHOTO 3J1a, BHY-
TPeHHe! 1 BHENTHEl arpeccui.

JloskHa OBITH MTPOIOJ/IKEHA PaboTa 1Mo TIpoIaraHie MUPHOTO COCY-
II[eCTBOBAHUSI BCEX HAPOJIOB HE3ABUCUMO OT PAChI, HAIIMOHAJIHHOCTH,
SI3BIKA, IPOUCXOXKEHUS B IPOTUBOBEC HETATUBHOMY MH(MOPMAIIMOHHO-
UJIC0JIOTUYECKOMY BO3/IEMCTBUIO HA JIUYHOCTH U3BHE, B TOM YUCJIE TIPO-
[arat/bl U€0JIOTMH TEPPOPU3MA.

— 0co0bIil moaxox HeobxoauM K paboTe ¢ JULAMU, BO3BPATUBLIN-
MUCSI K MECTaM MOCTOSIHHOTO TIPOKUBAHUS, OCYKIEHHBIX paHee 3a Ipe-
CTYILIEHUS TEPPOPUCTUYECKOTO U IKCTPEMUCTCKOTO XapaKTePa;

— BHUMAaHUS 3aCJIYKUBAIOT U MEPbI, HATIPABJIEHHBIE HA TIPE/YIPEK-
JleHUe TEPPOPUCTUYECKOTO HAEMHUYECTBA CPEAM MoJjofiexku. Tex, KTo
yiKe OKas3aJIics T0JI BO3IEHCTBUEM UI€0JOTUN TEPPOPU3MA U IKCTPEMU3-
Ma UM MOKET OBbITh MOABEPKEH eil, HeoOXoArMa agpecHas IpoduIaKk-
Tudeckas pabora;

— Ha O0coObIl KOHTPOJIbL JO/KHA ObITh IOCTaBieHa paboTa
110 aJIANTAINK JIUIL, TPUYACTHBIX K JI€ATEJbHOCTH MEXIYHAPOIHBIX TEP-
POPUCTUYECKUX OPTraHU3alllii, B TOM uucjie u Ha teppuropuu Cupun
u Upaka u BepuyBmmxcs B Poccuto. JlanHbIe MepBI B HACTOSIIEE Bpe-
Ms1 HeoOXO[MMBbI, 1MocKoibKy B 2016—2017 rr. B Poccun BBISIBIEHO
6osiee 3,5 ThIC. paskjiaH, MOJA03PEBAEMbIX B IMPUYACTHOCTH K AESATENb-
HOCTHU MEKITYHAPOIHBIX TEPPOPUCTUUECKUX OpTranusanuii. K yromoBHoit
OTBETCTBEHHOCTHU TipuBJiedeHo 1 719 poccuiickux Tpakiad u TpaxkiaaH
rocynapcts CHIT™, u3 nux 135 yesoBek noru6m B pesysbrare 60ecTo-
KHOBEHWII ¢ rpaBurteabcTBeHHbIMU Bolickamu Cupun®’. B 2019 r. ®CbH
Poccenn yerarnoBuia 5,5 THIC. POCCUSTH, BBIEXABIINX BOEBATH B TOPSTUUE
TOYKH B PSIZIaX TEPPOPUCTUUECKUX OPraHU3aIuii, bosee 4 ThiC. U3 KOTO-
pbIX OBLIM TPUBJIEYEHBbI K YTOJOBHOW OTBeTCTBeHHOCTH. Kpome Toro,
B Poccuio Beprymch 337 60eBUKOB, 13 HUX 224 OCY KIEHBI 1 HAXOISATCS
B MeCTax JIMIIEHUsT CBOOO/IbI, 32 apecTOBaHbl, B OTHOIIEHUN OCTAJIBHBIX
ocyiecTBsieTcst cOop J0Ka3aTeJbHOI 6a3bl ™,

— JIeITeJIbHOCTD 110 TPOTUBOIEICTBUIO 9KCTPEMU3MY U TEPPOPUIMY
JOJKHA OBITh KOMILIEKCHOU. Tak, Heb3s 00X0AUTh CTOPOHOM, HAIIPU-

*® Creopuoe F0. A. TIpoGreMbl TePPOPUCTHYECKOTO HAEMHHYECTBA CPEM MOMNOIEHKH
U TIYTH UX Tpeojiosien s/ / MexyHapoHO-IPABOBBIE CPEICTBA POTUBOAEHCTBIS TEPPOPU3-
My B ycaoBusix riobamusaiau. [Ipo6ieMbl TepPOPUCTHYECKOr0 HAEMHUYECTBA CPEU MOJIOJIE-
KV ¥ TIYTH WX TIpeojtosiens : c6. MatepranoB Beepoceniickoit Hayuro-mpak. kord. Craspo-
nosie: CTTIN, 2016.

*® BacTpbIKMH MPETOKU ITPUPABHATH (aNbCHPUKAINIO HCTOPUH K SKCTPEMU3MY.
[Duexrponnsrii pecype]. URL: https://rg.ru/2016,/04,/18 /bastrykin-predlozhil-priravniat-k-
ekstremizmu-falsifikaciiu-istorii.html (nara obpamenus: 15.10.2019).

" C navana 2019 roga B Poccuu npeotBpaTiim 39 TepakTos | D1eKTpoHubii pecype.
URL: https://tass.ru/politika/70060622 (nata obpamenus: 16.10.2019).
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Mep, BOIPOCHI MMOYTU TIOJHON BOOPY’KEHHOCTH HACEJEHUS] OTHAEJbHbBIX
cyopexToB CeBepo-KaBkasckoro denepanibHOrO OKpyra, FOBOPsI O BBICO-
KOM ypPOBHE TePPOPUCTUUECKON Yrpo3bl. Eciu peub uaet o pacrpocrpa-
HEHUW 9KCTPEeMU3Ma U TEPPOPU3MA, TO HEIb3sI He YIUTHIBATH BOIIPOCHI
MUTpAIluY, HAPKOTU3AIUN HaCeJeHWs, BIAUIHUN MUTPAIIMOHHBIX TIPO-
11eCCOB Ha POCT TEHEBON 9KOHOMUKH, U TIP.

YkazaB 1mepBooYepeiHble MePbI, HeJib3st 3a0bIBATh O TOM, YTO MPO-
TUBOJIECTBUE TEPPOPUIMY U IKCTPEMUCTCKON eITETbHOCTH SIBJISIOTCS
OCHOBHBIMU HAIPABJEHUSIMU POPUIAKTUKN TTPABOHAPYITEHIH ™,

Takast 1esTeIbHOCTD JI0JKHA OCYIIECTBIISITECS HA OCHOBE rOCy/1ap-
cTBeHHOM nporpammbl Poccuiickoit Mexpepaiiuu B chepe npoduiakTi-
KU TTpAaBOHAPYIIEHNH, a Ha ee OCHOBE MIPUHUMATHCS TIeJIeBbIe TIPOTPaM-
MBI B c(pepe MPpODUAAKTUKYI 9KCTPEMU3MA U TEPPOPU3MA, BKIIOUYAIOITIE
BECh KOMILJIEKC MEp 10 YCTPaHEHHIO IPUYUH U YCIIOBHIL, CIOCOOCTBYIO-
X PACTIPOCTPAHEHUIO ATUX SABJIEHNUN. B OCHOBY 3TUX MPOTpaMM JOJIK-
HBI OBITh TIOJIOKEHBI PE3YJIbTAThL: TIPOBEACHHOTO MOHUTOPUHTA COCTOS-
HUS 3alUIIEHHOCTY HACEJIEHUS; OIpeIeIeHNsT CTelleH! er0 KPUMUHO-
JIOTUYECKOi Oe30IacHOCTH, BBICTYMAIONIEH COCTABHOW 4acThio 00mIel
cuCTeMbl HallMOHAJIbHON OesonacHocTr Poccuu; HaydHBIX MCC/Ie0Ba-
HUil B HasBaHHOU cdepe. [Tpu sTOM, HaydHO-00OCHOBAHHAs IieJeBast
porpaMMa, MOMUMO YKa3aHHOTO KOMILJIEKCAa Mep TPOTUBONENCTBUSA,
B 00513aTeJIbHOM MOPSIIKE J0JUKHA BKJIIOYATH MOJHOMOYHS CYOBEKTOB
obecriedeHnst KpUMUHOJIOTHYECKON Ge30MaCHOCTH, OCHOBHbBIE HATIPABJIE-
HUST, BUABL M (DOPMBI UX JIESITETHbHOCTH ™,

B cBsi3u ¢ aTuM 0cob0e 3HaYEHNE UTPaeT OCHAIIEHHOCTD MOpas/ie-
JIEHUH 110 TTPOTUBOICHCTBUIO AKCTPEMU3MY U TEPPOPU3MY HOBEUITIMU
pa3paboTKaMu, B TOM YKCJIE COBPEMEHHBIMI POOOTOTEXHUIECKUMI KOM-
TIeKcamMu, ITuGPOBBIMU TEXHOJIOTUSIMHU JIJIST TPOTUBOIEHICTBUS TIPECTYII-
HUKaM, MOCKOJBbKY <«IPECTYITHUKU PACIONAraloT MaTepuajaMu, TeXHO-
JIOTUSIMU U UHPPACTPYKTYPOI I TPOU3BOICTBA XUMUIECKOTO OPYIKUST
1 GHOTOKCHUHOB, a JIJIs IOCTaBKH MOPAsKAIOIIMX 2JIEMEHTOB ITPUMEHSIIOT-

cs1 GeCIIMIOTHBIE JIeTaTe/IbHbIe allapaThi» .

®' 06 ocroBax cucTeMbl TPOGUIAKTHKH TipaBoHapymenuit B Poceniickoit Menepa-
i dezep. 3akon ot 23 uionst 2016 . No 182-D3. [octym U3 crpas.-paBOBOii CUCTEMbI
«Koncyaprantllniocs.

* [unxesuu T. B. DKCTPEMI3M U TEPPOPH3M: TEHACHINH U TPOOICMbI TTPOTHBOJE-
creug B CKDO (pernonanbbiii aciexr) // Ilpobiembl Teopuu 1 IpakTuki 6opbObI ¢ Tep-
POPH3MOM M 3KCTPEMU3MOM B Poccui: Marepuasibl HAYYHO-NPAKTHYECKON KOH(epeHImH.
Mocksa, Poccniickas kpumumosorndeckas acconuaius, Becrnnk Ceepo-Kaskasckoro
(benepanbroro yausepentera. 2015.

»* BOPTHUKOB Cuel CepPhe3HOH Yrpo30H HapacTaHMs aHTHHCIAMCKOTO TEpPPOpH3Ma
[Daexrponnsiit pecype]. URL:  https://www.interfax.ru/russia/661879 (mata oGparemust:
21.05.2019).
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Takast 1esITeIbHOCTD JOJIKHA OCYIIECTBJISITHCS HA OCHOBE rOCy/lap-
cTBeHHOI nporpammbl Poccuiickoit @expepaiiun B cepe mpoduiakTu-
KU TTpAaBOHAPYIIIEHUH, a Ha ee OCHOBE MIPUHUMATHCS TIeJIeBbIe TIPOTPaM-
MBI B c(pepe MPpOoDUTAKTUKYI 9KCTPEMU3MA U TEPPOPU3MA, BKIIOUYAIOITIE
BECh KOMILJIEKC MEp 10 YCTPaHEHHIO IPUYUH U YCIOBHIL, CIOCOOCTBYIO-
IITUX PACITPOCTPAHEHUTO ITUX SIBJIECHUI.

KoHTpoAbHble Bonpocbl

1. Packpoiite ocobeHHOCTH 1IU(POBOrO TEPPOPH3MA U HKCTPEMHU3MA.

2. OmnpenenuTe TPUYWHBI PACIPOCTPAHEHUST U(MPOBOTO IKCTpe-
MU3Ma U TePPOPU3MA.

3. HasoBute Mephl, mpuHUMaeMble TOCYJapPCTBOM JIJIsT CHUKEHUS
YPOBHS yTPO3 IU(GPOBOTO TEPPOPU3MA U IKCTPEMUIMA.

4. JlaifTe KpUMUHOJIOTUYECKYIO XapaKTePUCTUKY ITU(GPOBOMY Tep-
POPU3MY U IKCTPEMU3MY.



laBa 15. KpumuHoAaorHueckas xapakTepucTmka
NPecTYnHoCTH B cpepe He3aKOHHOTO o6opoTa
HapKOTHYECKMUX CPEACTB M MCUXOTPOMHbIX BEW,ECTB
B YCAOBUSAIX LuPpOBOH TpaHCPOPMaLUK

I'IAal-mpyeMble pPe3yAbTaTbl OCBOE€HMUS T€Mbl FAaBbl

— 3HaTh 0COOEHOCTH TIPECTYITHOCTH B chepe He3aKOHHOTO 060poTa
HAapKOTUYECKUX CPE/ICTB M MCUXOTPOMHBIX BEIECTB B YCJIOBUSAX Pa3BU-
THS TUPPOBBIX TEXHOJOTHI; OCHOBHBIE MTOKA3ATEJN TIPECTYITHOCTH;

— yMeTb OIpPEENsATh 0COOEHHOCTH KPUMUHOJIOTMYECKON Xapak-
TEPUCTUKK JINYHOCTH CYOBEKTOB HE3aKOHHOTO 000pOTa HAapPKOTHKOB;
HCITOJIb30BATh OCHOBHBIE TIOKA3ATEJN MTPECTYTHOCTH JIJIS OIEHKH COCTO-
SHUS Ha3BAaHHOTO BUJIA TPECTYITHOCTHU B CTPAHE;

— BIaJeTh OPUINYECKON TepMHUHOJIOTHEN B cdepe HEe3aKOHHOTO
060poTa HAPKOTUYECKHUX CPEACTB M TMICUXOTPOITHBIX BEIIECTB B YCJIOBH-
X pa3BUTHUSA MUGPOBBIX TEXHOJOTUHN; HABBIKAMY TTPUMEHEHUS TTPABUII
KPUMIHOJIOTHYECKOTO aHAIN3A.

15.1. CoBpeMeHHOe cocTosiHME NpecTynHOCTH B cdhepe
He3aKOHHOTO 060pOoTa HAPKOTUYECKUX CPEACTB
U TICUXOTPOMHbIX BELLECTB U UX MPEKYPCOPOB

Pe3ysbTaThl MCCAEIOBAHUS HE3AKOHHOTO 000POTa HAPKOTHYECKUX
CPEJICTB 1 TICUXOTPOITHBIX BEIECTB U UX MPEKYPCOPOB (ajiee HAPKOTH-
KOB) B YCJIOBUSX Pa3BUTHA ITM(MPOBBIX TEXHOJOTUN CBUIETEILCTBYET
0 TOM, YTO CIIOCOOBI COBEPIEHMs HA3BAHHBIX TPECTYIIEHU, HAPKO-
TH3aIsl HaceJeHHs, COCTOSTHIE 3aKOHHOCTH, TIPABOIOps/IKa U JpyTue
CTOPOHBI KU3HU OO0IIECTBa, TPHOOPETN HOBbIE COBPEMEHHbIE (HOPMBI,
KOTOpbIe HECOMHEHHO CBA3aHBI C BHEPEHNEM ITU(MPOBBIX TEXHOJOTHI.
Hesb3st 3a6bIBaTh, YTO COCTOSIHIE HAPKOTU3MA U HAPKOMAHWUHU B JIIOOOM
rocy/lapcTBe WJM K€ B OTAEJbHO B3ATOM pPEruoHe XapaKTepHu3yeT-
cs PANOM TIOKa3aTeseil: yPOBHEM CMEPTHOCTH OT MPWYNH, CBA3aHHBIX
¢ ynorpebjieHneM HAPKOTUKOB; KOJMYECTBOM U YPOBHEM 3apPEruCTPH-
POBaHHBIX MOTPeOUTENEI T HAPKOTUKOB U HAPKOMAHOB; MPECTYILICHUT,
CBSI3AHHBIX C HE3AKOHHBIM 0O0POTOM HAPKOTHKOB; CTPYKTYPOil OTPes-
JISIEMBIX HAPDKOTUKOB U T. 1%

B Fununcxuii . lesuanronorns. Cankr-Ierepbypr.: FOpumuueckuit nentp Ipecc, 2004.
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[TpectymHocTh B cdepe HE3aKOHHOTO 000pOTa HAPKOTUKOB 9TO
4aCcTh MPECTYIHOCTU, B TO K€ BPEMS, SIBJISISICH CAMOCTOSITEJIbHBIM 3Jie-
MEHTOM €€ CTPYKTYPBI, MPEACTaBAseT co00il HEraTHBHOE COIMATIbHOE
sIBJIEHUE, BKJIIOYATOIIIee COBOKYITHOCTD OOIIECTBEHHO OMACHBIX IPOTHBO-
MPaBHBIX JeSTHUH, TPeycMOTPeHHBIX cT.cT. 228—233 YK P®d. Heobxo-
JIMIMOCTH aHAJIM3a MPECTYITHOCTH B chepe He3aKOHHOTO 000poTa HapKO-
TUKOB KaK CaMOCTOSITEJIBHOTO CTPYKTYPHOTO dJIeMEHTa 00IIeyTrOJI0BHOI
[PECTYITHOCTH 0OYCJIOBJIEHO HE TOJBKO €€ KOJMYeCTBEHHOMN U CTPYKTYP-
HOHI COCTaBJIAIONIEN, CKOJIBKO U3MEHEHUSIMU, TPOUCXOIANIUMU B -
posoMm mupe. Tak, B Poccun B mocjieiHie rojibl HabIo1aeTcst cToiKast
TEHJIEHIIUSI POCTA TIPECTYITHOCTH uccaenryemoro sua. [pu atom mensi-
€TCsl 3TOT BUJ| TIPECTYIHOCTU HE TOJIbKO KOJMYECTBEHHO, HO U Kade-
CTBEHHO, Hampumep, rnepuoj ¢ 1987 1. mo 2015 1. KoJIMYEeCTBO 3aperu-
CTPUPOBAHHBIX MIPECTYIJICHUH B chepe HE3BaKOHHOTO 000pOTa HAPKOTH-
KOB B03pocJio 6oee, ueM B 16 pasz™.

Ocobo caemyer Bbiaeautsb nepuoj ¢ 2016—2020 r.r., TOCKOJIbKY
OH OTJINYAETCSI POCTOM HE TOJIbKO KOJTMYECTBA COBEPIIEHHBIX TTPECTY-
IeHui B cepe He3aKOHHOTO 060pOTa HAPKOTUKOB, HO M ITPOUCIIIE/]-
UMY KOPEHHBIMU U3MEHEHUSIMU HAPKOCUTYAIIMHU, KOTOPasi CKJIAJIbi-
BaeTCs HEOJHO3HAYHO U 00YCJIOBJIEHA TPEK/E BCETO POCTOM HOBBIX

«IU3aHEPCKUX HAPKOTUKOB» ™, CHUHTE3MPOBAHHBIX HAPKOTUKOB
KOJIMYECTBO KOTOPBIX €KeTOIHO Bo3pacTaeT (B cpeanem a0 100 BumoB
B TOM).

B mepBom mosyroguu 2020 r. BIepBbie 32 MHOTO JIET IMIPOU3OIILIO
CHUJKEHUE KOJUYECTBA 3aPErUCTPUPOBAHHBIX IPECTYILIEHU, CBsI-
3aHHBIX C HE3aKOHHBIM 0060poToM HapkoTukos (—0,5 % B cpaBHEHUN
C AHAJIOTMYHBIM TIEPUOJIOM TIPEBIAYIIETO ToJia), YAEJbHbII BeC 3TUX
npecTyriennii coctaBui 9,4 %. [Ipu 5ToM coBepineHe Ha3BaHHBIX TTpe-
CTYIUIeHHIT B 0c060 KPYITHOM pasmepe Bo3pocio Ha 15,2 %. Bospocio
Ha 67,2 % umncia BBISIBJEHHBIX (aKTOB cObITa HAPKOTHUKOB, COBEPIIIEH-
HBIX ¢ Hucnoab3oBanueM IT-texnosormii. IIpu atoM TpociekuBaeTcs
YXOJI IefICTBYIOINX MHTEPHET-MarasuHoB Ha 1iatdopme Hydra ot mipo-
QKU eIMHUYHBIX 3aKJIaJ0K K GoJsiee KPYIHBIM MapTHSIM HapKOTUKOB
BecoM 0T 5 10 100 rpamm. JIuIl, COBEPIUBIIX MPECTYIIEHNS B cepe
HE3aKOHHOTro 000pOTa HAPKOTUKOB, BBIABJIEHO MEHbLIE Ha 7,7 %, 4eM 3a
TAKOU e 1epuoj npeabiyiero rojga. CornocrapjieHue JJaHHbIX T0Ka3a-
TeJiell ¢ IoKa3aTessIMU TIPEIbIIYIINX JIET AT OCHOBAHUE 110J1araTh, 4TO

2 Tam ace.
256 o
Cubazamyanun A. M. YToJ0BHO-IPABOBOE U KPUMHHOJIOTHYECKOE TPOTUBOAEHCTBIE
HE3aKOHHOMY 000pOTY TIPeKypcopoB B Poceun: wc. ... kan. iopui. Hayk. Kpacuonap, 2015.
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IIpaBOOXPAaHUTEJIbHBIC OPTaHbl CTAa/JIM MEHbIIE BbIABJIATD JINI, BUHOBHBIX
B COBEpHICHNN Ha3BaHHBIX HpeCTyHJICHHfI.

WuTepecHbIM MpeiCTaBISAETC aHATN3 MIPECTYITHOCTU B chepe He3a-
KOHHOTO 000pOTa HAPKOTUKOB 110 BUaM. Yaiie BCEro perucTpupyoTest
nestnust, mpegycmorpernbie cr.ct. 228 u 228.1 YK PO, uto cocraiser
96,4 % ot 0011ero yucaa MpecTyIieHnid, COBEPIIEHHbIX B chepe Hesa-
KOHHOTO 000poTa HapKOTUKOB. Ilpu aTom 62,3 % mpecTyrieHuil peru-
crpupyetcs 110 228.1 YK P®D, Tosbko B niepsoii nosiosune 2020 r. Kojm-
YeCTBO COBEPHICHHDBIX HpeCTyHJIeHI/If/)I, 110 CpaBHEHUIO C IMPEeAbIAYIINM
TO/IOM, YBETUUMUIOCH Ha 3,4 %. B CTpyKType HepacKphITHIX HAPKOIIpe-
CTYIUIEHHIA TIPeobIaaloT MPeCTYIIeHUs, TIPeyCMOTpeHHbie cT. 228.1
YK PO (92,1 %). KpumunasibHasi akTUBHOCTb HACEJIEHUST 110 [AHHOMY
Bujty npecryiiennii — 67,5 i va 100 Tic. HaceneHus.

CJieyer mpusHaTh, 4TO, HECMOTPS HA HE3HAYUTEbHbIE KOTeOaHs,
JIMHAMUKA MPECTYIHOCTH B chepe He3aKOHHOTO 000pOTa HAPKOTHKOB
XapaKTepu3yeTcs TeHAEHINeH MTOCTOSHHOTO POCTa, YBETMUeHEeM KOJIH-
YecTBAa MPECTYILUIEHWH, COBEPIIEHHBIX OPTAaHU30BAHHBIMU TPYIIIIAMMI,
B KPYITHOM ¥ 0CO00 KPYITHOM pa3Mepe.

Kpome TOro, HEYyMOJMMO pacTeT PHIHOK COOCTBEHHOTO HEJETalIb-
HOTO TIPOU3BO/ICTBA BbICOKOKOHIIEHTPUPOBAHHBIX CUHTETHUYECKUX HAp-
koTnkoB. Tombpko 3a mepsoe mosyroane 2020 T. TPaBOOXPAHUTENBHDI-
MU OpraHaM¥ IIpecedeHa AesiTeJbHOCTh 242 HapKoJIabopaTOpuil, 4TO
Ha 44 % OoJibllle, YeM 3a TaKOil JKe MePUOJ MPEANIeCTBYIONIEro To/a.
Ocobyio momyasspHocTh Toryun Medenpos. CeroaHs Ha HeJleraabHOM
PBIHKE TIPEICTaBIIeH X OOTAThIN ACCOPTUMEHT, TIOCKOJIBKY XUMIIECKast
[IPOMBIIIIEHHOCTh B CTPaHe pa3BUBAETCs M 0e3 KaKuxX-aubo 3aTpy/He-
HUIT MOKHO TPUOOPECTU HE TOIHKO TPHOOPECTH MPEKYPCOPDI, PEAKTH-
BbI, HO 1 He0OXO0IMMOe XuMudeckoe obopypoBatue. ToMbKO 3a 4 Mecsina
2020 r. KOJIMYECTBO BbISBJIEHHBIX (haKTOB HE3aKOHHOTO 000pOTa Ipe-
KYPCOPOB yBeJNYUJIOCH Ha 86,4 %, IIPU 3TOM Macca U3bSITHIX [IPEKYPCO-
poB Bo3pocJia B 24,3 pasa.

W, emme ogHa mpuMeTa COBPEMEHHON HaPKOCUTYAIINH 3aKITI0YAETCS
B TOM, YTO HAa3BaHHAS MPECTYITHAS eITeJbHOCTh HAXOMUTCS IO JKECT-
KIM KOHTPOJIEM OPTAaHU30BAHHON TPECTYITHOCTH, HO 32 PEIKUM MCKITIO-
YeHWEM IPUBJIEKAIOTCS K YTOJOBHOU OTBETCTBEHHOCTH PYKOBOIUTENN
MPECTYITHOTO COOOIIECTBA UM OPTAHU30BAHHOI TPYTIIIBI, TIOCKOIBKY X
JIeSITeIbHOCTD, KaK MPABUJIO, HETTOCPEJCTBEHHO CBsI3aHa ¢ MU(POBBIMU
TEXHOJIOTHAMY M TakuMu 1udposbiMu mardopmamu, Kak Tor, Hydra,
DarkNet u ap.

Onu ucnosb3yoT 6osee 6e30macHyio 6JIOYHO-CETEBYIO CTPYKTYPY,
YTO TO3BOJSAET B3aUMOJIEHCTBOBATDh, OOIIATHCA TOJLKO AUCTAHIIMOHHO
1o cetu VIHTEpHET Wi MOOUJIBHOI CBSI3H, YePe3 BCEBO3MOKHbBIE MECCEH-
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mkepbl Viber, WhatsApp u Telegram u conmanbhbie cetn «OmHOKIacC-
Hukn», « BKonrakre», Facebook u Twitter. Hasmuwme tesnedotos ¢ ycra-
HOBJIEHHBIMH ITPOTPAMMAaMHU [T€PCOHAIBHON CBSI3N U MIPUJIOKEHISAMU JIJIsT
3alUIIEHHBIX IIEPErOBOPOB, 0OMEHOB coobienusamy, (GoTorpadusamu
1 BHUZEO KOH(MUAEHINATBHOIO XapaKTepa, COAepP/KaIlUMK 3alUIIeHHbIe
OT B3JIOMa XPaHWJIWIIA BUAEO-, (HOTOMailIoB, MO3BOJIIET «paboTATh»
B JII0OOM pervoHe U ObICTPO MPUHUMATH PellleHHe M0 CMeHe JUCI0Ka-
IIUW, C OJHOU CTOPOHBL. A ¢ APYTOH, TaKue TPUIOKEHUSI MTO3BOJIIOT UX
aIMIHUCTPATOPAM IEHTPAJN30BAaHHO KOOPAMHUPOBATH BCE COBepIIae-
MbI€ COYYaCTHUKAMM JICHCTBYS, HAIIPaBJIE€HHbIE HA HE3aKOHHbBII 060POT
HAPKOTUKOB, KOTOPbIE BXO/ST B COCTAaB PA3JIMUHbIX [TPECTYITHBIX TPYIIIL
Ux nenenme ocymecTBasgeTCS B 3aBUCUMOCTHU OT KOJNYECTBA NHTEPHET-
Mara3uHoOB, 0ObeMa MOCTYMAIONIEr0 «TOBapa»  T. II., HO PellleHue TIPHHMU-
MaeT, eCTeCTBEHHO, PYKOBOAUTENb. KaKIOMy 13 CO3/IaHHBIX WHTEPHET-
MarasuHOB JUUISI CBSI3W C TOTEHIIMAJbHBIMK TIOKYIIATEIsIMUA TTprobOpeTa-
10Tcsa aboneHTckue TeaedOHHbIE HOMEPA PA3IMYHbIX ONIEPATOPOB CBSI3U,
3aPErucTPUPOBAHHbBIE HA TOCTABHBIX JIMI[, U IIPOBOANUTCS UX PErHCTPa-
I¥sI B IPOrpaMMax 0OMeHa TIOYTOBBIME COOOTIEHIsIMU ™.

IDTOT KPUMMHAJIBHBII BH I€ITEJIHHOCTH SIBJISETCSI HE TOJbKO
BBICOKOIIPUOBLIBHBIM, HO M BBICOKO JIATEHTHBIM, TIOCKOJIBKY MX TIPECTYII-
Hasl JIeSITeJIbHOCTD ocyliecTBsiercs: OeckontakTHO. ITo mantubim TOR
Metrics, Poccus cerogusa 3anuMaet BTopoe Mecto B mupe mocyie CIITA
110 YKCJY TI0JIb30BaTesell «TeHeBoro» MHTepHera B ceKTOpe mpojaKku
HAapKOTUKOB. EjkelHEBHO B aHOHUMHYIO CeTh BBHIXOAAT 0K0Ji0 300 ThIC.
poccusit, uto cocraisier 11 % o6IeMrupoBOro YKcsa moJab3oBaresieil
DarkNeta™.

Oco60ii MOIMYJISPHOCTHIO MOJB3YIOTCS Pa3IMYHbIE CUCTEMbI aHOHU-
MaitzepoB. 1151 mepeBosa IeHEKHBIX CPEACTB IPUMEHSIIOTCS 3JIEKTPOH-
uele miaresxkn WebMoney, QIWT u «Anzgekc. [lenbrus. Tosap mpoja-
Basicst Ha ycstoBusix 100 % rnpeponiarel, KOTOpasi OCYIECTBIISIIACH Yepes
Webmoney, «dunekc./leabrus, «Qiwi-Komrenexs.

[To mannbiM 2019 1., TOTBKO Ha pycCcKOTOBOPSIeM pecypce «I'uapas
(Hydra) sanumaiorcst mpopaxkeii kannabuca okosno 1,5 Thic. cepBHUCOB,
crumysisitopoB — 1,3 Thic., akcrasu — 500, kannabmonmos — 200 cep-
BUCOB U T. . HOBBIM TpeHZOM SBISETCA pacTyilee MpeaioKeHne Tak
HAa3bIBAEMBIX XUMUYECKUX KOHCTPYKTOPOB, TTO3BOJIIIONINX T0JIH30BaTE-
JIIO CAMOCTOSITENTbHO M3TOTOBJISITh HAaPKOTUKU. [Ipw aTOM oriata atnx

" Anuzade B. A. Cynebnas mpakTuka 110 iefiaM 0 IpecTyIIeHusx B cepe He3aKkoHHoro
0060poTa HAPKOTHKOB, COBEPIIECHHBIX ¢ MCMOIB30BAHNEM KPUITOBATIOTBE: OT PA3HBIX MOJX0-
JIOB K Npeiokennio eaunoro nonuManust / B. A. Amusaze, A. T. Bonesons // Bubimorexa
kpumuHaimcra. 2018. Ne 1 (36).

** URL: https://metrics.torproject.org/bandwidth.html (1ata o6pamenms: 08.12.2019).
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KOHCTPYKTOPOB B 100 % ciyyaeB OCYIIECTBISIETCS € UCTIOTH30BAHUEM
KPUIITOBAJIIOTHI ™,

Kaxk mokaspiBaeT 1paKTUKA, OCYIIECTBUB aHOHUMHYIO IPEIBapU-
TEJILHYIO OIIaTy COBITYMKY HapKOTUKOB, HAPKOTUKM TepeaaTest bec-
KOHTaKTHBIM crtocoOom. Kak mpaBuiio, aTo 3aKJIaJKi U TAiTHUKK, MECTO
HaX0’K/IeHUEe KOTOPBIX YTOUHSETCS U TTepelaeTCs MOKYTaTe o ¢ UCTIOb-
30BaHUEM ITU(POBBIX TeXHOMOTHH. V3BeCTHO, YTO B COIMATHHBIX CETHX,
B TpyMNIax Mo WHTepecaM, Ha (opyMaxX pasBJeKaTeJbHBIX TTOPTAJIOB
uzetr o6CyKIeHe O BUIaX HAPKOTHKAX, UX MOCTaBKaX, MPUOOpeTeHnn
U MCHOJIb30BaHuu. Bosiee TOTO, 1151 PEKJIaMbl 0 cObITE HAPKOTUKOB CO3-
JAIOTCS CIeluaibable cailThl. CerofHs He SIBJISIETCS CEKPETOM TOT (DakT,
YTO HE3aKOHHBIA 060POT HAPKOTUKOB CIIOCOOCTBYET YBEJINUEHUIO 0Obe-
MOB TE€HEBOTO 060POTA KalluTajia, B TOM YHCJIe U Jieraausauu (OTMbIBa-
HUIO) MIPECTYIHBIX JIOXOJIOB.

Pesynbrarhl  uccieoBaHus MO3BOJIUJIM  ONPENETUTh POJIEBOI
COCTaB MPECTYITHBIX COOOIIECTB M OPraHU30BaHHBIX TPYIII, BKJIIOYA0-
MU OpraHu3aTopa, MeHeKepa 1o mepcoHany, huHancucra-oyxraire-
pa, AIMUHUCTPATOPOB (IUCIIETUYEPOB) TEPPUTOPUIL, pyKoBoauTesd. Kak
MIPaBUJIO, OHU OTHOCATCS K KaTEeTOPUM <«HEYCTAHOBJIEHHOE JIMI0» U 32
PEIKUM HMCKJIIOYEeHIEM MOTYT OBbITh IPUBJIEYEHBI K YTOJOBHOW OTBET-
CTBEHHOCTU. AJMHUHUCTPATOPHI (AUCIETYEPBI) TEPPUTOPUI B3aUMO-
NEUCTBYIOT C PYKOBOAUTEISIMHU OPTAaHU30BAHHBIX MPECTYMHBIX TPYIIIL.
[Tpu aTOoM pyKOBOAUTEH MOKET B3AaMMO/IEHICTBOBATH B OHJIAIH PEKUME
C HECKOJIbKUME OPTaHW30BAHHBIMU TPYIIIAMHU, KOTOPbIE MEXKIY COOOM
He CBA3aHBI PECTYITHOH JAeATeTHbHOCTDIO, a KaXKaas /IeHCTBYeT aBTOHOM-
HO. B ero 3amaun BxoauT 061iee pyKOBOACTBO J€SATETBHOCTHIO TPYIIIIbI;
KOOP/JMHAIUSA /IeATETbHOCTH €€ YJIEHOB, TyTeM /Ayl YKa3aHWH NCIIOITh-
30BaHUs ceTH <«VIHTEpHET» W MPOrpaMMbl MHTEPAKTUBHOIO OOIIEHMS
«Tenerpamy; KoopaUHAIINA AEUCTBUN aAMUHHUCTpaTopa (AMCIeTYEpa)
pa3paboTKa TIaHa COBEPIIAEMBIX MPECTYIUICHUH, TTOJHOCTBIO MCKIIIO-
YaIoOIero Kak caMy BO3MOJKHOCTh BHM3YaJbHOTO KOHTAKTa COBITYMKA
1 TIOKYTIaTesIsl HAPKOTUYECKUX CPECTB, TaK M BU3YaJIbHBIM KOHTAKT
MESKLy CAMUMH yYaCTHUKaM¥ IpyIibl. JloroBopeHHocTh 0 mpuobpere-
HIW HAPKOTUYECKOTO CPEACTBA MEKY COYYACTHUKAMM U TTOKyIaTeIeM
OCYIIECTBIISIETCST TOMBKO TIyTeM OOIIEHUsT B XOJle TMEPENUCKU MOCPe-
CTBOM MOOWJIBHOW CBSI3H, C UCIIOJIb30BaHWeM ceTr VIHTepHeT WJIu 1po-
rpamMmbl < Temerpams». B Takyio OpraHm30BaHHYIO TPYIIITY BXOMAAT TOMU-

* Ueanyos C. B. Ilpectymmenus, cBA3amHble ¢ MCIOJIb30BAHUEM KPHIITOBAJIOTHI:
ocHoBHble KpumuHosorndeckue tenjenin / C. B. Usantos, J. JI. Cunopenko, b. A. Cra-
cennukos, I0. M. Bepéskumn, 1. A. Cyxozom0B // Beepoccuiickuit KpUMUHOJIOTNYECKUIT 5KyP-
Hat. 2019. T. 13. Ne 1.
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MO OpPTaHM3aTOPa KyPaTOPhl MHTEPHET-MAara3uHOB, CKJIAI0B, OTIEPATOPHI,
Kypbepbl U 3akaaauuku. [locnennue n3 nsatu Ha3BaHHbIX, KAaK IPABUJIO,
U TIPUBJIEKAIOTCS K YTOJIOBHOM 0TBETCTBeHHOCTH 110 CT. 2281 YK PO.

YHCAEHHOCTh TaKUX TPYII MOXKET A0CTUTaTh 5 10 50 uesoBex
u OoJiee, a BBICOKAsSI CTENEHb OPTaHU3AIUU TIPECTYITHON IesITeTbHOCTH
U TIPUHATBIE MePbl KOHCTIMPAITH MTO3BOJIIIOT TAKUM TPYTITIaM B T€YeHUe
JUTUTEIbHOTO TIEPUOJIa OCTABATHCS He Pa300IaueHHBIMI PABOOXPAHH-
TEJBHBIMU OPTaHAMU ¥ COBEPIIATD PSIZL TSKKUX U 0CO00 TSIKKHX TTPECTY-
wieHnii B cepe He3aKOHHOro 000poTa HAPKOTUYECKUX CPEICTB U IICH-
XOTPOIIHBIX BEIIECTB.

[TouTH B Ka’K/IOM YTOJIOBHOM ji€Jie, B OTIMCATEIbHOM YaCTH YKa3bIBa-
I0TCST CIIOCOOBI OILIATHI U MOJTyYeHUsT BO3HATPAKIEHUS 32 TIPECTYITHYIO
JESITEILHOCTD, CBSI3AHHYIO ¢ HE3AKOHHBIM 000POTOM HApKOTHUKOB. Tak,
HAlpuMep, PYKOBOJIUTENb OPTaHU30BAHHON TIPECTYITHON TPYIIIBI pas-
pabaTbIBaeT CXeMy JIETAJIU3aI[iK JOXO/0B, MOJYYEHHBIX MPECTYITHBIM
MyTeM, B IeJIX KOHCIUPAIMK MPECTYIHOM JesITebHOCTH, COKPBITUS
HUCTOYHUKOB TIPOUCXOKICHIS MTOJTYYEHHBIX JIOXO/I0B U TPUIAHUST TIPABO-
MEPHOTO BU/Ia BIAJIEHUIO, TIOJIb30BAHNIO U PACTIOPSTKEHITO JIEHEKHBIMU
CPEICTBAMU, MOJYYEHHBIMU OT COBEPIIEHUS TSDKKUX U 0CO00 TSIKKUX
IpecTyIieHnii B cepe He3aKOHHOTO 000pOTa HAPKOTUKOB U UCIIOJIb-
3yeT B CBOEH NIPECTYMHON MedTeJbHOCTH BUPTYAJIbHbIH CYeT KPUTITOBA-
JIIOTHOTO KOTIEJIbKAa a 3aTeM Peajin3dysl CBOM yMbICE Ha JIeTalTu3aInio
(OTMBIBaHME) JIOXO/IOB, TIOJTYYEHHBIX MTPECTYITHBIM IIyTEM, KPUIITOBAJIIO-
Ta KOHBEPTUPYeTcs B Ge3HalMUHbIe poccuiickue pybJim, Kotopsle o0OHa-
JIMYMBAIOT UX B GaHKOMaTtax. TakuMm 06pa3oM, OH CBOMMU J€HCTBUSIMU
C JIEHEKHBIMU CPEJICTBAMU, TPUOOPETEHHBIMU B Pe3yJIbTaTe COBEpIIe-
HUS TIPECTYIIEHNUS, B TIeJISIX MPUIAHWUS TIPABOMEPHOTO BU/IA BJIAJIEHUIO
MOJIb30BAHUIO U PACTIOPSIKEHITO YKA3aHHBIMU JIEHESKHBIMU CPEICTBAMH,
COBEPIITUJI [IPeCTyILIeHue, npeaycmorpentoe ct. 1741 YK PO.

[Tpu 3TOM HCIOMB3YIOT OIOUHO-CETEBYIO CTPYKTYPY, UTO MO3BOJISI-
€T He B3aUMOJIEHCTBOBATH, OOIIEHIE TOJHBKO JUCTAHIIMOHHOE IO CETH
WuTepHeT min MOOUIBHON CBSI3H, Yepe3 BCEBO3MOKHBIE MECCEH/KEPHI,
KOTOPBIE MbI YK€ Ha3bIBAJIN.

B neom, B coBpemennoit Poccun HeratuBHble TeHIEHITH B chepe
HE3aKOHHOTO 000pOTa HAPKOTHKOB IMPOOJIKAIOT HapacTaTh. Hecmo-
TPsT Ha OTPOMHYIO PaboTy, KOTOPast TIPOBOAUTCS B PaMKax Peayn3ariui
rOCYZIapCTBEHHOI AHTHHAPKOTUYECKOIN MOJIUTHKH, TPeOYeTcs: TMOBbI-
cuTh 3(HEKTUBHOCTD HE TOIBKO TIPABONPUMEHUTETBHO eI TEbHOCTH,
HO 1 06PaTUTHCS K BOMPOCAM 3aKOHOJATEIBHOTO PETYIHPOBaHUsT 000-
pPOTa HAPKOTUYECKUX CPEICTB M TICMXOTPOITHBIX BETIECTB.
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15.2. [pHYMHHBIN KOMMAEKC U BOMPOChHI
NPOTUBOAENCTBUSA HE3aKOHHOMY 060pOTYy
HapKOTHYECKMUX CPEACTB M MCUXOTPOMHbIX BEL,ECTB

[TpenynpeskaeHue MpecTymHOCTH MOKET ObITh 3(D(PEKTUBHBIM TOJIb-
KO B CJIy4ae, eCJii OHO Ga3upyeTcst Ha aJleKBaTHOM ITPEACTaBICHUH TOCY -
JapcTBa O crenuduire ee KPUMUHOTEHHBIX AETEPMUHAHT, COCTOSTIIAX
13 KOMILIEKCA TPUYUH U YCIOBUU MPECTYITHOCTU, TEMITBI POCTA KOTOPOH
[IPEBPATUIIMCH B OJ[HY U3 IJIABHBIX YIPO3 HAIMOHAJIBHOI GE30MacHOCTH
CTPaHBbL.

W3ssectHO, uTo Poccus, B mocsegHue Toabl, cTaza 00beKTOM 9KCIIAH-
CUM MEKIYHAPOIHOTO HapKoOM3Heca. [IpUUnHON 9TOMY SIBJISIETCSI TOT
dakT, 9TO B Tpex ceBepHBIX MPOoBUHINAX Adranncrana — bamaxmane,
Kynmyse, Taxape — CKOHIIEHTPUPOBAHBI OCHOBHBIE MOIIIHOCTHU TIO TIPO-
M3BOJICTBY T€POMHA W BBIPAIIUBAHNIO ONMTMYMHOTO MakKa, IMOCTYTAOIIEeTO
B crpanbl Opranusanuu Jorosopa 0 KOJLIEKTUBHON G€3011aCHOCTH, IIPU
yeM OH OTJIMYaeTCs BBICOKOW TOKCMYHOCTHIO. HecimydaitHo B pamkax
Cornaienuss 0 COTPY/THUUECTBE TOCYAAPCTB — y4acTHUKOB Cozpyske-
crBa HesaBucumbix Tocymapers B 60pb6e ¢ npecTynHocTbio (1. MocKBa,
25 nost6pst 1998 roma), CoryainieHue 0 COTPYAHUYECTBE TOCYAAPCTB —
yuactaukoB CozpyskectBa HesaBucumbix T'ocymapers B 60pbbe ¢ Hesa-
KOHHBIM 000POTOM HApPKOTHYECKUX CPEACTB, TCUXOTPOITHBIX BEIIECTB
u npekypcopoB (r. Mutck, 30 wosiGpst 2000 ro1a) TPOBOAUTCS CEPhe3-
Has paboTa B JaHHOM HarpasjeHuu. Tak, TOJBKO B TIEPBOI MTOJOBUHE
2019 roxa B Poccuiickoii Meaepanny u3 HE3aKOHHOTO 000POTa U3BATO
7,6 T HAPKOTUYECKUX CPEACTB, B TOM urcsie 333,5 KT HapKOTUKOB O~
HOU TPYIIIBL

ConanbHO-9KOHOMUYECKHE COCTABJIIONIE MPUUYUHHOTO KOM-
IJIEKCA UCCJIElyEMbIX COIIUAbHBIX SIBJIEHUI HATIPSIMYTO CBSI3AHbBI C 3aHsI-
TOCTbIO HaCeJIEeH A, BO-TIEPBLIX, JIMIla, UMEIoIne IIOCTOSHHBIN NCTOYHUK
JI0X0JIa ¥ BO3MOKHOCTD TEM CaMBbIM 00eCcTieunTh cebd 1 CBONX OJIN3KUX,
B CTPYKTYPE OCY;KJIEHHBIX 32 9TU MPECTYIJIEHUS] 3aHUMAIOT HEe3HAUM-
TeJbHBIN poIeHT (2—3 %). Bo-BTOPBIX, cKa3biBaeTcst HeGIArompusiTHAS
CONMATbHO-IKOHOMUYECKasT 0OCTAaHOBKA (MUTPAIIMOHHBII OTTOK Hace-
JIEHUSI, CTIa]] YPOBHS MTPOM3BOACTBA, 6e3paboTHIa, POCT YPOBHST TEHEBOM
9KOHOMWKN).

Cuenyroneii MpuYMHOI, CIoCcOOCTBYIONIEH He3aKOHHOMY 000pO-
Ty HAPKOTHKOB, SIBJISIETCS KOPPYIIUS, MO3BOJISIONIAS JIUIAM, COBEP-
ITaIM [JaHHbIE ITPECTYIJIEHUS, HE 6bITb YBEPEHHBIMU B HEOTBpPaA-
THUMOCTH COOTBETCTBYIOIIETO HaKa3aHUs 3a 9T0. HapkoOusHec He MOT
ObI CyIECTBOBAThH U, TeM OoJiee, pa3BUBAThCsI, €CJIU Obl He TecHast, Tail-
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Hasl, a MOPON U OTKPBITAsI, CBSI3b MPECTYIMHOCTU C TOCYNaPCTBEHHBIMU
caysxkamumi. OnHaKO HApKOOM3HEC KaK OAWH W3 BUAOB OPraHU30BaH-
HOW TIPECTYITHOCTH UCIIOJb3YET JIJISI IOCTUKEHUST CBOUX 1eJiel He TOJTh-
KO KOPPYIIIMIO, HO ¥ TaKKWe METObI BO3/eCTBUS HAa YNHOBHUKOB, KaK
MTAHTAK UM HACUJIIHe.

3HAYNTETBHYIO POJIb B IPUUYNHHOM KOMILJIEKCE ITPECTYITHOCTH UTPa-
10T (haKTOPBI AYXOBHO-HPABCTBEHHOTO XapaKTepa, aTO KacaeTcs U Iipe-
CTYTTHOCTH MCCJIElyeMOro BHU/Ia. BbICOKNIT ypOBEHD NPABOBOTO M HPaB-
CTBEHHOTO HUTHJIN3MA, KaK IPABHUJIO, BBIpakaeTcs B UTHOPUPOBAHUU
TpeGOBaHUI U MPEANUCAHNN 3aKOHOB 1 HOPM MOPAJIH.

He B menbIreii Mepe Ha POCT MPECTYITHOCTH JIAHHOTO BU/IA BIUSAIOT
U COIUATbHO-TICUXOJIOTHYECKHE 0OCTOSITEbCTBA, TIPEK/IE BCETO, MOJIO-
JIOTO TIOKOJIEHWSI CTPAHbl. YTpaTa WAEITHO-HPABCTBEHHBIX OPUEHTH-
pOB, c(hOPMHUPOBAHHBIX B TPEKHUE TO/IBI, TOPOINJIA Y YaCTH MOJIOJIEKN
MTACCUBHOCTb, HPABCTBEHHYIO ETPAJAINIO, CKENTHUIIN3M, CTpeMJeHne
3a0BITBCSI OT BCETO, W <«paccaabuThesiy. OpraHu3amoHHO-YIIPABIEH-
yecKkre (hakTOPBI CBA3aHBI C OTCYTCTBUEM JITUTENbHOE BPeMS B HaIlei
CTpaHe KOMILIEKCHBIX M€p TPOTUBOJENCTBUST HE3aKOHHOMY 000pPOTY
HAapKOTHKOB.

W3BecTHO, 4TO COMMATBHO-9KOHOMUYECKUE 1 TIOTUTHIECKIE U3Me-
HEeHUs, TIPOU3OIIEATINE B CTPaHe, OTPA3UINCh U Ha CBOMCTBAX JIMYHOCTH
MPECTYITHUKA KaK OHOTO M3 IJIABHBIX 9JIEMEHTOB HE3aKOHHOTO 060pOTa
HAapKOTHKOB. B To ke BpeMd ¢ pa3BuTHEM NH(POPMAITMOHHO-TEJIEKOMMY-
HUKAIMOHHBIX TEXHOJOTHH, a 3aTeM ITN(PPOBBIX TEXHOJIOTUH TPOU3OTIII-
JI CyTIleCTBEeHHBIE M3MEHEHUS B COIUYMe, B TOM YNCJIe U BUPTYaTbHOM,
KOTOPbIe U3MEHWJIN U JIMYHOCTD TIPECTYTTHUKA.

l'oBOpst 0 CTPYKTYype JUYHOCTH TIPECTYITHNKA, CIEAYET OTMETHUTH,
9TO OHA BKJIIOYAET B ce0s1 COBOKYITHOCTH CBOWCTB, KOTOPbIE 0OPasyioT-
cs1 B TIPOIleCce MHOTOOOPA3HOTO U CHCTEMATUYECKOTO B3aMMOJIEICTBIIS
C IPYTUMH JIOABMMU, U JIEJAIONNX B CBOID OYEPE/b €¢ CYOBEKTOM [iesi-
TEJIBHOCTH, TIO3HAHYSI U 001eHust. VIMEHHO T09TOMY JIJIsT U3yYeH WS JId-
HOCTH TIPECTYTTHUKA, €r0 KPUMWHOJOTHYECKON XapaKTePUCTUKN B KPH-
MUHOJOTUYECKON OKTPUHE MCCJIEAYIOT TPU TPYIIBI TPU3HAKOB: COTIN-
AJBHBIN CTATYC JUYHOCTH, COlMaIbHble (DYHKIUU (POJHU) JTUYHOCTH,
HPaBCTBEHHO-TICUXOJIOTUYECKIE KAYeCTBa, IIEHHOCTHBIE OpUeHTaIuu™",

XapakTep MPecTyIHOTO TOBEJCHUST YeJI0BEKa BO MHOTOM 3aBUCUT
OT ero Bo3pacTa. JlauHublil BUJI TPECTYITHOCTHU C KaXKIBIM TOJI0M MOJIO/Ie-

" Kpumunonorus: yuebmuk // mox pex. H. @. Kysmenosoit, I. M. Munbkoscko-
ro. Mocksa, 1998; Kpumumomorus: yuebruk st By3os // oz pext B. JI. Mankosa. Mocksa, 2008.

' Kpnvunonorus: yue6uux // non pea. B. H. Bypmakosa, B. I1. Cambruxosa. Cankt-
[etepGypr, 1998; Kpumumosorus: yaebnuk st By30s // mox pexn B. JI. Mankosa. Mocksa,
2008.
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€T, KaK TPaBUJIO 3T MPECTYIJIEHNUsT COBEPIIAIOTCS JIUIAMHU B BO3pAcTe
18—-29 net. Bospiasg yacTb pecTyIyIeHUi coBepIIaeTCs JUIaMu MYyK-
CKOTO TIOJIa, HO CJIEAYET MPU3HATh, YTO UX KOJMUECTBO HE3HAUUTETHHO
MPEBBITIAET KOJUYECTBO SKEHIINH, COBEPIIUBIIMX TaKUe JKe TPeCTy-
wreHust (Myskautbl — 54,1%, skenmmter — 45,1 %). [Ipu aTO0M GoJIbIast
YaCTh JKEHINH, COBEPITUBIINX HTU MPECTYTICHIS, HEe UMEET TOCTOSTH-
HOTO MeCTa JKUTEJIbCTBA, a 6OJIBIIAS YaCTh OCY/KACHHbBIX 3a JaHHbIE Mpe-
CTYIIEHHSI He IMEET BBICIIIEro 06pasoBaHusl. Y BEJIMUKIOCH KOJTUIECTBO
JIUT], COBEPIMUBIINX TPECTYTUIEHNUS, He UMEIONUX MOCTOSHHBIX UCTOY-
HUKOB JJOXOZ0B, B TOM umcae 0e3paboTHbix, 0 43,8 % i 10 coBepiie-
HUS TIPECTYIUIEHUST HEe MOTJIM YCTPOUTBhCS Ha paboTy u3-3a o0uieii Ges-
paboruibl.

AHasmM3upyst IMYHOCTD TPECTYITHUKA, HEOOXOAMMO 0OpaTuTh BHU-
MaHWe W Ha ero HPaBCTBEHHO-TICUXOJOTWYEeCKWe MpusHaku. K Huwm,
B TIEPBYIO OYepe/lb, CIEAYET OTHECTH BHYTPEHHIO TO3WIINIO JIMUHO-
CTH B Pa3IMYHbIX cepax COMMaTbHOTO ObITHS, TIOCKOJIbKY HMEHHO OHA
criocobeTByer ehopMalii  HpaBCTBEHHO-TICUXOJOTHYECKUX KavyecTB.
Henp3st B CBSI3W € 3TUM HE YYUTHIBATH MOPATLHO-BOJIEBBIE TIO3UITAN
JIUYHOCTH, ee moTpebHocTr 1 uHTepechl. COBOKYIIHOCTH BCEX ITHUX
MoKasaTesell TaeT BO3BMOKHOCTD OTMPEIETUTh €€ KaueCTBEHHYIO Xapak-
TEPUCTUKY W TO3BOJISET OMPEAEATh JUYHYIO YCTAHOBKY TPECTYTTHU-
ka. VIMEHHO OHU NMOMHUMO COJESTHHOTO UM OTPEIE/ISIOT 00MeCTBEHHYIO
OTTaCHOCTH JTMYHOCTHU MPECTYTTHUKA.

BesycoBmo, ncerenoBanne TPUYUHHOTO KOMILIEKCA W JTTYHOCTH
MPECTYIHMKA, a TakkKe caM (haKT, 4TO HE3aKOHHBIH 000pOT HAPKOTH-
KOB SIBJISIETCS <«IOMUHUPYIONUM CBOMCTBOM B JIE€TEPMUHAITMOHHOM
MexaHuaMe» ",

Ocoboe MecTo B NPUYUHHOM KOMILIEKCE 3aHUMAET BOIIPOC
TPAHCHAITMOHATIHLHOTO €€ XapaKTepa W POCT KOJMYECTBA TIPECTYILIe-
HUI, COBEPIIAEMBIX C KCIIOJb30BaHHE HMHMOPMAIMOHHBIX U TeJe-
KOMMYHUKAI[MOHHBIX CETel, B TOM yuce u cetu VaTepHeT. 10 06y-
CJIOBJIMBAET HEOOXOUMOCTH MOATOTOBKU COOTBETCTBYIONUX KPUMHU-
HOJIOTUYECKUX MepP TMPOTUBOEHCTBUS COBPEMEHHOMY HE3aKOHHOMY
060pOTY HAPKOTHUKOB, KOTOPBIH OCYIIECTBJSIETCS C UCIIOJb30BAaHUEM
U POBBIX TEXHOJOTHN. B maHHOM ciydae HEOOXOAMMO IPOIOJI-
JKaTh COBMECTHBIE C MEKIYHAPOAHBIM COOOIIECTBOM MEPOIPHUs-
THSI 110 TIPOTUBOAEHCTBUIO PAaCIPOCTPAHEHUsT HE3AKOHHOTO 060pOTa
HapKOTHUKOB.

** Cubazamyanun A. M. YTONOBHO-TIPaBOBOE W KPUMITHOOTIUECKOE TIPOTHBOCHCTBIIC

HE3aKOHHOMY 060pOTY HPEKYpcopoB B Poccuir: muc. ... kanz. opuz. Hayk A. M. CubararyJiiu-
Ha. KpacHonap, 2015.
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Ha atoM ypoBHe HEOOXOAUMO B IEJISIX COTPYAHUYECTBA TIPOBOAUTD
paboune BCTpeyu 1Mo BOpocaM 0O6MEHa TTOJI0KUTETbHBIM OIBITOM pabo-
TBI ¥ KOOPJAMHAIIUN COBMECTHBIX JCHCTBUII 110 GOpbOE ¢ HE3aKOHHBIM
000pOTOM HAPKOTHUKOB; OCYIIECTBJISATh B3aMMOJECHCTBUE IO TTEPEKPHI-
TUIO0 KAaHAJIOB MTOCTYTIIEHUS HADKOTUKOB U PACITUPUTD ITPAKTUKY TIPOBE-
JIEHUS COTJIACOBAHHBIX OTIEPAITUI 1 OII€PAaTUBHO-PO3BICKHBIX MEPOTIPUSI-
THIi, CBSI3AHHBIX C HE3AKOHHBIM 000POTOM.

AKTUBM3UpOBaTh B3aMMOOOMeH WHOpMaNKeil: o Jauaepax
M aKTHUBHBIX YYaCTHMKAX MEKIYHAPOIHBIX MPECTYIMHBIX COOOUIECTB
(TTpecTyIHBIX OpraHu3aInii), IPUYACTHBIX K HE3aKOHHOMY HAapKOTH-
YECKUX CPEJICTB, TICUXOTPOITHBIX BEIIECTB U IIPEKYPCOPOB; O HOBBIX
METO/aX PacnpocTpaHeHust U cObITa HAPKOTUIECKUX CPEJCTB, ICUXO0-
TPOITHBIX BEIIECTB U MPEKYPCOPOB; 06 UCIIOIb30BAHUN B IPECTYITHBIX
IeIsIX COBPEMEHHBIX WH(MOPMAITMOHHO-TEJTeKOMMYHUKAITMOHHBIX
TEXHOJIOTUIL; 0 NpuHaLIexkHocT 1P-agpecos, aBOHEHTCKUX HOMeE-
poB TesehOHOB, AKKAYHTOB, KOMIETbKOB 3JE€KTPOHHBIX TLJIATEKHBIX
CUCTEM U KPUITOBAJIIOT, 3JIEKTPOHHBIX UAEHTU(DUKATOPOB B CIydae
B3aMMHOI 3aMHTEPECOBAHHOCTU B pas3paboTKe JIWI, Y4aCTBYIONIMX
B PacIpOCTPaHEHUU HAPKOTUKOB. Y CTAHOBJIEHUE MEXKIYHAPOIHBIX
U MEXPETNOHATbHBIX TIPECTYITHBIX CBA3€U JIUI], MPUIACTHBIX K He3a-
KOHHOMY 000pOTY HapKOTUKOB ¥ ITOCTOSTHHOE MPOBEIEHNEe MOHUTO-
pUHTA TI0 U3YYEHUIO BCETO MPUUYMHHOTO KOMILJIEKCA TMPECTYITHOCTHU.
ITO HaNpaBJeHUE AEATETHHOCTH HEOOXOAMMO JIJIsl TOTO YTOOBI CTpe-
MUTHCS K YCTPAHEHWIO MPUYMHHOTO KOMILIEKCa PACIpOCTPaHEHUS
HE3aKOHHOTO 060pOTa HAPKOTHKOB U IIPECEYEHUs] U TIPEAOTBPAIIEHUS
3TUX TPECTyNICHNH.

Heo6xoauMo ocymecTBIsITh CUCTEMHBII TOAX0/ K WH(MOPMAI[HOH-
HOMY 0OM€Ha JTaHHBIMU MEK/IY IPABOOXPAHUTEIbHBIMU Opranamu Poc-
cuiickoit Mepeparium:

a) O Jinjiepax U aKTUBHBIX YYACTHUKAX OPraHU30BAHHBIX MPECTYII-
HBIX TPYIII 1 TIPECTYITHBIX COOOIIECTB;

6) o (hakTax HE3AKOHHOTO 06OPOTA HE3AKOHHOTO 060POTA HAPKOTH-
YECKUX CPEJICTB, ICUXOTPOITHBIX BEIIECTB U IIPEKYPCOPOB C UCIIOJIb30Ba-
HUeM 1TU(hPOBBIX TEXHOJIOTUIL;

B) O TIPECTYIHBIX CBSI3SIX YYACTHUKOB TPAHCHAIMOHAJIBHBIX IIpe-
CTYIIHBIX TPYIII, a TaKXKe PO3BICKA JINII, COBEPIUIMBIINX MPECTYIJICHUS
B cepe He3aKOHHOTO 000pOTa HAPKOTUYECKUX CPEICTB, TICUXOTPOITHBIX
BEIIECTB U IIPEKYPCOPOB;

r) O [peceyeHUur KaHAJOB PACHPOCTPAHEHUS] HAPKOTUUECKUX
CPEJICTB, MCUXOTPOIHBIX BEIIECTB U MPEKYPCOPOB € HUCIOJb30BAHUEM
MM POBBIX TEXHOJOTUM U IUCTAHIIMOHHON TOPTOBJIH;
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1) o cbope cBoeBpeMeHHON MH(MOPMALMKY O PACKPBITUH U PACCIe-
JOBaHWK MPECTYIICHWIA, CBSI3aHHBIX C HE3aKOHHBIM 0G0POTOM HAapKO-
TUYECKUX CPE/ICTB, TICUXOTPOITHBIX BEIIECTB U MPEKYPCOPOB, CBI3aHHBIX
C U3 B 3HAUUTETHPHOM pasMepe, a TaKKe CUHTEeTUYECKUX HAPKOTHUKOB
1 KyPHUTEJbHBIX CMecel;

e) 00 U3MEHEHUSAX HAPKOCUTYAIMU, O TyTSIX ¥ MapIIpyTax TpaHC-
MIOPTUPOBKU HAPKOTUYECKUX CPEJICTB, TICUXOTPOITHBIX BEIECTB U Ipe-
KypPCOPOB;

5K) O BBISIBJICHUH U TIPECEYEHUN HOBBIX CIIOCOOOB IIOCTABOK M MapIIi-
PYTOB [OCTaBKM HAPKOTUYECKUX CPEJCTB, TCUXOTPOITHBIX BEIIECTB
U TIPEKYPCOPOB.

YuuTheiBasi, 4TO IPU HE3AKOHHOM 000pPOTE HAPKOTUYECKUX CPE/ICTB,
MICUXOTPOIHBIX BENIECTB U TPEKYPCOPOB IMUPOKOE PACIPOCTPAHEHUE
MOJIYYHJIO UCTIOJIb30BaHKe IU(MPOBBIX TEXHOJIOTUH, He0OX0IUMO B 00J1a-
CTH TIPOTUBOAEHCTBUSI HE3AKOHHOMY 000POTY HaPKOTHKOB:

— OCYIIECTBJIATDH HA MOCTOSHHOI OCHOBE TPO(eCCHOHATBHYIO IO -
FOTOBKY U IE€PEIOJTOTOBKY COTPYAHUKOB aHTUHAPKOTUYECKUX TT0/IPa3-
nenenniit MBJI Poccun ¢ usydyenuem paGotsbl U GyHKIMoHAIA 1TH(PO-
BBIX TEXHOJIOTUH C IeTbI0 TOBBIIIEHUS 3(PHEKTUBHOCTH AEITETbHOCTH
IO PACKPBITUIO U PACCAEAOBAHUIO 9TUX MPECTYIJIEHUH, COBEPITAeMBbIX
C MCHOJIb30BaHUEM IH(PPOBBIX TEXHOJOTUH, 00y4aTh COTPYIHUKOB IIpa-
BOOXPaHUTEbHBIX OPTAHOB IIPUEMaM U CIIocobGaM 0OHAPYKEHHSI COKPBI-
TUHN U yXUNIPEHUH, BBISBIEHUS HE3aKOHHBIX OTIEPAINii ¢ HAPKOTUKAMU;

— CO3/IaBaTh TPABOBBIC W OPraHU3AIMOHHO-TeXHUYeCKHue (Kaapo-
BOE, MarepuajibHO-TEXHUYecKoe obecriedeHne) ycaoBuss st addex-
TUBHOU JIeATEIHHOCTUA MPABOOXPAHUTEIBHBIX OPTAHOB TI0 TTPOTUBOIEH-
CTBMIO UX HE3aKOHHOMY 000POTY;

— aKTHUBU3HMPOBaTh PabOTy 10 MPOTUBOAECHCTBUIO JieTalu3aiiuu
(OTMBIBAHUIO) JIEHEKHBIX CPEICTB WJIM MHOTO UMYIIECTBA, TOJIYyUYEeHHbBIX
B pe3yJIbTaTe COBEPINCHUS dTUX TPECTYIICHUI;

— OCYILECTBJSATh TOCTOSTHHBI MOHUTOPUHI MOTOKOB JICHEKHbBIX
CPEZICTB C TIEJThI0 YCTAHOBJIEHUST HE3aKOHHBIX (DMHAHCOBBIX OTIEepaIiuit
U BBIABJICHUA TPEIUKATHBIX TPECTYILIEHU, COBEPIIEHHBIX B chepe
HE3aKOHHOTO 060pOTa HAPKOTUKOB;

— Bo B3aumozeiicTsuu ¢ MexepanbHoil cy:k00i 110 (PUHAHCOBOMY
MOHUTOPUHTY U IPABOOXPAHUTEIHHBIMU OPTaHAMU IIPOBOJAUTH MEPO-
MIPUSATHS TI0 YCTAHOBICHUIO JIUT], TPUIACTHBIX K (DMHAHCOBBIM OIepaIlu-
sIM, CBSI3AHHBIM C HAa3BAHHBIMU CPE/ICTBAMU 1 BEIeCTBAMU;

— OCYIECTBJSATH TOBbIIeHre 3IDPEKTUBHOCTH  KOOPAUHAIIUU
1 B3aUMOJICHCTBUS MEXKIY ITPABOOXPAHUTEIbHBIMUA OPTAHAMU U UX O/~
pa3eIeHUSIMU.
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JlaHHast 1esITEIbHOCTD MOKET OBITh YCIENIHOM TOJBKO B TOM CJIy-
yae, Korja oHa Oy/IeT OCYIIECTB/ISThCS Ha OCHOBE IIEJIEBBIX ITPOTPAMM,
BRJIFOYAIONTUX BECh KOMILJIEKC Mep 10 YCTPAHEHUIO IPUYUH U YCJIOBUIH,
CIIOCOOCTBYIOMIMX HE3AKOHHOMY 0O0POTY HAPKOTUYECKUX CPEICTB, TICH-
XOTPOTTHBIX BENIECTB U TIPEKYPCOPOB, COBEPITIAEMBIX C MCIOTH30BAHIEM
1I(POBBIX TEXHOJIOTU.

KoHTpoAbHble Bonpocbl

1. Ilpoananmm3upyiite COBPEMEHHOE COCTOSHUE IPECTYITHOCTU
B cepe HE3aKOHHOTO 060pPOTa HE3aKOHHOTO 060pOTa HAPKOTHYECKUX
CPEJICTB, TICUXOTPOITHBIX BEIIECTB U IMTPEKYPCOPOB.

2. KakoBa cnenudpuka He3aKOHHOTO 060pOTa HAPKOTHYECKUX
CPEJICTB, TICUXOTPOIHBIX BEIIECTB U IPEKYPCOPOB, COBEPIIAEMOTrO
C UCTOJIb30BAHUEM 1TU(POBBIX TEXHOJIOTU?

3. Omnpezenure ypoBeHb JIATEHTHOCTH HE3aKOHHOTO 000pOTa Hap-
KOTUYECKUX CPEJICTB, IICUXOTPOITHBIX BEIIECTB U MPEKYPCOPOB, COBEP-
IITAeMOTO C UCTIOJb30BaHUEM ITU(POBBIX TEXHOJIOTHUI.

4. TIpoaHasmM3upyiTe Mepbl TPEAYIPEKICHUS HE3aKOHHOTO 000-
poTa HAPKOTUYECKUX CPEJCTB, ICUXOTPOITHBIX BEIIECTB U MPEKYPCOPOB,
COBEPIIAEMOTO C UCITOTb30BaHNEM ITU(POBBIX TEXHOJOTUIH.



CNMUCOK PEKOMEHAOBAHHDIX
HOPMATUBHO-MPABOBbIX AKTOB U AUTEPATYPbI

lNepeyeHb OCHOBHbIX HOPMaTUBHO-NIPABOBbIX aKTOB,
peryAMpyoumnx Bonpocbl ULHGpPoBOH 3KOHOMUKH

I) HopmartuBHo-nipaBoBbie akThl Poccuiickoit Menepanuu:

1. Kouncrurynus Poccuiickoit Dexpepannu (puHsATa BCEHAPOJI-
HbIM rosiocopanueM 12 gexabps 1993 r. ¢ usmenenusaMu, 0400 PEHHBIMUI
B xo/ie obmepoceuiickoro rosocosarus 01.07.2020). octymn us crpas.-
npaBoBoii cucteMbl « Koncysnbrantllaocs.

2. Yronosubiii komexkc Poccuiickoit @egepariun ot 13 uioHs
1996 r Ne 63-D3 (¢ nmociten. usme. u joi.) // Cobp. 3aKOHOATETBCTBA
Poc. @epepanum. 1996. Ne 25. Crt. 2954.

3. O 06e30macHOCTH KPUTHYECKOI wuHOOpMAMOHHOW WHMpa-
ctpykTypsl Poccuiickoit Menpeparuu: denep. 3akon ot 26 uiogs 2017 r.
Ne 187-D3. [loctynm m3 crpaB.-lipaBoBoii cuctembl «KoHcysbTaHT-
[Tmroc».

4. O 6esonacHoctu: denep. 3akon ot 28 mexkabpst 2010 r. Ne 390.
JlocTym n3 crpaB.-1IpaBOBOi CUCTEMbI « KOHCYJILTAHT IJIIOCS.

5. O BHeceHUU U3MEHEHWI B 4aCTH IMEPBYIO, BTOPYIO M CTaTbiO
1124 yvactu tperneii I'pakmanckoro xKomekca Poccuiickoit Mexeparini:
enep. 3akon ot 18 mapt 2019 r. Ne 34-D3. [/locty1 u3 crpas.-1ipaBoBoit
cuctembl «Koncymabrantllmiocs.

6. O rocynapctBennoii Taiine: 3akon Poccuiickoit Denepa-
i ot 21 wionst 1993 1. Ne 5485-1-D3 (pen. ot 29.07.2018). doctymn
13 CcIIpaB.-TipaBoBoli cucteMbl « KoncyapranTllmiocs.

7. O zamure geteir oT nHGOPMAITUU, TPUUUHSIONIEH BPeI UX 3/10-
poOBbIO U pazBuTHio: Genep. 3akou Poccuiickoit Mexpeparuu ot 29 neka-
6pst 2010 1. Ne 436-D3. loctyn u3 cripaB.-paBoBoil crcteMbl «KoH-
cyabrantllmoc».

8. O xommepueckoit TaiiHe: denep. 3akoH oT 29 wionsa 2004 T.
Ne 98-D3 (pen. or 18.04.2018). /locTym u3 cripaB.-1paBOBOi CUCTEMbI
«Koncyaprantllaocs.

9. O HApKOTMYECKUX CPEACTBAX M IICUXOTPOIHBIX BeEIIEeCTBAX:
denep. 3axon ot 8 stuBaps 1998 1. Ne 3-MD3 // Cobp. 3akOHOAATEIBCTBA
Poc. @enepariuu. 2012. Ne 10. Cr. 1166.

10. O mepconanbpHBIX MaHHBIX: denep. 3akoH oT 27 utomna 2006 .
Ne 152-@3 (pen. ot 31.12.2017). [Joctyn u3 crpas.-IiPaBOBOil CUCTEMbI
«Koncyaprantllaocs.

222



11. O nonummu: dexpep. 3akon ot 7 despais 2011 r. Ne 3-D3 //
Cobp. sakonomaresbersa Poc. Meneparmu. 2011. Ne 7. Cr. 900.

12. O npuB/ieYeHUN WHBECTUIIUN C WCIOJb30BAaHUEM WHBECTHU-
[IUOHHBIX JIATHOPM U O BHECEHUU M3MEHEHUU B OT/IEJbHbIE 3aKOHO-
natenbhble akThl Poccuiickoit Menepaiuu: dezep. 3aK0H OT 2 aBrycra
2019 r. Ne 259-@D3. [loctyn U3 crpaB.-lipaBoBoii cucrembl «Kowcyib-
tauTloiocy.

13. O mnportuBozeiicTBUM Jeramusanuyl (OTMBIBAHUIO) TOXOMOB,
[OJIYYEHHBIX TPECTYHNHBIM IyTeM, U (PUHAHCUPOBAHUIO TEPPOPU3MA:
(denep. 3axon ot 7 asrycra 2001 r. Ne 115-D3 (pen. ot 18.03.2019)
(c m3M. 1 71011, BCTYIL B cuaty ¢ 27.06.2019). [loctyn u3 cipas.-1ipaBoBoit
cuctembl «Koncymbrantllmocs.

14. O cBsasu: denep. 3akon ot 7 uions 2003 r. Ne 126-D3 (pen.
ot 06.06.2019, ¢ msm. u pom., Berym. B cuay ¢ 01.11.2019). JHoctyn
13 CcIIpaB.-TipaBoBoli cucteMbl « KoncyapranTlloiocs.

15. O6 undopmanuu, nHOOPMAIIMOHHBIX TEXHOJOTUSX ¥ O 3allli-
te undopmaiuu: denep. 3akon or 27 uioas 2006 r. Ne 149-D3 (pen.
ot 19.07.2018). /locTynm u3 cmpaB.-ipaBoBO cUcTeMbl «Koncynbrant
[Tmroc».

16. O6 ocHOBax cucTeMbl MPOMUIAKTUKY TIPaBOHapyIieHuii B Poc-
cutickoii Mexpeparuu: denep. 3akon or 23 uions 2016 r. Ne 182-D3.
octym n3 crpaB.-mipaBoBoii cucteMbl « Koncyabrantllaocs.

17. loktpura  uH(bOpMAIMOHHONH — Ge3omacHocTH  Poccuiickoit
Depeparnu: ykas Ipesugenta Poccuiickoit Menepanuu ot 5 gekabpst
2016 r. Ne 643. JlocTyn u3 crpaB.-lipaBoBoii cucTeMbl «Koncyabrant-
[Tmroc».

18. O Mepax mo TPOTUBOAEHCTBUIO TeppopusaMmy: ykas lIpesu-
nenta Poccuiickoit Mepepanmm ot 15 despans 2006 r. Ne 116 (per.
ot 25 Hosiopst 2019). /locTyn U3 cripas.-lipaBoBOi cucteMbl « KoHcy1b-
tantllmocs.

19. O Mepax 1O COBEPIIEHCTBOBAHUIO TOCYAAPCTBEHHOTO yIIpaBJe-
HUs B 00J1aCTH TIPOTUBOAEHCTBUS TeppopusMy: yka3 IIpesumenra Poc-
cuiickoit Memeparuu ot 26 xekabpst 2015 . Ne 664 (pex. ot 21.02.2019).
octym n3 crpas.-mipaBoBoii cucteMbl « Koncyabrantllaocs.

20. O HamMOHANBHBIX MEJSX W CTPpaTeTMYECKUX 3ajladyaxX pas3BH-
tusi Poccuiickoit Denepannu na mnepuoxa g0 2024 roxa: ykas Ilpe-
sunenta Poccuiickoii Menepanuu or 7 mas 2018 r. Ne 204 (pen.
ot 19.07.2018). [octymn u3 crpaB.-IpaBOBOH cucTeMbl «KoHcyiib-
tauTllaroc».

21. O pa3BuTHu UCKyCcCTBEeHHOTO uHTEsLIeKTa B Poccuiickoit Mene-
paruu (BMecTe ¢ HanmmonanpHOM cTpaTerneli pa3BUTHS UCKYCCTBEHHOTO
unaTesiekTa Ha mepuon mo 2030 roga): ykas Ilpesumenta Poccutickoit
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@epeparuu ot 10 oxTsa6pst 2019 1. Ne 490. [locTytn U3 crpas.-IipaBoBOii
cuctembl «Koncyabrantllmiocs.

22. O coBepIIeHCTBOBAHUY TOCYAAPCTBEHHOTO YIIpaBJieHUs B cde-
pe KOHTPOJIs 3a 000POTOM HAPKOTHYECKUX CPEACTB, ICHXOTPOITHBIX
BEIIECTB U UX ITPEKypcopoB u B cdepe murparuu: ykaz lIpesugenta
Poccuiickoit Menepanun ot 5 anpesst 2016 r. Ne 156 // Cobp. 3ak0HO-
narenbersa Poc. Mepeparun. 2016. Ne 15. Cr. 2071.

23. O Crpaterun Hay4IHO-TEeXHOJIOTMUYeCKOro pasButus Poccwuii-
ckoit Menepanuu: yras [Ipesunenra Poccutickoii Menepanuu ot 1 neka-
6pst 2016 . Ne 642. Toctyn u3 crpas.-lipaBoBoii cucrembl «KoHcyib-
tauTloiocs.

24. O Crparerun HanuoHaabHoi 6esomacnoctu Poccuiickoit Mepe-
paruu: ykas Ilpesumenta Poccuiickoit Menepanun or 31 pexabpst
2015 r. Ne 683. /loctym u3 crpas.-1ipaBoBoii cuctembl «KoHcymnbrant-
[Tmroc».

25. O Crparerun passutusi nHhopmarnnonHoro obmiectsa B Poc-
cutickoii Menepanuu na 2017-2030 rogwr: ykas IIpesugenta Poccuii-
ckoii Megpeparuu ot 9 mas 2017 r. Ne 203. JlocTyr U3 crpas.-1ipaBoBoit
cuctembl «Koncymbrantllmocs.

26. 06 yrBepsxkaeHnu J{oKTpuHBI MHOOPMAIMOHHON (e30acHo-
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IHpunoxcenue Ne 1

HpI/IMeprIe BOIIPOCHI AJIA INIOATOTOBKHA
K l'lpOMe)KyTO‘lHOﬁ aTTeCcTalluu

1. Hudposasg mpecTymTHOCTH U €€ OCHOBHBIE CBOMCTBA (IIPU3HAKMN ).

2. OcHOBHBIE KOJUYECTBEHHbBIE U KAUECTBEHHBIE TTOKA3aTeH (-
POBOIi TIPECTYITHOCTY U UX XaPAKTEPUCTUKHU.

3. Conumanpable MOCTENCTBUSA NUGPOBON MPECTYITHOCTH, BIUIIO-
1[Me Ha KOJUYEeCTBEHHbIE U KAUeCTBEHHbIE TIOKa3aTesu 1udpoBoil mpe-
CTYITHOCTH.

4. Wsydenme 1 mcnob30BaHNe TPUYNH U YCJIOBUH 1T poBOI mpe-
CTYITHOCTHU OPraHaM¥ BHYTPEHHUX JIET.

5. Tlousttue m cTpyKTypa JUIHOCTH TIGPOBOTO TIPECTYTHUKA.

6. TlousTrie, OGBEKTHI U IPEAMET KPUMUHOJIOTHYECKOTO TIPOrHO3M-
poBaHMs B 910Xy IIU(pPOBU3AIIH 0OIIECTBA.

7. OcobeHHocTr pa3pabOTKU ¥ peajusaliii KOMILIEKCHBIX TIPO-
TpaMM MPOTUBOAEUCTBUS MTU(POBOL TPECTYITHOCTH.

8. Kmaccubukamnmsa Mep mpenynpeskaeHns: MpecTyIIeHni, coBep-
[aeMbIX B I PoBOii cpejie 1o uX Xapakrepy 1 Maciitaly.

9. CyObekTbl TIpeaynpexkaeHus GPOBON MPECTYITHOCTH KaK
OCHOBHOI 9JIEMEHT CUCTEM U OPraHU3aIUsl UX B3AaUMOJICHCTBUS B TIPE]I-
YIPEXKAEHUN TPECTYICHUI,

10. ITousaTe U OCHOBHBIC BUALI OOECIICYECHUS PEANU3ALUU IPE-
yIpeskaeHus Mu@poBoii MPECTYITHOCTH.

11. Posib TpaBOBOTO PETyIMPOBAHUSA MPEAYIIPEKACHNUS TTIPECTYILIe-
HUH, cCOBepIIaeMbIX B (D POBOIL cpefie: UCTOUHUKYI U MEXAHU3M.

12. OcHOBHbBIC HAIPABJICHUS OPTaHU3AIMOHHOTO OOeCIeYeHMsI
npeaynpexaenus: udpPoBOil MPECTYNHOCTU: KaJPOBOE, MATEPUAIBHO-
TeXHUYECKOe, METOINIeCKOoe U Jp.

13. Iousatue u nean nHGOPMALMOHHO-AHAJIUTUIECCKOTO obecieye-
HUSI IPEYIPEKICHMS ITUMDPOBOIL MPECTYITHOCTU U €€ Peau3aluu.

14. NadopMmanimonHble pecypchl peaynpexaeHus udpoBoi mpe-
CTYITHOCTH.

15. Ocobennoctu MHGOPMAIMOHHO-aHATUTHYECKOTO 0OeCTIeueH st
npeaynpexaenus udpoBoii IPECTYITHOCTU OPraHOB BHYTPEHHUX JIEI.

16. [TonaTue mpectynHocTy B chepe MUdPOBOLT 9KOHOMUKH. Bupt
11 poBOI TPECTYMHOCTH U UX KJIACCUPUKAIIN.

17. IlpuyuHbl U yCIOBUSA COBEPIIEHUS ITU(PPOBBIX MPECTYTIICHUI.
Biustue 3akoHo1aTeIbHOTO PETYJIUPOBAHUS HA IUHAMUKY TIPECTYILIE-
HUH B TaHHOI cdepe.

18. [lonaTtue mpectymHOCTH B cepe MUMPPOBBIX TEXHOJOTUH, ee
BU/IBI, ¥ KJIacCU(pUKAITIN.
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19. HopmaTtuBHOe peryampoBanue OTHOIIEHUH B chepe mdPOBHIX
TEeXHOJIOTUI U OPTAaHU3AlNs KOHTPOJI KaK OCHOBA TMPEIYTIPEKICHUS
NAHHBIX IPECTYTIICHUI.

20. [TonaTue mpecTynmHOCTH B cepe Pa3zBUTUS U UCIOTH30BAHUS
TEXHOJIOTHH GOJIBIINX JJAHHBIX.

21. TIpu4uHbl ¥ yCIOBHS, CIIOCOOCTBYIOIIIE COBEPIIEHHIO TIPECTY-
IJIeHUiT B chepe pasBUTHS ¥ UCIIOJIB30BAHUST TEXHOJIOTUU GOJIBIINX JaH-
HBIX.

22. OcHOBHBIE HAIPABJEHUS MPEAYIPEKIACHUS TPECTYIICHUN,
coBepIIaeMbIX B cdepe pasBUTHSI U UCIIOJIb30BAHMS TEXHOJIOTHH OOJIb-
X JTAHHBIX.

23. TloHsiThe mpecTymHoCcTH B cepe 060opoTa mudpPOBbIX aKTUBOB
(kpunroBamioTb). OCOOEHHOCTH JAaHHOTO BHJA MIPECTYITHOCTH B COBPE-
MenHoit Poccun.

24. O1ieHKa PUCKOB MCITOJIb30BAHUST TEPPOPUCTAMU 1 KMOEPKPUMU-
HAJIOM KPUIITOBAJIIOT.

25. Ilpecrymienust, coBepinaeMbie B cdepe 0060pora 1uMPOBHIX
AKTUBOB (KPUIITOBAIOTHI ).

26. IIpuauHbl ¥ YCJIOBUS TIPECTYIUIEHUI B cdepe obopora nudpo-
BBIX aKTUBOB (KPUITOBAJIOTEI).

27. TIpobsieMbl 3aKOHOATENBHOTO PEryJUPOBaHKS U UX BIUSHUE
Ha IMHAMUKY MTPECTYIUIEHII B chepe 060poTa 1 poBhIX aKTHBOB.

28. Buktumosornyeckass mpohUIaKTUKa KaK OCHOBA MPeAYIpeK-
JICHUST TIPECTYILIEHUI, coBepIIaeMbIX B cepe 060poTa IUpPOBIX aKTH-
BOB (KPHUIITOBAJIOTHI).

29. llonaTue mpecTymHOCTH B cdepe Pa3zBUTUS U UCIOJIH30BAHUS
HUCKYCCTBEHHOTO MHTEJLIEKTA.

30. XapakrepHbie 0COOEHHOCTH IPECTYITHOCTH B cepe pasBUTH
1 UCITOTb30BAHNUS UCKYCCTBEHHOTO MHTEJLIEKTA.

31. [IpuyuHbl 1 ycI0BUS COBEPIIEHUS MPECTYTIICHUN B cepe pas-
BUTHSI U UCIIOJIb30BAHUSI UCKYCCTBEHHOTO UHTEJLIEKTA

32. HopmaTuBHOe peryImpoBaHue OTHOIIEHWH B cdhepe pa3BUTHA
U UCIIOJIb30BAHUS UCKYCCTBEHHOIO MHTEJJIEKTA ¥ OPraHu3aIiusi KOHTPO-
JIsI KaK OCHOBA TTPEeyIPEesKICHUS TaHHBIX PECTYTIICHUT.

33. IlonaTue u BULI TPECTYIHOCTH ¢ ucnoJsb3oBanueM [oT (nnrep-
Het Betiei ). [lonstre naTEpHETA BETE.

34. [IpuyuHbI U YCIOBU, IeTEPMUHUPYIOIIIE COBEPIICHNE TTPECTY-
et ¢ ucrnosb3oanneM loT (nuTepuer Berreit).

35. Binsgnune 3aK0HOIATETLHOTO PETYINPOBAHIS HA TUHAMUKY TIpe-
CTYTJIEHNU, COBepIIaeMbIX ¢ ncnoJsibzoBanueM [oT (muTepuer Beteit).

36. OcHOBHBIE HAIpaBJEHUS MPEAYIPEKIACHUS TPECTYIICHU,
coBepIaeMbIX ¢ ncroJsibzoBanueM loT (muTepuer Beteil).
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37. IlpectynHocTh B chepe MHTEIEKTYaabHO COOCTBEHHOCTH: ee
XapakTepHble 0COOEHHOCTH B YCJIOBUSIX Pa3BUTHS 1TU(MPOBBIX TEXHOJIO-
TUI.

38. CoBpeMeHHOE TIOHMMAaHUE 9KCTPEMUCTCKOU W TeppopucTUde-
CKOW JISITEJTBHOCTH, WX OOIIECTBEHHAs OMTACHOCTh M XapaKTePHbIE 0CO-
GEHHOCTHU B YCJIOBUSX PA3BUTHUS IIU(PPOBBIX TEXHOTIOTHIL.

39. Opranu3oBaHHBII XapaKTep 9KCTPEMUCTCKON U TeppOpucTude-
CKOW ¥ IESATEJIbHOCTH B YCJIOBUSIX Pa3BUTHST IIMGPPOBOTO 0OIIIeCTBA.

40. OcHOBHBIE HAIPABICHUA TIPEIYITPEKICHUS IPECTYTIICHUN dKC-
TPEMUCTCKOI UJTM TEPPOPUCTUIECKOI HATIPABJIEHHOCTU B YCJIOBUSIX Pa3-
BUTHUA IN(MPOBBIX TEXHOJOTUM.

41. OcHOBHBIE XaPaKTEPUCTUKU JUUYHOCTU IPECTYITHUKOB, COBEP-
MIAIONIMX PECTYIJICHUsT TIPECTYIIEHUI B chepe He3aKOHHOTO 000poTa
HAPKOTUYECKUX CPEJICTB U IICUXOTPOITHBIX BEIIECTB C UCIIOJIb30BAHUEM
1I(POBBIX TEXHOJIOTU.

42. OprannsoBaHHast IPECTYITHOCTD: MOHSITHE, CYITHOCTb U 0COOEH-
HOCTH €€ CYIIEeCTBOBAHUS B YCJIOBUSIX PA3BUTUS TU(PPOBBIX TEXHOJIOTHUI.

43. OcOGEHHOCTH COBPEMEHHOTO M3YYeHMs] OPraHM30BaHHOM Ipe-
CTYITHOCTH.

44. Ncnonp3oBanue BozMoskHOCcTer OOH u apyrux mesxmyHapo-
HBIX OpraHusaiuii B 6opboe ¢ mudpoBoil IPecTymHOCTHIO.

45. Tlonsitne u o0mIast XapaKTEPUCTHKA MEKIYHAPOAHBIX CTaH/Iap-
TOB B 00s1acTi 60pbOBI ¢ 1IUMPOBOIA TIPECTYITHOCTHIO.

46. Ocobennoctu corpyanndecrsa crpan CHT B obmact 60pbObI
¢ T PoOBOIL TPECTYIMHOCTHIO.

47. learenprocts MHTepmoma 1o mpemynpeskaeHuio g poBoit
[IPECTYITHOCTH.

48. OCOGEHHOCTH — pealusalliii  MEKAYHAPOAHBIX  CTaHIapTOB
B 00JIaCTH TIPEAyIPEsKIAeHUsT IGPOBON MPECTYITHOCTH OpraHaMy BHY-
TPEHHUX JIEJ1.

49. OGecrieyeHre KPUMUHOJOIUYECKOM Oe3omacHocTH B cepe
1 poBbIX TexHOoJoTHi. TToHsATHE ¥ BUABI YIPo3 6e30MacHOCTH B -
POBOI cpefie.

50. Kommerentus, 3a/1aun, BO3MOKHOCTH OPTAHOB BHYTPEHHIX JIET
B chepe 3amuTh TUGPOBOIL CPEbI OT MPECTYITHOCTH.
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IHpunoxcenue Ne 2
I'noccapuii KpUMHHOJIOTHYECKUX TEPMUHOB

Boubume mannbie (anr. — big data) — obosHauenue cTpyKTypupo-
BaHHBIX U HECTPYKTYPUPOBAHHBIX JAHHBIX OTPOMHBIX 00BEMOB 1 3HAYHN-
TEJLHOTO MHOT006pasust, apGheKTHBHO 00pabaThiBa€MbIX TOPU30HTAIb-
HO MaciITabupyeMbIMK TIPOrPAMMHBIMU MHCTPYMEHTAMH, TTOSIBUBIITHMU-
cs B koH1te 2000-X TOZ0B 1 aJlbTEPHATUBHBIX TPAAUIIMOHHBIM CHCTEMaM
yrpaBJenust 6azaMu JaHHBIX U perenusim Kaacca Business Intelligence.

Bsicokue texnoaoruu (anri. — hightechnology, hightech, hi-tech) —
aT0 HamboJiee HOBbIE M MPOTPECCUBHBIC TEXHOJOTHH COBPEMEHHOCTH,
Takue KaK MUKPO- M HAHO- ajieKTpoMexanudeckue cuctembl (MEMS/
NEMS), Textosioruu aeprocOepe;KeHust U albTepHATUBHAS SHEPTeTHKA,
OGUOMETPHKA, CUCTEMbI KOHTPOJISI U YIIPABJIEHUST JOCTYIIOM, 0OOPOHHBIE
TEXHOJIOTUHU U TEXHOJIOTHH IBOWHOTO HasHaYeHMUsT, GUOTEXHOIOTHH.

BpruucaurenbHoe yCTPOMCTBO — CUYETHO-peIIaoliee yCTPOUCTBO,
ABTOMATHUYECKH BBITIOJHSIET OJ[HY KaKyl0-J1n00 MaTeMaTHIeCKyIO orepa-
LIUIO UJTH TTOCJIEZI0BATEIbHOCTD WX, C IEIbIO PEIleHUs OHOM 3a/1au¥ NN
KJIacca OJIHOTUITHBIX 3a/1a4.

HocrynHoctp uHpopmanuu — cocrosinve uHbopmaiuu (pecyp-
COB aBTOMATU3UPOBAHHONU MH(OPMAIIMOHHON CUCTEMBI), TIPU KOTOPOM
cyOBEKTHI, UMEOIINe TpaBa JOCTYIa, MOTYT Peajn30BbIBaTh UX Oec-
MPenATCTBEHHO. K mpaBaM M0oCTyIa OTHOCSTCS: TTPABO HA UYTEHUE, U3Me-
HeHUe, XpaHeHUe, KOMMMPOBaHNe, YHUUITOKeHe WHMOPMAIINH, a TakKe
IIpaBa Ha U3MEHEHNE, NCITOTb30BAHNE, YHUUTOXKEHNE PECYPCOB.

Nurepuer (anri. — Internet) — BcemupHas cucrteMa 0ObEANHEHHBIX
KOMITBIOTEPHBIX CETEH JJIst XpaHeHst, 00pabOTKHU U Tiepeadrt MHPOPMAIUH.

NudopmanuonHas uHdpacTpyKTypa — CUCTEMa OpPraHU3aIl[UOH-
HBIX CTPYKTYP, TOJACHCTEM, obecredynBaomux (GyHKIHMOHUPOBAHNE
U pasBuTHE WH(MOPMAIMOHHOTO IPOCTPAHCTBA CTPAaHbl U CPEJICTB
WHMOPMAITMOHHOTO B3aUMOJICHCTBHS.

NudopmanuonHass cucreMa — COBOKYIIHOCTb —COJEpIKalleii-
cs B Gaszax maHHBIX HMHGOpPMAIMK 1 obecreynBaoInux ee 00paboTKy
UHGOPMAIUOHHBIX TEXHOJIOTUM U TEXHUYECKUX CPEJICTB.

NudopmMaliuoOHHO-TEIEKOMMYHHKAIIMOHHASL C€Th — TEXHOJIOIH-
yeckasl cucTeMa, MpelHa3HaueHHAs [Jid Mepefiadyd 10 JWHUAM CBSI3U
uHbOPMAIUY, JOCTYI K KOTOPOU OCYIIECTBJIIETCS ¢ UCIOTh30BAHUEM
CPEJICTB BHIYUCJIUTENbHOM TEXHUKH.

Kubepundpacrpykrypa — COBOKYITHOCTb JIfO/IEH, TPOIIECCOB (B TOM
YIHCJIe YIPABJISIIONINX ), U CHCTEM, COCTABJISIONNX KUOEPITPOCTPAHCTBO.

KubepoobekT — 10601 MHANBUAYATbHBIN OOBEKT WK CyOBEKT,
CyIIeCTBYOMNIA B KUOepH(PPACTPYKTYpeE.
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KubeponacHocTb OIpenessieTcss KaK OINACHOCTb, BbI3BAHHAS IIpe-
ObIBAHMEM U JEATEIbHOCTHIO B KUOCIIPOCTPAHCTBE, BKIIOYAS KAK IIPSIMbIC
aTaKy Ha KOMIIbIOTEPDI, TAK U CJICACTBUS HEIPABUIbHBIX WK OIINOOYHBIX
NeTiCTBUN MTOTh30BaTE e, He YAEITIONNX BHUMAHWS CIIEITUATbHBIM CPeJl-
CTBaM 3al[UThI 1 TIPaBUJIaM Ge301acHON PaboThl B KOMITBIOTEPHBIX CETSIX.

KoMnbiorep — 9T0 yCTPOHCTBO WM CHCTEMa, CIIOCOOGHOE BHIMOJI-
HSITh 3a/IaHHYIO [TOCJIEI0BATETbHOCTD OIIEPAIIUIL.

KoMnbioTepHas ceTb (BBIYKCIMTEIbHAS CETh) — CHUCTeMa, obectie-
yrBaoIas 0OMeH JaHHBIMU MEK/Y BBIYUCIUTETbHBIMEI YCTPOUCTBAMU
(KOMIIBIOTEPBI, CEPBEPDI, MAPIIPYTH3ATOPBI 1 IPyTroe 000PyL0BaHHUE).

KomnblotepHas cucrema — Jjiio00e yCTPOICTBO WM TPYyIIa B3au-
MOCBSI3aHHBIX WJIM CMEKHBIX YCTPOUCTB, OAHO MU 00Jiee U3 KOTOPBIX,
JIEHCTBYSI B COOTBETCTBUU C IIPOrPAMMOIL, OCYIIECTBJISIET aBTOMATU3K-
poBaHHY10 06pabOTKY JTaHHBIX.

KonduaenuuaibHoctb — HEOOXOAUMOCTD MPEAOTBPAICHUsT pa3-
rJIalleHnst, yTedku Kakoi-imbo wuHbopmanuu. KondumaeHmanibHast
nabopmaluss — uHbOpMaIUs, SBISIONAsCS KOH(UIEHITNAIBHOU, TO
€CThb «IOBEPUTETHHOM, He TIOJJIe)Kallell OTJIacKe, CEKPETHOMY; 9TO TIOHSI-
THEe PABHO3HAYHO TOHSITUSIM «TalilHa» UK «CEKPET».

KpuMuHoIOTHYECKUE MOHHUTOPHMHT — 3TO CHUCTEMa COI[UAJIBHO
CTaTUCTUYECKOTO HaOJIOEHMs, MO3BOJISIONIAast YCTaHABIMBATh IOKa-
3aTeJid MPECTYIHOCTH, YPOBEHD €€ JIATEHTHOCTH, COIUAJIbHbIE TTOCJIE]-
CTBUSI; BBISIBJISITh €€ TIPUYUHBI U YCJIOBUS, IPOTHO3UPOBATh UX Pa3BUTHE
B OyzyleM; TIPUHUMaTh aJleKBaTHbIe IOCYJapCTBEHHBIE W OOIIeCTBEH-
Hble MepPBI 10 TPEAYIPEKIEHUIO MTPECTYITHOCTU U yCTaHABJIUBATH UX
a(hHeKTUBHOCTB.

KpuMunoiornyeckoe miaHupOBaHue IIPEACTaB/IsIeT COOO0M d/IeMenT
COIMATBHOTO YIIPABJICHMUSI, BHIPAKAIONIUICS B OTPEIeIeHU CYObEKTOB
1 00BEKTOB TPEAYIPEKACHIS IPECTYITHOCTH, MoncKe Hanbosee adex-
TUBHBIX CPEICTB U METOOB IIPOTUBOIECHCTBUSI KPUMUHAJIBLHOI Cpejie.

KpumuHosiornyeckoe nporHo3upoBaHue 1pecTaBisier coOoil Hayd-
HOe TIpe/icka3aHre OCHOBHBIX M3MeHeHUl (TeHIEeHIU) pa3BUTHS IIpe-
CTYIMHOCTU WJIX BEPOSITHOCTU COBEPIIIEHUS] YTOJIOBHO-HAKA3YEMbIX JIeSTHUI
KOHKPETHBIMU JIMIIAMU B 0003pUMOM Oy ryIieM, Gazupyroleecs: Ha 1ccJie-
JIOBAHUSIX, TPOBOJIMMBIX HAYYHBIMU U IPAKTUYECKUMU COTPYIHUKAMU.

MoaenupoBanue — co3jlaHie YIPOIIEHHOro oOpasa MpOTHO3UPY-
eMoro 00beKTa, OTPasKAIOIIEro ero CyIecTBeHHbIe cBoiicTBa (rpaduk,
Jarpamma, popmyiia, cxema, TabJImia u T. 1L.).

Monutopunr B cdepe NpodHIAKTUKH TPABOHAPYIIEHU TIpejI-
cTaBJIsieT cOO0M KOMILIEKC MEPOITPUSITHIA, HAITPABJIEHHBIX Ha TIOJTyYeHre
MOJTHOHW WHMOPMANNU 0 COCTOSTHUN TPOMPUIAKTUKU TTPABOHAPYIIEHUIH,
0 (DYHKIIMOHMPOBAHUU CJIOKHOWU CUCTEMbI B IEJISIX YIIPABJIEHUS €IO,
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0 IIPOrHO3UPOBAHUU HE TOJbKO IIPECTYIMHOCTU, HO U IIPUYUH U YCJIOBUI,
CIIOCOOCTBYIOMIMX COBEPUICHUIO MTPABOHAPYIICHUH, MTPOTHO3UPOBAHUIO
KaK yrpos, Tak ¥ KPUMHUHOJOTHYECKUX PUCKOB, HAOJMIOACHUIO 3a Jesi-
TEJILHOCTBIO CYOBEKTOB MPOMUIAKTHKN TIPAaBOHAPYIIEHUI, OIpeaee-
HUTIO MHEHUS HAaceJeHUs 0 TPOMUIaKTHKe TPAaBOHAPYTIIEHUH.

CKBO3HBIMH TEXHOJIOTHSIMH SIBJISTIOTCSI OOJIbIIIE JJAHHBIE, HEHPO-
TEXHOJIOTUH, MCKYCCTBEHHBIH WHTEJJIEKT, CUCTEMBI paclpesieIeHHOTO
peectpa (6JI0KYEH), KBAHTOBBIE TEXHOJOIMH, HOBBIE TIPOU3BOICTBEH-
HbI€ TEXHOJIOTHH, TPOMBIIILIEHHBII HHTEPHET, POOOTOTEXHUKA, CEHCOPH-
Ka, 6eCIIPOBOIHAS CBSI3b, BUPTYAJIbHAS 1 IOTIOJTHEHHAS] PEATLHOCTH.

ITudpoBasi 5KOHOMHKA — 9TO COBOKYITHOCTH OOIIECTBEHHBIX OTHO-
NIEHUH, CKJIABIBAIONIUXCS TTPU MCIIOJb30BAHUU 9JIEKTPOHHBIX TEXHO-
JIOTWH, 9JIEKTPOHHOU MH(PPACTPYKTYPHI U YCJIYT, TEXHOJOTUI aHAIN3a
6osbIINX 00BEMOB JIaHHBIX U TIPOTHO3UPOBAHUS B HEJISIX ONTHMU3AIUN
MPOU3BOJICTBA, pachpenesenus, oOMeHa, mOTpeOJeHNsT U TIOBBIIIEHST
YPOBHS COINATHHO-9KOHOMUYECKOTO PA3BUTH TOCY/IaPCTBA.

IMudposasi mpecTymHOCTb — 3TO COIMATIBHOE IPOTHBOIPABHOE
SIBJIEHUE, TIPeCTaBJIsiioniee coO0i CUCTeMy TIPECTYIUIEHUIT, coBepInae-
MBIX B c(hepe mudpoBbIX TEXHOJIOTUH WJIN ¢ UX UCTOJIb30BAHUEM, B TOM
YHUCJIe BKIIOYasd He3aKOHHOE 3aBJaJicHue 1 MPe/IoKeHNe WA Paciipo-
crpanenue undopmaiu B nHGOPMaIMOHHO-TEIEKOMMYHUKAITUOHHbBIX
CeTSX 1 B BUPTYAJbHOM CPEJIe, OTTOTHAIONIECH PeaqbHOCTD.

IudpoBas cucrema — 3TO Takasi CUCTEMa, B KOTOPOU IU(MPOBOIL
PETYJISITOP UCTIONB3YETCST TSI YIIPABJICHYST HEPEPBIBHBIM OOBEKTOM.

ITudpoBasi TeXHOIOTHS — HTO AUCKPETHASI CHCTEMA, KOTOpast Oasu-
pyercst Ha crocob6ax KOAMPOBAHUS W TPAHCISIUN WHGOPMAIIMOHHBIX
JaHHBIX, MO3BOJISTIONINX PEIaTh PA3HOOOPA3HbIE 3a[a41 32 OTHOCUTEI -
HO KOPOTKHE OTPE3KN BPEMEHM.

Iudposoe ycrpoiicteo (anrir. — digital device) — texHudeckoe ycTpoii-
CTBO WJIU TIPHUCTIOCOOJICHIE, IPEAHA3HAYCHHOE IS OJIYYeHus 1 00pabOTKI
rHbopMaIu B iudpoBoit popme, UCIIOIB3YsT TU(PPOBBIE TEXHOTIOTUN.

ITudpoBbie TEXHOIOTHH — HTO AMCKPETHAS CUCTEMa, KOTopast 6asu-
pyercst Ha crocobax KOAMPOBAHWS M TPAHCAANNN WHGOPMAIMOHHBIX
JAHHBIX, TO3BOJISIONIMX PENIaTh pa3HOOOPasHbIe 3a/[a4 32 OTHOCUTEb-
HO KOPOTKHUE OTPE3KU BPEMEHU.

IKcnepTHas OLEeHKa — 3aKJI04aeTcst B 0000IeH MHEHU CIienu-
AJINCTOB, OCHOBBIBAIOIIIXCST HA OOJIBIIIOM TTPAKTUYECKOM OTIBITE B chepe
IIPaBOOXPAHUTETHHON 1eATENLHOCTH.

IKCTPAMOJISAILHS TPECTABIsIET cOOO0I PACIIPOCTPAHEHNE BBIBOJIOB,
[OJIYYEHHBIX [PU M3YYEHUU IPOILILJION U HACTOSIIENH MPeCcTyITHOCTH,
Ha ee OyIylue TeHAEHIIUH.

241



Ipunoocenue Ne 3

CnuMcok cokpaiyeHnH

ECPA - Espornetickas mpemMust 0 MpeyIpeKAeHUI0 TPECTYITHOCTH.

EUCPN - Espomeiickast ceTh 10 peayIpes;KICHUIO TPECTYITHOCTH.

SCIP — MexxayHapoHas OpraHn3anisi KOHKYPEHTHOU Pa3BeIKU.

WEF — BcemupHhbiii 9KoOHOMIYECKU (popyM.

BIIJIA — BecniumoTHbIe JeTaTeTbHBIE AIITIAPATHL.

BBII - BasnoBoii BHyTpeHHUI TPOTYKT.

BI® — Bcemupnblit 9kKOHOMUYECKUIT (POPYM.

AMC — [lupekiug 1Mo MeKIyHAPOHOMY COTPYAHIUYECTBY.

EKIIII — Eponeiickuit KOMUTET 110 TIPoOIeMaM MPECTYITHOCTH.

EC - Esponeiickuit Coos.

NBOII - Nuaekc BocpudTis OPTaHU30BAHHON TTPECTYITHOCTH.

NI'NJI - MycyabMmanckas opranusaing «lcmamckoe rocyiapcTBo
WNpaxa u JleBanTtar.

NN — VickyccTBEHHBIN NHTEJIEKT.

HUKT - VuabopmaiinoHHO-KOMMYHUKAIIMOHHbBIE TEXHOJIOTUMN.

MB/J Poccun — MunucrepcTtBO BHYTpeHHUX nen Poccuiickoii
Depepannm.

MB® — MesxiyHapoiHblii BaJTIOTHbII (hOH]I.

MOM - MexayHapoaHas OpTaHU3aINs TI0 MUTPAITHH.

MOC3 — MesxkayHapoaHoe 00IIecTBO COIMATbHOI 3aIUThI.

MOT — MexaynapoaHast opraHu3alusg Tpyaa.

MTO WUI - MexayHapoaHasd TeppPOPUCTUYECKAs OPTaHU3aINs
«cmaMcekoe rocyiapcTBo».

HHNMU - Hayuno-ucciaenoBaTeJbCKUN MHCTUTYT.

HEKO - HemnpaButenbcTBeHHAS OPTaHU3AIINS.

OOH - Opranusanuu O6begunennpx Haruii.

OIIT" — OpranusoBaHHbIE TTPECTYITHBIE TPYIIITHL.

PHKII - Espomnou.

CHTI - CoapyxectBo HesaBucumbix ['ocymapcets.

DBP CIIA - ®enepanbHoe GI0pO paccie[0BaHHiA.

DATD - I'pymma pazpaborku GUHAHCOBBIX MepP GOPBOBI € «OTMBbI-
BaHMEM>» JICHET.

D3 PD - Depepanbubiii 3akod Poccuiickoit Mepeparini.

DCB Poccun — Depepasbrast cirykba 6esomacHocTn Pocceuiickoit
Depepannm.

B PD - Ilenrpanbubiii 6ank Poceniickoit Denepanmm.

IKOCOC - dxkonomuyeckuii u coruanbubiii coser OOH.

IOHECKO — Opranusanusa Ob6bequnennbx Haruil o sBomnpocam
00pasoBatust, HAYKU W KYJIbTYPHL.
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