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Introduction
BBenenue

Meroauueckasi opraHuzanus y4eOHOTO TOCOOus, MpeayCMaTpUBaeT
BBITIOJTHEHUE 1IEJIEBBIX YCTAHOBOK TMPOTrpaMMbl — HAy4YUTh OyIyIIux
npoecCUOHaNOB — COTPYAHUKOB  TOJUIMKA TOHMUMaTh U 00OCYXKIaTh
JUTEPATYPy, CBA3AHHYIO C acneKkTaMu WH(POPMAIMOHHBIX TEXHOJIOTHH,
BOCIIPUHUMATh HA CIIyX WHOS3BIYHYIO peUb U OOBSICHATHCA B OIPEACIICHHBIX
CUTyalusiX MpoecCUOHATBHOTO XapaKTepa Ha M3y4aeMOM S3bIKE 1O JaHHOU
TEeME.

Meroanueckasi cucteMa yueOHOT0 oCcoOus MPEA0CTaBIIAET BO3MOKHOCTh
OCBOUTH YUEOHBII MaTepuall MO3TAMHO — OT MPOCTOro K ciokHOMY. M3ydarores
TEeMaTUYECKUE JICKCUUECKUE €TUHUIIBI, KOTOPhIE HAXOASIT OTPAKEHUE B 0a30BbIX
tekctax. [locie pa®OThl HaJg TEKCTOM JalOTCS TpaMMaTUYeCKHe IpaBUIIa,
OCBOCHHE M 3aKPEIUICHUE KOTOPBIX OCYIIECTBIIAETCA MOCPEACTBOM YITPAKHEHUN
Ui O0y4alomuxcsi pa3HoOTo YpoBHSA. B mocoOue BKIIOYEH KpaTKUM
TEMAaTUYECKUM  AHIJVIO-PYCCKUU  CJIOBAapb,  HOBBIM  AQHIVIO-AHIVIMMCKUU
TEXHUYECKUHN CIIOBAPb, aHIJIO-aHIJIMHUCKUN ayJuO0-CIOBapb OCHOBHBIX IOHSTHI
U TEPMHHOB, TEKCTbl [JIsi JIONMOJHUTEIBHOTO YTEHHUS C BOMNPOCAMH IS
CAaMOKOHTpOJIS,  NPWIOXKEHHE C  rpaMMaTHYeCKUMH  TabnuiamMu U
PEKOMEHAAIUSAMH 110 pepeprpoBaHUIO cTaTei. YueOHOE mocoone « AHTITMHCKII
S3BIK JJIS  TIOJATOTOBKH CHEIHAIKMCTOB, HCIOIB3YIONNX HH(POPMAIIMOHHbBIE
TEXHOJIOTUHU B npodeccCuOHAIbHON NEATEITBHOCTI MIPEATIOIIAraeT
B3aMMOCBSI3aHHOE MPOXOKIECHUE JIEKCUUYECKOTO U TPaMMaTHYECKOr0 MaTepualia
U Pa3BUTHE PEUEBBIX YMEHUM M HABBIKOB. Kakaplil pazaen mocoOus BKIIIOYACT
KaK ayTeHTUYHbIE, TaK W aJalNTUPOBaHHbIE Yy4yeOHbIE, MNPOdEeCCHOHATLHO
OpPUEHTUPOBAHHBIE TEKCTHI, JIEKCUKO-TPAMMATHYECKUE KOMMEHTApUU U
ynpaxkHeHnus. s Oynymux cotpyanukoB OBJ[ B cdepe OesomacHoCcTH
WH()OPMAITMOHHBIX TEXHOJIOTHH TPEACTABISICTCS HEOOXOIMMBIM OBJIAJICHHE

BCCMH BHJIAMU YTCHUS JIMTCPATYPHI IO CIICHIUAJIBHOCTU Ha AHTJIMMCKOM SI3BIKE C



LENbI0 TOJMY4YeHHUs] MPOPECCHOHANBHO 3HAYMMOW HWH(GOpMaluu, T. K. MpH
pelieHnn psga TpoPEeCCHOHANBHBIX 3alad Kak BHUJ PEUYCBON NeATEIHbHOCTH
YTEHHE IITMPOKO BOCTPEOOBAHO.

Oco0oe BHUMaHHE YACIECHO pa3leiaM, KOTOpbIE COJEp’KaT JEKCUKO-
rpaMMaTHYECKHE SIMHUILIBI, BBEAEHHBIC B MIPEIBIAYIINX pa3JeliaX, YTO0 CHUMAET
CII0)KHOCTH B aKTHBU3AIIMH HOBBIX €UHUIL. Y TIPAXKHEHUS U PA3IUYHbIC 3aJaHHs
CTUMYJIHPYIOT OCBOSHHE HAaBBHIKOB PEUEBON KOMMYHUKAIIMHU, KaK B YCTHOH, Tak

1 IHCbMEHHOM pecUH.

Kaxnprit tematnueckuit pazgen cHaOxkéH QR-komom , KOTODBIi
MO3BOJISIET MeperTH Ha SAHAEKC-AUCK A MPOCMOTpA U, MPU HEOOXOIUMOCTH,
JUIsi CKauMBaHWsI BUJEO-Marepuana 1o TeMe. JlaHHbIA BuaeomaTepual Ha
YCMOTPEHUHU TIPEnojaBaTesisi U 00y4aromerocss MOKeT ObITh HUCIOIb30BaH Kak
JUIS. O3HAKOMJICHUSI W 3aKpeIUICHUs] Marepuala, TaKk M JJIsl KOHTPOJISI WU

CaAMOKOHTPOJIA MMOJTYYCHHBIX 3HAHUU I10 TEME.

N3ydyeHne kaxxaoro paszaenia MnpeaBapseT KpPaTKUKW —aHIIO-PYCCKUN
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cnoBapb u QR-ko [ B ya ayJIn0-CJIOBaph OCHOBHBIX TIOHSITHMA.
[IpeacTaBneHHBIC B TOCOOMM ayTEHTUYHBIC TEKCTHI HA AaHTITUHCKOM SI3BIKE
yrayOonsitoT  3HaHUS — oOydarommxcss — crenuainbHOCTH  bezomacHOCTb
WH()OPMAITMOHHBIX TEXHOJIOTHH B MPaBOOXPAHUTEIBHON c(epe, 3HAKOMST UX C
COBPEMCHHBIM  aHTJIMACKAM  SI3BIKOM,  PACIIMPSIOT  MPEJACTABICHUS O
KOMITBIOTEPHBIX ~TEXHOJIOTUSIX TIPOIUIOTO, HACTOAIIETO U  IUIAHUPYEMOTO
Oyaymiero, a Takxe UHPOPMUPYIOT 00 MMEIONIUXCS METOJIaX U TEXHOJOTHSIX
00paboTku MHPOpPMAIIUK, TPOTPAMMHUPOBAHUM W MOTYT OBITh HCHOJb30BaHbBI
podeccopcKo-NPenoaBaTeIbCKUM COCTaBOM, aIbIOHKTaMH, KypcaHTaMU H
cymartesssMu 00pa3oBatesibHbIX opranuzaiuii MBJ] Poccuu kak 11t paboThI B

AyJUTOPUH, TaK U JJJII CAMOKOHTPOJIA.



UNIT I. COMPUTER AND INFORMATION TECHNOLOGY.

Vocabularyl

PART 1. COMPUTERS TODAY

Study the vocabulary and learn the words

Tool

UHCTPYMEHT;

Peripheral devices (peripherals) mnepudepuiinbie ycTpoiicTsa,

Instruction

enable

fraction of the time

to lurk
transaction

to monitor

to process
solution
application

to interact

to control

to reduce costs
otherwise

to affect

KOMaH/1a, MHCTPYKIIUSI, YKa3aHHE;
paspelarh, MO3BOJIATh, AeIaTh BO3MOXKHBIM;
32 KOPOTKOE BPEMS;

CKPBIBAThCS, OCTABAThCS HE3aMEUEHHBIM;
CHeJKa, TPYIIa ONepaIui;

HaO0JI10/1aTh, KOHTPOJIUPOBATh, CIEIUT;
00pabaTpIBaTh;

perieHue

IIPUMCHEHHE, UCITOIh30BaHUE
B3aMMOJICHCTBOBATH;

YIPABISITh, PETYJIUPOBATH;

COKpaIaTh 3aTpaThl;

WHa4e, UHBIM 00pa3oM;

BJIMATD, BOBI[CﬁCTBOBﬂTB.



Read and translate the text

Modern computers

«Modern computers are found everywhere: homes, offices, businesses,
hospitals, and schools, to name a few. Contemporary society has become so
dependent on computers that many people become frustrated and unable to
function when computers are "down." Because of this dependence, computers
are regarded as essential tools for everything from navigation to entertainment.

Today's computers are smaller, faster, and cheaper than their
predecessors. Some computers are the size of a deck of cards. Hand-held
Personal Data Assistants and notebook computers or “ultra-lights" make users
portable and give them the opportunity to work in a variety of places. These
systems provide a wide range of connectivity and access to information on local,
wide, and wireless networks. This gives users more convenience and more
control over their time.

Future computers promise to be even faster than today's computers and
smaller than a deck of cards. Perhaps they will become the size of coins and

offer "smart" or artificial intelligence features like expert intelligence, neural

network pattern recognition features, or natural language capabilities. These
capabilities will allow users to more conveniently interact with systems and
efficiently process large amounts of information from a variety of sources: fax,
e-mail, Internet, and telephone. Already evident are some evolving cutting-edge
applications for computer technology: wearable computers, DNA

computers, virtual reality devices, quantum computers, and optical computers.

Wearable Computers

Is a wearable computer in your future? With hardware shrinking and
becoming more powerful and more able to execute instructions and perform
computations in shorter timeframes, it is very possible that there will be
widespread use of wearable systems in the future. A wearable is defined as a


https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/artificial
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/neural-network
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/neural-network
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/internet
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/virtual-reality

handless system with a data processor supported by a user's body rather than an
external surface. The unit may have several components (camera, touch panel,
screen, wrist-mounted keyboard, head-worn display, and so forth) that work
together to bring technology to situational and environmental problems.

Assembly and repair environments are ideally suited for wearable
technology because they deploy users with technical expertise to problem areas.
Wearable computers allow users to keep their hands free at all times while
providing access to technical specifications and detailed instructions for
problem-solving and troubleshooting.

In the future, wearables may even be built into the fabric of clothing.
Garments can be made using conductive and nonconductive textiles like
organza and yarn, gripper snaps, and embroidered elements. Ordinary fabric can
be connected to electronic components to add functionality and usability.

DNA-Based Computers

Can small molecules such as DNA be used as the basis for new computing
devices? A biologist and mathematician named Leonard Adelman first linked
genetics and computer technology in the mid-1990s. Adelman coded a problem
using the four nucleotides that combine to form DNA and discovered that the
DNA solution was accurate.

A DNA-based computer would be radically different from a conventional
computer. Instead of storing data on silicon chips, converting data to binary
notation (Os and 1s), and performing computations on the binary digits, DNA
computing would rely on data found in patterns of molecules in a synthetic
DNA strand. Each strand represents one possible answer to the problem. A set
of strands is manufactured so that all conceivable answers are included. To
winnow out a solution, the DNA computer subjects all the strands
simultaneously to a series of chemical reactions that imitate mathematical

computations.



The advantage of DNA computing is that it works in parallel, processing
all possible answers simultaneously. An electronic computer can analyze only
one potential answer at a time. The future holds great possibilities as DNA-
based computers could be used to perform parallel

processing applications, DNA fingerprinting, and the decoding of strategic

information such as banking, military, and communications data.

Virtual Reality Devices

Virtual reality (VR) immerses its user in a simulated world of possibilities
and actions. In the virtual world, the user has the ability (through head-mounted
displays, gloves, and body suits) to respond to tactile stimulation. Users
manipulate objects, examine architectural renderings, and interact in an
environment before it becomes a physical reality. This is often very cost-
effective, and it supports decision-making tasks. VR is often used in modeling
situations, but its future holds promise in other areas: education, government,
medicine, and personal uses.

In education, students and teachers may have the ability to interact inside
virtual classrooms to explore ideas, construct knowledge structures, and conduct
experiments without risk, fear of failure, or alienation. Government offices may
use VR technology to improve services, provide better delivery of health care
(model symptoms, progression, and prevention), and monitor environmental
changes in air quality, wetlands, ozone layers, and other ecological areas (animal
populations and forestry).

Medical areas could use VR to train interns and practicing physicians on
new procedures and equipment; observe internal tissue production in three
dimensions (3-D); collect and better analyze medical images; simulate surgical
and invasive procedures; and empower therapists to use exposure therapy along
with realistic models. VR technology could also be used to augment
instructional games, 3-D movies, and real-time conferencing and

communication efforts.


https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/parallel
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/parallel
https://www.encyclopedia.com/science-and-technology/biology-and-genetics/genetics-and-genetic-engineering/dna-fingerprinting
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Quantum Computers

The first application of guantum theory and computers occurred in 1981

at Argonne National Laboratory. Quantum computers, like conventional

computing systems, were proposed before supportive hardware existed. In 1985,
a quantum parallel computer was proposed. Today, physicists and computer
scientists still hope that the imprecision of subatomic particles can be used to
solve problems that thus far remain unsolved.

The quantum computer would overcome some of the problems that have
plagued conventional computers: namely, sequentially following rules and
representing data as a series of switches corresponding to 0 or 1. By using
subatomic particles, quantum computers will have the ability to represent a
number of different states simultaneously. These particles will be manipulated
by the rules of probability rather than absolute states or logic gates.
Manipulating these small subatomic particles will allow researchers to solve
larger, more complex problems, such as determining drug properties, performing
complex computations, precisely predicting weather conditions, and helping
chip designers create circuits that are presently impossibly complex.

Optical Computers

As microprocessor chip designers reach physical limitations that prevent
them from making chips faster, they are searching for other materials to conduct
data through the electrical circuits of computer systems. If designers could
harness photons to transmit data, faster microprocessor chips could become a
reality.

This new frontier—optical computing—could allow computers to

perform parallel processing tasks more efficiently and increase the speed and

complexity of computers by allowing them to process billions
of bits simultaneously. Optical computers might use fiber-optic cable, optical

chips, or wireless optical networks to process and transmit data.


https://www.encyclopedia.com/science-and-technology/physics/physics/quantum-theory
https://www.encyclopedia.com/science-and-technology/physics/physics/argonne-national-laboratory
https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/parallel
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Fiber-optic cable is currently used in many establishments. It uses a laser
to transmit billions of data bits through cables made of thin strands of glass
coated in layers of plastic. Signals can be carried over a distance of 40 to 60
miles. A more recent development—optical chips—could cut the cost of optical
communication by using Dense Wave Division Multiplexing technology to
carry more information over a fiber. This would give users
increased bandwidth for connecting to the Internet. Optical networks could be

used to improve free-space optics, video delivery, and voice communications»

Watch the video
and check yourself!



https://www.encyclopedia.com/science-and-technology/computers-and-electrical-engineering/computers-and-computing/internet
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l. Answer the following questions:

Questions Answers

1. Who interacted with yesterday’s computers?

2. What service do computers in business provide?
3. How do ecologists use computers?

4. How do engineers use them?

5. How do educators use them?

6. Where can we find computes in our life?

7. What computer manufacturers do you know?

Il.  Agree or disagree with the statements.

Agree Disagree

1. Today computers are operated only by scientists, mathematicians and
engineers.

2. Businesses and organizations own and use only personnel computers.

3. All computers are produced of the same size and power.

4. In offices computers are used only as typewriters.

5. Any kind of job can be performed with the help of the computer.

6. Our lives are affected by computers every day.

7. All country schools have computer classes.
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I11. Translate from Russian into English.

1. B HacTosiiee BpeMs Hellb3sl 000UTHCH 0€3 KOMIIbIOTEpA.

2. Kaxaplii IeHb MBI XOJIMM B OaHK, MOJIb3yeMCsl KPEIUTHOU KapToi,
oryraynBacM C‘-IéT, 4 KOMIIBIOTCP OCTACTCS HE3aMCUYCHHBIM.

3. KomnbroTepsl MOTYT 3a KOPOTKOE BpeMsi 00paboTaTh
uHGOpPMAITHIO.

4. Het npenena npuMEHEHUIO KOMITBIOTEPA.

5. Dkosnoru HCIIOJIB3YIOT KOMIIBXOTCPLI, YTOOBI Ha6H}0I[aTI> 3a
npoOJieMaMu OKPY>KaroIen CpeIbl.

6. YuéHble CTPOSAT KOMITBIOTEPHBIE MOJIEIIU CaMOJIETOB.

7. KoMIbIOTEphI UCHOJB3YIOTCS B PA3HBIX LETAX.

V. Read the text

Without my computer | would not have the pleasure of the getting to my
favourite sites, | would have difficulty in communication with my friends, and |
would not be able to do my work for college. | often wonder how we all
managed before computers were a common place in the home. I just don’t have
the time to be always running to the post box to send letters. E — mail is very
important when you have a tough schedule. Most of my relaxed time is spent at
the computer as by the time I finish doing homework. | am too tired and it is
often too late to go out. It is reference aid and educational tool. If all else fails,

you can play cards on it, although I am for action games!

V. Write an essay giving your opinion on the following topic:
“Imagine that you could only use one of the following: a computer, a
mobile phone or a car. Which one would you use and why?”’

(see Appendix 7)
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V1. Speak on the following:
»Computers change our life*
Use questions:
1. Do you have your own computer?
2. What purposes do you use it for?
3. How long have you had PC?
4. What devices is it supplied with?

Compulters changed our lives

So how did computers change
ourlive and world?

They made it so we can‘talk to
friends:;

We can search the web and
find out'things that we never
knew.

Now we can do stuff way taster
then writing.

Andior people that use them
in‘their jobs computers make it
a whole lot easier.

Gomputers have helped us
everywhere!!!
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*Computer Systems

System Unit

Output device

Output device

Input device

Input device

Part 2. COMPUTER SYSTEMS

Vocabulary

Vocabulary [=]

Study the vocabulary and learn the words
1. authenticate [C] moarBepauTh JUYHOCTH  (TTOAJTUHHOCTD)
noJjib3oBarelst kommetorepa; E.g.. Admittance was denied when
the computer could not authenticate him. C rpeu. authentikos

(O ITTMHHBIH).
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. boot [D] 3aImycTUTh KoMIbloTep. Cokpawenue om
bootstrap.

. browser [A]  Opaysep - IIporpamMmmuoe oOecriedeHHE, KOTOPOE
M03BOJIIET BaM HCCJICIOBATh WIIM MPOCMATpHBaTh MHTEpHET. OT
¢bp. brouter (kopMuThCS).

compres [A] CKMMaTh, XPaHUTh JaHHBIE B MECHBIIEM
konmuecTBe Mecta ; E.g.. The manuscript was compressed on a
single floppy disk. Co crapo-¢p. compresser.

. cracker [B] B3moMmuk; 3JI0YMBIIIICHHHUK; KTO-TO, KTO B3JIOMaJl
KoMmIbIoTepHBIe cucTeMbl. C Hem. Krachen

. curso [B] kypcop; TOABMKHBIA WHIAWKATOP Ha SKpaHe
xommbioTepa; E.g.: He put the cursor after the last typed word. C
nat. (beratn).

. download [A] ckauarh; CKONMPOBATh (hailyl WK MPOrpamMMmy Ha
nepcoHa bHbIi KommbroTep; C ap.anri. adune (¢ xonma) and lad
(HEeCymmi).

. emoticon  [D] cwmaitnmuk;  WMoumoctparus, — mepemaromias
Hactpoenue; Also called smiley. Derived from emotion and icon.

. gigabyte [B] rura6aiit; enununa xpanenus; E.g.. A gigabyte of
work was saved on her home computer. C rped. gigas (TUrasT) u

BapuaHTa Owurta (cokpamienune ot for Dbinary digit- nBowmuHoOM

uudpsl).

10.glitch  [C] rmox; Ommumbka; HewcnpaBHOcTh, E.g.0 A

telecommunications glitch nearly wiped out the stockbroker’s on-

line trading.

11.hit [D] Iloceruth BeO-caiir. C apeBHecKaHaMHABCKOro hitta

(BcTpeuatbes ¢ KeM-Jn0o0).
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12.link [C] cchuika; oTHOCAIIMICS K caiiTy B MHTEepHeTe; E.g.. One
links anthem from Carusoto Pavarotti. C nem. Gelenk
(mpucoenMHEHHBI).

13.1og on [B] Boiit B cucTeMy; MOJYYIHTh JOCTYIT K KOMITBIOTEPHOM
cern; E.g.: A user IDand password will help you log on. Origin
unknown.

14.modem [D] wmomem, Iloakmrodaromee yCTPOMCTBO —MEXKITY
KoMmmbloTepamu 1o Tenedonnoi auamu; E.Q.. The journalist
submitted her article by modem. Condensed form of modulator
and demodulator.

15.network [C] cerh, CucremMa 3JIEKTPOHHO-O0OBEIUHECHHBIX
kommbioTepoB; E.g.. A network offers many opportunities for
sharing information. C gp.-aura. nett (yzen) and weorc
(meiicTBHE).

16.pixel [A] mukcenb, 3IEMEHT H300paKCHHS, OCHOBHAS CIMHHIIA
sKpaHHOro n300pakenus. Cokpainenue ot Pix u element.

17.scanner [A] Machine that reproduces images onto a computer.
Latin scandere (to climb).

18.server [A] cepBep, MammHa, KOTOpas  BOCHPOU3BOIUT
n3o00pakenust Ha kommbioTep Central computer sharing resources
and data with other computers on a network. C nat.servire (ObITh B
UCIIOJIb30BaHNUH).

19.shareware [D] BecmiatHoe npoGHOE porpaMMHOE 00ECIIeUCHHE,
yacTo TpeOyromiee O0osee mo3aHeit oratel. Combination of share
and software.

20.virus [D] Bupyc, mudposas undeknus; as, The virus wreaked

havoc with the bank’s accounting.



18

Read and translate

DEFINITION COMPUTER SYSTEM

@ UL < A computer system
is defined as

\"4 combination of
components
designed to
process data and
store files.

« A computer system
requires hardware,
software and a user
to fully function.

COMPUTER SYSTEMS

Computers can be divided into 3 main types, depending on their size and
power.

The largest and most powerful are Mainframe computers. They can
handle large amounts of information very quickly and can be used by many
people at the same time. They usually fill a whole room and are sometimes
referred to as mainframes or computer installations. They are found in large
institutions like universities and government departments.

Minicomputers, commonly known as minis, are smaller and less
powerful than mainframes. They are about the size of an office desk and are
usually found in banks and offices. They are becoming less popular as
microcomputers improve.

Microcomputers, commonly known as micros, are the smallest and least
powerful. They are about the size of a typewriter. They can handle smaller
amounts of information at a time and are slower than the other two types. They

are ideal for use as home computers and are also used in education and business.
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More powerful microcomputers are gradually being produced; therefore, they
are becoming the most commonly used type of computers.

A computer can do very little until it is given some information. This is
known as the input and usually consists of a program and some data.

A program is a set of instructions, written in a special computer language,
telling the computer what operations and processes have to be carried out and in
what order they should be done. Data, however, is the particular information that
has to be processed by the computer, e.g. numbers, names, measurements. Data
brought out of the computer is known as the output.

PROGRAM Add two numbers then display the result.

OUTPUT DATA 7

INPUT DATA 3, 4

EXAMPLE: A computer calculating 3 + 4 = 7 uses the following program
and data:

«When a program is run, i.e. put into operation, the computer executes the
program step by step to process the data. The same program can be used with
different sets of data.

Information in the form of programs and data is called software, but the
pieces of equipment making up the computer system are known as hardware.

The most important item of hardware is the CPU (Central Processing
Unit). This is the electronic unit at the center of the computer system. It contains
the processor and the main memory The processor is the brain of the computer.
It does all the processing and controls all the other devices in the computer
system The main memory is the part of the computer where programs and data
being used by the processor can be stored. However, it only stores information
while the computer is switched on and it has a limited capacity.

All the other devices in the computer system, which can be connected to
the CPU, are known as peripherals. These include input devices, output devices
and storage devices.
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An input device is a peripheral, which enables information to be fed into
the computer. The most commonly used input device is a keyboard, similar to a
typewriter keyboard.

An output device is a peripheral, which enables information to be brought
out of the computer, usually to display the processed data. The most commonly
used output device is a specially adapted television known as a monitor or VDU
(Visual Display Unit). Another common output device is a printer. This prints
the output of the CPU onto paper.

A storage device is a peripheral used for the permanent storage of
information. It has a much greater capacity than the main memory and
commonly uses magnetic tape or magnetic disks as the storage medium.

These are the main pieces of hardware of any computer system whether a

small “micro” or a large mainframe system.

Computer Systems

« A computer program is...
— A set of instructions for a computer to follow.
« Computer software s ...
— The collection of programs used by a computer

« Computer hardwareis ...

— The actual physical machines that make up a
computer installation.

*Things that can be touched are called *The parts that can’t be touched are called
“Hardware”. “Software”.

*Characteristics: They have physical Characteristics: It has no physical existence.
existence, weight, color & they can be *They can be realized through mind and
damaged or broken. feeling only .

*E.g. monitor, mouse, printer. *E.g. translators, editors, programs.
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EXERCISES

l. Answer the following questions:

v

Questions ANswers

1. What type of computer is most suitable for home use?

2. What is a program?
3. What are the functions of main memory, input device, storage device?
4. What is data?

5. What are the functions of processor, output device, monitor?

I1. Match each component in column A with its function in column B:

A B
1. Storage device a. It displays the processed data
2. Input device b. It holds the programs and data being used by the
3. Output device processor
4. Main memory c. It does all the processing and controls the peripherals
5. Processor d. It allows data to be entered
e. It provides permanent storage for programs and data

I11. Complete the table:

Mainframe Minicomputer Microcomputer

Size

Power

Use
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IV. Label the diagram of a computer system using these terms:

Data Flow 1.Storage device
2.Processor
3.0utput device

4.Input device

5.Main memory
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10.

Choose the right variant

authenticate, v O A: to fade. B: complicate. C: confirm. D: test.

emoticon, n O A: robot. B: radiation. C: trick. D: illustration.

download, v O A:to copy. B: scramble. C: erase.D: belittle.

cursor, n O A: coarse speaker. B: indicator. C: moneychanger. D:
technician.

cracker, n O A: fanatic. B: intruder. C: burglar. D: expert.

compress, v O A: to shrink. B: understand. C: fix. D: soften.

browser, n O software that allows you to A: explore the Internet. B:
eavesdrop. C: send a fax. D: save a file.

boot, v OA: to fail gradually. B: enlarge. C: adjust. D: start up.

gigabyte, n O A: sudden shutdown. B: unit of storage. C: wide gap. D: high
pressure.

glitch, n O A: flash. B: excitement. C: error. D: stroke of luck.

pixel, n O A: picture element. B: programming oddity. C: brief blur. D: long
delay.

network, n O A: TV channel. B: digital design. C: system of computers. D:
filter.

modem, n O A: digital code. B: keyboard. C: visual display. D: connecting
device.

log on, v O A:to pile. B: gain access. C: waste time.
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link, n O A: missing piece. B: space station. C: related site. D: warning
signal.

hit, n O A: accident. B: stumbling block. C: unit of measurement. D: visit.
scanner, n O machine that A: reproduces images. B: translates files. C:
searches a document. D: adds color.

virus, n O A: flaw. B: poison. C: fatigue. D: infection.

shareware, n O A: hand-me-down clothing. B: free hardware. C: relic. D:
trial software.

server, n O A: central computer. B: speed control. C: power supply. D:

trouble-shooter.
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PART 3. COMPUTER HARDWARE

Computer System

# |s a collection iy Output

that have all o — —
FLOppy disk \ Monitor

of related ot ___ B
COmponentS Keyboa@ > ' A Temporary -
> ,}{é% / storage \
m: : ‘:u‘:- /

been designed

to work %, = Liily
together & %i g
smoothly. Permanent storsge

---- Printer

Vocabulary
E

Study the vocabulary and learn the words

Keyboard KJIaBHATypa
Mouse MBIIIIb

to load 3arpyxarb
Instructionkomanga

Error message  cooOrieHue 00 ommoOKu

Input BBO/JI
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Output BBIBOJI MH(OpMaLIUU

Button KHOIIKa

Memory naMsTh

To create CO3/1aBaTh

Softcopy MsATKasi KOS, N300pakeHue Ha SKpaHe
Hardcopy TBEpP/Aasi KOMus, MalllMHHAas (1eyaTHast)
to attach MOJICOCAUHATHCS, NOAKIH0OYATh

Watch the video
and check yourself!

Read and translate the text 2

HARDWARE

® Hardware is the
collection of physical
devices that make up
your computer -
system. These -
devices are also Speaker
called components. -

System Unit Screen Monitor

o

Speaker

Microphone

What is the hardware?
The devices composing a computer system is called the hardware.
It can be divided into 4 categories:
o storage hardware.

o processing hardware.
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o output hardware.
o input hardware.

e Storage hardware

e The purpose of storage hardware is to store computer instructions and
date hardware.

e There are two types of output; soft copy and hard copy. Soft copy is
information that is seen on a television-like screen, of monitor, attached to
most computers. It is temporary; as soon as the monitor is turned off or
new information is required, the old information vanishes. Hard copy is
output printed in a tangible form such as on paper. It can be read without
using the computer and can be conveniently carried around, written on, or
passed to other readers.

Processing hardware
Processing hardware directs the execution of software instructions
in the computer. The most common components of processing hardware are the
central processing unit and main memory.
The central processing unit (CPU) is the brain of the computer. It reads
and interprets software instructions and coordinates the processing.
Memory is the component of the computer in which information is
stored. There are two types of computer memory: RAM and ROM.
RAM (random access memory) is the memory, used for creating, loading
and running programs.
ROM (read only memory) is computer memory used to hold programmed
instructions to the system.
The more memory you have in your computer, the more operations you
can perform.
Input hardware
Input hardware collects data and converts them into a form suitable

for computer processing. The most common input device is a keyboard. It looks
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very much like a typewriter. The mouse is hand-held device connected to the
computer by a small cable. As the mouse is rolled across the desktop, the cursor
moves across the screen. When the cursor reaches the desired location, the user

usually pushes a button on the mouse once or twice to give a command to the
computer.

Review of computer systems

Hardware:

Computer Equipment

Software:

Computer Programs

Databases:

An organized collections of facts

Watch the video and
check yourself!
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l. Answer the following questions.

Questions AnNnswers

1. What is hardware?

2. What does input hardware do?

3. What is the most common input device?

4. What are the main components of processing hardware?
5. What is the purpose of storage hardware?

6. What do you think is a hard copy?

Il.  Agree or disagree with the statements.

Agree Disagree

1. Hard copy vanishes when we turn the computer off.

2. There are two types of input: soft copy and hard copy.

3. Processing occurs in the part of the computer called the mouse.
4. Information is stored in memory.

5. Hard copy can be read without using the computer.
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I11. Fill in the table. Use the picture.

' (1) SCREEN
PRINTER (9)

(12)

PRV bisk

(13)CURSOR
MEMORY(2)

4

Ne English terms

1

2 ITamsTh

3 Hard disk

4 Keyboard

5

6 JnckoBos
7 I'me3no, mopr
8 Mouse

9 Print

10 Display

11 DKpaH

12 Jluckera, THOKUI TUCK
13 Cursor

IV. Translate the sentences from Russian into English.
1. OnHUM K3 BXOJHBIX YCTPOMCTB SBIISIETCA KIIaBUATYpa.
2. K ycrpoiicTBaM BBOJIa OTHOCATCS MbIIIKA, CKaHEP, MUKPODOH U

MHOT'0€ JIpYyToe.
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3. Camas ry1aBHasi 4aCTh KOMITbIOTEPA — HEHTPAIBHBIN MTPOLIECCOP.

4. ITamsTh TOMOTAET KOMIBIOTEPY XPAHUThH UH(OPMAIHIO.

5. Yem Oouiblile TaMATh B KOMIIBIOTEPE, TEM OO0JIbIIIE ONIEPALIMI MOXKHO
BBITIOJTHSAT.

6. CylleCTBYIOT 2 TUIIa BXOJHBIX YCTPOMCTB: MATKAasl KONUSA U TBEPAAS

KOIIH:.

Watch the video and check
yourself!
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Grammar: PassiveVoice

Passive Voice

Present Simple Present Present Perfect | Present Perfec
Progressive Progressive

have/has
5 r\e =: g i 4 =
RS g V3 pen Ve RS
Past Simple Past Past Perfect Past Perfect
Progressive Progressive
V-3 peing V=2 been V-3
Future Simple Future Future Perfect Future Perfect
Progressive Progressive
will be will have
V-3 ruleen v =3
Future in the = cie in the utureint

Past Simple Past Past Perfect Past Perfect
Progressive Progressive

wiould have
been V-3

HpI/I CIIPSOKCHUU IJIarojia B CTpaadaTCIIbHOM 3aJ10I'C U3MCHACTCA TOJIBKO

riaroi to be, cMbicioBol ritaron uMeeT Bo Bcex BpeMeHax onHy gopmy — Past
Participle. CnenoBarenbHo, Bpems ompenensercss GopMoi, B KOTOPOM CTOUT
TJIarojl B CTPAJaTelbHOM 3aliore, omnpexaensercs (GopMoil , B KOTOPO#l CTOHT
BCIIOMOTaTeNnbHbIi rinaroi to be.

BcrnomoraTesbHBIA  TJ1aro  CTaBUTCS — Mepel  HOMISKANIMM  IpH
00pa30BaHUU BOIPOCUTEIHHOM (POPMBI:

Am | asked?

Mens cnpawwusarom?

Shall | be asked? Mens cnpocsam?

Have | been asked?
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Mens cnpocunu?

When was the book written?

Koeoa 6vina nanucana knuea?

[Tpu oOpazoBanmm otpunatensHor Qopmbl Passive Voice wactuma not
CTaBUTCA ITOCJIC BCIIOMOT'aTCJIIBHOTO I'JIarojia.

| am not asked.

| shall not be asked.

C takuMu MomanbHbBIMK TiarosamMu kak have to, should, be to can
(could), must, may (might), ought to, crpamarensHbIi 3a10r 00Opa3yercs C
nomoInkroto beu Past Participle ocHoBHorO raroua.

This work must be finished today.

This report ought to be finished tonight.

That room cannot be used as a classroom.

(see Appendix 6)

1.) Rewrite these sentences in the Passive using Present Simple Tense:

. Students write tests every month.

. They make beautiful toys at this factory.

. They export millions of cars from Japan every year.
. Watchmakers repair watches.

. The bill includes service.

. They close the shop. at 8 p.m.

. He translates articles every day.

co N o o1 b W DN B

. She doesn't send telegrams before every holiday.

2.) Supply the Passive forms of the verbs in the box, using the Past
Simple Tense: invent, plant, kill, write, discover, design, paint, build, name:
1. When America ?

2. Five fruit-trees in our garden last year.

3. The picture Mona Liza by Leonardo da Vinci.
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4. Marat in his bath.

5. Radio by A.Popov.

6. The first pyramid of Egypt around 3000 BC.
7. The Winter Palace by Rastrelli.

8. "War and Peace" by L.Tolstoy.

9. Rossi street after a famous Russian architect.

3.) Make the following sentences active:

. Peripheral devices can be attached to the computer.

. Computer instructions are also called programs.

. This work is usually performed manually.

. Computers are used to monitor environmental problems.

. Today the lives of most of us are affected by a computer every day.
. This program was damaged by a computer virus.

. The ’crash behavior’ of the airplane was determined by the scientists.

0o 3 o O B~ W N

. This monitor was designed by Dell Corp.

4.) Make the following sentences passive:

1. Hardware also includes peripheral devices.

2. Educators use computers in the classroom.

3. Scientists can build computer models of airplane crashes.

4. Today many businesses and organizations own computers.

5. These organizations use computers for different purposes.

6. Computers can process data in a fraction of time.

7. Engineers use computers to design replacement for the damaged bone.
8

. Computers are changing our life.
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UNIT Il. SOFTWARE. INTERNET TECHNOLOGY

network — (BerauciuTenpHas!, KOMIBIOTEPHAS) CETh

society — o011ecTBO

to depend on — 3aBuceTh OT Yero-aubo

application — npunoxeHue, IpUKIaIHAS TPOTPaMMa
software — mporpaMmmHOe oOecTieueHUe; «COPT»
productivity — mpou3BOANTEIEHOCTD; TIPOTYKTHBHOCTb

to result in — koHUaTHCS, UMETH PE3YIIBTATOM

privacy — uHIMBHIyadbHast cdhepa KU3HH

exotic curiosities — sx30THUecKas peIKoCTh, TUKOBHHKA
indispensable — He3aMeHUMBbIH

business — (3x1.) npeanpusrtue, Gupma

Origin — HavyaJyo; MPOUCXOXKICHUE

word processing program — nporpamma 00pabOTKH TEKCTOB
computer network — KoMIbprOTepHAsE CETh

to link — coequHATh, CBA3BIBATE

to share data — coBMecTHO HCIIOIB30BATH PECYPC;

JETUTHCS TAaHHBIMU

to transfer — mepenaBath, IEpEHOCUTH

Transmission Control Protocol (TCP) — npoTokos yrpaBiieHus nepeaadeit

IP number (Internet Protocol Number) — IP-nomep, IP-aapec
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World Wide Web — BcemupHast mayTuHa, ceTh

interconnected — B3auMOCBSI3aHHBIIH

to convert — mpeoOpa3oBbIBaThH

to transmit — nepeaBathb

Internet service provider — nposaiinep ycnyr MHTepHeTa

phone plugs — TenedoHHbIC pa3bEMBI

dial-up telephone connection — (kommyTHpyeMOe€) coeTMHEHHUE TI0

Tene(OHHON JTUHUM

digital subscriber line (DSL) — uudposas aboHeHTCKas JIMHUS

cable broadband — kabenbHbBIE TUPOKOIIOIOCHBIC

COCMHEHUS

broadband technology — mmpoxomoocHas TeXHOJIOTHS;

TEXHOJIOTHUS IIUPOKOIOJIOCHBIX Tiepeaay

fiber-optic — BomokoHHO-ONITHYECKUI

wireless — 6ecripoBogHOM

to compress data — cxxumath (YIUIOTHSTD) TaHHBIC

to access the Internet — umets qoctyn B HTEpHET

Wi-Fi (wireless fidelity) — 6ecipoBoHast TOYHOCTH

radiowaves — paJiHOBOJIHBI

appliances — ObITOBBIC IEKTPOIIPHOOPHI

to integrate — 0ObeIUHATE

personal digital assistant (PDA) — nepcoHanbHbIi TUPPOBON CEKpeTaph
(momorHuK), (TN cBepxjérkoro muauaTioproro I1K)

To enable — naBaTh BO3MOKHOCTB

power-line Internet — IHTepHET 1O JIMHUSM AJIEKTpOIIepeIayd

intranet — uaTpaneT

customized Webpages — HacTpoeHHbIE (3aKa3HbIC)

Web —cTpanwuib

external source — BHEIITHMM UCTOYHUK
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extranet — skcrpaner

employee — ciyxanuii; paboTHUK

authorized user — aBTopr30BaHHBIH (ITOJTHOMOYHbI)

M0JIb30BATEITh

password — mapoJib

to gain access — moxy4ars J0CTyI

a wide-areanetwork (WAN) — rio6anbpHast KOMIIbIOTEPHAs CETh

a local area network (LAN) — tokayibHast BEIYMCIUTEIbHAs ceTh, JIBC
in a close proximity — B TecHol 0JM30CTH, BOIU3H

WLAN — 6ecnipoBojiHast JIBC

TEXT 1. INTERNET TECHNOLOGY

“We live in the Information Age; at no other time have data been so easily
accessible and has information been so valuable”

John V. Thill, Chief Executive Officer

Communication Specialists of America

We live in a rapidly changing information society — that is, a society in
which large groups of workers generate or depend on information to perform
their jobs. The need for more and better information will only continue to grow.
Information technology (IT) relates to processes and applications that create new
methods to solve problems, perform tasks, and manage communication. Simply
put, Information technology is the use of computers and software to manage
information. Information technology plays a major role in the 21st century
world; today, our economic productivity is based more on technology than on
any other advance. IT has resulted in social issues related to privacy, intellectual
property, and quality of life. Just a few decades ago computers were considered
exotic curiosities, used only by scientists and the military. Today, they have
become indispensable not only to businesses but to common people as well.
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Who can imagine daily life without sending e-mails to friends, booking airline
tickets over the Internet, or preparing reports with word processing program?

The Internet has profoundly changed the way people communicate, learn,
do business, and find entertainment. Although many people believe the Internet
began in the early 1990s, its origins can actually be traced to the late 1950s.
Over the past decades, the network evolved from a system for government and
university researchers into a tool used by millions around the globe for
communication, information, entertainment, and e-business. Clearly, the Internet
is here to stay.

«The Internet is an International computer Network made up of thousands
of networks linked together. All these computers communicate with one
another; they share data, resources, transfer information, etc. To do it they need
to use the same language or protocol: TCP / IP (Transmission Control Protocol /
Internet Protocol) and every computer is given an address or IP number. This
number is a way to identify the computer on the Internet.

The Internet’s most commonly used network for finding information is
the World Wide Web (or more simply, the Web. The Web is a collection of
interconnected Web sites or “pages” of text, graphics, audio and video within
the Internet. To get on the Internet, you need a computer, a modem, and an
Internet service provider (ISP). The modem (modulator-demodulator) converts
the digital signals that can be transmitted over telephone lines. Internet service
providers provide customers with a connection to the Internet through various
phone plugs and cables. Today, connections to the Internet include simple
telephone lines (a dial-up telephone connection) or faster digital subscriber lines
(DSLs) and cable broadband that carry larger amounts of data at quicker transfer
speeds. Broadband technology is a general term referring to higher speed
Internet connections that deliver data, voice, and video material. Broadband
technology combines digital, fiber-optic, and wireless network technologies that

compress data and transmit them at blinding speeds. And with new wireless
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technology, it is possible to access the Internet by using your laptop computer,
cellular phone, and other wireless communications devices»

The most popular wireless network currently is Wi-Fi. Wi-Fi — short for
wireless fidelity — is a wireless network that connects various devices and allows
them to communicate with one another through radio waves. Wi-Fi allows high-
speed wireless Internet connections when linked to a specially equipped modem.
In the not-too-distant future, experts expect Wi-Fi to link all sorts of devices —
not just computers, but lamps, stereos, appliances, and more — and to fully
integrate the Internet into our lives. The basic equipment has changed drastically
in the last few years. You may no longer need a computer to use the Internet.
New Generation mobile phones and PDAs, personal digital assistants, also allow
you to go online with wireless connections, without cables. Telephone lines are
not essential either. Satellites orbiting the Earth enable your computer to send
and receive Internet files. Finally, the power-line Internet, still under
development, provides access via a power plug.

An intranet is a smaller version of the Internet for use within an
organization. Using a series of customized Web pages, employees can quickly
find information about their firm as well as connect to external sources. Intranets
limit access only to employees or other authorized users. Generally, intranet
sites are protected, and users must supply both a user name and a password to
gain access to a company’s intranet site. Some firms open up their intranets to
other selected users through an extranet, a network of computers that permits
selected companies and organizations to access the same information. An
extranet allows users to share data, process orders, and manage information.

Both the Internet and intranets are examples of a computer network.
Today, two basic types of networks affect the way people obtain data and
information. A wide-area network (WAN) is a network that connects computers

over a large geographic area. The world’s most popular WAN is the Internet. A
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local-area network (LAN) is a network that connects computers that are in close
proximity to each other, such as an office building or a college campus.

Most networks are linked with cables or wires but new Wi-Fi, wireless
fidelity, technologies allow the creation of WLANS, where cables or wires are

replaced by radio waves.

Watch the video

and check yourself!

Ex. 1. Read and translate the KEY TERMS

information technology, broadband technology, WI-Fi, Internet, Internet
service providers, LAN, network, intranet, WAN, World Wide Web, extranet,
WLAN

Ex. 2. Choose the correct alternative to complete each sentence:

1. Information technology relates to processes and applications that create
new methods to send sounds and signals through space by means of
electromagnetic waves / to solve problems, perform tasks, and manage
communication.

2. Simply put, Information technology is the use of computers and
software to manage the information society / information systems / information.

3. IT plays a major / secondary role in the 21st century world; our
economic productivity is based less / more on technology than on any other

advance.
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4. The IP number is the abbreviation for Internet Provider number /
Internet Protocol number / Intel Processor number.

5. Although most of us think that the Internet began in the early 1990s, its
origins can actually be traced to the late1930s / the late 1940s / the late 1950s.

6. The Internet / the World Wide Web is the global information system
that links many computer networks together.

7. A collection of interconnected files or pages of audio, visual, and text
data within the Internet is known as Telnet / DSL / the Web.

8. The modem converts the different sounds / digital signals that can be
transported / transmitted over telephone lines / TV cables.

9. Simple telephone lines carry smaller / larger amounts of data at quicker
/ slower transfer speeds than DSLs and cable broadband.

10. Digital, fiber-optic, and wireless network technology that compresses
data and transmits them at blinding speeds is termed Wi-Fi / broadband
technology / Bluetooth technology.

11. Wi-Fi — short for wired fidelity / wireless fidelity — is a wireless /
wired network that connects various devices and allows them to communicate
with one another through radio waves / telephone lines.

12. «The power-line Internet, still under development / which has been
developed recently provides access via a power plug.

13. An intranet / extranet is a smaller version of the Internet for use within
an organization.

14. An intranet / extranet is a network of computers that permits selected
companies and organizations to access the same information and may allow
communication about the information.

15. LANs / WANS are usually placed in the same building while LANs /
WANSs have no geographical limit and may connect computers on opposite sides

of the world.
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Ex. 3. Answer the questions

1. What is information technology? What role does information
technology play in the 21st century world?

2. How has the evolution of the Internet affected the world?

3. What connections to the Internet are available nowadays?

3. Characterize broadband technology.

4. What is Wi-Fi?

5. What is an intranet? An extranet? How are they used?

6. Distinguish between WAN and LAN.

7. Explain what WLANS are.

Ex. 4. Choose the right word or word-combination and put it in the
sentence. Translate the sentences into Russian.
World Wide Web, computer network, fiber-optic, IP number, broadband
technology, Information, WAN, LANs, linking, protocol (TCP/IP), intranet,
password, modem, connections, radio waves

1A - Is a group of two or more computers linked together that
allows users to share data and information.

2. An --—---—--- Is a network of computers similar to the Internet that is
available only to people inside an organization.

3. With the digital data compression and bigger “lanes” of ---------- , the
same amount of information can travel faster from one destination to another.

4. Wi-Fi allows high-speed wireless connections when linked to a
specially equipped ---------- :

5. In the early 1990s, a British man called Tim Berners-Lee invented ------
---- . With ---------- it was much easier to find information on the Internet, and to
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move from one part of the Internet to another. (The same word-combination is
used twice).

6. Information technology has improved global access by ---------- people
in business through telecommunications.

7. Satellites permit instant visual and electronic voice ---------- almost
anywhere in the world.

8. ----mm--- Is a way to identify the computer on the Internet.

9, ----mmmee- Is data presented in a form that is useful for a specific purpose.

10. Many companies connect their offices and buildings by creating -------
--- , computer networks that connect computers within limited areas, such as a
building or several buildings near one another.

11. Optical networks are one of the newest broadband technologies. They
convert information into tiny bits of light that are transmitted over ----------
cables made of glass.

12. A - IS a network that connects computers over a large
geographic area, such as a city, a state, or even the world.

13. A - IS a secret code used to control access to a network system.

14. Wi-Fi sends Web pages and other information to your laptop
computer or other electronic device using ---------- :

15. Computers need to use the same ---------- to communicate with each

other.

Ex. 5. Find in the text English equivalents of the word-combinations.

1. ObicTpo MeHstOIICECS HMHQPOPMAIMOHHOE OOIIECTBO; 2. 3aBUCETHh OT
uHpopmaruu; 3. moTpeOHOCTh B OoJibIlel W Jydiied uHdopMmanuu; 4. pemarhb
poOJIeMBI; 5. BBIMIONHATH 3a/1a4uu; 6. yrnpaBisaTh (BianeTb) nHdopmaimen; 7. B
mupe XXI Beka; 8. conmanbHbie BOPOCkl; 9. CTaTh HE3aMEHUMBI-MU HE TOJIBKO
JUTSL IPEANPUSITHN, HO U JJIs1 OOBIYHBIX Jroze; 10. 3a mocnennue necaTUiIeTus;

11. cocTaBjieHHBIM W3 TBHICIYM CETEH, CBSI3aHHBIX BMecTe;, 12. MCIOJIB30BaTh
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OJIMHAKOBBIN SI3BIK WM MPOTOKOJ; 13. Hanbojee MMPOKO HCMOJb3yeMmasi CETh
JUisl moucka uHpopManmu; 14. CoOpaHue B3aWMOCBSI3aHHBIX BeO-calToB; 15.
npoBaitnepsl yeinyr MatepHera; 16. mpeoOpa3oBbiBaTh HUPPOBBIE CUTHAIBI; 17.
noAKIroYeHue kK HTepHETY uepes pa3nnyHbie TenedOoHHbIC pa3béMbl U KaOeu;
18. abonenTckue nuppoBbie JUHUHU; 19. mpu Oojee OBICTPHIX CKOPOCTIX
nepempaun; 20. MUPOKOIMONOCHas TexHoyorus; 21. mudpoBas, BOJIOKOHHO-
onThyeckas U OecrpoBOAHAs TEXHOJIOTMH; 22. Moiy4aTh O0OCTyn B MHTepHeT;
23. OecnpoBogHasi ceTh;, 24. pa3IWyHbIe YCTpOMCTBa; 25. OCHOBHOE
obopynoBanue; 26. MHTepHeT 1O 3JjekTpoceTsiM; 27. BcE emié B CTaguu
paszpabotku; 28. B mpenenax (BHyTpH) opranuzaiuu; 29. BHEITHUE UCTOYHUKH,
30. orpannumuBath n0ctyn 31. aBTOpU30BaHHBIEC MOJIB30BATENN; 32. COBMECTHO
UCIIOJB30BaTh JaHHble; 33. camas TMomyisipHas B MUpe IJoOajabHas

KOMIIBIOTCpPHAsA CCTh.

Ex. 6. Match the verbs on the left with the prepositions and phrases

on the right.

1. to provide a) our life without sending e-mails

2. to depend b) customers with a connection to the
Internet

3. to play c) the way people obtain data and
information

4. to result d) the Internet by using a mobile
phone

5. to transmit e) the computer on the Internet

6. to share ) on advances in technology

7. to convert g) a major role in the 21st century
world

8. to imagine h) information and resources through

an extranet
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9. to communicate 1) to the area of information technology

10. to limit J) with each other through radio waves

11. to affect k) data over DSLs and fiber-optic
cables

12. to identify I) the digital signals into the analog
audio signals

13. to access m) access only to authorized users

14. to relate n) all sorts of devices together

15. to link 0) in social issues

Ex.7. Read and translate the text to perform the tasks given below the text.
Text 2.
THE WORLD WIDE WEB

«The World Wide Web, Web or WWW is a network of documents that
works in a hypertext (rumeptekct) environment, i.e. using text that contains
links, hyperlinks (runepcceinka) to other documents.

The files, web pages, are stored in computers, which act as servers. Your
computer, the client, uses a web browser, a special program to access and
download them. The web pages are organized in websites, groups of pages
located on the Web, maintained by a webmaster, the manager of a website.

The Web enables you to post and access all sorts of interactive
multimedia information and has become a real information highway.
(nHbOpMAaIIMOHHAS MATHCTPAIIb)

To surf (myremectBoBath o MuTepHeTy) Or navigate the Web, access and
retrieve web pages or websites, you need a computer with an Internet connection
and a web browser. After you have launched it, you must type the website

address or URL (Uniform Resource Locator). (unmeHtuduxarop uHPOPM.

pecypca)
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To find interesting sites you can use search engines (mowmckoBbIH
mexanu3Mm), Where the website information is compiled by spiders, computer-
robot programs that collect information from sites by using keywords, or
through web indexes, subject directories (karamorn) that are selected by people
and organized into hierarchical subject categories. Some web portals — websites
that offer all types of services, e.g. email, forums, search engines, etc. — are also
good starting points.

The most relevant website addresses can be stored in your computer using
the bookmarks (3axmamku) or favourites function in your browser. Websites
usually have a beginning page or home page. From this starting point you can

navigate by clicking your mouse on hyperlinks in texts or images».

Watch the video

and check yourself!

Ex. 1. Solve the clues and complete the puzzle with words from the
text.
. The WWW is also called the information .......... .
. A link in a web page.
. A website that offers a variety of services.

. The first page of a website is the .......... page.

. The manager of a web page is its web .......... :

1
2
3
4
5. A person who keeps a blog.
6
7. An animal closely linked to the Web.
8

. Another word for directory.
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9. Another word for bookmark.
The hidden word is ................. . text with links.

Ex. 2. Complete these instructions about how to navigate with the
words in the box.

“Client, web page, surf web, browser search, engine, web server, website,
URL.”

1 Start up your computer and connect to the Internet.

2 0pen your .....cceeeee ceviieiinnnn .

3 Type the ............ to access a website.

4 Your web browser sends the request to the correct ............ .............

5 The server looks for the document and sends it to the ............

computer.

6 Your web browser displays the selected ............ ............ on the
screen.

7 From the home page of the ............ youcan.......... to other pages by

clicking on hyperlinks.

8 If you want to find more websites, us€ @ .......ccoe. ceveuvennn. .

Ex. 3. Read the text and complete the text with words from the box.

A Digital Era

Computers have changed the way we do everyday things, such as
working, shopping and looking for information. We (1) ............... houses
with the help of PCs; we buy books or make flight reservations on the (2)
............... ; we use gadgets that spring to life the instant they are switched on,
for example the mobile phone, the music player, or the car ignition, all of which
use 3) ..ooovvennnn.. . Many people now work at home, and they communicate

with their office by computer and telephone. This is called “teleworking”.
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With the appropriate hardware and software, a PC can do almost anything
you ask. It’s a magical typewriter that allows you to type and (4) .............. any
sort of document. It’s a calculating machine that makes (5) ...............
calculations. It’s a filing cabinet that manages large collections of data. It’s a
personal communicator that lets you interact with friends. It’s a small lab that
helps you edit photos and movies. And if you like (6) ...............

entertainment, you can also use it to relax with games.

Ex. 4. Match the words in the box (ex.5) with the following
definitions.

1. tiny pieces of silicon containing complex electronic circuits (cxembr)

2. to make or draw plans for something

3. relating to money or how money is managed

4. involving the use of electric current in devices such as TV sets or
computers

5. the large system of connected computers around the world

6. to produce text and pictures using a printer

6. Living with computers.

Read the following abstract and do the task given below it.

People who have grown up with PCs and microchips are often called the
digital generation. This is how some people answered when questioned about
the use of computers in their lives.

1. “I have a GPS, Global Positioning System, fitted in my car. With this
navigation system | never get lost. And the DVD recorder is perfect for my
children’s entertainment”.

2. “I use an interactive whiteboard (MHTEepakTHBHAs JIEKIIHOHHAS JOCKa),
like a large touchscreen monitor, at school. | find computers very useful in

education.”
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3. Assistive technology (Bcromoratenbubie TexHosoruu), for people with
disabilities, has helped me a lot. | can hardly see, so | use a screen reader, a
program that reads aloud onscreen text, menus, and icons.”

4. “This new HMD, head-mounted display, (mem-aucmeit) allows me to
watch films, and enjoy virtual reality, the artificial environment of the latest
video games.”

5. “The upgraded wireless network at my university is great: we can
connect our laptops, PDAs and Wi-Fi cell phones to the network anywhere in

the campus. Communication is becoming easier and easier.”

Ex. 5. Complete these sentences words from the text above.

I. The ...ccccceeeees eevvennno...... 15 a piece of software that interfaces with
your PC and allows you, via keyboard commands, to get any text information
read to you in synthetic speech.

2 A s , as popularized by virtual
reality, lets the user immerse him/herself in a synthetically generated
environment.

30 AN L is a touch-sensitive device where a
special pen or your finger can act as a mouse.

4. Tony Adams is now the proud owner of a dark silver VVogue, complete
with leather interior, ............... navigation, and a ............... ..o

with LCD TV screens.

Ex. 6. Speaking. The table below shows the dates of the events and
their significance in the history of IT. Complete the gaps in the table with
the appropriate events from the list below the table. Compare your answers
with other students in your group. Describe the stages in the history of IT.

History of Information Technology

Year
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Event

Significance

1836

The telegraph revolutionized human (tele)communications with Morse
code, a series of dots and dashes used to communicate between humans

1858 1866

The Transatlantic cable allowed direct instant (MraHoBeHHBI)
communication across the Atlantic Ocean

1876

The telephone created voice communication, and telephone exchanges
provide the backbone (maructpans)) of Internet connections today

1957

Sputnik was the first artificial earth satellite and the start of global
communications

19621968

The Internet relies on packet switching networks (cetn ¢ kommyTaiueit
naketoB), Which split data into tiny packets that may take different routes
(mapmpyTsi) to a destination

1971

People communicate over the Internet with a program to send messages
across a distributed network

1991

User-friendly interface to the World Wide Web is established with text-
based, menu-driven interface to access Internet resources

1992

The term “surfing the Internet” is coined. (myTemecTBue, nepemMernieHue

no MuTepHery)

1995
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Online dial-up systems (CompuServe, America Online, Prodigy) begin to
provide Internet access

2000

Provides fast access to multimedia and large text files

2002

Mobile phones, handheld computers, and personal data assistants provide
wireless access to the Internet

2004

Use of radio waves to send e-mail, Web pages, and other information
through the air (Wi-Fi)

2006

Worldwide expansion of smart phones and Wi-Fi in developing countries.

Beginning of the Internet Transatlantic cable Advances in wireless
Internet service providers advance USSR launches Sputnik Wireless expands
globally World Wide Web established Telegraph Multimedia changes the face
of the Internet Wireless technology expands Broadband connections to the

Internet emerge Packet switching networks developed Telephone

2. COMPONENTS OF THE INTERNET
A) Read and translate the text.
The Internet consists of many systems that offer different facilities to
users.
WWW, the World Wide Web, is a collection of files or pages containing
links to other documents on the Net. It’s by far the most popular system. Most
Internet services are now integrated on the Web.

Email, or electronic mail, for the exchange of messages and attached files.
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Mailing lists (or list servs) (crmmckm mouToBoW pacchuiku) based on
programs that send messages on a certain topic to all the computers whose users
have subscribed to the list.

Chat and instant messaging, for real-time conversations; you type your
messages on the keyboard.

Internet telephone, a system that lets people make voice calls via the
Internet.

Video conference, a system that allows the transmission of video and
audio signals in real time so the participants can exchange data, talk and see one
another on the screen.

File Transfer Protocol (FTP), used to transfer files between computers.

Newsgroups (rematuueckas [rene] koHdepennus B Muteprere), where
people send, read and respond to public bulletin board (smexrponnas mocka
oOBsABICHUI) Messages stored on a central computer.

TELNET, a program that enables a computer to function as a terminal

working from a remote computer and so use online databases or library catalogs.

Watch the video
and check yourself!
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Answer the question:

What Internet system from the text

| should these people use?
1. “I like receiving daily updates and
headlines from newspapers on my computer.”

2. “I’'m doing some research and need computer access to the University
library.”

3. “I"d like to avoid flying to Japan to attend the meeting but I want to see
what’s going on there.”

4. “ want to read people’s opinions about environmental issues and
express my views.”

5. “I have designed a web page and want to transfer the data to my
reserved web space.”

6. “I’d like to check my students’ draft essays on my computer and send
them back with my suggestions.”

7. “I don’t want to spend too much money on international phone calls but
I love hearing his voice.”

8. “I live in a small village where there are no other teenagers. | wish |

had the chance to meet and chat with friends.”

3. THE FUTURE OF ICT
(Information and Communication Technology)

Study these statements about the future trends in ICT and try to predict the
year by which each event may happen.

Computers will be embedded or hidden, in a variety of items. For
example, we’ll have wearable computers that will be embedded in a belt or a
piece of jewellery, etc. ICT devices will be mobile and multimedia: we’ll watch
mobile TV programs on our phones, which will also access the Internet and

work as a mobile office. In the near future we’ll be able to swim in the
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immersive Internet, a technology that will change the two-dimensional world of
the Internet into a 3-D experience with three-dimensional sound and images and
even the sense of touch. User interfaces, the systems that facilitate
communication between people and computers, will resemble human
communication. There will be gesture interfaces based on facial-hand
recognition systems. Computer chips can be injected under the skin: RFID,
radio-frequency identification tags (uun-nepeaaruuk), might be used to track or
identify people or to store information, such as medical data, although there are
concerns about privacy and personal safety. By the year 2040 there might be
intelligent robots, machines that will be able to think creatively. The processing
power of computers may have reached 1,000,000,000 MIPS (millions of
instructions per second), the estimated speed of human thought.

DID YOU KNOW?

Our society has developed technological dependence. The average young
adult will spend 9 years 11 months on the Internet during his or her life. The
average Internet user will send 304,200 electronic messages during his or her
lifetime. Men are still slightly more intense Internet users than women.
Cybercrime, crime committed with the help of computers is creating serious

problems.

Watch the video
and check

yourself!
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Ex. 1. Choose the correct option.

1. People (to use) the Internet mainly for communication, information,
entertainment, and e-business.

a) use b) are using c) used

2. Wi-Fi (to send) Web pages and other information to your computer or
other electronic device using radio waves.

a) send b) sent c) has sent

3. Tom (to play) a computer game at the moment.

a) plays b) is playing c) has played

4. The world (to change). Things never stay the same.

a) changes b) changed c) is changing

5. We (to discuss) this problem at the next lesson.

a) discuss) b) will have discussed c) will discuss

6. The second half of the 20th century (to see) the start of the Computer

a) saw b) was seeing c) had seen
7. Apple (to launch) its first iPhone in 2007.
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a) has launched b) had launched c) launched

8. Apple (to produce) iPhones since 2007.

a) produces b) produced c) has produced

9. | (to study) the basics of computer engineering for 2 years

a) study b) studied c) have been studying

10. The students (just to finish) writing the test.

a) just finished b) have just finished) ¢) had just finished

11. When | came to the class the students (to write) the test.

a) were writing b) wrote ¢) have written

12. Yesterday from 10.00 till 10.30 I (to send) emails to my friends.

a) send b) sent ¢) was sending

13. On my way to the office | remembered that | (to leave) my notebook
at home.

a) left b) have left c) had left

14. | received an iPod as a present on my birthday. | (never to have) an
iPod before.

a) have never had b) had never had c) never had

15. Perhaps a different kind of computer (to appear) in the future.

a) appears b) will appear c) is appearing

Ex. 2. Use the verbs in brackets in the correct tense-forms.

1. Today, a great number of Americans (to have) high speed Internet
access at home.

2. Tom is busy now. He (to work) on his computer.

3. Next year Apple (to produce) the new generation iPhones.

4. At 8 o’clock yesterday evening I (to surf) the Internet.

5. When | came to the class, the students (to discuss) the advantages of
broadband technology. .
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6. In the 1820s, a British mathematician called Charles Babbage (to
invent) a machine that (to do) very difficult calculations automatically. He (to
call) his machine a Difference Engine.

7. Over the last few decades, information technology (to change) the way
people communicate, learn, do business, and find entertainment.

8. E-mail (to be) fast, easy to use, and convenient.

9. — Where is Peter?

— He (to talk) on his mobile phone.

10. At first most computers (to use) a dial-up telephone connection that
(to work) through standard telephone lines; nowadays, a broadband connection
(to become) more popular.

11. For many years people (to use) simple typewriters for typing texts and
abacuses (cuétrr) for doing calculations before computers began to appear in
offices and homes.

12. At the moment, scientists (to work) on artificial Intelligence
(nckycctBeHHbIN uHTELTIEKT) Which imitates the brain.

13. Most people think that computers (to do) many different jobs in the
world of the future.

14. We (to solve) this problem by the beginning of the next year.

15. He felt very tired at 5.30 because he (to do) a lot of things by that
time.

16. She (to learn) English for three years before she could speak fluently.

17. Since the beginning of the year the company (to produce) the new
generation computers.

18. In 1975 Bill Gates and his friend Paul Allen (to write) a computer
program for a new personal computer, the Altair 8800. They (to show) it to Ed
Roberts, the man who (to invent) the Altair 8800.

19. Could you help me? I (to try) to translate a letter from a German client

and I don’t know what this word (to mean).
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20. Personal computers probably (not to get) much smaller. They will be

too difficult to use and too easy to lose.

Ex. 3.Make questions from the words in brackets.

1. (always/ live/ in that city)

(ever/ be/ Taxes)

2
3. (ever/ ride/ bike) Have you ever ridden a bike?
4

(ever/ run/ marathon)
5. (ever/ read/ famous writer)
6. (most beautiful city/ ever/ visit)
What

Ex. 4. Complete these sentences using today/ this year/ this term etc.

1. I saw Mary last week but | haven 't seen him today.

2. | read a newspaper yesterday but |

3. Last month the company made a profit but this

month

4, Tracy worked hard at college last term
but

5. It rained a lot last autumn
but

6. Our handball team won a lot of games last year but we
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ASPECT SIMPLE PROGRESSIVE PERFECT PERFECT PROGRESSIVE
(1 common aspect ( process priority priority + process
MEANING
When? At what time? By what time? Since what time? How long?
Period of time sually, offen, always, seldom, | now, at the moment ever, never, just, already, since 3 p.m., for a long time, for a
every day (week, month, year) not...yet, by 3 p.m, month... .
| —— ——— —
am
¢ s s +Vig e, IO ben + Viog
are
Present
! do, does...V inversion inversion inversion
- do, does + not +V am, is, are +not + Ving | have, has+not +Ved,Vy | have, has + not + been + Ving
Period o Yesterday, last week (month, | yesterday at 3 p.m., yesterday | yesterday by 3p.m., before some | yesterday since 3 p.m., for ﬁome
Of e year), long ago from 6 1ll 7, when you came... | time in the past... time in the past
+ Ved, Y, e Vg had + Ve, V, had + been + Vg
Past
? did..V inversion inversion inversion
- did + not +V was, were + nol + Ving had + not +\ed, V, had + not + been + Ving
Period of time | OMorow, next week (month, | fomorrow af 3 p.m., tomorrow | lomorrow by 3p.m., by some time | tomorrow since 3p.m., for some
year) from 81ill 7, when you come | in the future fime in the future
}==: G L — o
+ will +V will + be + Ving will + have + Ved, V, will + have + been + Ving
Futwre [, HH , e P
' inversion inversion inversion inversion
- won't +V won't + be +Ving won't + have + Ved, Vy won't + have + been + Ving

Ex. 5. Supply either the Present Simple or the Present Perfect in the
following sentences.

1. I can’t speak about the book. I (not read)

yet.

2. Every Monday | (wind up)

in the morning.

my clock at 8 a.m
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3. It is Friday. ... you (see) him this

week?

4. Students usually (buy) books at the House of
Books.

5. It’s a pity, but I (not buy) this dictionary yet.

6. As a rule we (do) many exercises in class.

7. Re (tell) this joke many
times.

8. Something (go) wrong with my watch.

9. | already (translate) these sentences into French.

10. They (have) their English many hours a
week.

11. She (work) much and usually (get) many’ good
marks.

12. We (buy) anew TV set this year.

Ex. 6. Rewrite the sentences using the Present Perfect or the Past
Simple:

Examples: | am writing a letter to my cousin (already. yesterday).

| have already written a letter to my cousin.

| wrote a letter to my cousin yesterday.

1. The waitress is bringing our tea. (a few minutes ago. not yet)

2. The bell is ringing, (just; some minutes ago)

3. He is going to London in a few days. (already; last week)

4. The girls are playing violins in the concert hall now. (yesterday; many

times)

5. My mother is reading a new novel. (this month; last year)
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6. Students are cleaning their classrooms. (already, last Saturday)

7. The teacher is explaining a new rule. (Just; at the previous lesson)

8. Ann is doing her homework now. (just; on Friday)

9. They are discussing this problem again. (many times; a few days ago)

10. Granny is making a birthday cake. (just, yesterday)

11. The birds are flying to the South, (already; at the end of August)

1 2. The train is coming. (just; an hour ago)

13. Who is your friend speaking to? (yesterday, just)

14. We are writing the words of Lesson 7. (Already, at the last lesson)

Ex. 7. Make questions from the words in brackets.

7. (always/ live/ in that city)

8. (ever/ be/ Taxes)

9. (ever/ ride/ bike) Have you ever ridden a bike?

10. (ever/ run/ marathon)

11. (ever/ read/ famous writer)

12. (most beautiful city/ ever/ visit)
What
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Ex. 8. Complete these sentences using today/ this year/ this term etc.

1. | saw Mary last week but [ haven 't seen him today.

2. | read a newspaper yesterday but |

3. Last month the company made a profit but this month

4. Tracy worked hard at college last term but

5. It rained a lot last autumn but

6. Our handball team won a lot of games last year but we

Ex. 9. Supply either the Present Simple or the Present Perfect in the

following sentences.

1. I can’t speak about the book. | (not read) it yet.

2. Every Monday | (wind up) my clock at 8 a.m
in the morning.

3. Itis Friday. ... you (see) him this week?

4. Students usually (buy) books at the House of
Books.

5. It’s a pity, but I (not buy) this dictionary yet.

6. As a rule we (do) many exercises in class.

7. Re (tell) this joke many times.

8. Something (go)__ wrong with my watch.

9. | already (translate) these sentences into French.

10. They (have) their English many hours a week.

11. She (work) much and usually (get) many’ good marks.

12. We (buy) anew TV set this year.

Ex. 10. Rewrite the sentences using the Present Perfect or the Past
Simple:
Examples: | am writing a letter to my cousin (already. yesterday).
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| have already written a letter to my cousin.
| wrote a letter to my cousin yesterday.

1. The waitress is bringing our tea. (a few minutes ago. not yet)

2. The bell is ringing, (just; some minutes ago)

3. He is going to London in a few days. (already; last week)

4. The girls are playing violins in the concert hall now. (yesterday; many

times)

5. My mother is reading a new novel. (this month; last year)

6. Students are cleaning their classrooms. (already, last Saturday)

7. The teacher is explaining a new rule. (Just; at the previous lesson)

8. Ann is doing her homework now. (just; on Friday)

9. They are discussing this problem again. (many times; a few days ago)

10. Granny is making a birthday cake. (just, yesterday)

11. The birds are flying to the South, (already; at the end of August)

1 2. The train is coming. (just; an hour ago)

13. Who is your friend speaking to? (yesterday, just)

14. We are writing the words of Lesson 7. (Already, at the last lesson)
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UNIT I11. COMMUNICATION SYSTEMS.
COMPUTER NETWORK.

Types of Computer Systems

Mobile/Micro/Minicomputers
— Personal computing, workstation,network server.
— Departmental and workgroup systems, network server, workstation.

Mainframes

— Speed: MIPS million instructions per second
* 26 MIPS to about 17,801 MIPS

— Enterprisewide systems

— for organizations have to deal with huge amounts of data. Giga-record
or tera-record files are not unusual.

— Data mining and warehousing

Supercomputers

— Speed: Floating-point operations per second
* 20 peta flops

— Supercomputers are often purpose-built for one or a very few specific
institutional tasks (E.g. Simulation and Modeling).

— Scientific calculations

Networked computer systems
— WAN, LAN, PAN

Text 1. TYPES OF COMPUTER SYSTEMS

From mainframes to wearable computers

A mainframe is the most powerful type of computer. It can process and
store large amounts of data. It supports multiple users at the same time and can
support more simultaneous processes than a PC. The central system is a large
server connected to hundreds of terminals over a network. Mainframes are used

for large-scale computing purposes in banks, big companies, and universities.
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A desktop PC has its own processing unit (CPU), monitor and keyboard.
It is used as a personal computer in the home or as a workstation for group
work. Typical examples are the IBM PC and the Apple Macintosh. It’s designed
to be placed on your desk. Some models have a vertical case called a tower

A laptop (also called a notebook PC) is a lightweight computer that you
can transport easily. It can work as fast as a desktop PC, with similar processors,
memory capacity, and disk drives, but it is portable and has a smaller screen.
Modern notebooks have a TFT (Thin Film Transistor) screen that produces very
sharp images.

Instead of a mouse, they have a touchpad built into the keyboard — a
sensitive pad that you can touch to move the pointer on the screen.

They offer a lot of connectivity options: USB ports for connecting
peripherals, slots for memory cards, etc. They come with battery packs, which
let you use the computer when there are no electrical outlets available.

A tablet PC looks like a book, with an LCD screen on which you can
write using a special digital pen. You can fold and rotate the screen 180 degrees.
Your handwriting can be recognized and converted into editable text. You can
also type at the detached keyboard or use voice recognition. It’s mobile and
versatile.

A personal digital assistant or PDA is a tiny computer which can be held
in one hand. The term PDA refers to a wide variety of hand-held devices,
palmtops, and pocket PCs.

For input, you type at a small keyboard or use a stylus — a special pen
used with a touch screen to select items, draw pictures, etc. Some models
incorporate handwriting recognition, which enables a PDA to recognize
characters written by hand. Some PDAs recognize spoken words by using voice

recognition software.
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They can be used as mobile phones or as personal organizers for storing
notes, reminders, and addresses. They also let you access the Internet via
wireless technology, without cables.

A wearable computer runs on batteries and is worn on the user’s body,
e.g. on a belt, backpack, or vest; it is designed for mobile or hands-free
operation. Some devices are equipped with a wireless modem, a small keyboard,

and a screen; others are voice-activated and can access email or voice mail.

Ex1. Read and translate the following:

There are different types of network:
* LAN(Local Area Networking) ('!~ |

* WLAN(Wireless Local Area Networks)" !J
» WAN(Wide Area Networks) =

* MAN(Metropolitan Area Networks) ‘ _'_O
* CAN(Campus Area Networks) “

* Metropolian Area Notwork (AN)

MAN

CAN
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Ex2. Read this interview with Adam Hawkins, an IT manager, and
complete it with words from the PDA section in the text above.

Interviewer: — What are the basic features of a PDA?

Adam: — Well, a typical PDAisa (1) ............ device that runs on

batteries and combines computing, phone and Net capabilities.

Interviewer: — And how do you enter information?

Adam: — For input, you use a (2) ............ or pen to write and make
selections on a (3) ......coev vvinnnnn. ; they also have buttons for launching
programs. Some models have a small keyboard. They may have a (4)
.......... system that reacts to the user’s voice.

Interviewer: — Do they need special software?

Adam: — Yes, most of them run on Windows Mobile. Palmtops supported
by Palm Inc. use Palm OS. Pen-based systems include (5) .......... .......... , SO
you write on the screen and the computer recognizes your handwriting and
inserts the appropriate letters.

Interviewer: — What sort of things can you do with a PDA?

Adam: — You can store personal information, take notes, draw diagrams
and make calculations. Many PDAs can access the Net via (6) ...........

technology.

Ex3. . In pairs decide what sort of computer is best for each of these
users.

1. John Willis is a salesperson and he spends a lot of time visiting
customers. He wants a computer to carry with him so he can access data about
his customers and record his sales.

2. Mary Smith is a secretary in the office. She needs a computer to keep
staff records and to keep a diary of appointments. She also needs a computer for

writing letters.
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3. The University of Arkansas needs a computer to look after its accounts,
its network, the records of all students and staff, and to help with scientific
research.

4. The James family want a computer for entertainment, writing letters,
the Internet, and for calculating tax.

5. Peter Brawn is a businessperson and he must always keep in touch with
clients while travelling. He needs a hand-held device that runs on batteries and
combines computing, phone, and Net capabilities.

6. Kate is a college student and she has to use much paper for writing
work at her classes. She wants a lightweight full-function PC to carry with her
so she can write directly on the screen saving handwritten content in a digital
format. She also wants the computer to provide sound, graphics and video.

7. Sam is a beginning mountain climber. In addition to the basic
equipment Sam needs a portable voice-activated computer for hands-free

operation.
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Part 2. COMPUTER NETWORKS.

class er’(ing

concept learning classroom
test write teaching

genglls knowledge paper g,'E

learn Study teacher 8 S

vocabulary

alphabet communication read studying

languageaducation f"“’“

homework

lesson student grammar
latterbword foreign £ gefinition check

primary

child

nou

business assets — OM3Hec-aKTUBBI, KAIUTaI, JOCTOSIHHAE JIEI0OBON KU3HA
information  security — wuHpOpPManMOHHAsA 0E30MaCHOCTh, OOECICUYCHHUEC
MH(OPMAMOHHOW 0€3011aCHOCTH

unauthorized user — HecaHKIIMOHMPOBAHHBIN; HEIIOJHOMOYHBIH ITOJIH30BATEIIb
disclosure — packpsiTue

disruption — cpbIB; HapyIIeHHE

modification — moauduKkanus, BUIOM3MCHEHUE

inspection — nHCTIIEKIHS: TPOBEPKa

destruction — yauuToXEeHHE, pa3pylICHAES

threat — yrposa

computer crime — KOMITbIOTEPHAS TIPECTYITHOCTh

(mpecTyruieHue)

disaster — 6encTBuE; aBapus; KaracTpoda

malicious intentions — BpemoHOCHBIE (TIPECTYITHBIC) HAMEPECHUS

cracker — “kpakep”’; B3JIOMIIHUK KOMIIBIOTEPHBIX CHCTEM

blackhat hacker — “u€phbrii” xakep

classified information = — 3acekpeuennas uadopmarws;

sensitive information ceKpeTHBIC CBEIECHUS

outsider — mocTopoHHEE JIHIIO

to alter data — u3mMeHsITh qaHHBIC

inaccurate — HeTOYHBIMI
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misleading — BBo M B 3201y KIeHUE; OOMaHHBIN

illegal transactions — He3aKOHHBIC CIEIKH

illicit benefit — ne3akonHas BeIrOA

violation — HapymeHue; mpecTyrieHne

the Computer Emergency Response Team Center — KoopAuHAI[HOHHBIN IICHTP
pearupoBaHus Ha Ype3BblUaiiHbie KoMIibloTepHbIe TpouciiecTBus (CIIIA)
to soar — pe3ko Bo3pacTarhb

scam — HaJyBaTeJIbCTBO, OOMaH

fraud — mommeHHHYECTBO

phishing — ¢umuHar (paccelika 3JIEKTPOHHBIX COOOIIECHUH 1O MHTepHETY OT
UMCHH COJHIHBIX KOMITAHUH C ICNTBIO MOIYYCHUS UX JTHYHBIX JaHHbIX )
piracy — KOMITBIOTEpHOE IMUPATCTBO

copyrighted software — nporpammsI, OXpaHsieMble aBTOPCKUM

IPaBOM

vulnerable — ys3Bumbrii

to hack into — B3ambIBaTh; MPOHUKATH

to embarrass — mpuBOIUTE B 3aMEIIATEIHCTBO

supposedly — npeanonoKuTEIbHO

to post evidence — oTnpaBuUTh JJOKA3aTEIbCTBA

(to) break-in — B310M; B371aMBIBAThH

the U.S. Space and Naval

War Systems Command — komaH10BaHe BOCHHBIMU

KOCMUYECKUMU U MOpckuMHu cucteMamu (CIIIA)

competitor — KOHKypeHT

thief — Bop

to raid — peiinepcku 3axBaThIBaTh; IPaOUThH

database — 06a3a nqaHHBIX

security breach — (31) B3mom crucreMsr 6e30macHOCTH

annually — exeroHo
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estimated cost — moicunTaHHBIE 3aTPATHI

system administrator — cucTeMHBIN aIMUHACTPATOP

to implement — BBIMONHATE, OCYIIECTBIATH, TPOBOIUTH

to prevent — npenoTBpallaTe, IpeaynpexIaTh

firewall — MmexxceTeBoit 3aIUTHBIN SKpaH, OpaHIMayIp

to log system use — perucTpupoBaTh IMOJIH30BAHHE CHCTEMON
to log on with invalid password — BXoauTh B CHCTEMY C HEICHCTBUTEIBHBIM
napoJieMm

encryption — mmgpoBanue

decryption — pacmugpoBka

to encode = to encipher =

to scramble — mmdporaTs, KogUPOBATH

cryptography — kpunrorpadus

cryptographic key — kpunrorpaduiecKuii KIrrou

available — gocTynHbIi; TOTOBBI K UCIIOIH30BAHUIO
intransit — B myTH; B mpoliecce nepeaavn

elaborate — ciioXHBIIT; yCOBEPIICHCTBOBAHHBIH

protective measures — MepbI 3aIUThI

INTRODUCTION TO ...
COMPUTER NETWORKING

**Definition of computer network
¢ Devices that could be connected
to the network

+*Connection media

*#*Resources shared across the
network

*» Advantages and disadvantages of @ . \
computer network %@ -
*»*»Types of network \9 g
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As information systems become increasingly important business assets,
they also become progressively harder to replace. When computers are
connected to a network, a problem at any location can affect the entire work.
Perhaps the most significant problem businesses face as a result of computer
technology is information security. Information security means protecting
information and information systems from unauthorized access, use, disclosure,
disruption, modification, inspection, recording or destruction. There are three
important security threats that may damage information systems: computer
crime, viruses, and disasters.

COMPUTER CRIME

Computers provide efficient ways for people to share information. But
they may also allow people with more malicious intentions to access
information. Or they may allow crackers, or black hat hackers — computer
criminals who use technology to perform a variety of crimes — to gain access to
classified information. Common computer crimes involve stealing or altering
data in several ways: Employees or outsiders may change or invent data to
produce inaccurate or misleading information. Employees or outsiders may
modify computer programs to create false information or illegal transactions or
to insert viruses. Unauthorized people can access computer systems for their
own illicit benefit or knowledge or just to see if they can get it.

Computer crime is on the rise. The number of violations of Internet
security as reported to the Computer Emergency Response Team Coordination
Center, located on the Web at http://www.cert.org, has risen

sharply in recent years. In 1990, only six incidents were reported.
Recently, the number of reported incidents soared to over 82,000. Of course, the
statistics don’t include the number of incidents that were not reported, so the
total is probably much higher.

Internet-based crimes include scam, email fraud to obtain money or

valuables, and phishing, bank fraud, to get banking information such as



73

passwords of Internet bank accounts or credit card details. Both crimes use
emails or websites that look like those of real organizations. Piracy, the illegal
copying and distribution of copyrighted software, information, music, and video
files, is widespread.

Individuals, businesses, and government agencies are all vulnerable to
computer crime. Computer hackers sometimes work alone and sometimes in
groups. One pair of hackers, nicknamed the “Deceptive Duo”, once claimed that
they hacked into Midwest Express Airlines’ intranet. In an email to several news
organizations, the hackers said that their goal was to embarrass the airline and
show how easy it is to gain access to supposedly secure networks. The hackers
even posted evidence of their break-in on the Web site of the U.S. Space and
Naval War Systems Command. In one recent case, Russian hackers broke into
Citibank’s network and electronically stole $10 million.

Companies with valuable or sensitive information stored in a computer
worry about competitors or thieves raiding the database simply by dialing in
through a modem. Even firms that don’t share their databases are subject to
security breaches. In recent years U.S. corporations have spent more than $10
billion annually on network security. Even so, the estimated annual cost of
computer crime is as high as $15 billion. The entire U.S. electronic
infrastructure, including banks, financial markets, transportation systems, power
grids, and telecommunication systems, could be vulnerable to attack. Companies
and organizations must take strong precautions to protect themselves.

System administrators implement two basic protections against computer
crime: They try to prevent access to their systems by unauthorized users and the
viewing of data by unauthorized system users. To prevent access, the simplest
method requires authorized users to enter passwords. An intranet blocks
outsiders without valid passwords from entering its network by incorporating

software known as a firewall. Firewalls limit data transfers to certain locations
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and log system use so managers can identify attempts to log on with invalid
passwords and other threats to system security.

To prevent system users from reading sensitive information, the company
may use encryption software, which encodes, or scrambles, messages.
Information security uses cryptography to transform information into a form that
renders it unusable by anyone other than an authorized user; this process is
called encryption. To read encrypted messages, users must use a key to convert
them to regular text. Information that has been encrypted (rendered unusable)
can be transformed back into its original usable form by an authorized user, who
possesses the cryptographic key, through the process of decryption. The length
and strength of the cryptographic key is an important consideration. A key that
Is weak or too short will produce weak encryption. More than one key can be
used to encrypt and decrypt sensitive information. The keys used for encryption
and decryption must be protected from disclosure and destruction and they must
be available when needed. Cryptography is used in information security to
protect information from unauthorized or accidental disclosure while the
information is in transit and while information is in storage. But as fast as
software developers invent new and more elaborate protective measures, hackers

seem to break through their defenses. So security is an ongoing battle.

Ex 1. Scan the text to determine whether these statements are true (T)

or false (F). If the statement is false, give the right variant.

e.g. In my opinion it is true that... / To my mind

it is false that ... because...

1. The growth of information technology and the Internet has resulted in

such a significant problem as information security.
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2. There are two important security threats that may damage information
systems: computer crime and viruses.

3. Crackers, or black hat hackers, are computer criminals who use
technology to perform various crimes.

4. The number of violations of Internet security has fallen sharply in
recent years.

5. Internet-based crimes include phishing, email fraud to obtain money or
valuables, and scam, bank fraud, to get banking information.

6. Computer technology is widely used to pirate copyrighted works such
as films and music.

7. Nowadays all organizations are vulnerable to computer crime.

8. Sometimes hackers want to show how easy it is to gain access to
supposedly secure networks.

9. The firms that don’t share their databases are completely protected
against security breaches.

10. U.S. corporations seldom spend money on network security though
the estimated annual cost of computer crime is as high as $15 billion.

11. The most complex method to prevent access is to enter passwords.

12. A firewall is a program designed to prevent spyware from gaining
access to the internal network.

13. The process of transforming information into a form that renders it
unusable by anyone other than authorized user is known as decryption.

14. Cryptographic keys are used to convert encrypted messages into their
original usable form.

15. Only one key can be used to encrypt and decrypt the sensitive
information.

16. Cryptography is used in information security to protect information

from unauthorized disclosure while the information is in transit.
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Ex.2. Answer the questions

1. Name the most significant problem that businesses and organizations
face as a result of computer technology.

2. What is information security?

3. Identify the three important threats that may damage information
systems.

4. Explain the term “black hat hacker”.

5. What do common computer crimes involve?

6. What do Internet-based crimes include? Explain the terms “scam”,
“phishing” and “piracy”.

7. Why must companies and organizations take strong precautions to
protect themselves?

8. What basic protections do system administrators implement against
computer crime?

9. Explain how firewalls work.

10. What is cryptography used for? Describe the processes of encryption
and decryption.

11. Why is it said that security is an ongoing battle?
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Ex 3. Replace the underlined words or word-combinations with their
equivalents given in the box.

vulnerable to, phishing, malicious, location, crackers, to protect, crimes,
confidentiality, implement, breaking into, sensitive, unauthorized, annually, to
affect, elaborate, precautions, cryptographic key, hack into, encode, on rise,
breaches, entire, security, encrypt

1. Information security is concerned with the secrecy, integrity and
availability of data.

2. One of the tasks of information security is to defend information
systems from illicit access.

3. When computers are connected to a network, a problem at any place or
position can influence the whole network.

4. People with evil intentions may break into computer systems; such
actions are regarded as computer offenses.

5. To prevent black hat hackers from getting into your internal network
and obtaining your data, install a firewall.

6. Security specialists carry out different protective measures against
security break-ins.

7. Computer crime is increasing. Individuals, businesses, and government
agencies are all not completely protected against computer crime

8. Governments, military, corporations, banks, hospitals, and private
businesses worry about safety of the classified information stored in computers.

9. Check with your bank before sending information to avoid bank fraud.

10. Every year U.S. corporations spend billions of dollars on network
security.

11. Companies must still take strong preventive measures against
computer theft cases.

12. A scrambler is a special device used in cryptography to encipher

messages.



13. The key used for decryption and encryption must be protected with the

same degree of rigor as any other confidential information.

14. Today’s web browsers automatically scramble text when making a

connection to a secure server. This prevents intruders from listening in on

private communications.

15. Software developers constantly work out new and more complex

protective measures.

Ex 4. Match the terms on the right with their definitions on the left.

1. password

2. cryptographic key

3. encryption

4. decryption

5. valid

6. firewall

7. phishing

8. scam

a) the illegal copying and
distribution of copyrighted software,
information, music and video files

b) combination of hardware and
software used to control the data going
into and out of a network.

c) software created to damage or
alter the computer data or its operations

d) a secret code used to control
access to a network system

e) a computer security expert who
uses his skills to make cyberspace safer

f) a computer criminal who uses
technology to perform a variety of
crimes

g) a sequence of symbols that
controls the operation of a cryptographic
transformation (e.g. encryption,
decryption)

h) a process in which the sender
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encrypts / scrambles the message in
such a way that only the recipient will

be able to decrypt the message

9. piracy 1) legally binding or effective

10. malware (malicious software) j) email fraud to obtain money or
valuables

11. spyware (spy software) k) the process of changing

information that has a special code back
into its original form so that it can be
easily understood

12. black hat hacker I) pretending to be someone that
can be trusted, in order to steal banking
information such as passwords of
Internet bank accounts or credit card
details

13. white hat hacker m) a type of malware that is designed to
spy on the victim’s activities, capturing
sensitive data such as the person’s

passwords, online shopping, etc.

Ex.5. Read and translate the text to perform the tasks given below the

text.

Text 3. TYPES OF DATA ENCRYPTION
The data transferred from one system to another over the public network
can be protected by the method of encryption. On encryption the data is
encrypted / scrambled by any encryption algorithm using the key. Only a user

having access to the same key can decrypt / descramble the encrypted data. A
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single secret cryptographic key is used for both encryption and decryption. This
method is known as private key or symmetric key cryptography.

There are several standard symmetric key algorithms defined. Examples
are AES, 3DES and Blowfish. These standard symmetric algorithms are proven
to be highly secured and time tested. But the problem with these algorithms is
the key exchange. The communicating parties require a shared secret, key, to be
exchanged between them to have a secured communication. The security of the
symmetric key algorithm depends on the secrecy of the key. Keys are typically
hundreds of bits in length, depending on the algorithm used. Since there may be
a number of intermediate points between the communicating parties through
which the data passes, these keys cannot be exchanged online in a secured
manner. In a large network, where there are hundreds of systems connected,
offline key exchange seems too difficult and even unrealistic.

This is where public key cryptography, also known as asymmetric
cryptography, is a help. Using public key algorithm a shared secret can be
established online between communicating parties without the need for
exchanging any secret key. In public key cryptography, each user has a pair of
cryptographic keys — a public key and a private key. Only the particular user /
device knows the private key whereas the public key is distributed to all users /
devices taking part in the communication. The sender encrypts / scrambles the
message in such a way that only the recipient will be able to decrypt /
descramble the message. A disadvantage of using public-key cryptography for
encryption is speed. Asymmetric key algorithms are hundreds to thousands
times slower than symmetric key algorithms.

Consider a device B whose private key and public key are PB and UB
respectively. Since UB is public key all devices will be able to use it. For any
device that needs to send the message "Msg’ in a secured way to device B, it
will encrypt the data using B’s public key to obtain the cipher text "Ctx’. The

encrypted message, cipher text, can only be decrypted using B’s private key. On
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receiving the message B decrypts it using the private key PB. Since only B
knows the private key PB none other including A can decrypt the message.

It is important that device A receives the correct public key from device
B, i.e. no middleman must tamper or change the public key to its public key.
Digital Certificate helps to deliver the public key in an authenticated method.
The Digital Certificate is an electronic document that uses a digital signature to
bind a public key with an identity — information such as the name of a person or
an organization, their address, and so forth.

A digital signature is a mathematical scheme for demonstrating the
authenticity of an electronic message or document. A valid digital signature
gives a recipient reason to believe that the message was created by a known
sender, and that it was not altered in transit. If any the data or signature is

modified, the signature verification fails.

Ex 1. Find in the text the English equivalents of the following word-
combinations:

1. maHHBIE, IEpEaABAEMBIE OT OJHOM CUCTEMBI K IPYyTOU

2. 1O ceTu OOIIETo MOJIb30BAHUS

3. 11000i1 anropuT™M MKUPPOBAHUS

4. eMMHCTBEHHBIA CEKPETHBIN KPpUNTOrpapUIECKUN KITI0U

5. kpunrorpadusi ¢ CeKPETHBIM KIIFOUOM (OTHOKITIOUEBast KpUITOrpadus)

6. xpunrtorpagus C OTKPBITBIM KJIIOUOM WJIM acCCUMETpUYHAs
Kpunrorpadus

7. cTaHAapTHBIC AJITOPUTMBI C CHMMETPUYHBIM KITFOUOM

8. OBITH Ha BEICOKOM yPOBHE 0€30MaCHOCTU U MPOBEPEHHBIMU BPEMEHEM

9. 0bMeH Kiro4a

10. B3auMOI€CTBYIONIME CTOPOHBI

11. cOBMECTHO HCTIOIB3YEMBII CEKPETHBIN KITFOY

12. psin MpOMEXKYTOUHBIX TYHKTOB
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13. BHeceTeBol (B pexkuMe odiiaiiH) 0OMEeH KITroua

14. oTipaBuTENb M TIOTYYaATENb

15. HegOCTaTOK B UCIMOIB30BAHUN KPUNITOTpa(UK ¢ OTKPHITHIM KITFOUOM

16. B COTHH U THICSAYU pa3 MEJICHHEE

17. aBnsteea PB u UB coOTBETCTBEHHO

18. mockosbky UB ecTh OTKPBITBIN KIIIOY. . .

19. pacmudpoBarth cooOIeHNe

20. mocpeaHuK

21. noxensbIBaTh WM U3MEHATH OTKPBITBIN KITHOY

22. uudpoBoii ceprudukar

23. TOCTaBIIATH OTKPBITHIN KIIFOY

24 .ayTeHpUKaINMOOHBIM METOOM (MeToOM YAOCTOBEPEHUS
MOV TMHHOCTH )

25. uudposas (NEKTPOHHAS) TOANHCH

26. CBSI3BIBATh OTKPBITHIN KJIIOY C UIEHTU(PUKAITMOHHON HHPOpMaluen

27. MaTemMaTUyecKasi cxema

28. ayTeHTUYHOCTH (MOJJIMHHOCTb) 3JEKTPOHHOT'O COOOLIECHUS WU

JTOKyMEHTa

29. Bepudukanus (MOATBEPKICHUE TMOJJIUHHOCTH) TOANUCUA HE

BBIITOJIHACTCA

Ex 2. Choose the right option to complete the sentences.
1. The main problem with symmetric key algorithms is

a) the key length

b) the key weakness

c) the key exchange

2. Public-key cryptography is also known as

a) symmetric cryptography

b) asymmetric cryptography
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c) shared-key cryptography

Ex. 3. A message encrypted with the recipient’s public key can only
be decrypted with

a) the sender’s private key

b) the sender’s public key

c) the recipient’s private key

Ex. 4. Symmetric-key algorithms are

a) as fast as asymmetric key algorithms

b) hundreds to thousands times slower than asymmetric key algorithms

¢) hundreds to thousands times faster than asymmetric key algorithms

Ex. 5. A Digital Certificate is

a) a small block of data that is attached to the documents you sign

b) an electronic document which proves your identity when you are doing

business on the Internet

c) a program designed to prevent unauthorized access to the network by

hackers

Ex.6. A digital signature is a mathematical scheme for demonstrating

a) the privacy of an electronic message or document

b) the availability of an electronic message or document

¢) the authenticity of an electronic message or document
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GRAMMAR

21 1

Ex. 1. Translate the sentences into English using an appropriate

modal verb equivalent.
1. 4 momxeH 3TO caenath. (00S3aTENBHO)
. 51 moykeH OBLI ATO cenaTh. (BUepa)
. MHe npuxoauTcs 3TO Aeath. (Iake €Ciu sl HE X0UY)
. MHe npHILIoCh 3TO cAeaTh. (51 ObLT BBIHYXK/IEH)
. MHe cienyet 310 caenarh. (IOTOMY UTO 3TO Pa3yMHO)
. 1 mory 3TO cnenath. (MOTOMY UTO YMEIO)
. 51 ymen aTo nenath. (paHbIie)

. 51 cmory 3TO cnenarth. (3aBTpa)

O 00 3 O W»n K~ WD

. I Mory 310 nenaTh. (MOTOMY YTO MHE MOYKHO)

10. A cmory 3To caenarts. (3aBTpa, IOTOMY UTO MHE pa3peliiar)

11. MHe HY>KHO 3TO ClIeNIaTh. (S B TOM HY>K/JIalOCh)

12. MHe He HY»HO 3TO JieN1ath. (HeT He0OXOAMMOCTH)

Ex 2. Choose the right variant:

1. Computer crime is on the rise. Companies and organizations ----------
consistently take strong precautions to protect themselves against security
breaches.
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a) can b) may c) must

2. Hackers use various methods to break into computer systems. For
instance, they -------- simply dial in through a modem.

a) may b) must c) should

3. Sometimes companies -------- hire former black-hat hackers to defend
their companies’ networks.

a) must b) have to c) are to

4. Malicious software, malware, -------- be avoided by following some
basic rules.

a) can b) must c) need

5. Install a firewall. It -------- prevent spyware from getting access to the
internal network.

a) must b) should c¢) might

6. People doing business over the Internet -------- get a Digital Certificate,
an electronic identity card.

a) must b) should c) are able to

7. When a Digital Certificate is issued, it is valid for a fixed period of
time. You -------- renew or update your Digital Certificate before it expires.

a) have to b) might c) are able to

8. A message encrypted with the recipient’s public key -------- only be
decrypted with the recipient’s private key.

a) needn’t b) can c) should

9. The primary advantage of public-key cryptography is increased
security: the communicating parties -------- exchange a private key between
them. In a secret-key system, by contrast, there is always a chance that an enemy
------- discover the secret key while it is being transmitted.

a) mustn’t; may b) shouldn’t; is able to ¢) needn’t; can

10. Gentlemen, the situation is critical. A few days ago the system was

broken into. A great deal of confidential information has been disclosed. We --
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fire several specialists of the security department. Now we -------- analyze the
situation to prevent such incidents in the future.

a) could; may b) had to; should ¢) might; can

11. ’ve been working on this program for many hours. I’m tired to the
bone and I think I -------- have a break. I hope I'll -------- to go on with this work
tomorrow morning.

a) should; be able to b) may; must c) can; need

12. You -------- believe everything you read on the Net. Be suspicious of
any wonderful offer. It -------- be a fraud.

a) could not; might b) don’t have to; can c¢) shouldn’t; may

13. You -------- read these documents. They are top-secret.

a) may not b) cannot c) needn’t

14. The conference on the problems of the security of information systems
------- begin next Monday.

a) must b) has to c) is to

15. We -------- do everything we -------- to keep this information secret.

a) need; may b) may; should ¢) must; can

16. | -------- speak English fluently now. Two years ago | -------- say only
a few words in English.

a) may; might b) can; could c) could; can

17. — This message is urgent. -------- | send it right now?

— No, you -------- . | have already sent it.

a) Can; can’t b) Must; mustn’t ¢) Must; needn’t

Ex 4. Put the parts of the sentences into the correct order.

1. software and hardware / security specialists / from malware / to protect
information / in the design of / specialize.

2. a program / from gaining access / is / a firewall / to the internal network
/ designed / to prevent spyware.

3. high-risk / don’t / sources / accept / from / files.
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4. signatures / to authenticate / are / digital / used / documents.

5. increased security / public-key cryptography / is / of / the primary
advantage.

6. the practice of modifying / to accomplish a goal / computer hardware
and software / is / computer hacking / the creator’s original purpose / outside of.

7. key algorithms / such as / asymmetric / RSA, SSL and TSL / data / will
keep / private.

8. extremely / secret-key / important / remains / cryptography.

Ex 5. Turn into Passive Voice

Passive Voice

Past Present Future
was/were am/is/are shall/will
Simple + + bf? }
(Indefinite ed ed ed
‘ ) V3 V3 A3 r
was/were am/is/are
Progressive being bejrng |
' (Y 72!71’?:‘,,"5'1','.“:{'.7:'v
(Continious) " ¥ e Furuse Shiple). ol
/ -
had been has/have shall/will
been have been
Perfect ¥ i - 5
| e e d
' V3 V3 V3
| Perfect
| Progressive
} (Continious) (ynompebasams Gopmul Perfect) t
i B &

1. | complete these forms after dinner.

2. My father exports luxurious products to Africa.

3. Tom doesn’t want a noisy room.

4. | want breakfast in my room.
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5. Tim rings the operator.

6. A photocopier makes fast copies.

7. Our company imports goods from Europe.

8. Peter sells photocopiers.

9. We have breakfast at 8.00.

10.Tom rings Mary everyday.

11.You make plastic products.

12.The photocopier makes ten copies per minute.
13.That company makes cell phones.

14.The customer wants red files.

15.My secretary does the filling.

16.1 want a drink.

17.You file these documents.

18.We sell excellent leather products from Argentina.
19.We need finance for our new company in Paris.
20.1 need your investment.

21.We want to invest in your country.

22.She needs money from London for her project.
23.You wait a call from Paris.

24.The secretary prepares coffee in the office.

25.1 meet a lot of people.
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26.1 do a lot filing at the office.

27.You answer the phone quickly.
28.Susan studies Maths at University.
29.She does a course in Business studies.

30.They need some order forms.
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UNIT IV. PROGRAMMING: LANGUAGES,

METHODS AND TECHNOLOGIES.
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Pictorial representation HaTJISATHOE TIPE/ICTaBICHHE

Predefined symbols 3apaHee 3aJaHHbIC CHMBOJIBI

Emplate 11abJI0H, 00Opaselr

Pseudocode TICEBJ/IOKO/I, TICEBIOTIPOTpaMMa

Burden U3JICPIKKH, 3aTPaThl

Consume noTpeOIsTh, pacX0/10BaTh

Top-down approach TIPUHIIATT HUCXOISIIEH pa3padoTKu

Looping logic JIOTHYECKasi cCXeMa BBITIOJIHEHUs (OTiepaliyii)B
ITUKJIC

OO0 & Visual Language |

High Level
Programming FORTRAN ~ C  Pascal

i

High-level-Language

Assembly Language

Low Level qumel m
Programming Machine Language

Hardware

Text 1. Computer Programming

Programming is the process of preparing a set of coded instructions which
enables the computer to solve specific problems or to perform specific functions.
The essence of computer programming is the encoding of the program for the
computer by means of algorithms. The thing is that any problem is expressed in

mathematical terms, it contains formulae, equations and calculations. But the
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computer cannot manipulate formulae, equations and calculations. Any problem
must be specially processed for the computer to understand it, that is — coded or

programmed.

The phase in which the system’s computers are written is called the
development phase. The programs are lists of instructions that will be followed
by the control unit of the central processing unit (CPU). The instructions of the
program must be complete and in the appropriate sequence, or else the wrong
answers will result. To guard against these errors in logic and to document the

program’s logical approach, logic plans should be developed.

There are two common techniques for planning the logic of a program. The
first technique is flowcharting. A flowchart is a plan in the form of a graphic or
pictorial representation that uses predefined symbols to illustrate the program
logic. It is, therefore, a “’picture’’ of the logical steps to be performed by the
computer. Each of the predefined symbols shapes stands for a general operation.
The symbol shape communicates the nature of the general operation, and the
specifics are written within the symbol. A plastic or metal guide called a

template is used to make drawing the symbols easier.

The second technique for planning program logic is called pseudocode.
Pseudocode is an imitation of actual program instructions. It allows a program-
like structure without the burden of programming rules to follow. Pseudocode is
less time-consuming for the professional programmer than is flowcharting. It

also emphasizes a top-down approach to program structure.

Pseudocode has three basic structures: sequence, decision, and looping logic.

With these structures, any required logic can be expressed.
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Watch the video
and check
yourself!

Ex. 1. Find in the text above the English equivalents for the following words

and expressions:

- COBOKYITHOCTh 3aKOJIMPOBAHHBIX KOMaH/T

- bopmyIIBl, ypaBHEHUS, BEIYUCIICHUS

- HeoOXoauMasl IOCeI0BATCILHOCTh

- 3aIIUIIATEH OT OIIHOOK

- OOIIENTPUHATAs METOANKA

- OCTPOEHUE OJIOK-CXEMBbI

- HarJIsAHOE TIPEICTABIICHHE

- 0e3 u37epKeK

- BBIJICJISITH TIPUHITAI HUCXOSIIEH 00paboTKu

- JJOrNM4€CKas CXE€Ma BBIITOJTHCHU A onepaunﬁ B [TUKIJIC
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Ex 2. Match the following English key words with their Russian

equivalents:

1) access program a) cTopoXKeBas Imporpamma

2) application program b) BcmomorarenpHas porpamma

3) archived program C) IUCTaHIIMOHHAS IporpaMma

4) binary program d) mporpamma gocryrma

5) database program €) ceTeBas MporpaMma

6) debugging program f) mporpamma B JBOMYHOM KOJI€

7) on-line program g) 3aapXuBHpOBaHHAS POTpamMma
8) support program h) nmporpamma otiaaku

9) remote program I) IpHKITaHAs TIporpaMmma

10) watch-dog program J) nporpamma, padoTaroias ¢ 0a30# JaHHBIX

Ex 3. Say if it is right or wrong. Give a full answer:

1. The essence of computer programming is the encoding of the program for the

computer by means of algorithms.
2. The computer can easily manipulate formulae, equations and calculations.

3. The instructions of the program must not be complete and in the appropriate

sequence.
4. There are three common techniques for planning the logic of a program.
5. Pseudocode is an imitation of actual program instructions.

6. Pseudocode doesn’t emphasize a top-down approach to program structure.
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7. Pseudocode has two basic structures: sequence and looping logic.
Ex 4. Complete the sentences:

1. Programming is the process of preparing a set of coded instructions which

enables the computer to solve ... .
2. The phase in which the system’s computers are written is called ... .

3. ... ... these errors in logic and to document the program’s logical approach,

logic plans should be developed.

4. A plastic or metal guide called a template is used to make ... .

5. ... 1s an imitation of actual program instructions.

6. Pseudocode is less time-consuming for the professional programmer ... .
Ex 5. Read and translate the following sentences:

1. We have done it already. 2. | have become a teleworker, a person who can
work at home, thanks for teleworking or telecommuting. 3. ICT has made my
job much better and easier. 4. We have decided to install computers in all
departments but we haven’t spent a lot of money on them. 5. He has designed a
web page and wants to transfer the data to his reserved web space. 6. A network
worm has struck 6.200 machines that formed 7.3% computers to network. 7.

When you came | had already written my email.
Ex 6. Think of questions for which the following might be answer.

1. Mary has designed a flowchart. 2. He has written the instructions in a
high-level language. 3. She hasn’t seen him since the summer. 4. He has given
her a machine code. 5. She has put her notebook into the bag. 6. She has
changed her nick. 7. She has always tried to stop him. 7. Most online banks have

introduced the concept of two-factor authentication.
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Ex 7. Translate into English using the Present Perfect.

1. Uro ciyumsocs? 2.Mbl TONBKO 4TO paszpaboranu Onok-cxemy. 3. OH
HUKOTJIa HE ClblIadl O mpaBujiax nporpammupoBanus. 4. Ona emé He
pacckazana emy o nceBiokoje. 5. S ero eme He 3akoHuUMIA. 6.0HU yKe 3HAIH
npaBuia mnporpamMmupoBaHus. 7. Tel korga-HuOyIb CIHbIIIAT O JOTUYECKOU

CXEMC BBIITOJIHCHUA onepaunﬁ B IUKIJIC.

Ex 8. Make up different word-combinations using the following words (A,

B) and translate them:

A B
Computer symbols
Appropriate phase
Mathematical approach
Development terms
Logical representation
Graphic program
Predefined rules
Program sequence

Ex 9. Translate the following sentences.

1. CyThb KOMIIBIOTEPHOTO MPOrPAMMHUPOBAHUS 3aKIIFOYAETCS B KOJAUPOBAHUU

MOCPCACTBOM aJIrOPUTMA.
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2. JlrobGas mpobiema 1omkHa ObITh 00paboTaHa creruaIbHbIM 00pa3oM s
TOT0, YTOOBI KOMITBIOTEP MOHST €€, T.€. OHA JOJDKHA OBITh 3aKOIUPOBaHA WIIH

3amnporpaMMHpPOBaHa.

3. CYIIICCTBYIOT JABEC O6IIICHPHH5[TBIC MCTOAMWKHU AJIS IIJIIAHUPOBAHUSA JIOTUYECKOM

MMOCJICA0BATCIIbHOCTH BBITIOJIHCHUS ITPOTPAMM.

4. bnok-cxeMa — 370 11aH B popMe rpaduueckoro Wik HarjIsAHOTO
MIPEICTABIICHUS], KOTOPBIN UCIIOJIB3YET 3apaHee 3aJaHHBIC CHMBOJIBI, YTOOBI
MPOULTIOCTPUPOBATDH JIOTUYECKYIO MOCIIEI0BATENLHOCTh BBITIOITHEHUS

IIporpaMMmEal.

5. IIceBookoa nmeeT TPHU OCHOBHBIX KOMIIOHCHTA: IIOCJICAOBATCIILHOCTD,

PCUHICHUC U JIOTHYICCKYIO CXCMY BBIITOJIHCHHSA B IIUKIIC.

Ex 10. Answer the following questions:

1. What is programming?

2. What is the essence of programming?

3. What should be done with the problem before processing by the computer?
4. What is a program?

5. What are instructions?
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6. What are the main techniques for planning the program logic?
7. What is a flowchart?

8. What is a template and what is it used for?

9. What do you understand by ‘’pseudocode’’?

10. What are the basic structures of pseudocode?

Ex 11. Complete the sentences using two of the words in each group.

1.install  crash log in

I’ve just bought this game for my computer and I want to it, but ’'m
worried that it’s going to make my computer again.

2. genius  manual gadget

I don’t understand how this works — where’s the instruction

for it?

3. revolutionized developed experimented

Home computers the world when they first came out and lots of us

can’t remember what life was like before they were
4. research engineer progress

The who works in my department is doing on a new kind
of technology.

5. guarantee laboratory test

The scientists in the realized that they had to do a different
to find the answer to their question.
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Ex 12. Choose the correct answers.

1. A database is a program that lets you

a) delete information from your computer;

b) store large amounts of information on a computer

2. If you study information technology you will learn about

a) the laws of engineering;

b) storing and sending information on electronic equipment

3. Graphic design isthe artof .

a) planning the decoration for the inside of a building;

b) designing pictures and text for books, advertisements and magazines
4. If someone is computer literate, they

a) are not very familiar with computers and how they work;

b) are familiar with computers and how they work

5. If you make a back-up copy of your work on a computer, you .
a) make an extra copy on a CD or other external memory;

b) print it out on paper and keep it in a folder

6. If you went to buy computer hardware, you would be looking for
a) disk drives, modems, keyboard, monitors, etc.;

b) the programs needed to work the machine.
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Most in-demand programming
languages 2021-2022

Python
Java

JavaScript

C++
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Text 2. Programming languages

Programming is the process of writing a program using a computer language.
A program is a set of instructions which a computer uses to do a specific task

(e.g. a solution to a Maths problem).

The only language a PC can directly execute is machine code, which consists
of 1s and 0s. This language is difficult to write, so we use symbolic languages
that are easier to understand. For example, assembly languages use
abbreviations such as ADD, SUB, MPY to represent instructions. The program

Is then translated into machine code by software called an assembler.

Machine code and assembly languages are called low-level languages because

they are closer to the hardware.
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High-level languages, however, are closer to human languages; they use forms
resembling English, which makes programming easier. The program is

translated into machine code by software called a compiler. Some examples are:
- FORTRAN - used for scientific and mathematical applications
- COBOL — popular for business applications

- BASIC — used as a teaching language; Visual BASIC is now used to create

Windows applications
- C — used to write system software, graphics and commercial programs

- Java — designed to run on the Web; Java applets are small program that run
automatically on web pages and let you watch animated characters, and play

music and games.

The languages used to create Web documents are called markup languages;

they use instructions (markups) to format and link files. Examples are:
- HTML — the code used to create Web pages

- Voice XML — it makes Internet content accessible via speech recognition and
phone. Instead of using a web browser on a PC, you use a telephone to access
voice-equipped websites. You just dial the phone number of the website and

then give spoken instructions, commands, and get the required information.
2. Steps in writing a program
To write a program, software developers usually follow these steps.
- First they try to understand the problem and define the purpose of the program.

- They design a flowchart, a diagram which shows the successive logical steps

of the program.
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- Next they write the instructions in a high-level language (Pascal, C, etc.). This

is called coding. The program is then compiled.

- When the program is written, they test it: they run the program to see if it
works and use special tools to detect bugs, or errors. Any errors are corrected

until it runs smoothly. This is called debugging, or bug fixing.

- Finally, software companies write a detailed description of how the program
works, called program documentation. They also have a maintenance program.
They get reports from users about any errors found in the program. After it has

been improved, it is published as an updated version.

Exercise 1. Match the terms from previous text 1 opposite with their

definitions.

1. programming a) basic language which consists of binary codes

2. machine code b) programming language such as C, Java or Visual
BASIC

3. assembly language  ¢) writing computer programs

4. high- level language  d) Low — level language translated into machine

code by an assembler

5. Java applet e) software which converts a source program into

machine code
6. compiler f) language used to create and format documents for Web

7. markup language g) small self-contained program written in Java
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Ex 2. Complete this article about the Voice XML application language with

the words from the bracket.

(HTML dial Voice XML commands speech

recognition)
Internet: Voice recognition takes off

You don’t need sophisticated cyx phone to surf the Internet when you’re on the

road — just your own voice. That’s the idea behind a new breed of voice service

that IS popping up all over the place. Subscribers
(D) a toll-free phone number and use spoken
()i to listen to anything from weather

conditions to stock quotes, or flight information to new stories. Half a dozen of
these services — such as Audiopoint, BeVocal, TellMe and TelSurf Networks —

have already gone live or are testing their systems.

These launches are all happening because two crucial technologies have come of
AZC. (3) i software from companies such as
Lucent, Nuance and Speechworks can now understand a wide range of accents
and diction without having to be trained to a specific voice. And computer
languages such as VoiceXML make it as easy to write voice services
(A) e has made it to write web pages. With (5)
.............................. , the human voice becomes a substitute for a computer
mouse and the spoken command for a click. It doesn’t, however, call up
conventional web pages, but content which is especially composed for a
telephone: sound clips, numbers, music, spoken text.
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Ex 3. Solve the clues and complete the puzzle.

Across

1. A new radio communication system.

3. A system that integrates telephones and computeris a ... ........ centre
4. A global system of networks of integrated services.

5. A device used to send and receive exact copies of documents.

Down

1. Similar to interactive TV.

2. Written information you get on your TV screen.
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TEXT 3. E-Russia

The information technologies are developing at a rapid pace in Russia and
penetrate into everyday life of people. Many people, who can access to Internet,
not only can buy and sale, same of them can’t work and live without using this
global electronic net. E-business and e-commerce are widely developing. The
information technologies are being widely used in medicine, health care,
education and science. Taking into consideration the rapid pace of IT
development, the state began the work on e-government introduction in Russia.
The government has to find new ways to complete its function, to interact with
the citizens and produce the innovation in public management. The Target
Program «E-Russia» was adopted. It was planned to develop the arrangements
on the budget consolidation of different departments which help adopt new
information technologies, and to create a platform for the integration of
departmental databases and the organization of the end-to-end e-circulation of
documents. At the very beginning of the program implementation considerable
amendments to the E-Russia program were adopted as a result of a constructive
discussion between all the participants concerned. The amendments turned the
program from an interdepartmental program to the program of the introduction
e-government. The E-Government Concept of the Russian Federation was
adopted. The Concept established the main priorities directions, and stages of
the e-government introduction in the Russian Federation. The government
also adopted the Information-oriented Society Development Strategy of the
Russian Federation which approves control values of the information-oriented
society development in the Russian Federation for the period till 2015. Thus,
these measures will have ensured the e-rendering of 74 state services by means
of the state web portal, and will have provided the introduction of the

interdepartmental end-to-end e-circulation of documents by 2015.
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The government will face new forms of public participation in the decision-
making. In the situation than information technologies (IT) possibilities allow
each citizen to participate actively in the definition of public policy, the relation
between government and citizens will be direct. The governments will have to
find new ways to complete his function, to interact with the citizens and produce
the innovation in public management. The Russia Federal Ministry of
Communications and Information is the coordinator of the elaboration of the
program. The realizing of that program will open the perspectives for the
different sectors of economy, society, and will stimulate the innovational
possibilities of private sector. There are several benefits derived from the e-
Russia: the customizing of the services, the reduction of the distances and the
time, the productivity and the efficiency, the decentralization, the transparency,
the supply and provisions of integrated services, the best administration of the

budget, among others.

However, the enormous digital gap that exists in countries as ours,
between the inhabitants that have and those that do not have access to Internet,
generates enormous challenges for a successful beginning of the electronic

government.

Ex.1. Match 1-6 with a-g.

1. private sector d. ”HHOBALIMOHHBIE NIEPCIIEKTUBBI
2. innovational possibilities B. YaCTHBII CEKTOP

3. rapid pace C 0a3a JaHHBIX JermapTaMeHTa

4. departmental database d. BBICOKasi CKOPOCTh

5. participate actively €. CeKTOPBI SKOHOMHKH



107

6. sectors of economy f. akTMBHO yuacTBOBAaTH

Ex.2. Make up sentences.
1. technologies are, The information, developing, in Russia, at a rapid pace.
2. have to find, The governments, new ways, to complete his function.
3. The state, e-government introduction, in Russia, began the work on.
4. The government, new forms of, public participation, will face.

5. is the coordinator of, The Russia Federal Ministry of Communications and

Information, the elaboration of the program.
6. E-business and e-commerce, developing, are widely.
7. The state web portal, of 74 services, will ensure the e-rendering.

Ex. 3. Answer the questions to the text.

1. Do the information technologies penetrate into everyday life of Russian

people?
2. How do Russians use the information technologies?

3. Did the state begin the work on e-government introduction in Russia?

4. Do IT technologies help the government to develop a new way of interaction

with the citizens?

5. Does IT program plan to create a platform for the integration of departmental

databases and the organization of the end-to-end e-circulation of documents?

6. Will the government face new forms of public participation in the decision-

making?
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7. What ministry is the coordinator of the elaboration of the program?

8. Will the realizing of that program open the perspectives for the different
sectors of economy, society, and stimulate the innovational possibilities of

private sector?

Ex.4. Choose the correct word and fill in the gaps. Use the text.

Access, developing, databases, sale, citizen, e-government, the innovation.

1. Many people, who can ....... to Internet, not only can buy and ....., some of

them can’t work and live without using this global electronic net.
2. E-business and e-commerce are widely.........

3. Taking into consideration the rapid pace of IT development, the state began

the work on ........ introduction in Russia.

4. 1t was planned to develop the arrangements on the budget consolidation of
different departments which help adopt new information technologies, and to
create a platform for the integration of departmental ...... and the organization

of the end-to-end e-circulation of documents.

5. In the situation than information technologies (IT) possibilities allow each
...... to participate actively in the definition of public policy, the relation

between government and citizens will be direct.

6. The governments will have to find new ways to complete his function, to

interact with the citizens and produce ........ in public management.
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Ex.5. Speak about E-Russia.
a) information technologies in Russia using these words and phrases
(are developing at a rapid pace, information technologies, can access to Internet,

can buy and sale, live without, e-business, to develop, idly used in, healthcare.)

b) e-government introduction in Russia using these words and phrases (the
state began, introduction, to find new ways, function, to interact with, the
innovation, in public management, to create platform, of departmental

databases, end-to-end circulation.)

c) new forms of public participation in the decision-making using these
phrases (the e-rendering of, by means of, web portal, the interdepartmental e-
circulation, will face new, IT possibilities, of public policy, new ways to

complete, several benefits, the reduction of the distances.)
Ex.6. Translate from Russian into English.

1. Nudopmanmonnsie TexHojgorun B Poccum pa3BUBAIOTCS OYEHb
OBICTpO.

2. MndopmaniMoHHbIE TEXHOJIOTHUN MMPOHUKAIOT B MOBCEAHEBHYIO )KU3Hb JIFOCH.

3. MudopmarimoHHbie TEXHOJIOTUN UCTIOJIB3YIOTCS B MEAMUIIMHE, 0Opa30BaHUM U

HayKe.
4. [IpaBuTENbCTBY HEOOXOAMMO HANTH HOBBIE CITIOCOOBI OOILIEHHSI C HAPOJIOM.

5. HoBas mporpamma mo3BONHT co3aarTh miatrGopmy s oObeauHeHus 0a3

JAaHHBIX PAa3/IMYHbIX MUHHUCTCPCTB.

6. OTU Mepbl MOMOTYT TOCYJApCTBEHHBIM YUYPEXKICHHUSIM OKa3bIBATh YCIyTd

yepes rocyJapCTBEHHbIN [OpTaJl.
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7. BHenpeHnune MH()OPMAIMOHHBIX TEXHOJOTHM MOMOXET IpakJaHaM aKTUBHO

Y4aCTBOBATh B OIIPCACIICHUU I‘OCYI[&pCTB@HHOﬁ ITOJINTHUKH.

8. Ocy1iecTBIEHUE AIEKTPOHHBIX MPOrpaMM OTKPOET HOBBIE MEPCIEKTHUBHI B

O9KOHOMHKC.

9. DOmnekTpoHHas @porpaMma JaeT MHOIO NPEUMYIIECTB, HaIpUMED,

COKpaIICHUC PACCTOAHUA.

Ex. 7. Fill in the spaces with the verbs go, come and walk.

1.1 ----- to last night, but you were out. 2. | think I will ----to see the football
match tomorrow. 3. He ----back from his walk very tired. 4. | am ----to the
country. 5. He ----- home because he wanted to take a breath of fresh air. 6. ----
on with your reading. 7. We shall ----by train to the South. 8. Do you---much? 9.
Ton is ill. —and bring the doctor. 10. Winter is ----- . 11. I cannot ----- so fast. 12. |
saw a dog ----towards me. 13. let us ----on a trip to the mountains. 14. | have a
headache after ----so long in the sun. 15. ----here quick! 16. You are late. The

bus has just-----.

Ex. 8. Express in one word the meaning of each of the following phrases.

You are given the first letter of each word and the number of letters in it.
1. Peaceful, wishing to live in peace (p----------- )

2. Very, very large (e------- )

3. Come next after (s------- )

4. The opposite of low-lying (m------------ )

5. Join together (c------- )

6. Belonging to the army (m------- )
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7. A river that flows into a larger river (t-------- )

8. Synonym of include (e------- )

Text 4. Programming languages.

Programming is the process of writing a program using a computer
language. A program is a set of instructions which a computer uses to do a

specific task (e.g. a solution to a Maths problem).

The only language a PC can directly execute is machine code, which
consists of 1s and 0s. This language is difficult to write, so we use symbolic
languages that are easier to understand. For example, assembly languages use
abbreviations such as ADD, SUB, MPY to represent instructions. The program

IS then translated into a machine code by software called an assembler.

Machine code and assembly languages are called low-level languages

because they are closer to the hardware.

High-level languages, however, are closer to human languages; they use
forms resembling English, which makes programming easier. The program is
translated into machine code by software called a compiler. Some examples are:
FORTRAN - used for scientific and mathematical applications COBOL -
popular for business applications BASIC — used as a teaching language; Visual
BASIC is now used to create Windows applications C — used to write system
software, graphics, and commercial programs Java — designed to run on the
Web; Java applets (ammer, mpunoxenme) are small programs that run
automatically on web pages and let you watch animated characters, and play

music and games.

The languages used to create Web documents are called markup

languages (s3b1k pa3smeTkn); they use instructions (markups) to format and link
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text files. Examples are: HTML — the code used to create Web pages VoiceXML
— it makes Internet content accessible via speech recognition and phone. Instead
of using a web browser on a PC, you use a telephone to access voice-equipped
websites. You just dial the phone number of the website and then give spoken

instructions, commands, and get the required information.
Ex.1. Read and translate the text
Ex.2. Match the terms from the text above with their definitions.
1 programming a basic language which consists of binary codes

2 machine code b programming language such as C, Java or Visual
BASIC

3 assembly language ¢ writing computer programs

4 high-level language and low-level language translated into machine

code by an assembler

5 Java applet e software which converts a source program into machine

code.
6 compiler f language used to create and format documents for the Web
7 markup language g small self-contained program written in Java

Ex. 3. Study these sample sections of programs. Rank from 1 (easiest

to understand) to 5 (most difficult to understand).

Ex. 4. Here is a list of language types used by programmers ranked
from natural human language at the top to machine code at the bottom.
Can you match any of the samples in Task 3 to this list?

1 Natural language

2 Very high-level language
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3 High-level language
4 Assembly language
5 Machine code

6. Language Work:

ABBREVIATIONS

As in many genres of legal English the use

Abbreviations
ASAP FAQw
VAT MP

of abbreviations is common in the language of

. cybercrime.

Look at the examples below and try to complete the missing words or

letters (small spaces) in parentheses. Translate them.

1.AS(A_ s Server)

2. ATM (A T Machine)
3.BTB___ th)

4.BW (Band )

5. CERT (Computer E R Team)
6. CNP Transaction (C _ __ Not Present Transaction)

7.CPS (C s per Second)
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8.CSP (C _ ___ Service Provider)

9.CSV (C ____ -separated values)

10.DBMS(D eM ment System)
11.DL(D __ ad)

12. DNS (D _ ___n Name System)

13.EFS(En _ ing File System)

15. FAQs (F A Q )
15.FxP (F ___ExchangeP ol)

16. GB ( )

17.1P (I Protocol)

18. 1S (I Systems)

19. ISP (I S Provider)

20. 1T (I T )
21.LCD(L____dCc__ Display)

22. MB ( )

23.MS(M__ Stick)

24. NFS (Network F __ System)

25.0DBC(O__ D se Connectivity)

26. OLTP (Online T n Processing)

27.0S (O System)

28. PDF (P nt Format)



29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,
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RAM(R_ __ _mA__ Memory)
RAT(R__ e Administration T _ 1)
RC(R_____nCode)

ROM(R__ O ___ Memory)

SMTP (S Mail T r Protocol)

SSD (Software Spe Document)

TB ( )

URL (U Resource L tor)

VGA (Video Graphics Adapter)

VR (V Reality)

WANMW ___AreaN__ K)

WAP (W Access P )
WiFi (W F o ___ y)
WLAN (W L AreaN

WWW ( )
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Grammar

o~

“cComPLEte |
-sentences ...

6

(see Appendix 4)
Ex 1. Complete the sentences in your own words:

1) The police officer would have gone abroad, if

2) | would tell the officer about the accident, if

3) We will go to the cinema, if

4) If you have finished the work,

5) If you lose your favorite umbrella,

6) If | get a lot of money,

7) 1 would have bought that expensive painting, if

8) If he earned a lot,

9) If you spend your holidays abroad,

10) I will leave the door ajar, if

11) You will miss your bus, if

12) If it rains tomorrow,
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13) They would go boating after a busy working day, if

14) If you should change your mind,

15) If it was possible,

Ex. 2. Put the verb into the correct form
(Appendix 4):

1) If she _ (to go) abroad, she __ (to be)

very > happy.
2) I (tovisit) him in the hospital, if | ___ (to have) free time.
3) Ifwe ___ (not to like) his suggestion, we ___ (to tell) him about it.
4) If John __ (to want) the advice, he _ (to ask) you.

5) If you _ (to have) better qualification, you __ (to be able to) apply
for better job.

6) Ifyou _ (to want) to find necessary information, you __ (to surf) the

net.

7) If somebody  (to steal) your collection of stamps, you __ (to call)

the police.
8) IfI __ (to have) a billion dollars, I (to travel) around the world.
9) You __ (to feel) better, if you __ (to go to bed) earlier.

10) You ___ (to have) free time, if you __ (to do) everything in time at

work.

11) If he ___ (not to lose) his ticket, he __ (to go) home by train.
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12) If you __ (to ask) a militia officer, he ___ (to help) you to find your
baggage.

13) Don’t be nervous if you  (to hear) bad news.

14) Our group ___ (to go) to Paris, if we __ (to win) the competition.

15) If I ___ (to know) her phone number, I ___ (to phone) her.

If-clause Main clause use Example
-4 o If + any presentlPresent Simple |Real - for generalllf you heat the water,
>
= form truth it boils
> = |If+any presentFuture / Real - likely tollf you work hard,
o o
2 & form Imperative can/happen  in  theyou’ll be tired.
‘; < [If +  PastWould/  could/Unreal-unlikely tollf 1 were you, I
o =
2> 5 Simple / Pastmight + bare inf. happen  in  thewouldn’t judge him.
m» = If + Past  |Would/  could/Unreal situation in|If you had locked the
(<) B}
S 5 | Perfect/ Past might + have +the past; also used tocar, it wouldn’t have

% Ex 3. Work in pairs. Make a dialogue. Student A is a
i police officer. Student B is a tourist. Discuss all unpleasant

Mt situations which can happen with a tourist and the

preventive methods:

e.g. A: If you go abroad on holiday, you should know the laws of the

country you are going to.

B: Yes, I know, but 1'd like to clarify some points. What should I do if |

lose my passport?

A: If you do it, you should go to a militia station and...
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Transform the sentences

Ex.4. Transform the sentences, using

“I wish” (see Appendix 3):

1) I'd love to know five foreign

languages.
2) Why don’t we go to the restaurant more often?
3) She hates working on Saturdays.
4) He’d love to investigate this case.
5) I"d like to live in Great Britain.
6) They hate playing board games after dinner.
7) They didn’t go to the party.
8) He decided to stop working as a detective.
9) He lost all his money.

10) Unfortunately, I didn’t tell you the truth.

Ex 5. Imagine that you are a
wizard and you can change your
life.

Tell your group what you’d

like to change. Use “I wish”.
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Ex. 6. Put the verb in brackets into the correct

Put into the )
St ol form (see Appendix 3).
1) I'wish I __ (to hang out with friends) after a busy
working day.

2) He fell and broke his leg pursuing the criminal. |

wish he __ (to be) more careful.

3) | wish you __ (to read) more English books in

future, because it is necessary for working abroad.
4) I can’t remember where I’ve put my binoculars. I wish I (to can).
5) Iwish I (not to lend) him my new car. He has broken it.
6) My watch has stopped. | wish | (to have) a better watch.
7) | feel so tired. I wish 1 (not to stay up) so late last night.
8) Iwish I (not to spend) all my money last night.
9) I wish he __ (to present) me his painting.

10) I wish I (to watch) comedy show after stressful working day.

“The ideal
working day )
of a Ex.7. In palirs

police
officer”

write a short story

on  {The Tideal

Use “I wish” constructions. Write 80-100 words.
(see Appendix 3)
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o @
Ex.8. Choose one correct variant

1. If she is as clever as you say, she __ rich by now.

a) will be b) would be ¢) would have been

2. If he had finished his work yesterday, he _ free now.

a) would be b) would have been c) will be

3. If I wereyou, I ___ the facts before | accused them.

a) would check b) will check ¢) would have checked

4. If she were in your position, she __ him by now.

a) will help b) would help c) would have helped.

5. They _ that expedition if they have enough free time.

a) will join b) would join ¢) would have joined

6. If her neighbors are too noisy, she always .

a) complains b) complained c¢) has complained

7. 1 wish cadets __ more fashionable clothes.

a) wear b) wore c) worn

8. I wish she __ more pleasant to the victims of the robbery.
a) had been b) is c) will be

9. 1 wish they _ me more.



a) pay b) paid c) would pay
10. If they liked that souvenir, they It.

a) will buy b) would buy c) would have bought

Ex. 9. Put the verbs in brackets into the correct tense:

“If you don’t call the police, you 1) (never find) your
collection of badges”. I remember my relatives saying me these words when my
house was robbed. If | 2) (listen) to them, | 3) (get) back
my badges. If | 4) (explain) the situation to a police officer, he
certainly 5) (help) me. If | 6) (can / change) anything
about that situation, | 7) (get) my badges back. But for me,
everything8) (find) and the thief 9) (punish). If only |

10) (understand) it earlier.
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ENGLISH-RUSSIAN VOCABULARY
A

accept- npuHuMaTh

access- 1) moctym, 2) mpoxoJ, oaxo, 3) BeIOopka HHMOOpMaILUK
according(to)- cooTBETCTBEHHO

active- 1) nesiTeNbHBIN, aKTUBHBIH; 2) TEHCTBYFOIIANA
add- mpu0aBIATh, IPUCOCAUHSATD

additional- 1o6aBoYHBIH, JOIOIHUTEILHBINA

allow- mo3BossATh, paszpemarh

appearance- BHEITHUI BUJI, HAPY>KHOCTh

append- npu6aBIsAThH, TOOUBATH

appendix- nmpuiioKeHHe

apply- ucnonp30BaTh NPUMEHSTH

archive- apxus

arrange- mpyuBOAMTH B MOPSIOK, CHCTEMAaTU3UPOBATh
assign- Ha3Ha4aTh, ONPEIEISTh

attach- npukperIsiTh, IPUCOCTUHSTD

attempt- 1) nombiTka 2) nbITaTHCA

attribute- cBoiictaa

avoid- uzberartp

backslash- ooparnas xocas yepra

back-up - nyonuposanue

basic - ocHOBHOI1, TTTaBHBIH

batch - 1) psin, maptus  2) rpynma, cepust
belong - mpunamIexKaTh

blink - mepuanue

boot - ocyIecTBUTH MePBOHAYANBHYIO 3aTPY3KY

bootable - criocoOHBII BEINOIHUTE IEPBOHAYAIEHYIO 3arPy3Ky
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break - mpepsiBaTh

buffer - 1) 6ydep 2) npomeskyTouHas 001aCTh MaMATH
bug - ommbka, gedekT, momexa

build - ctpouts

build into - BcTpanBath

cable - kabenb, poBoa

capital - 3arimaBHas OykBa

carry on - mpoaoJrnKaThb

carry out - BBIIIOJIHATH

CauSe - BBI3BIBATD, OBITH IPHUUHOMN

caution - 1) ocTOpOKHOCTB 2) MPETOCTOPOKHOCTD
chain - mocienoBaTebHOCT, 1ICTH

change - 3apsin, 3apsokath

check - mpoBepsTh

choice - BeIOOp

circular - kpyrubrit

clear - 1) yucThlii 2) OUMIIATH

close - 3akpbIBaThH

cluster - 1) rpynma 2) kiactep, maker, 0J0K
code - 1) kox 2) nmporpamma 3) KOAMPOBATH
combine - o0beTUHATE, KOMOMHUPOBATH
compare - cpaBHUBaTh

compatible - coBMecTuMBbIi

complete - moHbIH, 3aKOHYCHHBIN
completely - coBpeMeHHO, TTOTHOCTEIO
compute - BEIYUCIIATH

connect - coequHATH

CONSErve - CoOXpaHsAThb
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consist (of) - cocTosTh (U3)
consistent - mocieaoBaTeNbHbIN, COBMECTHBIN
console - 1) kpoHIITEiH 2) MyJIbT
contain - coxepsxath B cede
contents - conepxxkxumoe
contiguous - CMEXHBIN, COMPUKACAIOITHIACS
continue - mpooJKaTh
control - yrpagiieHue, KOHTPOJIb, PETyJIUPOBAThH
cord - mrHyp
correct - mpaBUJIbHBIN
correspond - cOOTBETCTBOBATH
COVer - MOKPHIBATh
current - 1) rexymuii 2) TeueHue, TOK
D
deal - 3anuMaTbCs 4eM-1100, UMETH JETI0
debug - ycTpansaTh HemonaaKu, HEMCIIPABHOCTH
define - onpenensTh
delete - ctupath
deny - orpunarh, OTKa3bIBATHCS
design - mpoekTHpOBaTh, MpeIHA3HAYATH
destination - HazHayeHue
destination disk - quck, Ha KOTOpBIH BeIETCS 3aITUCh
destroy - pa3pymaTh
differ - otmmuarecs, pasnarathb
direct - pykoBOUTh, HAIIPABJIATh
directory - mupexropus
default directory - nupextopus, UM KOTOPOH MOKHO HE YKa3bIBaTh
disk - mrck

blank disk - ru6xuii quck
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double-density disk- quck ¢ y1BOeHHO# MIIOTHOCTHIO

double-sided disk - nBycToponmii quck

master disk - quck opuruHan

MS DOS installed disk - wHCTaNISAIIMOHHBIN TUCK JJIST YCTAHOBKH
OIepariOHHOM CHCTEMBI

single-sided disk - muck, ¢ KOTOpPOTroO OCYIIECTBISAETCS KOMTMPOBAHKE

write-protected disk - muck, 3alIUIEHHBII OT 3aITUCH

divide - paznensate

drive - nuckoBo

default drive - nrckOBOA HCITOIB3YETCS IO YMOJYAHHIO

external floppy disk drive - BHelIHUI THCKOBO

internal floppy disk drive - BctpoeHHBI# TUCKOBOT

drive identifier - ugenTH(pHKATOP AUCKOBOAA

E

echo - oToOpakeHHe BBITOJIHEHHBIX KOMAH I Ha SKpaHe

edit - penakTHpOBaTH

editor - pemakrop

embedded - BcTpOoCHHBIH, BKIFOYCHHBIH

empty - mycrou

egncounter - BctpeyaTbCs

entire - OJIHBIM, IIEIBIH, BECH

equal - omuHaKOBBIM

error - ommoka

disk error writing - omm0Oka gonyiieHHas MPHU 3alMCH TaHHBIX Ha JTUCK

disk error reading - ommOka, KoMyIIEHHAS IPU CYUTHIBAHUH

divide error - omm0Ka, TomyIeHHAS TP JCIICHUN

€SCape - BBIXOJ U3 TEKYIIErO PeKuMa

exceed - mpeBbIIIaTh

except - kpome
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except for - 3a uckimoueHrEM

executable - BoimoTHEMBI#

executive - UCTIOTHUTEIbHBIN

extend - pacmmpsTh, MPOIITUTH

extension, file extension - pacmmpenue umenu (aiiaa
extra - 106aBOYHBIN

extremely - kpaiiHe, 4pe3BbIYAHO

fail - morepnieTsr HEYMATY
failure - orkas, cooi

fast - GercTpO

file - daiin

batch file - daiin, conepsxammii TpyImy KOMaHI
finite -orpanryeHHbIH

fit - cooTBeTCTBOBATH

fiX - yKpermasiTh, 3aKpeIuiiTh
floppy - ruOKuii

follow - cirenoBartn

font - mpudr

format - 1) bopmar, 2) hopmaTupoBathb

halt - ocranoBKa

handle - ynipaBnsaTh, onepupoBaTh
handler - mporpamma 06paboTKH
handy - yno06Hsrii
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hard - >xecTkuii
harm - Bpen, yiiep6
hide - npsitatbes

hold - nepxartb

identify - unenTuduUIIUPOBATH

illegal - HemomycTrMBIiA

include - BkirOYaTH, COAEPKAThH B cebe

indicate - moka3sIBaTh

initialize - nHUIIMATM3UPOBATH, YCTAHABIMBATH B UCXOIHOE MOJIOKEHHE
input - 1) BBo MHOpMaIKK, 2) HHGOPMAIIHS Ha BXOJIE

Insert - BCTaBIIATH

install - ycranaBiuBarh

interchangeably - 3amensis apyr npyra

italics - kypcus

job - 3amanue, 3amaya, padora

joint - coenuHATHCS

keep - uMeTh, XpaHUTD

Kind - copT, pa3HOBHUIAHOCTb, KJ1acc
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label - 1) meTka, 2) MapKHUpPOBATh, pa3Iu4aTh
leftmost - kpaiiHuii n1eBbIit

level - ypoBenn

link - cBs3B, coennaenue

list - criucox

locate - ycranaBnuBathb

lowercase - HwKHUH peructp

manage - pyKOBOJWTH, YIIPABJISATh
menudriven - (mporpamma) yrpasisieMas ¢ TOMOIIBIO MEHIO
message - cooO1ieHue

multilevel - MEOrOYpOBHEBBII

N
nest - 1) rae3no, 2) BCTaBIATh
network - cets
notation - o6o3HavYeHKE
notch - meTka
numerical — grcnoBoi, nuppoBoit

O

OCCUpPY — 3aHUMATh, 3aIIOJIHATH
option - BeIOOp

optional — HeoOsI3aTEMBHBIIH
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order — 1) mopsitok 2) UCIIpaBHOE COCTOSTHHUE
OVercome — npeo0JieTh

overflow — nepenonuenue

OVverview - o63op

OVerwrite — mepernoIHUTh 3aIHChIO

path — tpona, myTh K ¢aiiry

permit - paspyiaTh

point — To4ka, MyHKT

portable — mopraTuBHEI, HEepeHOCHOM
porition — yacth, 101

POWET - MOIIHOCTb

powerful — cunbHBIN, MOIIHBIIH

press — ’xarb, J1aBUTh

prevent — mpenoTBpalaTh

previously — npeaBapuTensHO, 3apaHee
primary — nepBoHaYaIbHbIH

prompt — HanoMrHaHUE, MOJICKa3Ka
Proper — mpaBUIbHBIN, HAJIE)KAUN
protect — 3ammiare

provide — obecnieunBaTh

range — nuamnasoH, peameT
rate — Hopma, CKOPOCTb, CTEIIEHb

receive — mosy4arb, IPUHAMATD
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record — 3amuceIBaTh, 3aIKUChH
recover — Bo3Bpailarh, BOCCTAHABIMUBATh
reload — mepe3arpysxartb
remainder — ocratox

remark — npuMeyaHue

remove — rnepeaBuraThb

rename — nepeMMeHOBbIBATh
repeat — moBTOpATH

replace — 3aMeHUTD

report — coo6maTh

require — TpeGOBaTh, HYKIAThCSI
reserved — 3amacHoii, pe3epBHbBIN
reset — nepeHacTpouTs

response — 1) oTBeT 2) peakius
restart — HauMHaTL CHOBA

return — Bo3BpalleHue

review — paccMaTpuBaTh

safe — Oe3omacHbIi

sample — oGpa3ert, madI0H, MOJIEIb
schedule — criucok, kartanor

select — oroupaTh

separate — oTaenATh

sequence — mociaea0BaTeIbHOCTh
serial port — pa3zbem

series — psia, cepus

Session - ceanc pabOThI C CUCTEMOM
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Set - ycraHaBiIMBaTh, HA3HAYATh

share - pa3gensTh

shell - o6os10uKa

shift - casur

side - cropona

similar - momoOHbBIH

skip - mpomyckath, IEpPENpPhIriBaTh
slash - pa3pes, kocas depta

specification - cnenudukanys, nepedeHn
specify - onpenensats

spot - mecTo

start-up - 1) Hayano, myck, 2) HaYMHATh
string - psia, MOCIEA0BATEILHOCTh
substitute - 3ameHaTH, 3aMeNATEH
sufficient - noctarounsIit

support - 1) mogaepkka, 2) mNoaAep>KUBaTh
suspend - mprocTaHABIMBATh

switch - 1) mepexitoucHue, 2) mepeKIOUaTENh

tab - yuer

table - Tabmuma, rpaduk

target - nenp

template - ma6yon, Mozenb
temporary - BpeMeHHbI!

term - tepMuH

terminate - 3aBepIarh, 3aKaHYNBATH

track - nopoxka
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transfer - mepenoc, nepemernienne
transmit - cooOmaTk, nepeaaBaTh
turn — moBopaumBaTthcs, tUrn on — BKIIrOUaTh, turn off - BeIKIIIOUATH

In turn - B cBOIO OYEpEIH

unable - HecrmocoOHBII
unigue - yHHUKaJIbHBIN

unless - eciu He, 1oKa He
unlock - oTkpbIBaTH

update - MoaEpHU3UPOBATH
UPpPErcase - BEpXHUI pETUCTP

utmost - kpariHui1, TpeAEIbHbBIN

\
vary - MEHSTbCs

verify - mpoBepsITh, KOHTPOJIUPOBATH
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NEW ENGLISH-ENGLISH TECH DICTIONARY

5G Connectivity

5G is the fifth generation of mobile networks. It is said to be up to 100
times faster than 4G and it can provide higher speed, lower latency, greater
capacity, more reliability and a more uniform  experience.
Examples include: Autonomous vehicles, AR and VR, smart cities, immersive
entertainment

Artificial Intelligence (Al)

Al, also known as machine intelligence, is intelligence demonstrated by
machines, as opposed to natural intelligence displayed by humans and animals.
It is the ability of a digital computer or computer-controlled robot to perform
tasks commonly associated with intelligent beings.
Examples include: self-driving cars, a virtual travel booking agent,
manufacturing robots

Augmented reality (AR)

Augmented reality, or AR, is an enhanced version of the real (physical)
world. Al is achieved through the use of digital elements via technology.
Examples include: Snapchat, Google Street View, Pokémon Go

Big Data

Big data treats ways to analyze, systematically extract information from,
or otherwise deal with data sets that are too large or complex to be dealt with by
traditional data-processing application software.
Examples include: Personalized marketing, finding new customer leads,
medical records, social media

Blockchain

A blockchain is a decentralized, digitally distributed and often public
ledger consisting of records called blocks that is used to record transactions
across many computers so that any involved block cannot be altered
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retroactively, without the alteration of all subsequent blocks. Blockchains store
blocks of information in a chronological order that are irreversible and
immutable. Blockchains are mostly known for their role in cryptocurrency
systems such as Bitcoin.
Examples include: NFT marketplaces, electronic voting, tracking of music
royalties

Cryptocurrency

Cryptocurrency is a digital or virtual currency in which transactions are
verified and records maintained by a decentralized system using cryptography,
rather than by a centralized authority. Cryptocurrencies can also be defined as
tradable digital assets or digital form of money built on blockchain technology
that only exists online.
Examples include: Bitcoin, Ethereum, utility tokens

Datafication

Datafication, also known as datafy, is a technological trend that turns
many aspects of our life (subjects, objects, and practices) into online quantified
data which is subsequently transferred into information realised as a new form
of wvalue. It allows for real-time tracking and predictive analysis.
Examples of the datafication process include: Netflix, or social platforms
such as Facebook and Instagram that collect and monitor our data information in
order to market products we would be interested in.

Data mining

Data mining is the process of extracting raw data and turning it into useful
information by using software to look for patterns in large batches of data.
Examples include: Cross-selling and upselling the Ecommerce sector, Collect
and store data techniques in science and engineering

Digital Divide

The gap between those (individuals, households, businesses and
geographic areas) who benefit from the Digital Age (who have ready access to
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computers and  the internet) and those who do not.
Examples/causes of the digital divide include: Infrastructure, low literacy, low
income levels

ALSO SEE: A beginner’s guide to understanding technology

Digital twins

A digital twin is a virtual model, representation or replica that serves as
the real-time digital counterpart, or mirror, of a physical object or process.
An example include: Automotive manufacturers use digital twin technology to
change the way cars are being made

Edge Computing

A distributed computing paradigm that brings computation and data
storage closer to the sources of data.

Examples include: Cloud gaming, smart homes, predictive maintenance

Extended Reality (XR)

Extend Reality, or XR, is an umbrella term for AR, MR, VR, as well as
other immersive technologies. XR refers to all real-and-virtual combined
environments and human-machine interactions that are generated by technology
and wearables.

Examples include: XR video games, XR tech devices, Zoom virtual
backgrounds

Gig Economy

Workers in the Gig Economy are freelancers, part-time workers,
independent contractors, temporary workers, etc.
Examples include: Freelance writing, Web developing, Digital marketing

Hyperautomation

According to Gartner, a technological research and consulting firm,
hyperautomation is a business-driven, disciplined approach that organizations
use to rapidly identify, vet and automate as many business and IT processes as

possible. It involves the orchestrated use of multiple technologies, tools or
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platforms, including Al, machine learning, robotic process automation, etc.
Examples include: Automating billing cycles, customer communication and
collection in healthcare

Lossless audio

Lossless audio is all about the streaming process not affecting the quality
of the sound. According to Apple Music, who announced in May 2021 that
they’re adding a lossless streaming service that will deliver uncompromised
sound quality at no extra charge, most audio compression techniques lose some
amount of data contained in the original source file. In short: Lossless
compression is a form of compression that preserves all of the original data.

Metaverse

A virtual-reality space in which users can interact with a computer-
generated environment and other users. Also known as a network of 3D virtual
worlds focused on social connection.

Examples include: Ernest Cline’s 2011 science fiction novel, Reader Player
One, Fortnite Concerts, Augmented Reality (AR)

Mixed Reality (MR)

Mixed Reality, or MR, is the merging of the real and virtual worlds to
produce new environments and visualizations, where physical and digital objects
co-exist and interact in real time. MR is a combination of multiple advanced
technologies, primarily AR and VR.
Examples include: Microsoft’s Hololens, experiential education

Listen to the Future Females podcast: Lily Wu shares “Everything you
need to know about NFT’s and why we need more female representation in
Web3” here.

Non-fungible token (NFT)

An NFT is a non-interchangeable unit of data, or a digital asset, stored on

a blockchain that can be sold and traded. NFTs can’t be exchanged for another
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asset of the same type.
Examples include: Art, music, videos, real estate

ALSO SEE: NFTs: Learn from Lily Wu

Quantum Computing

A type of computation that harnesses the collective properties of quantum
states, such as superposition, interference, and entanglement, to perform
calculations. Devices that perform quantum computations are known as quantum
computers. Where conventional computers use bits, quantum computers use
quantum bits known as qubits.
Examples include: Al, since quantum computers can analyze large amounts of
data to provide Al machines feedback for improving performance

Robotics

The interdisciplinary branch of technology that deals with the design,
construction, operation and application of robots. The goal of robotics is to
design machines that can help and assist humans.
Examples include: Al powered robot assistants, drones, robotic toys,
automotive industry robots, NASA’s Robonaut

The Internet of Behaviors (10B)

loB refers to the gathering of data (from loT as well as other sources) in
order to predict human behavior, interests and preferences. It seeks to
understand how, why and when people use technology when purchasing things.
Examples include: Digital marketing and personalized advertisements on social
media

The Internet of Things (1oT)

The interconnection via the internet of computing devices embedded in
everyday objects, enabling them to send and receive data.
Examples include: Smart home security systems, wearable health monitors
(Fitbit, Apple Watch, etc.), connected cars

Virtual Reality (VR)
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Virtual Reality, or VR, is a simulated experience (making use of computer
technology) that can be either similar to the real world, or completely different.
Examples include: VR as a treatment for mental health issues such as PTSD
and anxiety, body-scanning technology in VR, gambling in VR

Voice-user interface (VUI)

A voice-user interface, or VUI, makes spoken human interaction with
computers possible.
Examples include: Apple’s Siri, Amazon’s Alexa

ALSO SEE: 5 tips on how to pay yourself a salary

Web3

Web3, or Web 3.0, is an idea (or a work-in-progress) for a new iteration
of the web known as the upcoming third generation of the internet. It will be
based on blockchain technology, which will incorporate concepts such as
decentralization and token-based economics. Information will be processed in a
smart, human-like way through technologies such as machine learning and Big
Data.

Did you know? Web 3.0 was previously known as the “semantic web”

White paper

White paper is a long piece of written content (such as a report or guide)

viewed in eBook format. These white papers are used to explain a subject better.
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An Introduction of Computer Forensics

An Introduction of Computer Forensics plays a vital role within the
investigation and prosecution of cyber criminals the method includes
acquisition, inspection, and news of data hold on across computers and networks
related to a civil or criminal incident. Incident responders should be properly
trained to extract, analyze, report, and investigate cases that involve technology
because of the source or the victim of a crime.

This section discusses computer forensics and its role in incident handling
provides an outline of pc forensic method, and explains the phases concerned in

pc forensics Investigation method.

Computer Forensics

Computer Forensic may be a digital forensic division that deals with
crimes committed across computing devices like networks, computers, and
digital storage media. It refers to a group of method procedures and techniques
to determine, gather, preserve, extract, interpret, document, and gift proof from
computing instrumentation in such a manner that the discovered proof is
appropriate throughout a legal and/or body continuing within the court of law.

In short, PC forensics deals with the method of finding proof associated
with a digital crime to search out the culprits and take legal actions against them.

Listed below are the objectives of PC forensics:

— ldentify, gather, and preserve the proof of a cybercrime.

— Track and prosecute the perpetrators within the court of law.

— Gather proof of cyber crimes in a very forensically sound manner.

— Find vulnerabilities and security loopholes that facilitate attackers.

— Understanding the usage of correct tools for varied forensic functions.

Role of laptop Forensics in Incident Handling
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The incident response could be a method of developing a method to deal
with the incidence of any security breach within the system or network. the
method includes the formulation of security policy and goals of incident
response; creation of incident response team; analysis of threats; establishing
ways for detection a breach; and making ready to combat threats and mitigate
damages within the event of a security breach.

Organizations produce incident response plans to accomplish goals
such as:

— Develop and implement a powerful security policy

— Effectively monitor and analyze the systems and network traffic

— Ensure operational logs and work mechanisms

— Handle the incidents in a very manner that minimizes the injury and
reduces recovery time and prices
— Map the pathway for extracting proof in a legally sound and acceptable
manner

Define the role of an occurrence response skilled, like distinctive however
breach occurred, a way to find the strategy of the breach, and the way to
mitigate the breach On the opposite hand, laptop forensics could be a legal
method of finding, gathering, analyzing, and presenting the proof in a very court
of law to work out the perpetrator behind the incident. Organizations typically
embrace laptop forensics as a part of the incident response commit to track and
prosecute perpetrators of an occurrence.

There has been an associate exponential increase within the range of
cybercrimes and litigation involving giant organizations. This has highlighted

the requirement for laptop forensics. Organizations have to be compelled to use

the services of a laptop forensics agency or rent laptop forensics professional to
protect against laptop incidents or solve crimes that involve the utilization of

computers and connected technologies. The staggering monetary losses caused


https://www.info-savvy.com/business-needs-and-requirements/

143

by laptop crimes have conjointly contributed to the revived interest in laptop
forensics.

The most role of laptop forensics in incident handling is to:

— Prepare for incidents ahead to make sure integrity and continuity of
network infrastructure.
— Identify and gather proof of laptop crimes in a very forensically sound manner.

— Determine the precise cause, nature, and impact of the incident.

— Generate a timeline for the incident that helps in correlating completely
different incidents.

— Conduct a rhetorical analysis of the affected system that helps in
deciding the character of incidents and impact of the incident.

— Identify and track the perpetrators of the crime or incident.

— Extract, process, and interpret the factual proof so it proves the
attacker’s actions within the court.

— Offer ample protection to information resources and guarantee
regulative compliance.

— Protect organizations from similar incidents in future.

— Counteract on-line crimes like abuse, bullying, and name injury.

Minimize the tangible and intangible losses to a company or a person.

— Support prosecution of the offender of an occurrence.

— Save organizations cash and time by conducting an injury assessment of
the exploited network.

— Save organizations from legal liabilities and lawsuits.

Digital forensics can be defined as a branch of forensic science dedicated
to recovery and investigation of digital or electronic data. These data can be
from any digital asset or data storing entity which includes a computer system,
mobile device, cloud service, and so on. Infosavvy gives training on incident

handling in how digital forensic work. Accreditation by EC-Council.
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1.  What is Computer Forensics?

2. What are the objectives of Computer forensics?

3. What is the Role of laptop Forensics in Incident?

An Introduction of Computer Forensics | Info-savvy.com https://info-

savvy.com/an-introduction-of-computer-forensics/

Anti-phishing Tools Guide

What are some easy anti-phishing tools?

An Anti-phishing Tools Guide toolbar is a outstanding way to assist
alongside these who are much less computer-savvy. You can strive and train
them how to become aware of and keep away from phishing attempts, however
the truth is, they may also in no way turn out to be adept at it.

Doing a speedy search on the web can yield you many respectable free
results. A free anti-phishing toolbar can also be enough for everyday day-to-day
browsing, however we advocate you to additionally seem at anti-phishing carrier
for your enterprise.

Toolbar at Netcraft

The Netcraft Toolbar provides updated information about the sites users
visit regularly and blocks dangerous sites. The toolbar provides you with a
wealth of data about the sites you visit. This information will assist you make an
informed choice about the integrity of these sites.

Features:

. Protect your savings from Phishing attacks

. Observes the hosting location and risk rating of each website visited
(as well as other information)

. Helps in defending the web community from fraudsters

. Checks if a web site supports Perfect Forward Secrecy (PFS)


https://info-savvy.com/an-introduction-of-computer-forensics/
https://info-savvy.com/an-introduction-of-computer-forensics/
https://www.info-savvy.com/web-server-concept/

145

. Observes if a web site is laid low with the aftermath of
the Heartbleed vulnerability
PhishTank

PhishTank is a collaborative clearinghouse  fordata __and

information about phishing on the Internet. It provides an open API for
developers and researchers to integrate anti-phishing data into their applications.
learn more about Anti-phishing tools in CEH from Infosavvy.
Learning Good Ways To Protect Yourself From Identity Theft
Common Social Engineering Targets and Defense Strategies

Attackers implement various social _engineering techniques to trick

people into providing sensitive information about their organizations, thus
helping the attackers in launching malicious activities. These techniques are
used on privileged individuals, or those who have important information.

The table below shows common social engineering targets, various
social engineering techniques an attacker uses, and the defense strategies to

counter the attacks.

~

i Ensineﬂind:\mck Techniques Defense Strategies
Targets
' Train employees / help desk never to
Front office and help Eav.esdﬂ')ppmg, Sho‘.‘ld“ eveal passwords or other information by
desk pusfiog, impersonation, hone. Enforce policies for the front office and

ersuasion, and intimidation
P " elp desk personnel

rain technical support executives and system|

Technical support and

< lmpersonation, persuasion.El dii
System administrators dministrators never to reveal passwords or

intimidation, fake SMS,

other information by phone or email
phone calls, and emails

impersonation, reverse sociallmplement strict badge, token or biometrig

Perimeter security engineering,  piggybackingauthentication, employee training, and security
tailgating, etc. ’Euards
Should fing,
L SRR Employee training, best practices and checklists|
Office eavesdropping, ingratiation,)

for using passwords. Escort all guests.
etc.
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'Vendors of the Impersonation, persuasion, . . .
Sl B SRR Educate vendors about social engineering.
target organization [intimidation

il iosss Theft, damage or forging of |Lock and monitor mail room, including
ilr

imails employee training

Attempting to gain access

remove equipment, and/or  |Keep phone closets, server rooms, etc. locked at

lattach a protocol analyzer to all times and keep updated inventory on
Machine

[grab the confidential data equipment
room/Phone closet

Fake SMS, phone calls and Train executives to never reveal identity,

Company's : :°1's g

X emails to erab confidential  [Passwords or other confidential information by
Executives data B phone or email
T Disiipésas: diving Keep all trash in secured, monitored areas,

shred important data, erase magnetic media

1. What are the three methods used in social engineering to gain
access to information?

2. What are examples of social engineering techniques?

3. What is the term used for the technique used by phishing attacks to
trick users into sharing confidential data?

4, What is the best defense against phishing?

Anti-phishing Tools Guide | Infosavvy Security and IT Management
Training https://info-savvy.com/anti-phishing-tools-guide/

Concept of Security, Cyber Space & Cyber Crime

Concept of Security Cyber Space & Cyber Crime in this Cybercrime
refers to the series of social group attacking each cyber space and cybercrime
security. Cybercrime refers to criminal activity done exploitation computers and
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also the net. It conjointly involves criminal access (unauthorized access,
transmissions of pc knowledge, to, from or at intervals a computing system.

Understanding Security as a process

Security is a process, not an end state.

Security is the process of maintaining standard level of apparent risk. No
organization can be considered “secure” for any time beyond the last
verification of adherence to its security policy. If your manager asks, “Are we
secure?”” you should answer, “Let me check.” If he or she asks, “Will we have a
tendency to be secure tomorrow?”” you should answer, “I don’t know.” Such
honesty will not be popular, but this mind-set will produce greater success for
the organization in the long run.

concept security is a part Certified Ethical Hacking v10(CEH
v10) training you learn the cyber security attacks and their impact.

Security Features

 Confidentiality: It is roughly equivalent to privacy. Measures
undertaken to confirm confidentiality are designed to stop sensitive data from
reaching the incorrect folks, whereas ensuring that the proper folks will actually
get it: Confidentiality is assurance that data is shared solely among approved
persons or organizations.

* Integrity: Assurance that the information is authentic and complete.
Integrity In information security, data integrity means maintaining and assuring
the accuracy and consistency of data over its entire life-cycle.

« Availability: Assurance that the systems responsible for delivering,
storing and processing information are accessible when needed, by those who
need them. Availability of knowledge refers to making sure that approved
parties are able to access the data once required.

Concept of Cyberspace:

With the arrival and growth of electronic transmission, the word

“cyberspace” has entered into everyday formulation. But what does this word
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signify? | begin by sketching equivalence between physical area and Internet,
showing that they share the ideas of place, distance, size and route in common.
With this mutual framework in place, I’'m going on to look at numerous theories
substantial, relational, physicist and Kantian concerning the character of
physical area. We see that, whereas Internet shares a number of the properties of
physical area isolated by every of those theories, still it cannot be subsumed
under any one theory. We also see that cyberspace exhibits several novel
properties, projecting it far beyond the scope of any existing theory and setting it
apart as an exciting Cyberspace is “the environment in which communication
over computer network happens.© And almost everybody in one way or the
other is connected to it.

Steps to Cyber Security

Certified Ethical Hacker | CEH Certification

Concept of Cybercrime

Computer crime, or cybercrime, is any offence committed over a
computer and a network. Computers are utilized in the commission of a criminal
offense, or it may be the target.

To better cybercrime understand, you can refer to below example.

Commonwealth bank, Australia — march 2011:- automatic teller machines
(atms) spat outtens of thousands of free dollars in Sydney Tuesday after a
computer glitch turned into a nightmare for the commonwealth bank. It security
believe that it is a consequence of hacking.

As per University of Maryland, Cyber security, also referred to as
information technology security, focuses on protecting computers, networks,
programs and data from unintended or unauthorized access, change or
destruction. The state of being protected against the criminal or unauthorized use
of electronic information, or the measures taken to achieve this. ‘Some folks
have argued that the threat to cyber security has been somewhat inflated’.

Cyber security
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Cyber security endeavors to confirm the realization and maintenance of
the safety properties of the association and user’s assets against relevant security
risks within the cyber setting.

If you wish to learn Cyber securityand build a colorful career
in cybersecurity, then check out our Cyber security Certification & Training
with infosavvy in Banglore Location which comes with instructor-led live
training and real-life project experience. CEHv10 training will help you
understand cyber security in depth and help you achieve mastery over the
subject.

Questions related to this topic
What is cyber space security?

What are different methods of cyber security?
What is cybercrime introduction?

Who is responsible for cyber security in a company?

o k w0 Ddp

What is Concept of Security Cyber Space & Cyber Crime?

Concept of Security, Cyber Space & Cyber Crime | Info-savvy

https://info-savvy.com/concept-of-security-cyber-space-cyber-crime/

Defend Against Key loggers

Defend against Key loggers are an increasingly common variety of
malware threatening consumers today. Key logger programs record every
keystroke the user makes, and hackers can use this data to decipher your
passwords and other tip. Unfortunately, key loggers are very difficult to detect
this suggests your information will be compromised for an extended time

without you knowing it. Read on for more information on what key loggers are,
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how they work, and the way you’ll be able to prevent them from accessing your
computer.

The following are some more ways to defend against key loggers:

— Use pop-up blockers and avoid opening junk emails — Install anti-
spyware antivirus programs and keep the signatures up to now. — Install
professional firewall software and anti-key logging software. — Recognize
phishing emails and delete them. — Update and patch system software regularly
to defend against key loggers — Do not click on links in unwanted or doubtful
emails which will point to malicious sites —Use keystroke interference
software, which inserts randomized characters into every keystroke — Antivirus
and anti-spyware software is ready to detect any installed software, but it’s
better to detect these programs before installation. Scan the files thoroughly
before installing them onto the pc and use a registry editor or process explorer to
see for keystroke loggers.

—Use the Windows onscreen keyboard accessibility utility to enter
the password or the other tip. you’ll maintain your information confidentially
because you employ mouse to enter any information like passwords and master
card numbers into the keyboard, rather than typing the passwords using the
keyboard.

— Use automatic form-filling password manager or a virtual keyboard to enter
user names and passwords because they avoid exposure through key loggers,
This automatic form-filling password manager will remove the utilization of
typing your personal, financial, or confidential details like master card numbers
and passwords through keyboards. — Keep your hardware systems secure in a
very locked environment and regularly check the keyboard cables for the
attached connectors, USB port, and computer games like the P52 that are
accustomed install key logger software. — Use software that regularly scans and

monitors the changes within the system or network.
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— Install host-based IDS, which may monitor your system and disable the
installation of key loggers.

Hardware Key logger Countermeasures

— Restrict physical access to sensitive computer systems. — Periodically
check your keyboard interface to make sure that no extra components are
plugged to the keyboard cable connector. —Use encryption between the
keyboard and its driver. — Use an anti-key logger that detects the presence of a
hardware key logger like Oxygen Key Shield. — Use an on-screen keyboard and
click on thereon by employing a mouse.

Anti-Key loggers

. Anti-key loggers, also called anti-keystroke loggers, detect and disable
keystroke logger software. Anti-key logger’s special design helps them to detect
software key loggers. Many urge organizations, financial institutions, online
gaming industries, also as individuals use anti-key loggers for shielding their
privacy while using systems. This software prevents a key logger from logging
every keystroke typed by the victim and thus keeps all personal information safe
and secure. An anti-key logger scans acomputer, detects, and removes
keystroke logger software. If the software (anti-key logger) finds any keystroke
logging program on your computer, it immediately identifies and removes the
key logger, whether it’s legitimate keystroke logging program or an illegitimate
keystroke logging program.

Some of the anti-key loggers detect the presence of hidden key loggers by
comparing all files within the computer against a signature database of key
loggers and checking out similarities. Other anti-key loggers detect the presence
of hidden key loggers by protecting keyboard drivers and kernels from
manipulation. A virtual keyboard or touch screen makes the keystroke capturing
job of malicious spyware or Trojan programs difficult. Anti-key loggers secure
your system from spyware, key loggers.

Zemana Anti Logger
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Zemana Anti Logger may be a software application that blocks hackers. It
detects any attempts to change your computer’s settings; record your activities,
hook to your PCs sensitive processes, or inject malicious code in your system. It
protects your computer from key logger and malware attacks, thereby protecting
your identity. The Anti Logger detects the malware at the time it attacks your
system instead of detecting it supported its signature fingerprint. It’1l prompt you
if any computer virus is attempting to record the keystrokes of your system,
capture your screen, gain access to your clipboard, microphone, and webcam, or
inject itself into any sensitive areas of your system.

Defend Against Spyware

Zemana Anti-logger provides protection against various threats like SSL
logger, webcam logger, Key loggers, clipboard and screen logger, spyware,
Trojans, and so on.

In cybersecurity there are so many different attacks are there in which
one of the most happen attack is stealing user data using
of keylogger. keylogger captures all the data which you type with your
keyboard and hacker trace that data. mostly data can be login id or
password. Infosavvy gives Training on CEHv10 Course in which you will
learn in details of these types of attacks.

Questions related to this topic

1 Can a key logger be detected?

2 Will a key logger record passwords?

3. Is Key logger a malware?
4

What type of malware is a key logger program?

Defend Against Key loggers | Info-savvy https://info-savvy.com/defend-

against-key-loggers/
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Defend Against Spyware

Spyware

Spyware is defended any computer virus installed into a user’s system
without the user’s knowledge and gathers tip like personal data and access logs.

Spyware comes from three basic sources:

Free downloaded software, email attachments, and websites that
automatically install spyware once you browse them.

Here are ways to defend against spyware:

. Try to avoid using any computing system which isn’t totally under
your control.

. Never adjust your Internet security setting level too low because it
provides many chances for spyware to put in on your computer. So, always set
your Internet browser security settings to either high or medium to defend your
computer from spyware.

. Don’t open suspicious emails and file attachments received from
unknown senders. there’s an excellent likelihood that you simply will get an
epidemic, freeware, or spyware on the pc. Don’t open unknown websites present
in Spam mail messages, retrieved by search engines, or displayed in pop-up

windows because they’1l mislead you to download spyware.

. Enable a Firewall to boost the protection level of your computer
. Update the software regularly and use a firewall with outbound
protection

. Regularly check task manager report and MS configuration
manager report

. Update virus definition files and scan the system
for spyware regularly

. Install anti-spyware software. Anti-spyware protects against

spyware. Anti-spyware is the first line of defense against spyware. This
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software prevents spyware installed on your system. It periodically scans your
system and protects your system from spyware.

. Keep your OS up so far.

. For other users, using other operating systems or software products,
ask the knowledge given by the operating system vendors, and take essential

steps against any vulnerability identified.

. Perform web surfing safely and download cautiously

. Before downloading any software, confirm that it’s from a trusted
website. Read the ‘license agreement, security warning, and privacy statements
related to the software thoroughly to urge a transparent understanding before
you download.

. While downloading freeware or shareware from an online site,
make sure that the location is safe. Likewise, take care of software programs
obtained through PP file-swapping software. Before installing such programs,
perform a scan using anti-spyware software

. Do not use administrative mode unless it’s necessary because it’s
going to execute malicious programs like spyware within the administrator
mode. As a result, attackers may take complete control over your system,

. Do not download free music files, screensavers, or smiley faces
from the web because after you download such free programs, there’s a chance
that spyware comes beside them invisibly.

. Beware of pop-up windows or sites, Never click anywhere on the
windows that display messages like your computer could also be infected, or
that they will help your computer to run faster. once you click on such windows
your system may get infected with spyware.

. Carefully read all disclosures, including the license agreement and
privacy statement before installing any application

. Do not store personal or financial information on any computing

system that’s not totally under your control, like in an online cafe.
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Anti-Spyware

There are many anti-spyware applications available within the market,
which scan your system and check for spyware like malware, Trojans, Dialers,
worms, key loggers, and rootkits, and take away them if found. Anti-spyware
provides real-time protection by scanning your system at regular intervals, either
weekly or daily. it scans to confirm the pc is free from malicious software.

SUPER Anti Spyware

SUPER Anti Spyware may be a software application which might detect
and take away spyware, adware, Trojan horses, rogue security software,
computer worms, rootkits, parasites, and other potentially harmful software
applications.

Features:

— Defend and take away Spyware, Adware and take away Malware,
Trojans, Dialers, worms, key loggers, hijackers, Parasites, Rootkits, Rogue
Security Products and lots of other sorts of threats.

— Repair broken Internet Connections, Desktops, Registry Editing and more with
our unigue Repair System.

— Real-lime Blocking of threats. Prevent potentially harmful software from
installing or re-installing.

— Configure SUPER Anti Spyware to send you an e-mail with the results from
specific actions. Schedule either quick, complete or custom scans Daily or
Weekly to confirm your computer is free from harmful software. Remove
spyware automatically.

Some of the anti-spyware programs are listed below:

. Kaspersky Internet Security 2018

. Secure Anywhere Internet Security Complete

. Adaware antivirus free

. MacScan

. NortonAntiVirusBasic
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. Spybot -Search&Destroy
. SpyHunter

. Malwarebytes for Windows
. ZemanaAntimalware

. HitmanPro

. EmsisoftAntimalware

. DigitalCareAntiVirus

. SpywareTerminator 2015

What is the best free anti-malware software?
What is the best software to remove viruses?

How do | scan for malware with Windows Defender?

A W o

What is the best free malware protection for Windows 10?

Different types of tools with Email Foot printing
Email Foot printing
Different types of tools with Email Foot printing, So far we have
discussed foot printing through search engines. foot printing using Google, foot

printing through social networking sites, and website foot printing. Now we

will discuss email foot printing. This section describes how to track email
communications, how to collect information from email headers, and email
tracking tools.

EC-Council Certified Incident Handler | ECIH v2

Tracking Email Communications

Email tracking monitors the emails of a particular user. This kind of
tracking is possible through digitally time stamped records that reveal the time
and date when the target receives and opens a specific email. Email tracking
tools allows an attacker to collect information such as IP addresses, mail servers,
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and service provider involved in sending the mail. Attackers can use this

information to build a hacking strategy and to perform social engineering and

other attacks. Examples of email tracking tools include ervlailTrackerPro,
Yesware, Contactrvionkey and so on.

Information gathered about the victim using email tracking tools:

Recipient’s system IP address: Allows to track the recipients IP address
Geo location: Estimates and displays the location of the recipient on the map
and may even calculate the distance from the attacker’s location
Email received and Read: Notifies when the email is received and read by the
recipient
Read duration: The duration of time spent by the recipient on reading the mail
sent by the sender
Proxy detection: Provides information about the type of server used by the
recipient
Links: Checks whether the links sent to the recipient through email have been
checked
Operating system and Browser information: Reveals information about the
operating system and the browser used by the recipient. The attacker can use this
information to find loopholes in that version of operating system and browser, in
order to launch further attacks
Forward Email: Determines whether the email sent to the user is forwarded to
another person
Device Type: Provides information about the type of device used to open and
read the email e.g., desktop computer, mobile device, or laptop. Email is one of
our main forms of communication in the business world. Learn why email
addresses and company directories are coveted target for a hacker. Lisa Bock
reviews why it is important to limit your exposure of your company email lists
because of Spearfishing, spoofing and identity theft risks.

Secure email by streak
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Secure Gmail encrypts and crypts emails you send in Gmail. This happens
all on your machine, and the encrypted text never reaches Google servers. This
is useful if you don’t want anyone but the intended recipient to ever read your
email (i.e. companies, governments, etc.)

How secure is it?

Secure Gmail uses symmetric encryption to encrypt and decry-pt each
message. The password is decided by the user and assumes the recipient already
knows it. Secure Gmail is only as good as your password, pick an easy to guess
password and it will be easy to break. Shared knowledge can be a useful and
convenient password. Remember to never email or IM your password for others
to intercept.

— Secure Gmail — send encrypted email.

— Enter “Secure” compose mode. Entering secure mode is easy, its right next to
the compose button.

-Easy Security. Encrypting your messages are simple, you just need to enter a
password that your recipient will know.

Email Tracking Tools

Email tracking tools allow an attacker to track an email and extract
information such as sender identity, mail server, sender’s IP address, location
and so on. These tools send notifications automatically when the recipients open
the mail and gives status information about whether the email was successfully
delivered or not. Attackers use the extracted information to attack the target

organization’s systems by sending malicious emails.

1 How do I find the IP address of an email sender in Gmail?

2 Can you trace a Gmail account?

3. How can you find an IP address from an email?

4 what are the Different types of tools with Email Foot printing?
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Enterprise Information Security Architecture
Information Security Architecture
Enterprise Information Security Architecture is a set of requirements,
processes, principles, and models that determine the current And/or future
structure and behaviour of an organization’s security processes, information
security systems, personnel, and organizational sub-units. It ensures that the
security architecture and controls are in alignment with the organization’s core

goals and  strategic  direction. Though Enterprise Information

Security Architecture deals with information security, it relates more broadly to
the security practice of business. Optimization. Thus, it also
addresses business security architecture, performance management and security
process architecture. The main objective of implementing EISA is to make sure

that IT security is in  alignment  with  business  strategy.

Enterprises are struggling nowadays to achieve the balance between
implementing the security controls in the enterprise while allowing the
employees to increase the productivity and communicate the information easily.
Enterprise security is not only about protecting the infrastructure of the
enterprise, but also the sensitive data flowing among the organization. Security
of enterprise is done in a generic manner by applying three ways [1, 2]:

Prevention — This involves preventing the networks from intruders by
avoiding security Breaches. This is normally done by the implementation of
firewalls.

Detection — This process focuses on the detection of the attacks and the
breaches that are done over the network.
Recovery — Once an attack occurs, recovery is essential for preventing the
information asset of the enterprise that may damage due to the attack. For this,

some recovery mechanisms are being employed by the enterprises. Till date,
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most of the researches and works have been done in the area of prevention and
detection of the attack.

Enterprise Information Security Architecture (EISA) could be a key
component of an information security program. the first function of EISA is to
document and communicate the artifacts of the safety program during a
consistent manner. As such, the first deliverable of EISA could be a set of
documents connecting business drivers with technical implementation guidance.
These documents are developed iteratively through multiple levels of
abstraction.

EC-Council Security Analyst v10 | ECSA

Motives behind enterprise security

Enterprise security is getting difficult primarily due to the following
reasons A. Increasing threats- Enterprise organizations are continuously attacked
by newer  With the aim of stealing the  confidential
information. Cybercriminals, hackers are growing in a large number. It has
been reported that in recent years, malware are worse than previous attacks.
Further, crime is getting more sophisticated these days. All these factors need to
be managed. B. Technology Complexity — Security experts are dealing with
threats as well as maintaining the change with the effect of the new technologies
like cloud computing, mobile computing, Internet of things and virtualization.
These new technologies are creating a gap within the system which need to be
addressed. C. Legacy security procedures and techniques: From the past, many
security techniques have been wused in the enterprises starting from
firewalls, Intrusion Detection System/ Intrusion Prevention System
(IDS/1PS), to host security software (i.e., antivirus software), and to security
monitoring and compliance tools (i.e., SIEM, log management, etc.). These
procedures are incapable of dealing with the multidimensional threat.

What is an Information Security Incident?



https://www.info-savvy.com/product/ec-council-security-analyst-v10-ecsa/
https://www.info-savvy.com/what-is-an-information-security-incident/

161

There exist multiple security standards for securing and protecting the
assets of the enterprises. Some organizations use the published security
standards while others implemented their own security architecture depending
on their requirement. There is no single uniform standard that can be applied to
all enterprises. By incorporating the recommended policies and programs,
effective and consistent security architecture can be developed.

Trends in enterprise security

Due to the incorporation of cloud and mobile applications, the security
needed by the enterprise has been increased at a wider level. The attacks are
changing day by day and so this necessitates more secure information
environment. Thus these trends suggest that further improvement is needed in
the security architectures of the enterprises.

. Encrypted data
DDoS (Distributed Denial of Service Attack

. Managed Security Service

. Single platforms forsecure

. Increased Customer expectation
. Data collection and process

. Malware analytic

. Intelligent algorithm

The following are the goals of EISA:

—To help in monitoring and detecting network behaviors in real time
acting upon internal and externals security risks.
—To help an organization detect and recover from security breaches.
— To aid in prioritizing resources of an organization and pay attention to various
threats.

— To benefit the organization in cost prospective when incorporated in security

provisions such as incident response, disaster recovery, and event correlation,

etc.
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—To help in analyzing the procedures needed for the IT department to identify
assets and function properly.

—To help perform risk assessment of an organization’s ET assets with the

cooperation of IT staff.
1.  What is Enterprise Information Security Architecture ?
2. What is Trends in enterprise security ?

3. What is Motives behind enterprise security?

Essential Terminology in Cyber security

Here are some terms and their definition, you must know before you start
studying ethical hacking. As cyber security technology grows and expands, so
does the vocabulary associated with it.

Hack Value:

It is the notion among hackers that one thing is price doing or is
interesting. Hack value will be a playful disruption. It’s additionally
maintenance for the imagination, surprise the far side tedium of living in a
client, dominated culture.

It crossovers between different fields and practices, regard their
achievements and approaches in hacking instead of specific genres. Like
alternative chapters a number of the artworks and comes exist their own right,
inside and outside of gallery context.

Alternative examples either play with or disrupt things through cultural
enactments of communication with others. These embody publications, farming,
food distribution and public heritage sites. All the comes and works studied are
social. Some are political and a few are participatory.

This includes works that use digital networks and physical environments
also as written matter. What binds these examples along isn’t solely the
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adventures. They initiate once experimenting with alternative ways that of
seeing, being and thinking.

They additionally share common intentions to loosen the restrictions,
distractions and interactions dominating. The cultural interfaces, facades and
structures in our everyday surroundings. Hack value is the notion among hackers
to evaluate something that is worth doing or is interesting. Hackers derive great
satisfaction from breaking down the toughest network of cyber security . They
consider it their accomplishment as no one can do.

6 Quick Methodology For Web Server Attack

Vulnerability:

Vulnerability is the existence of weakness, design when exploited, leads
to an unexpected and undesirable event compromising. Simply that allows an
attacker to enter the system by bypassing various user authentications.
Vulnerability comes from the Latin word for “wound,” values. Vulnerability is
that the state of being open to injury, or showing as if you’re. It would be
emotional, like admitting that you are loving with somebody who would
possibly solely such as you as a friend, or it will be literal, just like the
vulnerability of a soccer goal that is unprotected by any defensive players.
Vulnerability is that the existence of a weakness (design or implementation
error) which will result in a surprising event compromising the protection of the
system.

Exploit:

An exploit is breach of IT system security through vulnerabilities, in the
context of an attack on system or network. Exploitation is that the next step in an
attacker’s playbook when finding a vulnerability. Exploits are the means that
through that a vulnerability may be leveraged for malicious activity by hackers;
these include pieces of software system, sequences of commands, or maybe
open supply exploit kits. An exploit could be a code that takes advantage of a

software vulnerability or security flaw.
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It’s written either by cyber security researchers as a proof-of-concept
threat or by malicious actors to be used in their operations. When used, exploits
enable an intruder to remotely access a network and gain elevated privileges, or
move deeper into the network. It also refers to malicious software or commands
that can cause unanticipated behavior of legitimate software or hardware
through attackers taking advantage of the vulnerabilities. Exploit could be a
breach of an IT system of cyber security through vulnerabilities.

Payload:

Payload is the part of a malware or an exploit code that performs the
intended malicious actions, which can include creating backdoor access to a
victim’s machine, damaging or deleting files, committing data theft and
hijacking computer. Hackers use various methods to execute the payload.
Payload is that the part of an exploit code that performs a supposed malicious
action. For example, they can activate a logic bomb, execute an infected
program, or use an unprotected computer connected to a network.

In computing, a payload is that the carrying capability of a packet or
different transmission information unit. The term has its roots within the military
and is usually related to the capability of practicable malicious code to try and
do injury. Technically, the payload of a particular packet or different protocol
information unit (PDU) is that the actual transmitted information sent by act
endpoints; network protocols additionally specify the most length allowed for
packet payloads.

Certified Ethical Hacker | CEH Certification

Zero-Day Attack:

In a Zero-Day attack, the attacker exploits vulnerabilities in a computer
application before the software developer can release a patch for them. A Zero-
Day attack is an attack that exploits the PC wvulnerability before software

engineer releases a patch. Based on common usage of exploit terms, an exploit
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Is said as a zero-day exploit once it’s wont to attack a vulnerability that has been
identified however not yet patched, additionally called a zero-day vulnerability.

Daisy Chaining:

It involves gaining access to one network and/or computer and then using
the same information to gain access to multiple networks and computers that
information. Daisy chaining involves gaining access to a network and /or laptop
and so exploitation constant data to realize access to multiple networks and
computers that contain desirable data.

Doxing:

Doxing is publication in person identifiable data concerning a private or
organization. It refers to gathering and publishing personally identifiable
information such as an individual’s name and email address, or other sensitive
information pertaining to an entire organization. People with malicious intent
collect this information from publicly accessible channels such as the databases,
social media and the Internet.

Bot:

A “bot” (a contraction of “robot™) is a software application or program
that can be controlled remotely to execute or automate predefined tasks. Hackers
use buts as agents that carry out malicious activity over the Internet. Attackers

use infected machines to launch distributed denial-of-service (DDoS) attacks,

key logging, spying, etc. bot could be a software system application which will
be controlled remotely to execute or alter predefined tasks.

Warfare:

Warfare or info war refers to the use of data and communication
technologies to require advantage of an opponent.

Hacking:

Hacking is unauthorized attempts makes an attempt tries to bypass the
protection mechanisms of a data system or network.

Hacker:
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Hacker is a person with wonderful computer skills, with the flexibility to
create and explore computer code and hardware.

Ethical hacking:

Is that the use of hacking tools and tricks to spot vulnerabilities therefore

on guarantee system security.

1.  What software do hackers use to hack?
2. What is the most dangerous hacker tool?
3. Has your computer been hacked?
4, How does a hacker get your password?
TEN Different Types Of Hackers
Hackers

TEN Different Types Of Hackers In computing, a hacker is any skilled
computer expert that uses their technical knowledge to overcome a problem.
While “hacker” can refer to any skilled computer programmer, the term has
become associated in popular culture with a “security hacker”, someone who,
with their technical knowledge, uses bugs or exploits to break into computer
systems. Hacker usually fall into one of the following categories, according to
their activities:

1. Black Hats Hackers

Taking credit for the negative persona around “hacking,” these guys are
your culprits. A black hat hacker is that the sort of hacker you ought to be
worried. Heard a news a few new cybercrime today? one among the black hat
hackers could also be behind it. While their agenda could also be monetary most
of the time, it’s not always just that. These hackers search for vulnerabilities in
individual PCs, organizations and bank systems. Using any loopholes they’ll
find, they will hack into your network and obtain access to your personal,
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business and financial information. Black hats are individuals who use their
extraordinary computing skills for illegal or malicious purposes. This category
of hacker is often involved with criminal activities. They are also known as
crackers.

Certified Ethical Hacker | CEH Certification

2. White Hats Hackers

Meet the right guys on the dark web. White hat hackers, also referred to

as ethical hackers are the cyber security experts who help the govt. and
organizations by performing penetration testing and identifying loopholes in
their cyber security. They even do other methodologies and ensure protection
from black hat hackers and other malicious cyber crimes. Simply stated, these
are the right people that are on your side. they’re going to hack into your system
with the great intention of finding vulnerabilities and help you remove virus and
malware from your system.

3. Gray Hats Hackers

Gray hat hackers fall somewhere in between white hat and black hat
hackers. While they’ll not use their skills for personal gain, they can, however,
have both good and bad intentions. as an example , a hacker who hacks into a

corporation and finds some vulnerability may leak it over the web or inform the

organization about it. It all depends upon the hacker. Nevertheless, as soon as
hackers use their hacking skills for personal gain they become black hat hackers.
there’s a fine line between these two. So, let me make it simple for you. Because
a gray hat hacker doesn’t use his skills for personal gain, he’s not a black hat
hacker. Also, because he’s not legally authorized to hack the
organization’s cyber security, he can’t be considered a white hat either.

4. Blue Hats Hackers

These are another form of novice hackers very similar to script kiddies
whose main agenda is to require revenge on anyone who makes them angry.

they need no desire for learning and should use simple cyber attacks like
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flooding your IP with overloaded packets which can result in DoS attacks. A

script kiddie with a vengeful agenda are often considered a blue hat hacker.

5. Suicide Hackers

Suicide hackers are individuals who aim to bring down critical
infrastructure for a “cause” and are not worried about facing jail terms or any
other kind of punishment. They are similar to suicide bombers, who sacrifice
their life for an attack and are thus not concerned with the consequences of their
actions.

6. Script Kiddies Hackers

A derogatory term often used by amateur hackers who don’t care much
about the coding skills. These hackers usually download tools or use available
hacking codes written by other developers and hackers. Their primary purpose is
usually to impress their friends or gain attention. However, they don’t care about
learning. By using off-the-shelf codes and tools, these hackers may launch

some attacks without bothering for the quality of the attack. Commonest cyber

attacks by script kiddies might include DoS and DDoS attacks.

7. Malicious Insider or Whistle blower

A malicious insider or a whistle blower could also be an employee with a
grudge or a strategic employee compromised or hired by rivals to garner trade
secrets of their opponents to remain on top of their game. These hackers may
take privilege from their quick access to information and their role within the
corporate to hack the system.

8. Red Hat Hackers

Red Hat Hackers have an agenda almost like white hat hackers which in
simple words is halting the acts of Black hat hackers. However, there’s a serious
difference within the way they operate. they’re ruthless when it involves dealing
with black hat hackers. instead of reporting a malicious attack, they believe

taking down the black hat hacker completely. Red hat hacker will launch a series
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of aggressive cyber attacks and malware on the hacker that the hacker may also
have to replace the entire system.

8 Most Common Types of Hacker Motivations

9. State/Nation Sponsored Hackers

State or Nation sponsored hackers are those that have been employed by
their state or nation’s government to snoop in and penetrate through full security
to realize tip from other governments to stay at the highest online. they have an
endless budget and extremely advanced tools at their disposal to target
individuals, companies or rival nations.

10. Hacktivist Hackers

Hacktivist is when hackers break into government or corporate computer
systems as an act of protest. Hacktivists use hacking to increase awareness of
their social or political agendas, as well as themselves, in both the online and
offline arenas. They are individuals who promote a political agenda by hacking,
especially by defacing or disabling websites. Common hacktivist targets include
government agencies, multinational corporations, or any other entity that they
perceive as a threat. It remains a fact, however, that gaining unauthorized access
IS a crime, irrespective of their intentions.

Questions related to this topic
What is a red hat hacker?
What are the 3 types of hackers?
What is a good hacker called?
What software do hackers use?
What are the TEN Different Types Of Hackers?
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Top 8 Cyber security Skills You Must Have
Last updated on Apr 11, 2022
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Additional Cyber security Skills

Are You Ready to Become a Cyber security Professional?

With businesses increasingly moving online and shifting to cloud storage,

the demand for cyber security is currently at its peak. With that milestone comes

a high demand for cyber security experts who can safeguard digital data. A

good cyber security professional must possess a rich and diverse skill set. In this

tutorial, we will explore the top eight cyber security skills (expanded from five,
due to popular new advances!) that will help you get into the field of cyber
security.

Top 5 Cyber security Skills

1. Networking and System Administration

. An in-depth understanding of networking is required to start a
career in cyber security. Learning networking will help you understand data
transmission's technical aspects, which will help you secure your data. Taking

up networking certifications like CompTIA Security+ and Cisco CCNA is

advisable.

. Another skill that will be beneficial for you is to master system
administration. It is all about configuring and maintaining computers. You must
be curious to know every aspect of your computer features and settings and play
around a bit.

2. Knowledge of Operating Systems and Virtual Machines

. A cyber security professional must have a strong knowledge of

operating environments such as Windows, Linux, and Mac OS. As a cyber

security expert, you should be comfortable working on any OS. VMs allow you
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to train and research in an isolated environment and help you maximize your
skills.
. The next point to remember is to know Kali Linux as it is the most

widely known Linux distribution for ethical hacking and penetration testing. It

comes with several hundred tools related to Penetration Testing, Malware
Analysis, Security research, Computer Forensics, and so on.

3. Network Security Control

. Network Security Control refers to the different measures which are
employed to enhance the security of a network. You need to know how your
network works, how routers, firewalls, and other devices work. A firewall is a
hardware or software that blocks outgoing or incoming traffic from the internet
to your computer. As a cyber security expert, you must leverage a firewall to
filter and prevent unauthorized traffic onto the network.

. Additionally, you must know about Intrusion detection systems,

Intrusion Prevention Systems, Virtual Private Networks (VPNSs), and remote

access. For example, you should operate the IDS and recognize any security
policy violations and malicious traffic on the network.

4. Coding

. Having zero coding knowledge may limit your cyber security
opportunities in the future. Hence, it is advised to acquaint yourself with a few
coding languages.

. Given below are the list of a few coding languages you can learn to
have a successful career in cyber security:

1. C and C++: C and C++ are low-level programming languages you

need to know as a cyber security professional.
2. Python: It is a well-known high-level programming language that is
becoming popular among cyber experts today. It will help you identify and fix

vulnerabilities.
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3. JavasScript: A good advantage of knowing JavaScript is that you can
prevent cross-site scripting attacks.

4.  PHP: Most websites are created using PHP, learning it will help
defend against intruders.

5. HTML: HTML is yet another language cyber security professionals
should understand, as most websites use it, and it is one of the easiest languages
to learn.

6. Go lang. It is great for cryptography; you can solve various cyber

security problems with it.

7. SQL.: Attackers use this language to damage the stored data; one

example is the SQL injection attack. Hence, having a good understanding of
SQL(Structured Query Language) is beneficial.

8.  Assembly Language: Assembly will help you understand how
malware functions work and thereby help you defend against it.

5. Cloud Security

. Companies are looking for professionals with security skills

applicable to public and hybrid cloud platforms such as AWS and Azure. More

organizations look to cloud infrastructure to store data and run applications. This
includes the implementation of policies and technologies that protect cloud-
based systems and devices.

. Like Application Development Security, Cloud Security also
involves building secure systems from the start. People with the experience and
knowledge in managing big platforms, such as Microsoft Azure, AWS, and
the_Google Cloud Platform, are in high demand.

6. Blockchain Security

. Blockchain’s popularity is increasing, thanks in part to the level of
security it offers. Consequently, cyber security professionals should become
familiarized with block chain and how it handles security issues. Consider it
preparing for the future.
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. Blockchain will likely make security inroads into areas like Internet
of Things devices (more on this later), network control, supply chain integration,
identity control, and mobile computing.

. Blockchain’s complex nature makes it difficult for intruders to
compromise. For a cybercriminal to corrupt or destroy a blockchain, they would
have to eliminate the data found on each user’s computer that’s connected to the
targeted global network.

7. The Internet of Things (loT)

. According to Statista, there will be over 30 billion Internet of
Things devices connected worldwide by 2025. With such a huge number of
devices comes many more opportunities for security vulnerability. Therefore,
loT security will become a higher priority in the near future, and an essential
part of maintaining the integrity and security of the overall Internet system.

. Many loT devices are sensors that collect personal data, which
raises the stakes in maintaining secure networks and preserving consumer
confidence.

. 0T security emphasizes protecting connected devices and networks
over the Internet, especially since most of these devices access networks without
human intervention or oversight. Therefore, it becomes important to make sure
that proper security measures are in place so that 10T devices can be left alone to
perform their functions automatically, without cyber security experts having to
be concerned about keeping out unauthorized intruders.

8. Artificial Intelligence (Al)

. Like blockchain, Artificial Intelligence is a relatively young
innovation that’s been enjoying widespread use. Al is perfect for the
cybersecurity sector, as it brings reliability and consistency to cybersecurity
measures, as it helps security professionals identify suspicious activity and

impart a greater understanding of the cyber environment.
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. Al brings a level of automation and support that is unmatched by
human capabilities, catching threats that may otherwise go unnoticed and
unaddressed.

. Artificial Intelligence can also be trained to learn and evolve,
making it better equipped to handle new emerging threats and hacking
techniques.

Additional Cybersecurity Skills

Now, go through a set of additional skills that can help you get into the
cybersecurity field:

1. Risk Analysis: Cybersecurity professionals are required to identify,
manage and mitigate risks. Risk management and mitigation are a skill set that
will be in high demand in the coming years.

2. Information Security: Companies require skilled professionals who
can protect their electronic data from unauthorized access.

3. Security Incident Handling & Response: As a cybersecurity expert,
you must be prepared to handle any genuine threat of violating an organization's
security policy. With security incident management, you are required to identify,
manage, record, and analyze security threats in real-time. As a security
practitioner, you must also manage and analyze the security information and
event management (SIEM) tools and services.

4, Security Audit: It is an internal check that is carried out to find
flaws in the organization's information system. Security audit and compliance
knowledge are very crucial because any missed area of regulatory compliance
might incur significant fines and penalties for the organization.

5. Laws and Regulations: This is an often-overlooked cybersecurity
aspect. There are several cybersecurity laws and regulations that you should be
aware of. These laws define how you can use the internet and protect people

from becoming victims of cybercrimes.
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Apart from these additional cybersecurity skills, make sure you stay
updated with new hacks and learn new tools, as cybersecurity is an ever-
evolving field. Apart from the technical skills, there is another important set of
skills you should have under your belt, and they’re known as “soft skills.”
Having a set of good soft skills will help you bag your dream job. You can
watch this video on the top five soft skills that will help you grow in your career

and to incorporate those skills:

Vulnerability Assessments Top 8 Most Useful

Vulnerability assessments top 8 most useful analysis the method of
recognizing, categorizing and characterizing the safety holes among the network
infrastructure,  computers &  package, etc. Few samples  of such
vulnerabilities resort of a misconfiguration of parts in network infrastructure. A
defect in associate degree software system, any ambiguity during a marketable
product, etc.

Given below are the different types of vulnerability assessments:

Active Assessments

Active evaluation are a type of vulnerability assessment that uses network
scanners to scan the network to identify the hosts, services, and vulnerabilities
present in that network. This network scanners have the capability to reduce the
intrusiveness of the checks they perform.

Passive Assessments

Passive assessments sniff the traffic present on the network to identify the
active systems, network services, applications, and vulnerability assessments.
Even passive assessments provide a list of the users who are a recently using the
network.

External Assessments
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External assessment assesses the network from a hacker’s point of view to
find out what exploits and vulnerabilities are accessible to the outside world.
These types of assessments use external devices like firewalls, routers, and
servers. An external assessment estimates the threat of network
security attacks external to the organization. it determines how secure the
external network and firewall are.

The following are some of the possible steps in performing an external
assessments:

1. Determine the set of rules for firewall and router configurations for
the external network.

2. Check whether external server devices and network devices are
mapped.

3. Identify open ports and related services on the external network.

4, Examine patch levels on the server and external network devices.

5. Review detection systems such as IDS, firewalls, and application-
layer protection systems.

6. Get information on DNS zones.

7. Scan the external network through a variety of proprietary tools
available or the Internet.

8. Examine web applications sickish as e-commerce arc shopping cart
software for vulnerability

Internal Assessments

An internal assessment involves scrutinizing the internal network to find
exploits and vulnerability assessments.

The following are some of the possible steps in performing an internal
assessments:

1.  Specify the open ports aria related services on network devices,
servers, and systems.

2. Check for router configurations and tire wall rule sets.
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3. List the internal vulnerabilities of the operating system and server.

4, Scan for Trojans that may be present in the internal environment.

5. Check the patch levels on the organization’s internal network
devices, servers, and systems.

6. Check for the existence of malware, spyware, and virus activity
and document them.

7. Evaluate the physical security.

8. Identify and review the remote management process and events.

9.  Assess the file-sharing mechanisms if or example, NFS and
SMBJ/CIFS shares) 0 Examine the antivirus implementation and events.

Top vulnerability scanning tools

Host-based Assessments

Host-based assessments are a type of security check that involves
carrying out a configuration-level check through the command line. These
assessments check the security of a particular network or server. Host-based
scanners assess systems to identify vulnerabilities such as incorrect registry and
file permissions, as well as software configuration errors. Host-based assessment
can use many commercial and open-source scanning tools.

Network Assessments

Vulnerabilities such as missing patches, unnecessary services, weak
authentication, and weak encryption. Network assessment professionals use
firewall and network scanners such as Nessus. These scanners find open ports,
recognize the services running on those parts, and find vulnerabilities associated
with these services. These assessments help organizations determine how
vulnerable systems are to Internet and Intranet attacks. And how
an attacker can gain access to important information. A typical network
assessment conducts the following tests on a network:

1. Checks the network typologies for inappropriate firewall

configuration.
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2. Examines the router filtering rules.

3. Identities inappropriately configured database servers.

4.  Tests individual services and protocols such as HTTP, SNMP, and
FTP.

5. Reviews HTML source code for unnecessary information.

6. Performs bounds checking on variables.

Application Assessments

An application assessment focuses on transaction web applications,
traditional client-server applications, and hybrid systems. It analyzes all
elements of an application infrastructure, including deployment and
communication within the client and server. This type of assessment tests the
web server infrastructure for any misconfiguration, outdated content, and known
vulnerabilities. Security professionals use both commercial and open-source
tools to perform as, assessments.

Wireless Network Assessments

Wireless network assessment determines the wvulnerabilities in an
organization’s wireless networks. In the past, wireless networks used weak and
defective data encryption mechanisms. Wireless network standards have
evolved, but many networks still use the weak and outdated security
mechanisms and are open for attack. Wireless network assessments try to attack
wireless authentication mechanisms and get unauthorized access. This type of
assessment tests wireless networks and identifies rogue wireless networks that
may exist within an organization’s perimeter. These assessments audit client-
specified sites with a wireless network. They sniff wireless network traffic and
try to crack encryption keys. Auditors test other network access once they get
access to the wireless network.

1. Identify open ports and related services on the external network

2. Examine patch levels on the server and external network devices
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3. Review detection systems such as IDS, firewalls, and application-
layer protection systems

4. Get information on DNS zones

5. Scan the external network through a variety of proprietary tools
available or the Internet

6. Examine web applications sickish as e-commerce arc shopping cart
software for vulnerability.

EC-Council Security Analyst v10 ECSA

1 How do | scan my network for vulnerability?

2. What are the types of vulnerability scans?

3 What are the 4 main types of vulnerability in cyber security?

4, Which of these are examples of security tools that can scan

computer systems and networks for vulnerabilities?

What is an Information Security Incident?

Information Security Incident

Information Security Incident may be a network or host activity that
potentially threatens. The security’s of knowledge keep on network devices and
systems with regard to confidentiality, integrity, and accessibility. 1t’d be any
real or suspected adverse event in regard to the safety of laptop systems or
networks. It’s a violation at hand threat that has the potential to impact laptop
security policies, acceptable use policies practices. Discussed below square
measure the various varieties of data security incidents:

What is a Security Incident?

A security incident is any attempted or actual unauthorized access, use,
disclosure, modification, or destruction of information. This includes
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interference with information technology operation and violation of campus
policy, laws or regulations.

Examples of security incidents include:

. Computer system breach

. Unauthorized access to, or use of, systems, software, or data
. Unauthorized changes to systems, software, or data

. Loss or theft of equipment storing institutional data

. Denial of service attack

. Interference with the intended use of IT resources

. Compromised user accounts

It is important that actual or suspected security incidents are reported as
early as possible so that campus can limit the damage and cost of
recovery. Include specific details regarding the system breach, vulnerability, or
compromise of your computer and we will respond with a plan for further
containment and mitigation.

Malicious Code or corporate executive Threat Attacks:

Malicious code attack could be a kind of attack that’s generated by
malicious programs like viruses, worm, and worms. Insiders can even use the
malicious code to realize body privileges, capture passwords, and alter. The
audit logs to hide their tracks. Malicious code attacks also are referred to as as
program threats. The intention behind this sort of attacks is to change info, steal
knowledge. And acquire unauthorized access and harm resources of the system
or network. Insider threats to your network generally involve those who work as
staff or contractors of your company. They belong in your facilities and that they
usually have user accounts in your networks.

They understand things concerning your organization that outsiders.
Sometimes don’t-the name of your network administrator, that specific
applications you utilize. What type of network configuration you’ve got, that

vendors you’re employed with. External cyber attackers sometimes ought to
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fingerprint your network, analysis info concerning your organization. Socially
engineer sensitive knowledge from your staff, acquire malicious access to any
user account. Even those with the smallest {amount} amount of privileges. Thus
internal attackers have already got benefits that external attackers lack.

Unauthorized Access:

Unauthorized access refers to the process of obtaining illegal access to the
systems or network resources to harm data. Associate aggressor can do this
by victimization network sniffers to capture network traffic. To spot and
procure encrypted usernames, passwords, and so on. Unauthorized access
incidents embody secret attacks, session hijacking, and network sniffing.
Unauthorized access may additionally occur if a user makes an attempt to access
district system they must not be accessing. Once trying to access that space, they
might be denied access Associate in nursing probably see an unauthorized
access message. Some system directors came upon alerts to allow them to grasp
once. There’s Associate in nursing unauthorized access try, so they will
investigate the explanation. These alerts will facilitate stop hackers from
gaining access to a secure or confidential system. Several secure systems can
also lock associate degree account that has had too several unsuccessful login
makes an attempt.

Unauthorized Usage of Services:

In this kind of incidents, Associate in nursing assailant uses another user’s
account to attack the system or network. It’s the violation of associate
degree organization’s system policies by misusing .The resources provided to
the users or workers. This might embody victimization associate degree
workplace laptop to transfer movies or to store pirated computer code.
Removing the contents announce by another- user, harassing alternative users,
gaining credentials or personal data of different use-s, a-id so on. Inappropriate
usage incidents embrace privilege increase, insider attacks, and sharing of

critical data.
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If you report loss of a debit card inside two business days after you notice the
card missing, your liability is proscribed to $50. If you don’t, your potential
liability will increase to $500. You risk unlimited liability (up {to all to all or
Associate in Nursing to any or all} the money in your account and your draft
protection). If you fail to report an unauthorized card dealings. That seems on
your statement among sixty days of that statement being mail-clad to you. If
your credit or debit card is lost or stolen, contact the card establishment
immediately—you will notice the quantity on your monthly statement. Check
your account statements once you receive them—or additional typically
online—to catch any transactions you didn’t create and report them directly.

Email-based Abuse:

during this kind of incidents, Associate in nursing attacker creates a
pretend web site mimicking the legitimate web site and sends the ....website
links to the users to steal sensitive data like user credentials, checking account
details, and credit card details. This sort of incidents includes unsought business
email known as Spam, and phishing mails.
Espionage: undercover work involves stealing the proprietary data of any
organization and spending a similar to different organizations with the motive of
negatively impacting its name or for a few monetary profit.

Information Security Incidents
Fraud and Theft:

this sort of incidents involves thieving or loss of quality or instrumentality

that Contains hint. The motive behind fraud and thieving is to achieve
management over and misuse the data systems like access management
systems, inventory systems, monetary information, and phone phone
equipment. Employee Sabotage Associate in Nursing Abuse: The actions
performed I:PV an worker to abuse systems embody removing hardware or

services of a computing system, deliberately creating incorrect information
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entry, deliberately deleting information or altering data, inserting logic bombs to
delete data, applications., and system files, crashing systems, and so on.
Network and Resource Abuses:
during this variety of incidents. Associate in nursing aggressor uses the
network and resources for getting crucial organization details, or in some
situations they even create the network services or resources out of stock to the
legitimate users by flooding a lot of traffic to the servers or applications.

Network and resource abuse incidents embody denial-of-service (DoS)

attacks, network scanning, and S0 on.
Resource misconfiguration Abuses: during this kind of incidents, Associate in
Nursing attacker exploits resource misconfiguration like vulnerable code
configurations, open proxy servers and anonymous file transfer protocol servers,
misconfigured internet forms and journal. Sites, and so on. Resource
misconfiguration abuses embody SQL injection attacks, bypassing
authentication, malicious code execution, and so on.
EC-Council Certified Incident Handler | ECIH v2

What should I do if | suspect a serious Security Incident?

A security incident is considered serious if the campus is impacted by one
or more of the following:

. potential unauthorized disclosure of sensitive information

. serious legal consequences

. severe disruption to critical services

. active threats

. IS widespread

. is likely to raise public interest

Sensitive information is defined in the UCB Data Classification

Standard and includes personally identifiable information that is protected by
laws and regulations, as well as confidential research protected by data use

agreements, such as:
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Social security number

Credit card number
Driver’slicensenumber

Student records

Protected health information (PHI)

Human subject research

If All businesses should have some processes or technologies in place to

help prevent security incidents and breaches. These systems should include

methods of detecting unusual activity and blocking threats and attacks. Some

primary technologies might include firewalls, network security monitoring

tools, web vulnerability scanning tools and encryption tools. Infosavvy gives

Training on Incident Handling(ECIH v2) Processes with Certification

in Mumbai Location and Accreditation by EC-Council.
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What are the 3 types of access control?

What authorizes a user to access resources on a network?
What are the six main categories of access control?

Is it safe to allow apps to access your contacts?

What is an Information Security Incident?

What is Information Security & types of Security policies

Information Security

What is Information Security & types of Security policies form the

foundation of a security infrastructure. Data security policy defines the

fundamental security needs and rules to be implemented so as to protect and

secure organization’s data systems. While not them, it’s attainable} to protect

the corporate from possible lawsuits, lost revenue, and bad publicity, to not

mention the fundamental security attacks.
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A security policy could be a high-level document or set of documents
that describes, in detail, the safety controls to implement in order to protect the
corporate. It maintains confidentiality, availability, integrity, and asset values. A
security policy also protects the corporate from threats like unauthorized access,
theft, fraud, vandalism, fire, natural disasters, technical failures, and accidental
damage. Additionally, it protects against cyber-attack, malicious threats,
international criminal activity foreign intelligence activities, and terrorism.

Policies are not technology specific and accomplish 3 things;

* They reduce or eliminate legal liability of employees and third parties.

« They protect confidential and proprietary data from theft, misuse, unauthorized
disclosure, or modification.
» They forestall stage of the company’s computing resources.

What is Information Security & types of Security policies All security
policies should documented properly and that they should focus on the security
of all departments in a company. Management should take into consideration the
areas in which security is most significant, and prioritize its actions accordingly,
however it’s important to appear into every department for doable security
breaches and ways that to safeguard against them.

The following data security systems in a company would possibly

need a lot of attention in terms of security:

. Encryption mechanisms — Antivirus systems
. Access control devices — web sites
. Authentication systems - Gateways

» Firewalls — Routers and switches

There are2 types of security policies: technical security and
administrative security policies. Technical security policies describe the
configuration of the technology for convenient use; body security policies
address however all persons should behave. All workers should conform to and

sign each the policies.
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In a company the high-level management is responsible for the
implementation of the organization’s security policies. High-level officers
concerned within the implementation of the policies embody the following:

1. Director of data Security

2. Chief Security Officer

The following are the goals of security policies:

. To maintain an outline for the management and administration

of network security

. To protect an organization’s computing resources

. To eliminate legal liabilities arising from workers or third parties

. To prevent wastage of company’s computing resources

. To prevent unauthorized modifications of the data

. To scale back risks caused by illegal use of the system resource

. To differentiate the user’s access rights

. To protect confidential, proprietary data from theft, misuse, and
unauthorized disclosure

Information Security of Threat

Types of Security Policies

A security policy is a document that contains data about the way the
company plans to protect its data assets from known and unknown threats.
These policies help to keep up the confidentially, availability, and integrity of
data. The four major forms of security policy are as following:

Promiscuous Policy:

This policy doesn’t impose any restrictions on the usage of system
resources. for example, with a promiscuous net policy, there’s no restriction on
net access. A user will access any web site, transfer any application, and access
a laptop or a network from a foreign location. whereas this may be helpful in
company businesses wherever people that travel or work branch offices need to

access the structure networks, several malware, virus, and Trojan threats are


https://www.info-savvy.com/enterprise-information-security-architecture/
https://www.info-savvy.com/information-security-of-threat/

187

present on the internet and because of free net access, this malware will return as
attachments while not the data of the user. Network directors should be very
alert whereas selecting this kind of policy.

Permissive Policy:

Policy begins wide-open and only the known dangerous services/attacks
or behaviors are blocked. for instance, in a very permissive net policy, the bulk
of net traffic is accepted, however many proverbial dangerous services
and attacks square measure blocked. as a result of solely proverbial attacks and
exploits are blocked, it’s not possible for directors to stay up with current
exploits. directors are perpetually enjoying catch-up with new attacks and
exploits. This policy ought to be updated often to be effective.

Prudent Policy:

A prudent policy starts with all the services blocked. The administrator
permits safe and necessary services singly. It logs everything, like system and
network activities. It provides most security whereas permitting only proverbial
however necessary dangers.

Paranoid Policy:

A paranoid policy forbids everything. There’s a strict restriction on all use
of company computers, whether or not it’s system usage or network usage.
There’s either no net association or severely restricted net usage. Because of
these to a fault severe restrictions, users typically try and notice ways that
around them.

Examples of Security Policies:

Given below square measure samples of security policies that
organizations use worldwide to secure their assets and vital resources.

Access management Policy:

Access management policy outlines procedures that facilitate in protective
the structure resources and also the rules that management access to them. It

permits organizations to trace their sets.
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Remote-Access Policy:

A remote-access policy contains a collection of rules that define
authorized connections. It defines who will have remote access, the access
medium and remote access security controls. This policy is critical in larger
organizations during which networks are geographically unfold, and people
during which employees work from home.

Firewall-Management Policy:

A firewall-management policy defines a standard to handle application
traffic, like net or e-mail. This policy describes the way to manage, monitor,
protect, and update firewalls within the organization. It identifies network

applications, vulnerabilities related to applications, and creates an application-

traffic matrix showing protection strategies.

Network-Connection Policy:

A network-connection policy defines the set of rules for secure network
connectivity, including standards for configuring and extending any part of the
network, policies related to private networks, and detailed information about the
devices attached to the network. It protects against unauthorized and unprotected
connections that allow hackers to enter into the organization’s network and
affect data integrity and system integrity. It permits only authorized persons and
devices to connect to the network and defines who can install new resources on
the network, as well as approve the installation of new devices, and document
network changes, etc.

Questions related to this topic

1. What types of things would you suggest to a manager be included
in a network access policy?

2. What are the three types of security policies?

3. What do organizational BYOD bring your own device policies
typically include?

4.  What are security policies and procedures?
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5. What is Information Security & types of Security policies?

What is “Anonymizer” & Types of Anonymizers

/ CEH / By TusharPanhalkar

Anonymizer

What is “Anonymizer” & Types of Anonymizers An associate
degreeonymizer is an intermediate server placed between you because the user
and also the website to accesses the web site on your behalf and build your web
water sport untraceable. Anonymizers enable you to bypass net censors.
associate degree anonymizer eliminates all the distinctive info (IP address)
from your system whereas you’re surf riding the net, thereby making certain
privacy. Most anonymizers will anonymize the net (HTTP:), fireplace transfer
protocol (FTP :), and gopher (gopher  net services. What is “Anonymizer” &
Types of Anonymizers.

To visit a page anonymously, you’ll be able to visit your most well-liked
anonymizer web site, and enter the name of the target website within the
Anonymization field. Alternately, you’ll set your browser home page to purpose
to an anonymizer, so as to anonymize sequent net access. with the exception of
this, you’ll be able to like better to anonymously give passwords and different
info to sites without revealing any extra information, like your IP address. Nuts
might set up associate degree anonymizer as a permanent proxy server by
creating the positioning name the setting for the HTTP, FTP, Gopher, and
different proxy choices in their applications configuration menu, thereby
cloaking their malicious activities. What is “Anonymizer” & Types of
Anonymizers.

Why Use an Anonymizer?

The reasons for victimization anonyrnizers include:
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* Ensuring privacy: defend your identity by creating your net navigation
activities untraceable. Your privacy is maintained till and unless you disclose
your personal data on the net, for instance, by filling out forms.
 Accessing government-restricted content: Most governments stop their
citizenship accessing bound websites or content deemed inappropriate or
containing sensitive data. However, these sites will still be accessed
victimization an anonymizer settled outside the target country.

* Protection against on-line attacks: associate degree anonymizer will defend
you from all instances of online phrasing attacks by routing all client web traffic
via its protected DNS server.

» Bypassing IDS and firewall rules: Firewalls are usually bypassed by workers
or students accessing websites that they’re not alleged to access. associate
degree anonymizer service gets around your organization’s firewall by fixing a
association between your pc and also the anonymizer service. By thus doing,
firewalls see solely the affiliation from your pc to the anonymizer’s net address.
The anonymizer can then hook up with any web site (e.g., Twitter) with the
assistance of a web affiliation, and so direct the content back to you. To your
organization, your system seems to be merely connected to the anonymizer’s net
address, however to not the particular web site to that you have got browsed.

The 10 Secrets You Will Never Know About Cyber Security & Its

Important?

In addition to protective users’ identities, anonymizers also can be wont to
attack a web site while not being derived.

Types of Anonymizers

An anonymizer could be a service through that one will hide their identity
once victimization sure web services. It encrypts the information from your pc
to the net service supplier. Anonymizers are of two basic types; Networked

anonymizers and Single-point anonymizers.
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Networked Anonymizers

A networked anonymizer 1st transfers your data through a network of
Internet-connected computers before passing it on to the web site. as a result of
the data passes through many web computers, it becomes a lot of cumbersome
for anyone making an attempt to trace your data to determine the association
between you and also the anonymizer.
Example: if you wish to go to any website, you have got to form an invitation.
Advantage: Complication of the communications makes traffic analysis
advanced.
Disadvantage: Any multi-node network communication incurs a point of risk of
compromising confidentiality at each node.

Single-Point Anonymizers

Single-point anonymizers 1st transfer your data through a web site before
causation it to the target website, so pass back data gathered from the targeted
web site, to you via the web site to shield your identity.
Advantage: Arms-length communication protects information address and
connected distinctive info.
Disadvantage: Effects less resistance to stylish traffic analysis.

Anonyntizers

An anonymizer assists you to mask your scientific discipline address to
visit websites while not being tracked or known whereas keeping your activity
and identity protected. It uses varied techniques like SSH, VPN, and HTTP
proxy that permit you to access blocked or censored content on the net with
omitted advertisements.

Certified Ethical Hacker | CEH Certification

Whonix

Whonix may be a desktop OS designed for advanced security and privacy.

It mitigates the threat of common attack vectors whereas maintaining usability.

on-line obscurity is completed via fail-safe, automatic, and desktop-wide use of
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the Tor network.
Features:
— A heavily reconfigured Debian base is run within multiple virtual machines,
providing a considerable layer of protection from malware and science address
leaks.
— Usually used applications are pre-installed and safely pre-configured for
immediate use.
— It’s below active development, and it’s the sole OS designed to be run within a
Vivi and paired with Tor.

Some of the anonymizers are as follows:

. Tunnelbear

InvisiblenetProject (12P)

. Proxify

. Psiphon

. AnonymizerUniversal

. Anonymousnetsurfriding
. Guardster

. Ultrasurf

. netProxyServer

AnonymizerforMobile

Orbot

Orbot may be a proxy app that enables alternative apps to use the web
additional firmly. It uses Tor to inscribe net traffic, and so hides it by bouncing
through a series of computers round the world. Tor may be a free package that
gives associate open network to assist defend your system against any type of
network police work that threatens personal freedom and privacy, confidential
business activities and relationships, and a form of state security observance
called traffic analysis.” Orbot creates a really non-public web affiliation.

Psiphon
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Psiphon may be a evasion tool from Psiphon INC. that utilizes VPN, SSH,
and HTTP Proxy technology to supply you with open and uncensored access to
web content. However, Psiphon doesn’t increase online privacy and isn’t a
web security tool.

Features:

1. Browser or VPN (whole-device) mode: one will select whether or not to
tunnel everything or simply the net browser.
2. In-app stats: This helps you to acumen abundant traffic you have got been
victimization.

Questions related to this topic
What is Web Proxy address?

Should I use a proxy server?
What is proxy server how it works?

How do | get a proxy server?

o k w0 Ddp

What is “Anonymizer” & Types of Anonymizers?

Overview of Digital evidence
Leave a Comment / CTIA / By TusharPanhalkar

Digital evidence

Overview of Digital evidence, face many challenges during the
investigation of a digital crime, like extracting, preserving, and analyzing the
digital proof. Digital evidences play an essential role while investigation cyber-
crimes. Digital proof helps incident res-ponders in tracing out the wrongdoer.
This section provides a summary of digital proof, styles of digital

proof, characteristics of digital proof, roles of digital proof, and kinds of proof.

Digital proof


https://www.info-savvy.com/information-security-incidents/
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Digital proof is outlined as “any info of significant worth that’s either
hold on or transmitted during a digital form” and helps incident
responders/investigators notice the wrongdoer. Digital devices are of times
employed in cyber-attacks and different security breaches that store information
regarding the session, like login user, time, form of affiliation, and IP
addresses. Therefore, these devices like servers and routers act as a supply for
digital evidence that may be employed by incident responders to prosecute the
attacker.

Certified Threat Intelligence Analyst | CTIA

Digital proof is gift across computing devices, servers, routers, and so on.
it’s revealed throughout forensics investigation whereas examining digital
storage media, watching the network traffic, or creating duplicate copies
of digital knowledge.

Incident responders/investigators ought to take utmost care whereas
gathering and extracting the digital proof because it is specific and fragile in
nature. This makes it tough for an occurrence res-ponder/investigator to trace the
criminal activities. Incident responders/investigators ought to be trained and
trained to extract, handle, and analyze such fragile proof.

Listed below are the various sources of digital evidence:

« Desktop computers, laptops, network storage devices, and servers.
. DVDs, ports like USB, Firewire, and PCMCIA.
e Thumb drives, flash disks, memory disks, magnetic disks, optical disks.
« Portable devices like PDAs, digital cameras, audio/video players, and cell
phones.

« Various styles of laptop and network logs Types of Digital Evidence.

Based on the fragility and period of time, it has of 2 types:

*\VVolatile Evidence
Volatile proof refers to the temporary info on a digital device that needs a
relentless power offer and is deleted if the ability offer is interrupted. as an


https://www.info-savvy.com/product/certified-threat-intelligence-analyst-ctia/
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example, the RAM stores most volatile information and discards it once the
device is converted.

Important volatile information includes system time, logged-on user(s), open
files, network info, method info, process-to-port mapping, method memory,
writing board contents, service/driver info, and command history.

* Nonvolatile Evidence
Nonvolatile proof refers to the permanent information hold on on auxiliary
storage devices, like onerous disks and memory cards. Nonvolatile information
doesn’t rely on power offer and remains intact even once the device is
converted.

Information holds on in nonvolatile type includes hidden files, slack area, swap
file, index files, unallocated clusters, unused partitions, hidden partitions, written
record settings, and event logs.

Types of Threat Intelligence

Characteristics of Digital proof

The digital proof should have some characteristics to be disclosed within
the court of law. the most characteristic of the digital proof is its connection and
weight (influence). The term “relevance” refers to the affiliation between digital
proof and also the fact that is to be established. The digital proof is accepted in a
very court of law once it’s relevant. If the collected digital proof doesn’t
amendment chance of the very fact, the proof is orthogonal. The term “weight
of the digital proof” refers to what proportion the digital evidence changes the
chance of the very fact.

» Admissible: Incident res-ponders have to be compelled to gift proof in
an admissible manner, which suggests that it ought to be relevant to the case, act
in support of the consumer presenting it, and be communicated and non-
prejudiced.
 Authentic: it’s terribly simple to govern digital proof, that raises queries of its

possession. Therefore, incident responders should give supporting documents


https://www.info-savvy.com/types-of-threat-intelligence/
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relating to the believably of the proof with details like supply and its connection
to the case. If necessary, they need to additionally furnish details like author of
the proof or path of transmission.
» Complete: The proof should be complete, which suggests it should either
prove or contradict the accordant truth in the litigation. If the proof fails to try
to, therefore, the court is prone to dismiss the case citing lack of sturdy proof.
* Reliable: The forensic experts ought to extract and handle the proof whereas
maintaining a record of the tasks performed throughout the method to prove that
the proof is dependable. forensic investigations should be conducted solely on
the copies of the proof as a result of the court must have the first proof for future
reference.

* Believable: Incident res-ponders and prosecutors should gift the proof in a
very clear and accessible manner to the members of jury. they need to justify the
facts clearly and acquire an expert opinion on the same to confirm

the investigation method.

Roles of Digital proof
When an intruder bypasses the victim’s PC or network, he or she leaves
evidence, which might function clues to unravel the attack. samples of cases
wherever digital proof could assist the forensic incident respondent in
prosecution or defense of a suspect:
» Use/abuse of the net
 Abuse of systems
« Email communication between suspects/conspirators
* Identity theft
* Information run
» Theft of commercial secrets
» Unauthorized transmission of data

« Malicious attacks on the PC systems themselves


https://www.info-savvy.com/types-of-threat-intelligence/
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« Production of false documents and accounts
« Unauthorized encryption/password protection of documents

Digital pieces of evidence play an essential role while investigation cyber-
crimes. Digital proof helps incident res-ponders in tracing out the wrongdoer.
In Infosavvy you will learn how to find proof in digital evidence in CTIA
course in Mumbai Location.

Questions related to this topic

1. How digital forensics were used in the investigation?

2. What are the different types of digital analysis that can be
performed on the captured forensic evidence?

3. How do you handle digital evidence?

4.  What are some of the problems traditionally associated with finding
digital evidence? Overview of Digital evidence | Info-savvy.com https://info-

savvy.com/overview-of-digital-evidence/
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Appendix
Appendix 1
DIRECT SPEECH / REPORTED SPEECH

Direct speech is the exact words someone said. We use quotation marks in
Direct the speech.
Reported speech is the exact meaning of what someone said but not the

exact words We do not use quotation marks in Reported speech.

Say - Tell

We can use say and tell both in Direct and Reported speech. Tell is always
followed by a personal object (told me). Say is used with or without a personal
object. When it is used with a personal object say is always followed by to (said
to me)

Expressions with say: say good mourning/evening etc, say something, say
one’s prayers, say a few words, say so etc.

Expressions with tell: tell the truth, tell a lie, tell sb the time, tell sb one’s

name, tell a story, tell a secret, tell sb the way, tell one from another etc.

Reported Statements

1. To report statements we use a reporting verb (say, tell, explain etc)
followed by a that- clause. In spoken English that can be omitted: He said, “I
feel sick.” He said that he felt sick.

2. Pronouns and possessive adjectives change according to the
context.

Direct speech: He said, “I’ll lend you my car.”

Reported speech: He said he would lend me his car.

3. Time words and tenses can change as follows depending on the

time reference:
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Direct speech

Reported speech

Tonight, today, this That night, that day, that week /
Now Then, at that time, at once,
Now that Since

Yesterday, last The day before, the previous night/
Tomorrow, next The following day/ the day after, the

Two days / months / years ago

Two days / month / years before

“Bob escaped yesterday,” he

He said Bob had escaped the day

4. When the reporting verb is in the past, the verb tenses change as

follows:

Direct speech

Reported speech

Present Simple

Past Simple/Present Simple

Present Continuous

Past Continuous

Present Perfect Past Perfect
Past Simple Past Perfect
Future Conditional

Present Perfect Continuous

Past Perfect Continuous

5.1f the direct verb is already in the Past S., in Reported Speech it can

change into the Past Perfect or remain the same.

6.1f the direct verb is in the Past Perfect, it remains the same in Reported

Speech.

7.Certain words change as follows depending on the context.

Direct Speech:

Reported Speech: that/ those there go

this/ these here come

8.There are no changes in the verb tenses in Reported speech when the

direct sentence expresses a general truth, a wish or Conditional type 2/3:

“The Earth is a planet,” he said,. He said that the Earth is a planet.

9.When the introductory verb is in the Present, Future or Present Perfect,

there are no changes in the verb tenses:

“She can swim", he says.He says that she can swim.
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10.The verb tenses can change or remain the same in Reported speech
when a sentence expresses something which is up to date or still true. However,
the verb tenses usually change when something is not true or out of date:

“I like coffee,” he said. He said he likes/liked coffee (still true)

“ILam rich,” he said. He said he was rich. (we know he isn’t; not true)

Reported Questions

In Reported questions we use affirmative word order and the question
mark is omitted. To report a question we use: a) ask + wh-word (who, what etc)
when the direct question begins with such a word; b) ask + if/whether when the
direct question begins with an auxiliary verb (do, has, can etc). Pronouns,
possessive adjectives, tenses, time expressions etc change as in statements.

Direct speech: He said, “Why is he sentenced?” He said, “Is he
guilty?”

Reported speech: He asked why he was sentenced. He asked if he was
guilty.

Indirect questions are different from Reported questions. We use Indirect

questions when we ask for information, whereas we use Reported guestions to

report someone else’s questions. Indirect questions are introduced with Could

you tell me...?, Do you know...?, | wonder..., | want to know...etc and their verb

is in the affirmative. There are no changes in the verb tenses as in Reported

questions. If the Indirect question starts with 1 wonder.orl want to know, then

the question mark is omitted.

Direct questions Reported questions Indirect questions

He asked me, “How

old is she?”

He asked me how old

she was.

Do you know how

old she is?

He asked me, “Where

does she come from?”

He asked me where

she came from.

I wonder where she

comes from.




204

Reported Commands / Requests/ Suggestions

To report commands, requests, suggestions etc we use a reporting verb
(advise, ask, suggest, beg, offer, order, tell etc) followed by a to-infinitive, a not
to-infinitive or an -ing form according to the construction of the introductory

verb: He told me not to lie him. He suggested going out.

Introductory verbs:

Agree, offer, promise, refuse, threaten, advise, ask, beg, command, invite,
order, remind, warn, admit, accuse of, apologise for, boast of/about, complain to
sb of, deny, insist on, suggest, explain, exclaim, remark.

Modals in Reported Speech

There are changes in the verb tenses of some modal verbs in Reported
speech:

Will/shall - would; can - could (present)/would be able to (future); may -
might; shall - should (asking for advice)/would (asking for information); must -

must/had to (obligation)
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Appendix 2
TOO /ENOUGH

Too + adjective/ adverb (negative

He is too boring to listen to him.

Adjective/ adverb + enough

He is rich enough to buy this car.

Enough + noun

He’s committed enough crimes to

SO /SUCH

«Such a(n) + (adjective) + singular countable: It was such an awful day

that we had to stay at the hotel.

«Such is also used with a lot of. There is such a lot of noise that I can’t

sleep.

- Such + (adjective) + uncountable/ plural noun: It is such a nice weather

that | want to do for a walk.

- So + adjective/ adverb: | am so hungry that | could eat a horse.

«So is also used with much/ many, few/ little: She has got so many

dresses that there is no place to keep them

all.

+So + adjective + a(n) + noun: It was so nice a day!

« So and such can be used without that.

LIKE /AS

Like is used

s is used

To say what sb or sth looks like

To say what sb or sth is really or to talk

about

After verbs (feel, look, smell, sound) +

noun

In certain expressions: as usual, as...as, as

much, such as, the same as

With nouns / pronouns / -ing

After the verbs: accept, be known, class,
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NEITHER...NOR/EITHER...OR

Neither...nor | Either...or
Take both a singular and plural verbs depending on the subject with follows nor, or.

Neither Fiona nor Ann was calling theEither John or his friends are calling the

police. police.

NEITHER/EITHER/SO/TOO
Nick didn’t go for a walk yesterday. |Neither did I. I didn’t either.
Neither + auxiliary + Personal pronoun or

They are investigators. Soam I. | am too.
So + auxiliary verb + Personal pronoun or
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| wish + PastSimple

Regret about a present
situation which we want to
be different

| wish | were more

patient.

| wish + subject + could

+ bare infinitive

Wish in the present

concerning lack of ability

I wish | could swim

| wish + subject +

would + bare infinitive

Wish for a future change
unlikely to happen or wish
to express dissatisfaction;
implying
dissatisfaction or lack of

polite  request
hope:

« “wish” and “would”
shouldhavedifferentsubjects
Wish + inanimate subject +
would - is used to express
speaker’s lack of hope or

disappointment

he

investigate this case.

I wish would
I wish you would enter
the university.

I wish it would stop

raining.

| wish + PastPerfect

Regret that something
happened or didn’t happen

in the past

| wish | had bought
those boots.
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If-clause Main clause use Example

o __ |If+anypresent Present Simple | Real - for general |If you heat the water,
[<B] @
l% ¥ form truth it boils.
E If + any present Future / Real - likely to If you work hard,
<5}
g form Imperative can/ happen in the you’ll be tired.
E may / might/ | present or future
— must/ should +
[}
S bare inf.
o~ — If + Past Would/ could/ | Unreal-unlikely to If | were you, |

4+
§ % Simple / Past |might + bare inf.|  happen inthe |wouldn’t judge him.
= :

Continuous present or future;

= If + Past Would/ could/ | Unreal situation in [If you had locked the
(<5}
% . | Perfect/ Past | might + have + | the past; also used |car, it wouldn’t have

wn
Dk S Perfect past participle | to express regrets been stolen.
o
i Continuous and criticism

We do not normally use will, would or should in an if-clause.

After if, we can use were instead of was in all persons.

Mixed Conditionals

All types of conditionals can be mixed. Any tense combination is possible if the
context permits it.

If-clause Main clause
Type 2 | If nobody phoned the militia, |officers will not come to help] Type 1
Type 2 If he knew her, he would have invited her to] Type 3
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Type 3 | If you hadn’t learnt the poem, lyou will not get an A-level, Type 1

Type 3 If he had found a job, he wouldn’t be searching for] Type 2

Unless means if not: Unless they are late, we will not miss the train.
As long as, providing/ provided that can be used instead of if: As long as he is

on time,
we will not be late for the party
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MODAL VERBS

Modal verbs express the speaker's attitude to the action indicated by the
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main verb. They express ability, necessity, obligation, duty, request, permission,

advice, desire, probability, possibility, etc.

Modal verbs are: can, could, may, might, must, ought to, will, would,

shall, should, have to, need. They take no —s in the third singular except for have

to and need. They come before the subject in questions and take “not” after them

in negations. Except for ought to and have to, modal verbs are followed by an

without to: Sorry, I can’t do it.

Auxiliary

Uses

Present/ Future

Past

Polite request

May | borrow your pen?

(expectation)

May  |Formal permission [You may leave the room.
50% or less|He may be sleeping now. |[He might have been at
certainty the office.
50% or less He might have been at
Might |certainty He might be at the library. the library.
Polite request (rare) Might I take your car?
Advisability | should study tonight. | should have studied
last night.
Should :
90% certainty/She should do well on the[She should have done
(expectation) test tomorrow. well on the test.
Advisability You ought to consult thelYou ought to have
doctor. consulted the doctor.
Ought to
90% certaintyHe ought to pass hisHe ought to have passed

driving test tomorrow.

his driving test.
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Had Advisability  Withy o, had better be on time,
threat of bad result |- vy miss the beginning
better _
of the film.
Expectation The meeting is supposed
Be
to begin at 5 p.m.
supposed (ynfulfilled The  meeting  was
to expectation supposed to begin at 5
Strong necessity | must arrest the offender. | had to arrest the
offender yesterday.
Prohibition You must not smoke here.
Must
(negative)
95% certainty Mary isn’t at work. SheShe must have been
must be sick. sick.
Necessity | have to wear uniform. |l had to wear uniform.
Have to : :
Lack of necessity]l don’t have to go to class] didn’t have to go to
(negative) today. class yesterday.
Have got [Necessity | have got to go to class. |l had to go to class.
to
100% certainty He will be at work at 7.00
Will  |Willingness -The phone is ringing. I'll
Polite request Will you please help me?
100% certaintyHe is going to be at work
(prediction) at 7.00
_ Definite planl’m going to interrogate a
Be going to| _ _
(intention) witness.
Unfulfilled | was going to move the
intention house.
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Ability/ possibility

| can run fast.

| could run fast when |

was younger.

Informal

permission

You can use my car

tomorrow.

Informal polite

Can | borrow you laptop?

reniinagt
Impossibility  [That can’t be true! That can’t have been
(negative) true!
| could run fast when |
Past ability was a child.
] Could I take your book?
Polite request
You could talk to a
Suggestion You could have talked
lawyer.

(affirmative)

to a lawyer.

50% or less

He could be at the militia

He could have been at

certainty station. the militia station.
’ |
Impossibility He couldn’t know her! He couldn’t have known
(negative) her!
[ am able to help you. I’ll
ability be able to help you. | was able to help you.

Polite request

Would you please help

me?

Preference

| would rather go to the

park than stay home.

| would rather have

gone to the park.

Repeated action in

the past

When | was a child |

would visit my
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Polite for “want”

with “like”

\Would you like a cup of

tea?

| would have liked a

cookie, but there is none

Unfulfilled wish left.
| used to visit my|
Repeated action in grandparents, when |
the past was a child.

Past situation that

no longer exists

| used to be fat, but now
| keep fit.

Polite question to

make a suggestion

Shall | open the door?

Future with “I”’ or

“we” as a subject

| shall arrive at nine.
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Appendix 6
Passive Voice
B aHrimmiickoM si3bIKe, KaK U B PYCCKOM, TJIaroJibl MOTYT MMETh JBa 3aJioTa:
nercTBuTenbHBIN (ActiveVoice) u ctpagatenbHbii (Passivevoice).

PASSIVE VOICE O

learn? read enjoy!

Simple Continuous Perfect
to be V3 to be being V3 To have been V3
Present  lam W am ’| have |
is J V3 is r being V3 - been V3
are are - has
Past was was |
| vs ' being V3 |had been V3
were _’ were
Future |Shall 1
J be V3 | = T77C will have been V3
will
PASSIVE VERB TENSES

ACTIVE VOICE PASSIVE VOICE
Present Simple He delivers the letters, The letters are delivered.
Past Simple He delivered the letters. The letters were delivered,
Future Simple He will deliver the letters. The letters will be delivered.
W He is delivering the letters. The letters are being delivered.

Past Continuous | He was delivering the letters. |  The letters were being delivered.

Going to He is going to deliver the letters. | The letters are going to be delivered.
Present Perfect He has delivered the letters. The letters have been delivered.
Past Perfect He had delivered the letters. The letters had been delivered.
Infinitive He has to deliver the letters. The letters have to be delivered.

Modals He must deliver the letters, The letters must be delivered.
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Appendix 7

ESSAY WRITING: ANNOTATION

SummarizingEnglishScientificLiterature

A3vikannomayuu

Clichés for annotation writing

The article introduces/presents/gives/describes...
The article reveals ...

The article contains...

The article points out that ...

The publication deals with...

The study/paper presents/discusses...

The paper shows/presents/regards/examines...
The author considers/outlines/concludes/ points out...
The author concentrates on...

The author views/reviews/ presents...

The author analyses how.../ examines why.../
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Oopamume énumanue!

Hayl-lHCl}Z cmamusi 00bIYHO COCMOUM U3 Cﬂedyiou;ux yacmei:

1. 3aronoBok (Title). 2. Aunoramms (Abstract or Summary). 3. BBenenue
(Introduction). 4. O6mas wyacte (Methods, Materials, Procedures). 5.
PesynbraThl, O0OCYXJEHHE  pe3yJbTaTOB,  3akjioueHHue  (BBIBOJBI) W
pexomernmanuu  (Results, Discussions, Conclusion, Recommendations). 6.

Hcnonws3oBannas nureparypa (References, Literature, Bibliography).

PLAN OF ANNOTATION

A) Headline of the text

I'd like to present the article headlined...

"m going to speak about the article under the headline...
b) Source

- The article is (comes) from...

- The arficle was carried (published) by...

- It is of the 1-st of October, 2012

- The author of the article is... The article is by...

c) Theme

- The arficle is about...

- It deals with... It covers...

- The text traces ( presents, describes, focuses on)...
d) Idea

- The author of the article stresses (urges, makes it clear) that...
- The main idea of the author is that...

- The author's aim is... The author aims at...
e) Judgment

It seems to me that...

| think [suppose, believe) that...

It is clear to me.. It is obvious that..,

To my mind... In my opinion...

Practice yourself in writing an annotation
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