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BBEJAEHHUE

KntoueBbiM  (DakTOpOM  COBEpILIEHCTBOBAHMS M ONTUMU3ALNHU
IPaBOOXPAHUTENILHON JEATENbHOCTH, Kak U Jo0oro (denepaibHOro opraHa
VCIIOJTHUTEIIbHON BJIACTH, SABJISIIOTCS UH(OPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIE TEXHOJOTUU, YTO OCOOEHHO aKTyaJhbHO B YCIOBHUSX
MH(OPMAIMOHHO-TEXHMYECKOT0 Iporpecca.

Meronnueckass opraHu3anus y4eOHHKA MpPeyCMaTPUBAET BBINOJHEHUE
[EJEBBIX YCTAHOBOK MPOrpaMMbl — HAYYUTh OYIyIIMX MPO(EeCcCHOHATOB —
COTPYAHHUKOB TOJIMLIIMM TOHUMATh U OOCYXXIATh JHUTEPATypy, CBA3AHHYIO CO
BCEMH  aCTCKTaMH  JICITCIBHOCTH,  HaNpaBJIeHHOM Ha  Ooppdy ¢
BBICOKOTEXHOJIOTUYHBIMU  MPECTYIUIEHUSIMH,  BOCHPHUHUMATh Ha  CIyX
WHOSI3BIYHYIO pe€uYb M OOBACHATHCA B ONPEACIICHHBIX  CUTyalHsIX
npo(eccCHOHaTBFHOTO XapaKTepa Ha U3y4aeMOM SI3bIKE 10 TaHHOU TEME.

PazButve yMEHMI M HaBBIKOB YCTHOM pe€YMd, YTEHHUS U IHCbMa
IIPOUCXOIUT MAPAJIIEIBHO, HA OJJHOM TEMATHYECKOM MaTepHuase, KOMIUIEKCHO-
muddepenurpoBanHo. Metoguueckas cucteMa y4eOHOro mocoOusi MO3BOJISIET
IpU TOCTMXKEHUH TOW WJIM MHOM IIEJIM OCYIIECTBISATh BAPUATUBHOCTh OOYUYEHUS
IyT€M KOHIICHTPAallMM BHUMAHUS Ha COOTBETCTBYIOIIUX BHUJAX PEUYECBOU
nesitenbHocTH. OCHOBHBIE OCOOEHHOCTH JIaHHOW CHUCTEMBI COCpPEOTOYEHBI B
npodeccruoHansHON HANPABICHHOCTH TEKCTOB U YIIPAKHECHHH; B3aUMO/ICHCTBHH
BUJOB  PEUYECBOM  JICSITEIBHOCTH,  pEAJIU3yeMOM  4Yepe3  KOMIUIEKCHO-
mudpepeHIUpPOBaHHYI0 OpPraHU3AlMIO0 YCBOCHMSI YCTHOM pEuYd, UYTEHHUS W
MUChbMa; ITUKIUYHOCTU PabOThl; HAYYHO OOOCHOBAaHHOM OTOOpPE SI3BIKOBOTO H
peyeBOro marepuana; ONPENEICHHOW IOCIEN0BATEIbHOCTA MPEACTABICHUS
SI3BIKOBBIX SIBIICHUW W PEYEBBIX MOJICNIEM, YCTHOM pPEYM M UTEHUS, BHYTPHU
OJHOTO KPYITHOI'O I'PaMMaTHYECKOr0 SIBJIEHHUS; CUCTEMOM I0Jauyd Marepuaia B
COOTBETCTBHHU C SI3bIKOBOM CHCTEMOM; 00ecriedeHuU 00paTHOM CBSA3M — TEKyIleH

U UTOTOBO.



[TonupIii Kypc ydeOHHMKA BKJIIOYAET B CeOSl B3aMMOCBSI3AHHBIC MEXKTY
c000if TeMaTU4YEeCKHE pa3zeiibl, MO3BOJIAIONIME MTOATAITHO U3YYUTh CTAHOBIICHHE
U paboTy COTPYIHUKOB OPraHOB BHYTPEHHHUX JI€J, JAESITEIbHOCTh KOTOPBIX
CBs3aHA C  HMH(POPMAIMOHHO-TCICKOMMYHUKAIIMOHHBIMA  TEXHOJIOTHSMH:
Mooyne 1. Jluunvie oannvie. Mos 6yoywasa npogeccus, Mooy 1L
Illpogeccuonanvnoe obpaszosanue 6 Poccuu. Kpacnooapckuii ynusepcumem
MBJ] Poccuu, Mooynv Ill. Mesicoynapoornoe compyoHuuecmeo noauyelcKux,
Mooyne 1IV. Ilowsamue «npecmynnenuey. Kraccugurxayus npecmynnenuil.
Kubepmeppopusm  u  sxcmpemusm,  Mooyne V.  Hugpopmayuonro-
MeNeKOMMYHUKAYUOHHbIE KOMNbIOMEPHble MEXHON02UU 8 pPAcCle008aHUU
npecmynienuti, Mooyas VI. Memoowt u cucmemst 3auumol uHopmayuu 8
oopvbe ¢ pazruunbimu eudamu npecmynienui, Mooyaw VII.  Ilowamue u
npobaemvl ungopmayuonnou bezonacnocmu, Mooyne VIII. Buowvl u cnocoowi
sawumsl ungopmayuu. Kpunmoepaguueckaa sawuma ungopmayuu, Mooynv
IX. BpeoonocHvie komnviomepuvie npocpammovl U 3auuma om ux 6030euUcmeusl,
a Takxke [llpunooicenus). YUeOHUK «AHTIUNUCKUN SI3BIK: HWH(POPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIEC TEXHOJIOTHH B MPaBOOXPAHUTEIBHON JCSITCIBHOCTI
mpeanoiaraet B3aMMOCBSI3aHHOE IPOXOXK/ICHNE JIEKCUYECKOTO "
rpaMMaTHYECKOTO MaTepuaiga U pPa3BUTHE PEUEBBIX YMEHUW U HABBIKOB.
Kaxnprit  pazmen mocoOus BKITIOYaeT MNPOGECCHOHAIBHO —HAMpPaBICHHBIE
ayTeHTUYHbIE W aJalTUPOBAaHHBIE YydeOHbIE TEKCTHl (IJI H3Yy4alollero,
03HAKOMUTEJIBHOTO0, TMPOCMOTPOBOIO M TOWCKOBOTO YTEHHS), JIEKCHKO-
rpaMMaTHYEeCKUE KOMMEHTApHH W ymnpaxHeHus. [ Oyaymmx cOTpyIHHKOB
OBJl mnpencraBisieTcss HEOOXOJUMBIM OBJIAJICHUE BCEMH BHIAMH YTCHHS
JUTEpaTypbl MO CIEIUATBLHOCTH Ha AHTJIUMCKOM SI3BIKE C IIEJIbIO TMOJYYEHUS
npodeccuoHanbHO 3HAaUMMOW WHGOPMANMK, T. K. TPHU PEIICHUH psiia
npodeccoHaNnbHbIX 3a7a4 KaK BHJI PEUYEBOM NEATEIbHOCTH YTEHHE IIUPOKO
BOCTpEOOBAHO.

B kaxpom paszgene yjelieHO 3HAYUTEIbHOE BHUMAHUE JIEKCUYECKUM

CAWHHUIaM, KOTOPBLIC ObLIH paHe€c BBCJACHBI WX BBOJATCA B OJaHHOM
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paszaesie, 4TO CHUMAaeT TPYAHOCTH B AaKTHBHU3allMM HOBBIX JIEKCHKO-
rpaMMaTH4eckux eauHul. KoamdyecTBO ympaXHEHUM u paszHooOpaszue
3aJlaHUl  CIOCOOCTBYIOT COBEPIIEHCTBOBAHUIO HABBIKOB yCTHOW U
NUChbMEHHOU (hOPM KOMMYHUKAIUH.

Marepuan npunoxenunit (Ilpunoxenune 1. Tect s caMOKOHTPOJIS
chopMupoBaHHBIX  KoMmrereHIud, Ilpuwnoxkenne 2. I'paMMaTHYECKHiA
cupaBouHHK, Ilpunmoxenne 3. AHIVIO-aHITIMHCKUIL — CJIOBapp TEPMHUHOB
kuOepnpoctpancTBa, I[lpunoxenue 4. KpaTkuili aHrI0-pycCKui CIOBaphb,
[Ipunoxxenue 5. AHIIO-aHIIIMHCKUN aynuo cinoBapb, [Ipunmoxenue 6 Hosblii
AHIJIO-AHIVIMMCKUM TEXHUYECKUHA cnoBapb, llpunoxkenme 7. Tekcrsl mid
JOTOJHUTENbHOrO uTeHus, [lpunoxenue 8. Temaruyeckue KpOCCBOP/IbI)
IIpEAHA3HAYEH U1 CAMOKOHTPOJIS U CAMOPA3BUTHS CIIYILIATEIIEH.

AyTEeHTHYHbIE npodeccruoHanTbHO-OPUEHTUPOBAHHBIE TEKCTHI
IOPUMYECKON TEeMaTUKW Ha aHIJIMICKOM S3bIKE MOTYT OBITh HCIOJIb30BaHBI
po¢heccOpCKO-MPENno1aBaTeIbCKUM COCTaBOM, aIbIOHKTaMU, KypCaHTaMH H
ciymartensiMu o0pa3oBarenbHbIX opranu3anuii MBJ] Poccun kak nj1st paGoThl B
ayIUTOpUU, TaK W JJIsi caMOKOHTpojsi. OOparmiaercs ocoboe BHHUMAaHUE Ha
po(heCcCHOHATIBHYIO JEKCUKY, HEO0X0qUMYI0 i Oyaymux coTpyanukos OB/l
no cnenuanbHocTsIM  40.05.01 — mnpaBoBoe obOecnedeHrne HAIMOHAIBHOM
oe3omacuHoctu, 10.05.05 — Oe3omacHOCTh MH(DPOPMAIMOHHBIX TEXHOJOTHHA B
npaBooxpanutenbHoit chepe, 40.05.03 CynebnHas sKcmepTH3a, KEIAIIMIUMU
COBEpULIEHCTBOBATh HABBIKM UYTEHUS M MEPEBOAA OPUTMHAIBHOM JINTEPATYPhI HA

AHTIMUCKOM SI3BIKE IO JAaHHOUW CIIEUAIBLHOCTH.



MODULE 1
PERSONAL DATA.
MY FUTURE PROFESSION.
JInuHble 1aHHbIe. Mosi Oyaymiasi npodgeccus.

Some new words for studying
cadet [ko'det] — kypcanT

freshman [’ fre/mon]- mepBoKypcHHUK
first—year student - mepBOKypCHHK

Ministry of Internal Affairs
Interior)[ ‘'mrnistriovdi: m'troro] - MB/J]

Investigator [in'vestigeita] — cienoBaTelnb

Operative [ Dparativ] — onepynoIHOMOYESHHBIT

6
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do one’sbest [du: wan’zbest] — nemaTh Bce BO3MOXKHOE

InformationSecurityDepartment (ISD) [Infa 'metfnst kjoortt
di'pa:tmant]— otaen uadopmManoOHHON OE30MIaCHOCTH

Security [s1 kjooriti] — 6e30macHOCTb
Private [praivit] - psiaoBoii

Solve [splv]-packpbiBaTh

Prevent [pr1 vent]-npenorBpamars
search for [s3:ffo:]-uckats

digital [ didzitl]-mudpoBoit
cybercrime [saiba'kraim] — kubGepnpectyrieHus
evidence [ evidons] — ynuku

master [ ma:sto]-oBnaaeThb
techniques [techniques] — TexHuKa
tool [tu:l] - opynue

collect [koa'lekt]-o - cobupats

preserve [pr1 z3:v] - COXpaHsATh

Read and translate the text
Let me introduce myself. My name is Peter Nikolayev. I am seventeen. I am a

future officer of Information Security. Information security

; '\ refers to the processes and methodologies which are designed
and implemented to protect print, electronic, or any other
.

' form of confidential, private and sensitive information or
data from unauthorized access, use, misuse, disclosure,

destruction, modification, or disruption.

T+ This year I have finished secondary school and entered
won'+ be the Krasnodar University of the Interior. It was not easy to
easy become a cadet, but I did my best to pass all the exams

but i+ will  successfully. Now I am a freshman. I like studying here.
be worth it+. Cadets’ life is hard to define. It is a time to have new
experiences, meet new people, gain new perspectives and learn.

We study the fundamental techniques and tools utilized for collecting,
7



processing, and preserving digital evidence on computers, mobile devices,
networks, and cloud computing environments. Our educational program
includes Introduction on Cryptograthy, Information System Security, and
Emerging Technologies in Cyber Security, Digital Forensic, Informatics and
Mathematics and so on.

I am from the police officers family. It was my parents who encouraged
and advised me to become an information security officer. On the one hand I’ll
continue our family occupation tradition; on the other handl have always given
my preference to computer and information sciences.

I’d like to tell you some words about my family. We are three: my father,
my mother and .My father is 45 years old.He is a colonel of police. He is a
cybercrime investigator.His task is to solve and prevent cybercrimes and cyber
threats, to search for and find digital evidence.l am very proud of him. He is a
model for me. My father is 2 years elder than my mother who is also a police
officer. She is a major. She works as a crime psychologist at the Criminal
Investigation Department.So we are a happy family and we are getting on well

together.

EXERCISES

Ilenps 3amaHui - AaKTHUBHU3ALMA HOBOIO JIEKCMYECKOTO Marepuaia,
Pa3BUTHE HABBIKOB MOHOJIOTMYECKOU U THATIOTUYECKON PEUH.

1. Find English equivalents in the text

IlepBokypcHuk yHuBepcutera MB/]
IIPECTYIUICHUE

JIeJ1aTh BCE BO3MOXKHOE
[IpeI0TBpAILaTh

pacKpbIBaTh

U (POBBIEC YIUKU

IIPOUCXOUTD U3

UCKaTh U HaXOUTh YJIUKHU

oT/e]1 UHPOPMAIMOHHON OE30MaCHOCTH



Kubepyrposa

paboTaTh IICUXOJIOTOM

2. Read and translate, paying attention to the suffixes in word formation:
To investigate — investigator - investigation — investigational

To instruct — instructor — instruction — instructional

To inspect — inspector — inspection - inspectional

To educate — education — educational

To prevent — prevention - preventive

3. Give synonyms
Ministry of Internal Affairs
Freshman

Investigator
Cadet

Profession

9
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0° 4. Answer the following questions
. What is your name?
. How old are you?
. What is your occupation?
. Where do you study at?
. Why did you decide to enter the University of Interior?
. Do you like to study here?
. What do you learn at the University?

. Who advised you to enter the University of Interior?

O© 00 3 &N U B~ W N —

. How many persons does your family consist of?
10. What relations do you have in your family?

9. What are your parents?

11. Can you describe your father?

12. Does he work? Where?



5. Make the word combinations using column A and B

A B
to solve cadet
to find one’s best
to do evidence
to work as crime
to become cyber crime investigator

6. Use the word combinations to complete the sentences
1. The main duty of the police is ...

2.1... ... to enter this University.

3. My dream came true, I ... ...

4. ... ... 1s not an easy task.
5

. Some years ago my brother .......

7. Translate into English using words from Active Vocabulary.

1. MeHsd 30BYT ....

2. S xypcanr 1 xypca Kpacnonapckoro yuusepcurera MB/[ PO.

3. 51 OKOHYMJI LLIKOJIy B 3TOM T'OJly ¥ IOCTYIHJI B YHUBEPCUTET.

4. MHe HpaBUTHCS YUUTHCS B YHUBEPCUTETE.

5. Hama o0pa3oBaTenbHass mporpaMma BKIIOYAET TaKWe MPEAMEThI Kak
kpunrorpagus, 0e30MacHOCTh  UH(MOPMAILMOHHBIX  CHUCTEM, LHU(PPOBYIO
KPUMUHAIUCTUKY U T.1.

6. Mou poauTteny — NOJUIEHCKHE, U S TOXKE PELII CTaTh 0QULIEPOM MOTUIUH.
7. Moii oren cruenoBarenb —nokuOepnpectyrieHusiM.  OH  Oopercs
ckubepyrpo3amMu U KudepnpecTynHocThio. OH oOpasert 11t MeHs.

8. Most Mama Ha 2 roaa moJioxe namnsl. OHa — ICUXOJIOT.

9. Hama cembst oueHp qpyKHAs.

10. 4 ropxych CBOUMHU POAUTEISIMH.

8. Complete the sentences according to the text:

1. At school I was good at ... and ...

10



2. It was my ... who advised me to become a ... ... ....

3.Heisa... for me.

4. His task is to search ... and find ... evidence.

5. My father is ... years elder than my mother.

9. Learn the English proverb about family and try to find Russian

equivalents.

HOME IS BEST ©_J

&

1 Ty 1
= ' e =

iy STk e 3

e
(L

B
:_%li?;* == ~ = Eastor West, home is best

There is no place like home
Every bird likes its own nest
Every family has a skeleton in the cupboard.

10. Read and learn the report:

Attention ! (Shun !)

Comrade teacher, group ... is ready for the English classes.

All (not all) are present. Some cadets are absent.

Comrade A. is ill (on duty-detail, at work, on leave, away on business)
The rest are present and correct.

The cadet on duty is B.

At ease! Sit down!
Note:

to be on duty — bbimboedcypHbiM

to be present (absent) — npucymcmeogams (0mcymcmeosams)
to be on leave — 6bimb 6 y6oIbHEHUU

to be away on business — 6bimb 8 KOMAHOUPOBKeE

to be on duty-detail —6vimsb 6 napsioe

Attention! Shun! - Bnumanue! Cmupno!

Atease! - BoavHo!
11



11. Learn the police ranks by heart

3Banue (BomHCKOE)- [raenk] —rank

CrapmmiineiiteHanT -[ 'si:niale’ ftenont] —senior lieutenant
I'enepan- [ dzenaral] —general

Kanwuran - [ 'keptin] — captain

[TonkoBHuK - [k3:nl] —colonel

MnanmmuiineiiteHanT- [ du:niole’ ftenont] — junior lieutenant
Jleittenanr - [le ftenont] — lieutenant

Cepxanr -[ 'sa:dzont] — sergeant

[ToanonkoBuuK -[le’ ftenontk3:nl] —lieutenant colonel
Crapmmna -[ 'sa:dzont meidzo] — sergeant-major

Maiiop- [ ' meidza] — major

PsinoBoii- [ prarvit] — private

['enepan-maiiop- [ meidzo- dzenorol] —major-general
I'enepan-neiitrenant — [le'tenont- dzenaral] - lieutenant general

I'enepan-nonkoBuuK - [k3:nl-'dgenaral] — colonel general
12. Read, translate and reproduce the following dialogue:

-,
= Two schoolmates meet at the University ﬁf ﬁg
), A
@D A. — Hello, I’'m glad to see you. Why are you

POLICE 9 0
DIALOGUES here? Are you a cadet?

12



B. —Hi.Yes, I am. I’m a freshman.

A. — What faculty did you enter? What are you in future?

B. —I am a future cybercrime officer of the Information Security Department.

A. — This profession is very interesting but difficult. You have to study a lot to
be a good cyber security officer.

B. —I know it. Do you remember at school I was good at Mathematics and
Informatics, they were my favorite subjects.

A. — Well, I have to go. Let’s meet a little later. Good buy

B. - Good luck.

13. You are future cyber security officer. Read three definitions of the term

«cyber security» and answer «Why is cyber security so important? »

"Cyber security is primarily about people, processes, and technologies working
together to encompass the full range of threat reduction, vulnerability reduction,
deterrence, international engagement, incident response, resiliency, and recovery
policies and activities, including computer network  operations,

informationassurance, law enforcement, etc."

OR
Cyber security is the body of technologies, processes, and practices designed to
protect networks, computers, programs and data from attack, damage or

unauthorized access.

13



] The term cyber security refers to techniques and practices designed to protect
digital data.
"] The data that is stored, transmitted or used on an information system.

OR
Cyber security is the protection of Internet-connected systems, including
hardware, software, and data from cyber attacks.
It is made up of two words one is cyber and other is security.
] Cyber is related to the technology which contains systems, network and
programs or data.
"] Whereas security related to the protection which includes systems security,

network security and application and information security.

THE 7 LAYERS OF CYBERSECURITY

THE HUMAN LAYER
PERIMETER SECURITY
NETWORK SECURITY

ENDPOINT SECURITY

DATA SECURITY

14



14. Read about the 7 layers of cyber security and discuss each of them

- 1. Mission Critical Assets — This is the
Talking
- data you need to protect
Points

2. Data Security — Data security controls
protect the storage and transfer of data.
3. Application Security — Applications security controls protect access to an
application, an application’s access to your mission critical assets, and the
internal security of the application.

4. Endpoint Security — Endpoint security controls protect the connection
between devices and the network.

5. Network Security — Network security controls protect an organization’s
network and prevent unauthorized access of the network.

6. Perimeter Security — Perimeter security controls include both the physical and

digital security methodologies that protect the business overall.

7. The Human Layer — Humans are the weakest link in any cyber security
posture. Human security controls include phishing simulations and access
management controls that protect mission critical assets from a wide variety of
human threats, including cyber criminals, malicious insiders, and negligent

users.

15



14. Match the words in the box with their description

adware  hacker  browser hijacker  malware attack  spyware
Trojan ~ virus  worm

\

A program which is usually

free but contains malicious
Malicious software that can | files. (8) ............o......
copy itself and infect the
system. (1) ... J PR
- automatically plays

commercials on a
computer. (7)

Affects privacy. It does not
take control of & computer
system. but sends
Information aboul the use An effort 10 gain
of a computer system UnauOrised acoess 1o a
(@) computer (6) ...
| Spreads without the user
taking action and usually Software that replaces the

acts in operation system. — user's search engine with

(3 A person who on purpose atempts | s own. (3) l
1o break into a computer system and ‘
usa it without the knowledge of the

16



Grammar reference

ENGLISH
GRAMMAR

Regular Nouns

add -S
1 car 2 cars
1 dog 2 dogs
1book  2books
1 house 2 houses
1apple 2 apples
Ends in VOWEL + Y
add -S
1 day 2 days
1 key 2 keys
1 boy 2 boys
1 guy 2 guys

1 donkey 2 donkeys

Ends in VOWEL + O

add -S
1 zoo 2 Z00s
1 radio 2 radios
1 stereo 2 stereos
1 video 2 videos

1 kangaroo 2 kangaroos

PLURAL NOUNS

EndsinS,CH,SH, XorZ

add -ES
1 bus 2 buses
1 match 2 matches
1 dish 2 dishes
1 box 2 boxes
1 quiz 2 quizzes

Endsin CONSONANT +Y

removeY add -IES
1 city 2 cities
1 baby 2 babies
1 story 2 stories
1 party 2 parties

1 country 2 countries

Endsin CONSONANT + O

add -ES
1 hero 2 heroes
1 echo 2 echoes
1 tomato 2 tomatoes
1 potato 2 potatoes
Exceptions:  piano - pianos

photo - photos

17

Ends in F or FE
remove F/FE add -VES

1 leaf 2 leaves

1 wolf 2 wolves

1 life 2 lives

1 knife 2 knives

Exceptions:  roof - roofs
cliff - cliffs

Irregular Nouns

1T man 2 men

1 child 2 children

1 foot 2 feet

1 tooth 2 teeth

1 mouse 2 mice

1 person 2 people
No Change

1sheep  2sheep

1 deer 2 deer

1 fish 2 fish

1 series 2 series

1 species 2 species




1. Put the words in plural
A first-year student, a freshman, an investigator, an University, a future
investigator, a future detective, my family, my child, a future officer,cybercrime,

cyber threat,digital evidence.

2. Put personal pronouns:
1. My profession is a programmer. ... is very interesting but difficult.
2. My friend is not at the lesson now. ... is on duty detail.

3. Our fellow students are not future divisional inspectors. ... are cybercrime
investigators.

4. This is a higher police school. ...is University of the Interior Ministry.
3.Translate:

1. M&I kypcanTtbl Kpacnonapckoro yausepcurera MB/] PO.

2. Mpl 6yayuiue oduiepsl oTaea UHGOPMAITMOHHON O€301TaCHOCTH.

3. Hama Oyaymas npodeccus TpyaHasi, HO MHTEpeCcHasl.

4. 5] nepBOKYpCHMK YHUBEPCHUTETA, @ MOSI IOAPYTra — BTOPOKYPCHHUILIA.

4. Put the personal pronoun in brackets in the object form; translate the
sentences

1. Take this program, but first

i 0 1p 1 read (it).
ersonai Fronouns 2. I meet (he) at the computer
I club.
me
h 3. Let’s speak about (she).
you . e 4. Informatics is necessary for
she it (I), study (it) every day.
thEE we 5. She needs (you) help.
him her 6. What do you know about
(?
us them (they)?
\ / 7. She is on leave, call (she).

8. I want to tell (we) a few words about my life.
9. Show (she) identity card .
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5. Translate paying attention to the prepositions of place

In the city center; in your computer;

in the garden; in the newspaper: in front of

UNDER NEXT TO

the classroom; behind the box; behind the

‘ c “ room; on the shelf; on the wall in front of

BEMIND N FRONT OF PR you; on a plate; on page six; on the picture

over the blackboard; on the first floor; next to our hostel; among our students; at

the window; at the blackboard; at the door; at the bus stop; at the lecture; at

school; at the seminar; around the table; around the stadium; between the tables.

Put in in/at/on.

1

ORI UL W

10
11
12
13
14
15

Helen is studying law % university.
There was a big table ........... the middle of the room.
What is the longest river ... the world?
Were there many people ............ the concert last night?
Will you be ... home tomorrow afternoon?
Who is that man ... this photograph? Do you know him?
Where are your children? Are they ............... school?
George i1s coming by train. I'm gomg DO T Y s the station.
(@27, 5 — hospital. He’s going to have an operation tomorrow.
How many pages are there ... this book?
‘Are you hungry after your journey?”  ‘No, I had a meal ........... the train’
I'm sorry I'm late. My car broke down ............. the way here.
‘Is Tom here?” ‘No, he’s ... his brother’s.’
Don’t believe everything you see ............ the newspaper!
I walked to work but I came home ... the bus.

6. Translate paying attention to the prepositions of movement.

Where? Where from?

PREPOSITIONS OF MOVEMEMNT
Show direction of movement
to and from a fixed point:
= Ta {(fthe train o Landon)
= Fram [(fraoam the LISA)
= Inte (come inte the garden)
= Along (alorng the highway)
= Oeer (flight aver the sea)
= T hrough [(through the window])

= Acraoss [(go across the rood)
= Around (arouwnd the world).
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. Go to his office in the morning.
. Take your dictionary from the desk.

. Come into this computer laboratory to do exercises.

. Look through the window. You can see a lot of interesting.

1
2
3
4. Go straight on along this street.
5
6. Go across the road to meet her.
7

. You are lucky to go around the world.

5. What time is it?

Time Expression

It’s ... o’clock

It’s five to...

’ \ /
It’s ten to...
/

It’s twenty
past...

to... .
It’s twenty-five

past...
It’s twenty-five
to... It’s half past...
Asking The Time Answering the questions
What time is it? * It's exactly or about or almost or just gone

What is the time?

Do you have the time?

Do you know what time is it?
Could you tell me the time, please?
Do you happen to have the time?
Have you got the right time?

What time do you make it?

Sure, itis 3:00

Sorry, | am not wearing a watch.
2:30

Itis 4:20

It is ten past ten.

The time is 8 o’clock.

. . . - . . L] .
. . . . . .
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What time is it?

10 gacoBpoBHO, 15 MUHYTBTOPOTO, MOJIOBUHAMISTOrO, 0€3 5 MUHYTBOCEMB, 0€3

15 MUHYT OJITMHHAIIIATh, TTOJIOBUHA JIBEHAIIIATOTO.

6. Put the right preposition of time into each gap.

www.englishcoursemalta.com

1. It’s my birthday ... Monday.

2. My brother was born ... 8.45 ... the morning ...Saturday.

3. ...summer it is usually hot, but it often rains ... April and June. The best
English weather is ... spring and autumn.

4.1 learned to drive a car ...1980.

5....7.30 every morning I am at my University.

21



6. Every Sunday ... 3 hours he is in the computer laboratory.

7. Our working day lasts ...6.15 ... 17.45.

8. Our students began studying Criminal Law ...last Friday.

JI HacToamee BEpeMsAa IMpomenmee BpeMsa

:: (1 dopma) (2 dpopnra)

o en.4. MH.. en.4. MH..

1 |Iam We are I was We were

2 |— You are — You were
He is He was

3 |She is They are She was They were
It is It was

7. Complete using the verb “to be”.

1. Nick ... my friend. He ... a future cyber security officer.

2.1... alieutenant of police.

3. My friend ... not a cadet. ... you a cadet? Yes, I ....

4. Computer Science and Informatics... very interesting subjects.

5. My friends ... first-year students of the Krasnodar University of the
Interior.

6. The Krasnodar University of the Interior ... one of the colleges in
the system of law enforcement.

7. 1t ... interesting for me to read cybercrime literature.

8. Our special training ... difficult but interesting.

8. Complete this e-mail with am, is, are, their, our or my.

Dear Colleagues

Mary Smith and I 2 the IT Support team leader.
: Jack Coin, Suares and Bobby Perish.

My name 1
The IT Support team members 3
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Jack 4 our network administrator. Betty and Bobby 5 system
maintenance officers.Their job 6 to keep our systems going.7  job s
tosupportyou.8  contactnumber 9 495 768 243.

Best regards

Mary Smith

Write a reply to the email. Introduce yourself and two people in your

group.

9. Open the brackets and complete the following sentences:
1. I (to be) in Krasnodar in 2019.

2. My mother and father (to be) investigators some years ago.
3. He (to be) fond of Computer Security.

4. My schoolmate and I (to be) freshmen of the University.
5. His dream (to be) to become IT investigator.

6. I (to be) a police officer next year.
7. After graduation from the University we (to be) cybercrime investigators.

8. We (to be) very busy when we were taking midterm exams.

10. Complete the following sentences using the verb 7o be. Translate them.

1. A computer ...a general purpose device that can be programmed to
carry out a finite set of arithmetic or logical operations.

2. The first electronic digital computers.... the size of a large room.

3. This ....the essence of programmability.

4. A mechanical calculator ....a device that could perform all four

arithmetic operations without relying on human intelligence.
5. Vacuum tubes .... electronic elements of a computer.
6. «Bugs» ....errors in computer programs.

7. Programming language ....a way of specifying programs for a

computer.
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8. A key component common to all CPUs (a central processing unit) ....

the program counter.

HAVE

(American)

(+) I have a penpal
he/she/it +has

(=) I do not have
a penpal
he/she/it + does
(?) Do I have
a penpal ?
Does + he/she/it

HAVE GOT

(British)

(+) T have got a penpal
he/she/it +has

(-) I have not got

a penpal

he/she/it + has not

Have I got
a penpal ?

Has + he/she/it

(?)

11. Open the brackets and complete the following sentences with the

verb to have:

1. We (to have) three or four classes a day.

2. 1 (to have) a lecture on Computer Programming once a week.

3. You (to have) many friends in our University.

4. He (to have) only one brother.

5. IP (Internet Protocol) address (to have) a group of numbers

that identify a computer on a network.

6. Our group (to have) special training today.
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Solve the crossword

Across:

1. a place where people, especially young people, can stay for
a period when they study at the college, Institute and
University

3. Institution of higher education

5. the careful study of the structure and behavior of the world,

g%%gggﬁﬁﬁg especially by doing experiments

Down:
2. Ministry of Internal Affairs
4. a part of division that is responsible for a particular part of its work

6. distance learning
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Just for fun

Believe it or not, this story came out this year, even though January of
2020 feels like 10 years ago. Joseph Menn, who always has one or two truly
shocking scoops a year, reported that the FBI convinced Apple to block its plan
to encrypt its backup service iCloud. The folks at Cupertino were planning to
make backups end-to-end encrypted, much like their messaging and video chat
services iMessage and FaceTime. But then the feds changed their minds. This
shows how cops and law enforcement agents can get around end-to-end
encryption tapping into backups, which most people have enabled by

default...and how Apple sometimes is happy to cave to the government.

Why didn’t the company move into the Castle in
the Sky?

There wasn’t enough cloud storage.

Here's the first thing you can say when you meet someone:

1. Hello! How are you?
Hi. It's nice to meet you.
How is your day going?

What do you do?

A

YOU MEET SOMEONE

Where are you from?
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Vocabulary

Some new words for studying
to unravel [tu: An'reval] — packpbITh, paCKpBIBaTh
target [ 'ta:git] — uenb
threaten [Oretn] — yrpoxxatb
according to [o'ko:dmtu:] — cornmacHo
regulation [regju'lei/n] - ycras
security [s1 kjuoritr] — 6e30macHOCTh
surround [so ravnd] — okpykaTh
cybercrime [saiba kraim] — kubGepripecTyieHus
preserve [pr1 z3:v] - COXpaHSTh

evidence [ ‘evidens] - ynuku

information systems and technologies
[Infa 'meifnsystemsandtechnologies] — nHpOpMaIMOHHBIECUCTEMBIUTEXHOJIOTHH

informatics [mfo'meetiks] — wunHdopmaTuka, Teopus uHOOPMAIINH,
uH(popMaTHKa

computer science[kom 'pju:ito ‘sarons] — Hayka 0 mpeoOpazoBaHUU
uHbopMaIuu

computer-based (high-tech) crimes[kom pju:to-berst(hai-tek)crimes] —
NPECTYIUICHHUS, COBEPIICHHBIC C MCIIOJIb30BAHNEM KOMIIBIOTEPHBIX TEXHOJIOT U

cyber-based terrorism[ saibo-beist ‘terorizm] — kubep-TeppopuzmM

computer intrusions[kom pju:toin tru:3nz] — HEIPaBOMEPHOE
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NPOHUKHOBEHHWE B 0a3y JaHHBIX C MCIOJIb30BAHHUEM KOMITBIOTEPHBIX
TEXHOJIOTUU

cyberfraud [ 'saibofro:d] — kubep-moieHHUYECTBO
espionage [espI1o na:3] — HIMHOHAK

fraud [fro:d]-MomenHNYECTBO

scams [skemz]-adepa, MOIIIEHHUYECTBO

phishing [ 'fifig]-durmmar

cyberstalking [ 'sa1ba 'sto:kig]-kubep-npecienoBanue
harassment [ " ha&rosmont]-gomMorareabcTBO

malware [ 'melweor]|-Bpe1oHOCHas porpaMma
worm [w3:m]-4epBb

disguise [dis'gaiz]-MackupoBaTh

spyware [ sparoweor |-IIImuOHCKUE TPOrpaMMBbl
high-profile [hai-"prouvfail] — HenmpuMupumpIii
infringement [’ frindsmont] — Hapytenue

intercept [ mtosept] — nepexBarbIBaTh

decipher [d1 saifa] — pacmdpoBsiBaTh
investigational techniques [nvestr gerfnaltechniques] —

TAaKTHKAUTCXHUKAPACCICIOBaAHUA

Read and translate the text

We are freshmen of the Krasnodar
University of the Interior. Training at the

University is difficult but interesting. A state

grant, medical services and other conveniences
are at the cadets’ disposal. We are future police officers so we wear police

uniform. It’s according to the regulation.

We are future information security officers who should bring the skills

and abilities needed to unravel today's sophisticated internet crimes.
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While a detective or law enforcement investigator may investigate various
types of crimes, an information-securityofficer is a specialist that is focused
primarily on cyber, or internet-based, crimes such as cyber terrorism, cyber
warfare, spam, harassment, cracking, and copyright infringement and so on.

Investigating cybercrimes will require you to have an understanding of cyber
security, be knowledgeable of the law in regard to cybercrimes, and understand
the methodology used in the preservation of evidence. In addition to being
experienced in forensics, intrusion detection, malware analysis, basics of
programming, risk analysis and mitigation, cloud security, offensive training
(black hat), and security analysis, information security officers have a well-
rounded skill set in the field of cyber security. That’ why future information
security officers study Computer Science, Informatics, Cryptography, Digital
and Analogue Electronics, Programming Languages and Algorithms,
Information and Communication Technologies (ICTs). They learn how to
collect and preserve evidence from technological and Internet-based sources; to
examine digital media on multiple operating system platforms; proven methods
of conducting cybercrime investigations through hands-on exercises, scenario-
based learning/training and lectures.

As it is in every institute of our country, social sciences are in the program
of cadets’ curriculum too. They are to form world outlook and improve general
education.The knowledge of foreign languages is also an asset, since cyberspace

is international and investigations can take place in different parts of the world.

The task of looking into the damage of cybercrime activity goes to the
information security officer. The purpose of education is to expose cadets to a
range of trends in cybercrime and to develop their ability to find and evaluate

their value for cybercriminals.
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EXERCISES

Ilens 3amaHui - AaKTHUBHU3ALMA HOBOIO JIEKCMYECKOTO Marepuaia,
Pa3BUTHE HABBIKOB MOHOJIOTMYECKOW U JTUATIOTHYECKON PEUH.

1. Read and translate international words

Computer, computation, cyber-crime, high-tech crime, computer-based
crime, spam, Internet, cyberspace, police, uniform, criminal, mathematics,
computer science, informatics, high-profile, programming, officer, information

systems, cadet, user.

2. Find English equivalents in the text

TRANSLATIONS

WSRE

CIICHUAJIBHBIC IIPECAMCTHI

yTpOXKaTh HAIIMOHAIBHON 0€30MacHOCTH
npodeCCUOHANIbHBIC HABBIKU
peaynpexIeHUEe MPECTYIICHUN
NPECTYyTHBIE TSN

YTOJOBHOE PacCiieIOBaHUE

60opbr0a ¢ MPECTyIMHOCTHIO

oduliep MOIUIUN

A S AN O e

UH(OPMAITMOHHBIE CUCTEMBI

10.u3y4ats npeaMeThl

11.HapymieHne aBTOPCKUX ITPaB

12.0651a1aTh BCECTOPOHHUMHU HaBBIKAMU

13.mpenoTBpallieHue U paccieJOBAHUE UHTEPHET MPECTYIUICHUI
14.xubep MOIIIECHHUYECTBO

15.0By1aIeTh TAKTUKON U TEXHUKOU pacCieOBaHMSI.
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3. What types of cyber-crimes have you known from the text above? Fill in.

/Q

4. Match the words with their translation

occupation uHpopmaTrka
informatics KuOep-Teppopuzm
cyber-based terrorism po3aHATUI

crime detection KHOEp-MOIIEHHUYECTBO
espionage oduuep

officer YT'OJIOBHBIN PO3BICK
cyber fraud IITTHOHAXK

6. Complete the sentences according to the text:
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1. Computer crime refers to ... ... that involves a computer and a network.
2. Much of the work investigating a cybercrime involves ... ... ... .

3. ... cyber threats do not work in isolation, ... learn the importance of working

with other law enforcement agencies.

4. A cyber security officer ... be a technical expert.

5. Investigating of cybercrimes can be ... and ...

6. Social educational subjects are ... ... of cadets’ curriculum too.

7. The task of ... into the damage of cybercrime activity ... to the cyber security
officer.

6. Make the word combinations using column A and B

A B
Internet analysis
police crime
national techniques
malware officer
investigational security

7. Match the words with the definitions

Computer an illegal act for which someone can be

punished
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Uniform the official or distinctive clothes or outfit
(cHapsnxenue) worn by the members of a
particular group, as policemen or soldiers,
esp. when on duty

Crime anyone elected or appointed to an office

Computer science

Internet

Cadet

Informatics

Officer

or position of authority in a government,

business, institution, society, etc.

isa global network of  billions  of
computers and other electronic devices.

a student of police or military school

(institute, university)

an electronic machine which, by means of
stored instructions and information,
performs rapid, often complex
calculations or compiles, correlates and

selects data.

the study of complex systems,
information and computation using
applied mathematics, electrical
engineering and software engineering

techniques.

the study of information, computation
and communication. This can apply to
artificial systems, such as computers, or
natural systems such as brains, genes and

living cells. .
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8. Make up the sentences
1. A computer can be a. ...1s difficult but interesting
2. Training at our University b. ...a source of evidence
3. Our future profession is .... C. ...cyberspace has emerged as
a national-level concerns
4. Computer crime refers to any ... d. ...information systems and technologies
5. Net crime refers to criminal ... e. ...exploitation of the Internet
6. Government departments f. ... crime that involves a computer and
note that ... a network.

9. Agree or disagree using the models:

AGREE/DISAGREE I quite agree with you

It’s true
I agree

I concur
I disagree
I cannot agree

I agree but ..

I am afraid, you are wrong
It’s not quite so

I cannot accept ,
It’s false

I oppose the idea

v

on—’o ,

1. Computer crime refers to any crime that involves a juvenile and a ransom.

SA

2. Net-crime refers to criminal exploitation of the Internet.

3. Cybercrimes may threaten a nation’s security and financial health.
4. A cyber security officer must know only computer programming.
5. Special subjects are the only subjects of cadets’ curriculum.

6. The profession of cyber security officer is not very important in modern
society.
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7. A cyber security officer is a specialist that is focused primarily on cyber, or
internet-based, crimes.

8. Much of the work investigating a cybercrime involves only cyber
investigative methods.

10. Match the security solution 1-5 to its purpose a — e

1 atirewall
2 antivirus software

a) prevents damage that viruses might cause
b) make sure only authorised people access
the network
¢) checks the user is allowed to use system
d) blocks unauthorised access
codes
e) protects the system from public access

J authentication
4 username, password and
biometric scanning

5 encryption

11. Answer the questions to the text

1. Where do you study?
o @ 2. Are you a future police officer?
Qo : :
3. What is your future profession?
4. What crimes are you to prevent and investigate?
5. What does a computer crime refer to?

6. What powers should an information security officer possess?

7. Why do future information security officers study Crime Detection, Criminal
Investigation, and Criminal Law?

8. What professional skills and abilities are you to get?

9. Is profession of information security officer necessary and important in
modern society?

10. What is the purpose of your education?
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TRANSLATIONS

12. TranslateintoEnglish

1. S nepBokypcuuk KpacHonapckoro yuusepcutera MB/] Poccun.

2. 5 Oymaymwmit opunep nonunun. S OyAyuuii onepynoJIHOMOYEHHBIN OTaena
uH(OPMAITMOHHON O€30MTaCHOCTH.

3. Kommnbiorep u HHTEepHET MOTYyT OBITh MCHOJB30BAHBI [JIsl COBEPILCHUS
IIPECTYIUICHUS.

4. Kubep-npecTyIieHUs: MOTYT YrpoKaTh TOCYJapCTBEHHON O€30MacHOCTU U
(¢uHaHCOBOMY OJIaronoIy4uIo.

5. KubeprpocTpaHCTBO OTHOCUTCS BOIIPOCAM IrOCYJapCTBEHHON BaXKHOCTH.

6. bompmas yacTe pabOTBl MO pPACCIECIOBAaHUIO MNPECTYIUICHUH BKIIIOYAET
TPaJULIMOHHBIE METObI PACCIIEIOBAHMUS.

7. MBI 1OJKHBI TIONTy4aTh NPOQGECcCHOHAIbHbIE HABBIKU U YMEHUSL.

8. KoMmproTep MOXKeT ObITh HCTOUHUKOM BEIIECTBEHHBIX JOKA3aTEIbCTB.
TpeOyeT 3HaHUS 3aKOHa O

9. PaccnenoBanue  kuOepHpecTyIICHUN

KHOEPIPECTYIUICHUSX.

10. Ms1 ropauMcest cBoeli Oymytieit mpodeccuei.

13. Circle the odd ones out

1. toy laser model

2. gadget device battery

3. fossil fuel ecofriendly  recycled

4. interactive  individual participle

5. try out test attach

6. exhibition prediction presentation
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Choose one correct variant

14. Choose the correct variant to complete the sentence.
1. We are future .....

- officers of the Ministry of Internal Affairs.

- officers of Royal Navy (BMCBenuxobpumarnuu).

- customs officers.

2. In order to enter our university an applicant.....

- must have undeniable references only.

- must pass the entrance examinations successfully

- must have fair hair.

3. The term of training depends....

- on education model.

- on the number of the cadets.

- on whether you are in a hurry or not.

4. The academic year in our university begins in September and is divided into
- indefinitely small parts (becxoneunomanvienacmu,).

- three terms (semesters).

- two terms (semesters).

5. Social educational subjects are in the program of ...

- cadets’ curriculum.

- cadets’ thinking.

- cadets’ plan.

15. Match the sentences and pictures
1. We have to wear a uniform

2. The discipline here is very strict

3. My timetable’s very terrible this term!
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4. Love math’s. It’s my favorite subject.

5. Look! The exam results are on the notice board.

tice board.

ually
etc.).

e?

_g'comme-l-e
- sente nces =

\. DN

TE SENTEN[:E eeds o
S.U-.I::- ect orwd 1 predicoite.
JIE = '-rm..nn.rn o wihat tHhe

Alorat
%&ED?E&EE T-:.IIL winat the subject
does Oor 5 e

16. Complete the sentences using the words in brackets:

(Crime, fraud, email, anti-spam, divided, hacker)
Computer.....encompasses a broad range of activities. Generally,
however, it may be......into two categories: (1) crimes that target computers
directly; (2) crimes facilitated by computer networks or devices, the primary
target of which is independent of the cats network or device.
Spam, or the unsolicited sending of bulk .....for commercial purposes, is
unlawful in some jurisdictions. While....... laws are relatively new, limits on

unsolicited electronic communications have existed for some time.
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Computer ...1is an act performed by a knowledgeable computer user,
sometimes referred to as a ... that illegally browses or steals a company's or
individual's private information.

16.Discuss with your fellow students
What can we do to stop computer crimes?
What other threats can a computer user encounter?

Group work:

Divide in groups and find possible ways of solution to

the problems of computer security.

18. Imagine that you should take part in National Computer Security
Project.

You are an expert in computer security. Write
an article with your solutions to this problem.

Make a list of suggestions and explain their

Challenges in Cyber Crime Investigation

advantages.
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Grammar Practice

1. Fill in the gaps and translate into Russian the dialogues, pay

attention to verb ‘to be’.

) - Dialogue 1
”'/ Jack. Hi! I....Jack. What ...your name?

George. Hi! My ...name George. Where ...you from?
J. I...from Britain. And you?
G. I.... from the United States.

Dialogue 2

Dmitry. Hi! My name ....Dmitry. What... your name?
Victor. Hello! My name ...Victor.I... from Russia. Where ...you from?

D. I...from Belorussia. I....from Minsk.

Dialogue 3
Studentl1: Hello, everyone. I ...your new fellow-student.
Student2: Hello, what ...your name?
St.1: My name .... Bobby.
St.2: ....you American?
St.1: No, ...
St.2: Where ...you from?
St.1: I....from Toronto. It....a city in Canada. What ....your names?

Students: My name... Victor. My name...Vera. My name .... Sasha. How old
....you?

St.1: 1.... eighteen. Glad to meet you.
St.2: Glad to meet you too.
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Simple (Indefinite)

yTBEPIHUTENbHEIE BOIIPOCKI OTPHIIAHUS
do do
esent V] does does
[Past V. did Vi did ot |V,
uture|will| \/, will will
Present Simple usually, always, often, every day, never
l(J]]O‘{E-:Bble Past Simple last Wf:ek, yesterday, last month, days ago, the other day,
CI0Ba: long time ago
Future Simple soon, tomorrow, next Monday, in the future
Every day I go to school.
Present Simple He always goes there as he works as a teacher.

Where do you usually go on hollidays?

Yesterday we went to the cinema.
[npumeper: | Past Simple When I was young I usually /ived in France.
What time did he get up this morning?

I'll visit my aunt tomorrow.
Future Simple Will you read this book?
He won't do this as he is too lazy.

2. Put the verbs in the Past and Future Indefinite, making necessary

changes.

1. He plays computer games every day. 2. She learns computer language. 3. We
install and maintain network. 4. They often make mistakes. 5. I help my friend
to write computer program. 6. They do their Internet shopping every day. 7. We
send emails to our offices all over the world. 8. Tom gets excellent results in
computer programming. 9. Many people have an opportunity to use computers.

10. Instructions direct the operation of a computer.
2. Make sentences interrogative and negative.

1. The Internet provides a wide variety of opportunities for communication and
development. 2. Netiquette includes more than good spelling and grammar. 3.
An email virus spreads by sending a copy of it. 4. Internet-based crimes include
spam and phishing. 5. The Internet started in the USA. 6. They spent too much
time playing computer games. 7. We shall use Internet to obtain necessary
information about this project. 8. He will start his career as a webmaster. 9. They

receive a subscription magazine once a month.
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3. Answer the following questions.

o ol 1. Do you surfthe Web very often? - Yes, I .../ No, I ....
“ 2. Does he chat with his friends? - Yes, he .../ No, he ....

3. Did you reorganize the database structure? - Yes, you.../ No, you....

4. Did they write documentation of a program? /- Yes, they.../ No, they..

5. Will she design applications against viruses? — Yes, she..../ No, she

6. Shall we control computer data processing? —Yes, we.../ No, we ....

4. Put questions to the italicized words.

1. Technical writers write the instructions for ITC system. 2. The
Internet enables users to exchange files and send email. 3. Every day millions
of children spend time in Internet chat rooms. 4. Crackers try to find a way to
copy the latest computer program. 5. Last year we maintained web pages and
web applications for websites. 6. Peter served as a software engineer two years

ago. 7. My friend will buy a tablet PC.

5. TranslateintoRussian:

1. OH yacTo nemaer omubOKu B mporpammupoBanun? [la.

2. TBos cecTpa paboTaet B ciyx0e 6e3onacuoctu? /la.

3. OHM NPOBOJAT MHOTO BPEMEHHU, UTPasi B KOMIIbIOTEpHBIE UTphI? Jla.
4. OH 4acTo NMIIET 3JIEKTPOHHbIE cbMa? Her.

5. BwI ciaere sK3aMeH 1o KOMITbIOTEpHOM Oe3omacHoctu? [la.
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Solve the crossword

Across: Down:

s: 1. IlpenmeTt 2. IlpenoTBpailieHue, mpeceueHne

5. Uadpopmarus 3. Teppopusm

CROSSWORD
CYBERSECURITY

8. Kubepnpecrymnenne 4. HaBbiku
6. MoOLIeHHUYECTBO

7. be3omacHOCTH
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After a life of cybercrime, how did the hacker

get to heaven?

The password hadn’t been changed in 2021

years.

Just for fun

Cybersecurity Jokes & Comics to Follow
Looking for more tech, cybersecurity, and (mostly) office-appropriate jokes?
Check out some of our faves:

o Charlie Ciso — created by Dr. Edward Amoroso and Rich Powell — a comic for
cybersecurity professionals everywhere.

o XKCD — created by Randall Munroe — topics of this quintessential internet-
famous strip include math, language, and science. Come for the graphs, stay for
the laughs!

o Break Time!— Six HelpSystems-sactioned cybersecurity games. Learn about
cybersecurity, and teach your non-security coworkers the ins and outs of your

job
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MODULE II
Law enforcement professional education

Vocabulary

?Some new words for studying

require - [r1 kwara] — TpeboBaTh

take up - [tetkap] — OpaTbcs 3a yTO-THOO

law enforcement - [1o: i’ fo:smant] — npaBonprumeHeHue
devote - [d1' vout] — mocBsmaTh

solve - [splv] — packphsiBaTh, pemiarb

decrease - [ 'di:kri:s] — ymenbIienue

entrant - [ entront] — mocTymnaronuit

ensure - [In' [u9] — obGecrieunBaTh

thorough - [ 'OAro] — TaTenbHbIN

pass an exam - [pa:s @&nig z&m] — cJaTbIK3aMeH

passing score - [ pa:sigsko:] — mpoxoaHoii6an
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in-service training - [In-'s3:vis 'tremin] — oOy4ueHue B MpoIecce CiyXO0bl

(0e3 oTpbIBa OT CITYXKOBbI)

pre-service training - [pri:-'s3:vis ‘tremiy] — oOydeHHE IOCTY>KOBI B

oprasax
correspondence -[kpris ppndons] - 3a0uHbIN
refresher - [r1' frefo] - mepenoarororka
do one’s best — genaTe Bce BO3MOXKHOE

postgraduate department - [poust graedjortdl pa:tmont] — acmmpanTypa,

aTbIOHKTYpa
improve - [1m pru:v] - yay4mTb

identify - [a1' dentrfar] — uaeHTH)UIITPOBATH, OMTO3HABATH
trace - [treis] - BBICJIEKUBATh

apprehend - [epr1 hend] - 3anepxuBath

experience - [1ks p1orions] - HCIIBITBIBATh, OIIBIT

fulfill - [fol fil] — BeIIOTHATH

Read and translate the text
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What is a police academy?

Police academies -- also referred to as law enforcement training facilities -
- are specialized schools that offer a series of courses to certify people as law
enforcement officers.

A candidate to the US Police must be in a very good physical condition,
have a college degree and impeccable background, and exhibit the perfect
personality to be a law enforcement officer, but still unprepared for police work.

To meet the basic requirement to police work applicants must:

- be a US citizen;

- not have been convicted of a felony;

- have a driver’s license in the state where the department is located;
- be at least twenty-one years of age.

The police academy provides recruits with a militarized environment in
which they are taught the laws of search, seizure, arrest, and interrogation;
interviewing witnesses; first aid; self-defense; and other essentials of police

work.

Law enforcement cyber centers in the USA
The Cyber Center is a collaborative project of the International Association of

Chiefs of Police (IACP), the National White Collar Crime Center (NW3C), and
the Police Executive Research Forum (PERF), and is made possible by funding
from the Bureau of Justice Assistance, at the U.S. Department of Justice’s
Office of Justice Programs.

The Cyber Center was developed to enhance the awareness, expand the
education, and build the capacity of justice and public safety agencies to
prevent, investigate, prosecute, and respond to cyber threats and cyber crimes. It
is intended to be a national resource for law enforcement and related justice and
public safety entities.

The Cyber Center addresses three principal functional areas:

« Cyber crime investigations
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« Digital forensics

o Information systems security.
The Federal Law Enforcement Cyber Center in Georgia

The Federal Law Enforcement Cyber Center facility, which is based in Glynco,
Georgia, is massive—it’s actually considered a town and has its own zip code!
Trainees usually live on site in dormitories. Training facilities include 18
firearms ranges, an explosives range, driver training ranges, and a 34-building

“neighborhood” practice exercise area.

The Georgia Federal Law Enforcement Cyber Center provides advanced and
specialized training for Georgia’s certified law enforcement officers in dozens of
instructional areas including computer network investigations, covert electronic
surveillance, covert electronic tracking, internet investigations, digital evidence
analysis, Macintosh forensics, mobile device investigations, and seized

computer evidence recovery.

Cybercrime is a multi-disciplinary subject; therefore, this programme has been
developed by practitioners in the field to enhance knowledge and practical skills
in areas of behavioural psychology, criminal investigation and digital evidence.

International renowned experts and subject matter experts in the legal and
technical fields will deliver the programme in addition to delivering specilised
worshops and seminars. The teaching methods vary from lectures to tutorials,

workshops and lab tutoring as well.

FBI Cyber Shield Alliance

The Federal Bureau of Investigation’s (FBI) Cyber Shield Alliance provides
extensive resources for state, local, tribal, and territorial (SLTT) law
enforcement partners via the Law Enforcement Enterprise Portal to access

Guardian as a way to report cyber incidents, to share intelligence, and to access
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federally sponsored training. SLTT partners are encouraged to participate in the
FBI Cyber Task Forces in their areas. Personnel will work with FBI agents and
analysts on cases and receive access to the Bureau’s training curriculum through
the Virtual Academy platform. The Virtual Academy contains an Introductory
Class Suite as well as Hardware and Software Suite, a Networking Suite, a
Security Suite, and an Enhanced Security Suite, which may prove useful to
FLOs, depending on their specific area of responsibility (AOR) roles and

responsibilities.

We are living in the epoch of scientific and technological progress in all
spheres of life that requires an ever increasing number of specialists of higher

education.

There are many young men in our country who are willing to take up law
enforcement to devote themselves to the solution of such big questions of life as
crime prevention and crime decrease and who are choosing crime detection as

their profession.

To ensure the proper standards of future police officers there is a thorough
selection system. In order to enter the Law Enforcement Institute (Academy,
University) of the Interior an entrant passes a physical examination, a
psychological test, an oral interview and entrance examinations. If there is a
passing score, proper moral and physical standards, he is a freshman of the Law

Enforcement Institute (Academy, University).

There are two kinds of training police personnel at the Law Enforcement
Institute (Academy, University): in-service and pre-service training. There are
two departments there: the day department and the correspondence department.
There are also refresher courses for enforcement practitioners who are going to

improve legal knowledge and professional skills.

The term of training is five or six years, but there is always an opportunity

for further education. Graduates of the Law Enforcement Institute (Academy,
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University) can do research work for a Candidate's and Doctor’s degree in Law

at the postgraduate departments.

Law enforcement experts of great practical experience, Professors,
Doctors of Law, assistant-professors are giving lectures and providing
instruction and practice. They are doing their best to give the police cadets

professional specialization and general and cultural education.

Every day cadets attend lectures, seminars and practical instructions on
such subjects asComputer Science, Informatics, Cryptography, Digital and
Analogue Electronics, Programming Languages and Algorithms, different
branches of law: Civil Law, State Law, Constitutional Law, Administrative Law,

Criminal Law as well as Information and Communication Technologies (ICTs), etc.

Future law enforcement officers also acquire a lot of practical skills and
abilities such as: to conduct a crime scene investigation; to handle evidence; to
find,to collect, process and preserve digital evidence on computers, mobile
devices, networks, and cloud computing environments, to examine digital media

on multiple operating system platforms, to master investigational techniques.

All Law Enforcement Institutes, Academies and

Universitiesarefunctioning fulfilling the task to train highly qualified law
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enforcement professionals. They are preparing future police officers to
experience and solve the major social problems of our time -crime prevention

and crime decrease in our country.
The list of the Law Enforcement Establishments in Russian Federation:
The Universities of the Interior:
. Moscow University of the Ministry of the Internal Affairs
. Krasnodar University of the Ministry of the Internal Affairs
. St. Petersburg University of the Ministry of the Internal Affairs
The Academies of the Interior:

. Academy of Management of the Ministry of Internal Affairs of

Russia
. Volgograd Academy of the Ministry of Internal Affairs of Russia

. Nizhny Novgorod Academy of the Ministry of Internal Affairs of

Russia
. Omsk Academy of the Ministry of Internal Affairs of Russia
The Institutes of the Interior:

. All-Russian Advanced Training Institute of the Ministry of the

Interior of the Russian Federation
. Tyumen Law Institute of the Ministry of Internal Affairs of Russia
. Barnaul Law Institute of the Ministry of Internal Affairs of Russia
. Belgorod Law Institute of the Ministry of Internal Affairs of Russia

. Voronezh Institute of the Ministry of Internal Affairs of Russia of

Russia
. East - Siberian Institute of the Ministry of Internal Affairs of Russia
. Far Eastern Law Institute of the Ministry of Internal Affairs
. Kazan Law Institute of the Ministry of Internal Affairs of Russia
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. Orel Law Institute of the Ministry of Internal Affairs of Russia

. Rostov Law Institute of the Ministry of Internal Affairs of Russia
. Siberian Law Institute of the Ministry of Internal Affairs of Russia
. Ural Law Institute of the Ministry of Internal Affairs of Russia

. Ufa Law Institute of the Ministry of Internal Affairs of Russia

EXERCISES

[lenps 3amaHui - AaKTHUBHU3ALMA HOBOIO JIEKCMYECKOTO Marepuaia,

pa3BHUTHE HABBIKOB MOHOJIOTMYECKON U TUAJIOTUYECKON PEUH.
1. Read and translate the following word combinations:

Law enforcement bodies; to handle evidence; to find, to collect, process
and preserve digital evidence on computers; mobile devices; networks, and
cloud computing environments; to examine digital media on multiple operating
system platforms; Computer Science; Informatics; Cryptography; Digital and

Analogue Electronics; Programming Languages and Algorithms.

2. TranslateintoEnglish:

JIBa Bujga oOydeHHs; KypcChl yCOBEPIIEHCTBOBAaHHMS (IIEPENOATOTOBKH);
OpOABUIaThCA CHyXkOe; TiiaTelbHas cucreMa oTOopa; HMETh Jel0  C
BCTYIUTEIbHBIMA 3K3aMEHaMH; JOKTOpa M KaHAUAAaThl TEXHUYECKHX HAYK;
npodeccopa U JOLEHTHI; YUTATh JEKIUU U MPOBOAUTH OOydeHHUE; AeNaTh BCE
BO3MOXHO€; JlaBaThb MNPO(QECCHOHANbHYIO  CHEHHAIU3al{I0;  IOBBIIIATh
3¢ (GEeKTUBHOCTh 00YUCHHS; TPOJOIKUTEIFHOCTh O0YyUEHHS; TIOTy4YaTh TUILIOM,
BO3MOXHOCTh JAJIBHEUILIErO0 pa3BUTHUSA; AIBIOHKTYpPAa; COBEPIUIEHCTBOBATHCS,
BBICOKMH TPO(PeCCHOHANBHBIN YPOBEHb.

3. Giveallpossibleword combinations:
To study - mpaBo, o0uue npeaMeTsl, ClielualbHbIe IPEAMEThI, HH(POPMATUKY,

S3BIKH MPOTPAMMHPOBAHUS, KPUIITOT papuio
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To pass - »dk3ameHbl, 3adeThl, cobecemoBanme, [Q TecT, dK3aMeH IO
IPOTPaMMHUPOBAHUIO

To train - COTPYJIHHKH TIPaBOOXPAHHUTEIIBHBIX OPraHOB, CJICJIOBATEIIH,
NOJINLIEWCKUE, JKCHepThl B OOJACTH  KOMIBIOTEPHOM  0O€30IaCHOCTH
to acquire - 3HAHUSA, YMCHHs, NMPAKTUYECKHE W TPOo(ecCHOHATbHBIC HABBIKH,
to attend - JEKIMM, TPAKTUYCCKUE 3aHITHS, WHIWBHIyaIbHBIC KOHCYJIbTAIIWH;
a crime - MpeIoTBpaIaTh, pacciaeaoBaTh, PACKPhIBATh, 0OPOTHCS, COBEPIIATH;

a criminal - yCTaHOBUTb JHMYHOCTH, 3aJepKaTh, JIOMPOCHUTH, BBICICIUTD,

YCTAHOBUTb MCCTOHAXOKACHUC, PA3bICKHNBATb.

4. Translatethesentences:
1. Beiciiue yudeOHble  3aBefeHus  cuctrembl  MBJI  rotossT
BBICOKOKBAJIM(DUIIMPOBAHHBIX CIIEIUATMCTOB JJIS PA3IMYHBIX CIIYKO MOJUIUH.

2. Cpok o0yuenus B Byzax MBJ] - 5 ner.

3. ITocne okOHYaHUSI YHUBEPCUTETA CTYJEHTHI OJIYYalOT IUILIOM FOPUCTA

1 3BaHUE JICUTCHAHTa IIOJINIIHMH.

4. T'maBHOW 1eNbl0 OOY4YEHHUS B YHUBEPCUTETE SBISICTCS pPa3BUTHE
npo¢eCCUOHATIBHBIX 3HAHUU 171 CIIOCOOHOCTH K BBITIOJIHEHU IO

npoeccuoHaNbHOMN ESITeIbHOCTH.

5. YtoOBbI cTaTh XOPOIIMM CHEIUATUCTOM, KypCaHTbI JOJIKHBI MOTYUUTh
3HaHUA 10 TakKUM I[peIMeTaM, Kak uHdopmaTuka, Kpunrorpadus,

IIPOTPAMMHPOBAHUE U APYTHE.

6. KypcanTsl yuat coOupath U COXpaHATh IUPPOBHIE YIUKH.

5. Make up word combinations and use them in the sentences of your own

1) to protect a) education

2) to consists of b) investigational techniques

3) to enter c) digital evidence

4) to get d) two terms

5) to provide e) the University of the Interior

6) to solve f) cybercrimes quickly and accurately
7) to master g) practical skills
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6. Write 10 questions to the text above.

Law Enforcement Professional Education in Russia

Educational institutions of law enforcement professionals

v

¥

Two types of

Two

training department

Y

Refresher courses

Requirements to the applicants (selection system),
entrance examinations, passing score, proper moral and
physical standards

v

Objectives of cadet training: to have
knowledge of the prevention of crime, the
detection of crime, investigational
techniques, sources of evidence, the
administration of iustice. the criminal law

v

Professional
competence

v
Teaching staff (experts of practical
experience, assistant-professors,
Doctors and Candidates of Law)

¥

Duration of
training
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Solve the crossword

’ Across: [.IlepsoxkypcHuku. 4. Ilosviuenue
Keanuguxayuu

Down: 2. O6yuenue. 3. Onvim

CROSSWORD
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Grammar Reference

The main types of questions

General or

| . .
Yes/No Questions > Do you like Paris?

Special or > When did you

Wh-Questions go there?
Alternative or Do you like Paris

Choice Questions > or London?
Disjunctive or > You like London,
Tag Questions don’t you?

Subject Question ’D Who likes Paris?

1. Ask the questions with the words in brackets
Model: [ investigate this serious crime (What crime).

What crime do I investigate?
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. My friend learns computer language (What language).
. Sometimes I go to help my friends with Internet (How often).

1
2
3. Her sister teaches computer programming at this University (Where).
4. He plays computer games every day (What games).

5

. They have lecture of Computer Security at 9 o'clock in the morning (What
time).

6. We often design flowcharts on weekend (When).

7. The cadets of the University take five exams this term (How many).
8. Peter debugs and correct programs very well (Who).

9. Our schoolmate does this scientific work (Whose).

10. They do their best working at their web page (Who).

2. Ask the tag questions

Model:  He studies special subjects (Informatics or Cryptography).
Does he study Informatics or Cryptography?

1. I learn a computer language (Pascal or COBOL).

2. We have final exam in summer (in June or July).

3. They take many exams this term (five or six exams).

4. My friend identifies some Internet threats (Phishing or Spyware).
5. He plays computer games (Mine craft or Grand Theft Auto).

6. She likes several company sites (Amazon Kindle or Kobo).

7. Cybercriminals commit different crimes (Botnets or Burglaries).
3. Complete the following disjunctive questions:

Model: My mother teaches Programming at college,... ?

My mother teaches Programming at college, doesn't she?

1. Her son studies C and C+ at the University,... ?

2. She translate special texts without translator,...'?

3. These soft developers write a program,... ?

4. He doesn't often buy computer equipment,... ?

5. They study operating system,... ?

6. I don't do this scientific research,... ?

7. Some computers come with security software,... ?
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4.

Make sentences from the words remembering word order in the English

sentence:

1.

All, investigators, computer, at, some, the, future, languages, of, learn,

cybercrime, our University.

~N N L WD

1.

2.

. We, during, a lot, the Informatics, do, of, computer, exercises.

. Always, software, I, maintain, applications, design.

. My, a specialist, details, in, friend, is, the, of, technical, computers.

. Computers, and, helps, Bluetooth, to connect, us, phones, mobile.

. Asks, usually, at, a lot of, the teacher, the cadets, questions, the lesson.

. Email, tomorrow, Nick, report, to, his, will, you.

. Write all type of questions to the sentences:

The Altair incorporated one of the first single-chip microprocessor.

In 1980 an American computer manufacturer Apple opened a factory in

Cork, Ireland.

3.
4,
5.
6.

7.

Over thousand people work at the Apple Centre in Cork.

PCs were powerful enough to fulfill the original vision of researches.
Researchers are trying to devise PCs with interpretive powers.

Bill Gates wrote software for the first Apple computer.

He has just written the instructions in a high-level language
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How do programmers like their brownies?

GUI...yum!

Common Ways to Say Goodbye in English
« Bye. This is the standard goodbye. ...

Bye bye! This sweet and babyish expression is usually only used when

speaking to children. ...
« See you later, See you soon or Talk to you later. ...
« I've got to get going or [ must be going. ...
o Take it easy. ...
o I'm off.
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UNIT 2. The Krasnodar University of the Interior

Some new words for studying

Scientific center [saron tifik 'sento] — Hay4YHBIN HIEHTP

Education establishment [edjo kerfnis'teblifmont] — oOpa3oBarenbHOE

yUpexKICHUE
A graduate [ graedzoit] — BeITyCKHUK

Correspondence department [koris pondonsdi pa:tmont] — 3aounoe

OTJICJICHNE
Refresher courses [r1 frefoko:s] — KypChIOBBIIICHUS
Men-in-command [men-m-ko 'ma:nd]— komaHAHBINA COCTaB

To move up the promotional ladder [pro ' moufnal 'leedo]— nmpoaBuraTecs

0 CITy’KeOHOH JICCTHHIIE

In order to enter [ 'o:dotu: ‘ents]— AIATOrOYTOOBITIOCTYIUTH

An applicant [ @plikont] — aburypuenr

Entrance examination [ 'entronsigze&mi nelfn| — BCTyIUTEIbHbIEIK3aMEHBI
To pass examination [1gzaemiI nelfn] — caTbIK3aMEHBI

To solve computer-related crimes[kom pju:to-r1’lertid] —

PaCKpBIBATHIIPECTYIUICHHUS, CBSI3aHHBIECKOMITHIOTEPOM
Terminal access [ 't3:minl ‘a&kses] — MOCTOSHHBINIOCTYTI

To perpetrate [ p3:pitreit] — HapymaTth

According to regulation [o'ko:dmtu: regju ‘lerfn]— cormacuoycraBy
A trainee [tre1 ni:] — oOy4aromuiics

To preserve [pr1 z3:V] - COXpaHsITh

Digital evidence [ 'didzitl "evidons] — mudpoBsieoKa3aTenbcTBa
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e Shooting range [ [u:tmremds] - Tup

® To master [ ' ma:sta] - oBIaIeTh

Read and translate the text

s

MEI POCCHH

KPACHNIOAPCKWHM
YHUBEFCHTET

There are several universities in the system of law enforcement
education in our country. The Krasnodar University of the Interior is one of
them. It was founded in 1977. At first it was a special, militia school for working
militiamen.

Nowadays the Krasnodar University of the Ministry of Internal Affairs is
a training and scientific center offering qualification upgrade and learning
courses to the personnel of the internal affairs bodies. The university is steadily
among the most prestigious and reputable higher education establishments of the
MIA of Russia and Krasnodar Region. It is providing training for criminal
investigation officers (investigators and operatives), divisional inspectors, and
economic security officers, cyber security officers, field criminalists, and traffic
inspectors.

The Krasnodar University has two departments: day department and

correspondence department. There are also refresher courses for veterans of
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police service, mostly men in command who are going to move up the

promotion ladder.

In order to enter the Krasnodar University an applicant must pass the
entrance examinations successfully.

Every academic year begins in September and consists of two
terms (semesters). At the end of each term cadets have to take
midterm and final exams.

They have all conditions for getting a good education.

There are modern equipped classrooms and lecture halls with
projection multimedia technologies for each educational group
h and lecture flow. The staff of the university is represented by
doctors and candidates of science. Large experience of work in the organs of
Internal Affairs of our instructors, their huge pedagogical experience make it
possible to solve the main task of the University education - the implementation
of the practical orientation of teaching and educational process in combination

with innovative educational technologies and active teaching methods

whichvary from lectures to tutorials, workshops and lab tutoring as well.

A very good University tradition is to combine theory and practice.
Specially equipped training grounds enable trainees to improve their skills and
capabilities in situations as close as possible to real conditions of police work.
Cadets begin to work at the up to date laboratories and in senior years at the
organs of the Ministry of Internal Affairs. There are also computer classes,
information-technological complexes, forensic training grounds and shooting
ranges, libraries with terminal access to the Internet.

Cyber security officers play an indispensable role in solving computer-
related crimes and putting away the people who perpetrated them. That kind
of work takes a highly specialized skill set and a quick, analytical mind all of

which you can master at the Krasnodar University of Interior.

62



Identity theft. Phishing.Cyber stalking. The list of cybercrimes continues
to grow. The University program will give you the skills you need to protect
people, networks and intellectual property from hackers. You’ll learn about
everything from basic security principles that involve networks and operating
system to current threats and vulnerabilities. When you graduated from the
University you’ll have a full understanding of the principles of cyber security,

incident handling, disaster recovery and secure systems administration.

Every day future cyber security officers have lectures, seminars, tutorials,
practical exercises. They learn the fundamental techniques and tools utilized for
collecting, processing, and preserving digital evidence on computers, mobile
devices, networks, and cloud computing environments. Cadets will explore
cybercrime definitions and categories, gain knowledge about methods,
techniques and emerging technologies that cybercriminals use, how they
operate, and how they engage with victims in the cyberspace with the goal of
becoming better equipped to prevent, detect and react to cybercrime.

Cadets’ scientific society holds individual and multi —authored scientific
researches which help the trainees to improve themselves and to display
creativity. The scientific society consists of many project groups where every

cadet can take part in scientific researches according to their academic interests.

63



The university has a good sports camp which includes up-to-date stadium
and a football field with artificial turf, wrestling gym, fitness and game halls,
playgrounds for mini football, basketball and volleyball, running tracks, obstacle
courses, sports area. Due to the high level of organization of sports-mass work

the University prepares physically developed policemen.

There are comfortable hostels with all modern conveniences. A snack

bar, post office, medical services are at cadets’ disposal.

EXERCISES

]_[CJIL SaﬂaHI/Iﬁ - AdKTHUBH3alMA HOBOI'O JICKCHYCCKOI'O MaTcCpHaa,

Pa3BUTHC HABBIKOB MOHOJIOTHUYECKON 1 ,Z[I/IaJIOFI/I‘{CCKOﬁ pecUN.

Qs

(]

0° 1. Answer the following questions:
1.  When was the Krasnodar University founded?
2. What kind of educational establishment is the Krasnodar University?

3. Who does the Krasnodar University train?

4. How many departments are there at the Krasnodar University? What
are they?

5. Is there any selection system for the applicants to the Krasnodar
University?

6. What are the requirements for cadets of the Krasnodar University?

7. What specialists play an indispensable role in solving computer-

related crimes?

8. What skills and abilities can you master at the Krasnodar University

of Interior?
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3. Find in the text the words and expressions which mean the

following:
-scientific center
-lecture flow
-forensic training grounds
-digital evidence
-cloud computing environments
-as close as possible
- mobile devices
- highly qualified law enforcement professionals
- terminal access to the Internet

-up to date laboratories.

4. Match the words:
A B
1) Forensic training grounds 1) MOCTOSIHHBIN JOCTYM
2) Refreshment courses 2) KOMaH/IHbIN COCTaB
3) Entrance examination 3) KPUMHUHATUCTUYECKUNA MTOJTUTOH
4) Various clubs 4) Hay4YHBIN TIEHTP
5) Scientific center 5) Kypchl IEpenoiroTOBKU
6) Professional specialization 6) 3a04HOE OTACICHUE
7) Men-in-command 7) pa3nu4uHbIe KIyObl
8) Terminal access 8) BCTYIUTEIIbHBIEC YK3aMEHBI
9) Correspondence department 9) mpodeccronanbHas crienuaaTu3aus
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5. Choose the English equivalents of the following words:
obpazoBanue (educative, educate, education, educational, educated)
uudpoBotii (digit, digital, digits, digitally)

Hay4HBIN (Science, scientific, scientifically, scientists)

ombIT (fo experience, experienced, experience, experiential)

kBanuuupoBaHHuslil (qualified, qualification, quality, qualitative).

6. Match the verb 1-6 with the noun a-f

1. transfer a) protocols

2. install b) software

3. follow c¢) procedures

4. use d) files

5. notify e) an incident

6. report f) a supervisor

ﬁ 7. Say if it is right or wrong. Give a full answer:
¢ G—_—O

2¢ 1. The Krasnodar University is the only one in the system of

law enforcement education in our country.

2. The academic year at the University begins in October and is divided into
four terms (semesters).

3. Cybercrime investigators play an indispensable role in solving computer-
related crimes and putting away the people who perpetrated them.

4. There is only one department at the Krasnodar University.

5. Specially equipped training grounds enable trainees to improve their skills
and abilities.

6. The University has a tradition to provide theoretical education.
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ﬁ/ 71’ 7. Read and translate the following dialogues:

A
B (British) R (Russian)
B. Sorry, are you from the Krasnodar University of the Interior?

R. Yes, you are right. [ am a third-year student of it. And what about you,

what college are you from?

B. T am a senior, that that is a fourth-year student from the University of
Leicester, Great Britain. Are there many representatives of your University at

the conference here?

R. There are some. Two of them are going to make the reports on the
problem of cybercrime prevention and cybercrime detection. This is just the

specialization of your department. I think.

B. Yes, it is. We are taking up four years of intensive law enforcement
professional training to get the Bachelor of Arts degree inCyber Security and

Programing.
B
A. Good morning! My name is Alex. And what is yours?
N. Good morning. My name is Nick. Where are you from?
A. I am from the Police Academy of California.

N. And I am from the Krasnodar University of the Interior. I am going to
ask you about some details of training facilities at your Police Academy. I know

your Academy is especially famous for its sports facilities.

A. Sure! There is a fine gymnasium and an open campus, a modern

firearms range, a camp for field training and even a swimming-pool.

N. 1 think all that will raise effectiveness of the instruction and help the

cadets of perform well in crime prevention andcrime detection.
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8. Finish the following dialogues:
A

1. A. — What specialists does the Krasnodar University train?

2. B.-...
3. A.—How many departments are there at the Krasnodar University?
4. B.-...
5. A.— What sciences do the cadets get knowledge of?
6. B.-...
B
1. A.-...7

2. B. - The graduates work in all police services.
3. A.- .7

4. B. — After graduation from the University the cadets get a diploma of a

lawyer and become lieutenants of police.
5. A.-..7

6. B. — Sometimes in the evening our cadets patrol the streets maintaining

public order in Krasnodar.

9. Put the sentences in logic and translate them:

1.Specially equipped training grounds enable trainees to improve their skills and

capabilities in situations as close as possible to real conditions of police work.

2. In order to enter the Krasnodar University an applicant must pass the entrance

examinations successfully.

3.Cadets’ scientific society holds individual and multi —authored scientific

researches.
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4. There are modern equipped classrooms and lecture halls with projection

multimedia technologies for each educational group and lecture flow.
5. Every day the cadets have lectures, seminars, tutorials, practical exercises.

6. The Krasnodar University is a training and scientific center offering
qualification upgrade and learning courses to the personnel of the internal affairs

bodies.

10. Discuss the scheme

Ihsasier

Application

2 Hecovery
scurity

B Flanning
Cyvber )

Security ——

InTisrnatien — ———| peratiomnl

security

Metwork
Security

11. Give all possible word combinations:

to study - npaso, obwue npedmemsi, cneyuanbHvle npeomemvl, UHGOPMAMUKY,
KOMNbIOMEPHbLe MEXHOI02UU, KOMNbIOMEPHYIO 0e30NACHOCb,

To pass - ax3amensi, 3auemol, cobecedosanue, IK3aMeH N0 KOMNbIOMEPHOU
bezonacrHocmu,

to train - noaUYelcKux, Cneyuarucmos KOMnbIOMepHoU 6e30nacHOCmU,
ONepynoIHOMOUEHHBIX, Cledosamerell,

a crime - npedomepawiams, pacciedo8ams, packpbleams, OOPOMbCs,

cosepuiams.

69



Grammar Reference

" THERE IS / ARE

Only one

-
.
et

% thing

s

1 :.'H I MQ o ",
' oranges.
Two or
more g
things o e

y 4 " three people. ;

/_,

F

P 4

= .
'L a car.

v

— _hl__.--'

" There

For describing
rooms or
pictures.
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Singular countable Plural countable
Uncountable
Hanpumep - desk, water Hanpumep - chairs
Affirmative Thereisadeskin myroom. | Thereare three chairs in the
There is (some) water inthe | hall.
cup.
Negative There is not [=isn't) a desk There are not (aren't) (any)
under the bed. chairs in the garden.
Thereisn't (any) water in the
jug.
Questions ls there a deskin the Are there (any) chairsin this
classroom? store?
Is there (any) water in the
bottle?
How mugh/hgw many | How muchwater isthere? | How many chairs are there?
Short answers Yes, thereis. Yes, there are.
No, thereisn't. No, therearen't.

1. Read and translate these sentences.

1. There is a well-equipped computer classroom at our University.

2. There are a lot of malicious software programs that can cause damage to
computers.

3. There are many Internet viruses on your computer.
4. How many computer devices are there at your classroom? — There are four.

5. Is there a reading —room with terminal access to the Internet at the
University?

6. There was a laptop and a smartphone on his desk.

7. There were two main hardware sections here: memory and peripherals.
8. There is a dual code, a quad code and octo code in this operating system.
9. There is a low possibility that the program installed yesterday afternoon.

10. There are two type of traffic in an organization, for example inbound traffic
and outbound traffic.

2. Answer the questions. Use the model.
Model: Is there a police university in Krasnodar?
Yes, there is. There is a police university in Krasnodar.

Are there many facilities in your University?
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Yes, there are. There are all facilities in our University.

. Is there a correspondence department in the Krasnodar University?
. Is there a hostel in the University?

. Is there a post-graduate course in the University?

. Is there a computer center in your University?

. Are there scientific circles in your University?

. Are there laboratories in the Krasnodar University?

. Are there many facilities in the Krasnodar University?

0 3 N N bk~ W N =

. Are there good reading-rooms in the Krasnodar University?

3. Translate the underlined words into English using the phrase there
is/there are. Put questions to the sentences

1. CymectByroT some types of viruses: fraud, scam, phishing, cyber stalking,
online harassment, malware, worm, disguise, spyware.

How many ?

2. HaxomsaTest a monitor and a keyboard on the office desk.

What ?
3. CymectByeT two kinds othardware sections here.
What types ?

4. Het unknown symbols for cadets in this sentence.
Are ?

5.hmeetcs several stages in programming.

How many ?

Useful phrases

How to agree or disagree
« Agreeing. That's right! Absolutely! Exactly! Me too! Yes, I agree! ...
« Disagreeing. I don't agree! I totally disagree! Absolutely not! That's not
right! ...
« Partly agreeing. I agree up to a point, but ... I see your point, but ... That's

partly true, but ... I'm not so sure about that.
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% +The Fun

-? Police

-3

Solve a crossword

Across:
y 1. availability of conditions, opportunities for easy, pleasant,
unencumbered use of something or satisfaction of any needs.
CROSSWORD 3. a person who gets into other people’s computer system without
S permission in order to find out information or to do something
illegal.

5. final form of knowledge assessment

Down:
2. somebody who is going to enter educational establishments.
4. a right to be admitted to a place or to an organization

6.crime that involves a computer and a network
6
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JUST FOR FUN

Cyber Crime Case: Password Hacking
-

Studenis are taking to cyber
crimes st for fun or carrying out
gmall acts such as password
hacking to revenge on their
teachers, Mends in schods,
Momphing pictures and posting
tham on social nebworking siées
to defame athers have landed
siudents in trouble recanthy.

What do you tell a hacker after a bad breakup?

There are plenty of phish in the sea!
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MODULE III

International police cooperation in combating
computer crime

Vocabulary
Some new words for studying
? Intangible [in tanjob(a)l] — Heony TUMBII
threat [threat] — yrpo3a, omacHocTh
transient [ 'trenziont]- He10JATOBEYHBIM, MUMOJICTHBIM
volatile [ 'volatail] - u3MeHUHBBII
density [ densiti] - IIIOTHOCTH

foster [ 'fosta] - ctumynupoBaTh

challenge [ffeelindz] — npoGaema, TpyTHOCTH
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Computer Related Crime

s These types of crimes occur when the
offender uses a computer to:
s Commit a traditional crime
The computer is used to commit the crime.

s Stores evidence of a crime

The computer is used to facilitate the crime.
» Software Piracy

Read and translate the text:

Today’s cyber threats are becoming increasingly more

targeted and sophisticated with criminal networks operating
across the world, coordinating complex attacks against targets in a matter of

minutes.

Investigating computer-related crime is not an easy task, as
most of the evidence is intangible and transient. Cybercrime

c

RIME SCENE- investigators seek out digital traces, which are often volatile and
short-lived.

Legal challenges also arise owing to problems of borders and
jurisdictions. The investigation and prosecution of computer-related crime

highlights the importance of international cooperation.

The increasing density of ICTs also increases the frequency of domestic
computer-related crime, which requires States to establish domestic legislation.
National laws adapted to address cyber crime may be required to effectively
respond to foreign requests for assistance or to obtain assistance from another

country. Compatibility with the laws of other nations is an essential goal when
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developing legislation; international cooperation is needed owing to the
international, transformer nature of computer-related crime. Formal international
mechanisms are needed in order to respect States’ sovereign rights and to
facilitate international cooperation. For mutual legal assistance to function
successfully, substantive offences and procedural powers in one jurisdiction

ought to be compatible with those in another.

Various initiatives have been taken to raise awareness and promote
international cooperation in combating computer-related crime, including
actions by the Council of Europe, the European Union, the Group of Eight, the
Organization for Economic Co-operation and Development and the United
Nations. In a workshop dedicated to this topic, the Crime Congress is expected
to offer a unique opportunity to discuss in depth the challenges posed by cyber

crime and measures to foster international cooperation against it.

EXERCISES

[lenps 3amaHui - AaKTHUBHU3ALMA HOBOIO JIEKCMYECKOTO Marepuaia,

Pa3BUTHE HABBIKOB MOHOJOTMYECKON U THATOTHYECKON PEUH.

1. Find English equivalents from the text
MEKyHApPOIHOE COTPYIHUYECTBO
3a1poc O MOMOILHU
HAIlMOHAJIbHBIN 3aKOH
MEKTyHApOIHbINA XapakTep (mpupojia)
MEXAYHapOJAHOE COTPYAHUYECTBO
B3aMMHasl I0pUIUYECcKasi TOMOIIb
paccieoBaHle KuOep-rpecTyIIeHun

2. Answer the questions:

Q0 77



1. Investigating computer-related crime is not an easy task, is it? Why?

2. Why does the investigation and prosecution of computer-related crime

highlight the importance of international cooperation?

3. Are formal international mechanisms needed in order to respect States’

sovereign rights and to facilitate international cooperation?

4. The Crime Congress is expected to offer a unique opportunity to
discuss in depth the challenges posed by cyber crime and measures to foster

international cooperation against it, isn’t it?
3. Make sentences putting words in right order:

1. cannot, that, by, information, parties, means, be, confidentiality,

unauthorized, accessed.

2. of, networks, the, especially, computer, has, use, become, the, spread,

Internet, widely.

3. important, other, of, factors, computer, professionals, the, security,

access, call, and, control, non-repudiation.

4. is, perhaps, users, the, aspect, of, computer, for, important, every day,

privacy, Internet, most, security.
4. Translatethetext

[TporpammHoe obecriedeHre Uisi KOMIIBIOTEPHBIX CHCTEM dYacTo Oosee
JI0OpOroe, 4eM amnmnapaTHble cpeacrsa. Bce ke 3T0 1oporoe INnporpamMmHOE
o0OecrieyeHrne - CIMIIKOM JIETKO CKONMPOBaTh. HedecTHble KOMIBIOTEPHBIE
OKCHEPTHl pa3zpaboTanu psii  XUTPOCTEH i TOJYYEHHUS DSTUX JIOPOTUX
nporpamM, 3anucaHHelx Ha CD-DVD  Hocurensx, CKayeHHBIX yYepes
rJ100aJbHYI0 TEJIEKOMMYHHUKAMOHHYIO CEeTh-VIHTEpHET MM HMHBIM CIOCOOOM,
[IONaBUIasi UM B PYKU. DTH IIPECTYILICHUS AK€ COBEPIIAIOT C JUCTAHIIMOHHBIX

TEPMUHAJIOB, KOTOPBIE UMEIOT JAOCTYII K KOMIIbIOTEPY uepe3 TesnedoH.
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Grammar Reference

Continuous Tense

Continuous
YTBEPIUTENbHbIE / BOPOCHI / OTPHIIAHHS
am
Present is
= \%
wa ing
Past y
were
Future |will be
Present Continuous  |still, at the moment, at present, this minute
KJIIOYEBBIE . g =
et Past Continuous at six o'clock yesterday, when my father came, while
Future Continuous when she arrives, at 7 next Monday
We are sitting at the moment.
Present Continuous  |What are you doing under the table?
She isn't working at the moment.
IPUAMEDBL: Y T We were p'laymg tennlls when the rain started.
He was doing test while I was reading a book.
: : ; p
Biiie C snhnneis Will you be pla_ymlg tenms_vffhen I come?
Tomorrow at six I'll be writing letters.

1. Read and translate

To contain — containing (coaepxaTh — CoJEpKaIIIi)

To invent — inventing

To provide — providing

79




To connect — connecting
To design — designing
To discover — discovering

To calculate - calculating

2. Determine the tense

Was calculating; is keeping; will be coding; are using; is relating; am

performing; were printing; will be replacing.

Present continuous

i I'm installing the software.
| He 's/She's setting up a network.
We're/They're working at home loday

' I'm not setting up the natwork.
We use the present continuous to talk | . ¢/Sha's not installing the software.
about things that take place at the time of
speaking and are nol permanent,

We/They aren’t coming in today.

Are you installing it now?
What am | doing?

What are you/they doing? -y
What is he/she doing?

3. Put the verbs in the Continuous Tenses (Present, Past, Future), then

translate sentences:

1. They (to write) documentation of a program now. 2. We (to have) computer
classes from 4 till 5. 3. Yesterday during two hours we (to surf) the Web. 4. We
(to listen) to a lecture about computer security when our commander came in.
5.All morning yesterday the student (to code) information using a binary code.
6. Tomorrow evening I (to write) letters and faxes to my friend. 7. I’'m sorry.

I’m busy now. I (to design) applications against viruses.
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4. Look at the picture A — F and what it is happening

asrnp - -

6.Make up sentences using the following words:

1. cannot, that, by, information, parties, means, be, confidentiality,
unauthorized, accessed.

2. of, networks, the, especially, computer, has, use, become, the, spread,
Internet, widely.

3. important, other, of, factors, computer, professionals, the, security,
access, call, and, control, nonrepudiation.

4. is, perhaps, users, the, aspect, of, computer, for, important, everyday,

privacy, Internet, most, security.
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-? Police

3

Just for fun

Gamers are favorite targets for cyber criminals, since they don’t want to
lose the time and money invested in a character and are willing to pay the
ransom. As a result of a potential phishing attempt, this guy had his WoW
account hacked and all his progress lost. And it happened to him not once, but
twice! To add insult to injury, the hacker created a new character named

“Thanx” as a sign of appreciation for his “efforts” as a victim.

¥ WEORLD ®

WARCRAFT

Fortunately for him, Blizzard customer service was responsive and

recovered his account and all the progress it had on it. The same type of attack
happens in most popular online games. League of Legends phishing volumes are
truly legendary, so we talked to their security team to find out how to avoid

getting your account stolen.
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UNIT 2.Computer-related crimes

Some new words for studying
Read and translate the text
digital[ "didz1tl] mudposoii
implement [ 1mplimont] nmpuMeHSTH, peaTn30BbIBAThH
overall [ 'auvoro:1]oOuuit
goal ['goul] uenun

large-scale ['la:d3 skeil] macmTaOHbIi

Information and communication technologies (ICTs) are changing societies
around the world: improving productivity in traditional industries,
revolutionizing labour processes and remodeling the speed and flow of capital.
However, this rapid growth has also made new forms of computer-related crime
possible. Computer-related crime is difficult to fully grasp or conceptualize.
Often, it is regarded as conduct proscribed by legislation and/or jurisprudence
that entails the use of digital technologies in the commission of the offence; is
directed at computing and communications technologies themselves; or involves
the incidental use of computers with respect to the commission of other crimes.
Types of computer—related crime

Several computer-related crimes target ICTs themselves, such as servers and
websites, with global computer viruses causing considerable damage to both
business and consumer networks.

Electronic vandalism and professional forgery or counterfeiting.

Theft or fraud, for instance, hacking attacks on banks or financial systems, and
fraud involving transfers of electronic funds.

Computers are used to facilitate a wide range of telemarketing and investment

fraud involving deceptive practices.
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“Phishing” or “spoofing spam” is the construction of e-mail messages with
corresponding web pages designed to appear as existing consumer sites.
Millions of these fraudulent e-mails are distributed, claiming to come from
banks, on-line auctions or other legitimate sites in order to fool users into
answering by submitting financial, personal or password data.

Dissemination of illegal and harmful material.

During the past years, the Internet has been used for commercial purposes by the
legitimate “adult entertainment industry”. However, the Internet is now
increasingly used for the distribution of material deemed to be legally obscene in
several countries. Another area of concern is child pornography. Since the late
1980s, it has been distributed increasingly through a range of computer
networks, using a variety of Internet services, including websites.

A certain proportion of the distribution of child pornography has been linked to
transnational organized crime.

In addition to the Internet being used for dissemination of hate propaganda and
xenophobic materials, evidence suggests that the Internet has been used to

facilitate terrorist financing and distributing terrorist propaganda.
EXERCISES

[lenp 3agaHuii - aKTUBHU3ALMS HOBOTO JIEKCHYECKOIO MaTepuaia, pa3BUTHE
HABBIKOB MOHOJIOTMYECKOW U JUATOTHYECKON peun
1. Find English equivalents in the text.
KOMMYHUKAIIMOHHBIE TEXHOJIOTUN

JBIDKCHUE KamuTana

(G POBBIE TEXHOJIOTUU

COBEPILICHUE MTPECTYIUICHUS

KOMIIBIOTEPHBIN BUPYC

(baabIIMBOMOHETYECTBO

00MaHyTh MOJIL30BATEIIS

KOMITBIOTEPHASI CETh

HEMPUCTOWHBIN, C TOYKU 3pEHUS 3aKOHA

84



2. Answer the questions to the text.
@O @ 1.Which way are information and communication technologies
0 (ICTs) changing societies around the world?
2. What is a computer-related crime?
3. Name the types of computer-related crimes.

4. What is computer terrorism?

3. Complete the text with these prepositions. Some of them can be used
more than once. Then translate the text, then discuss it.
(as, at, from, in, of, on, to)
The Facebook phenomenon

Many people want to be rich and successful, but not many of them manage to
achieve it, let alone before their thirtieth birthday! However, Mark Zuckerberg is
one of these people.

Mark Zuckerberg is one of the founders of Facebook, the most popular social
networking site (1)  the planet. With close to 500 million users, the site he
started while studying (2)  Harvard University has made him the 35" richest
man (3)  the world today.

The idea for Facebook was quite simple. Many colleges and schools in the

USA traditionally publish a book every year which includes pictures of the
students, teachers and other staff. This book is known (4)  the ‘Facebook’.
Zuckerberg and his classmates computerized this and the system eventually
spread (5) __ other universities and schools.
Six months after starting Facebook, Zuckerberg and his friends left university
and moved to California as they were determined to make a success (6)  the
site. Their idea became more and more popular until it became the huge
phenomenon we know today.

So, if you dream (7) _ being rich and famous, one thing you can learn (8)
__ Mark Zuckerberg and his creation, Facebook, is that you’re never too young

to start!
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3. Look at the words. Are they nouns, verbs or adjectives?
financial Internet electronic print design
microchips
4. Complete this text with words from exercise 1 using the context.
A digital era

Computers have changed the way we do everyday things, such as working,
shopping and looking for information. We (1) ...houses with the help of PCs;
we buy books or make flight reservations on the (2) ...; we use gadgets that
spring to life the instant they are switched on, for example the mobile phone,
the music player, or the car ignition, all of which use (3) .. . Many people now
work at home, and they communicate with their office by computer and
telephone. This is called “teleporting”.

With the appropriate hardware and software, a PC can do almost anything you
ask. It’s a magical typewriter that allows you to type and (4)... any sort of
document. It's a calculating machine that makes (5) ... calculations. It's a
personal communicator that lets you interact with friends. It's a small lab that
helps you edit photos and movies. And if you like (6)... entertainment, you can

also use it to relax with games.

5. Match the words in exercise 1 with following definitions.

1. tiny pieces of silicon containing complex electronic circuits

2. to make or draw plans for something

3. relating to money or how money is manages

4. involving the use of electric current in devices such as TV sets or
computer

5. the large system of connected computers around the world

6. to produce text and pictures using a printer
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Grammar Reference

Perfect
YTBEPAUTEBHBIE / BOIPOCHI / OTPALAHUS
Present Iﬁg:e
Past had V3
Future|will |have
Present Perfect since, for, ever, never, just, already
g:f:;e_:%le Past Perfect when we arrived, yesterday at four, before
Future Perfect by the time, tomorrow at eight.
I have never seen her before.
Fiesetit Pettect We've just had lunch.
I didn't know who she was. I'd never seen her
Past Perfect before.
PUMEPBL: Had he already gone when you arrived?

Future Perfect

The film will already have started by the time
we get to the cinema.

Next year they will have been married for 25
years.

1. Read and translate the following sentences:

1. We have done it already. 2. I have become a teleworker, a person who
can work at home, thanks for teleworking or telecommuting. 3. ICT has made
my job much better and easier. 4. We have decided to install computers in all

departments but we haven’t spent a lot of money on them. 5. He has designed a
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web page and wants to transfer the data to his reserved web space. 6. A network
worm has struck 6.200 machines that formed 7.3% computers to network. 7.

When you came | had already written my email.

Present perfect

I've unplugged the computer
She hasn't finished the report

Has she switched off the computer?

| We use the present perfect lense to talk about recent actions
| (an action that has happened in the past and has a result in

the present) Yas, she has./No, she hasn't
‘ Have you checked the cable connections?
Yes, | have. /No, | haven't
\We use have/has + the past participle of the verb. (To form the past | ¢/ean cleaned
participle of regular verbs, we add -ed.) work worked
‘ do done
be | been
un run
| Irregular past participles —
see seen
have had
| make made

2. Think of questions for which the following might be answer.

1. Mary has designed a flowchart. 2. He has written the instructions in a
high-level language. 3. She hasn’t seen him since the summer. 4. He has
given her a machine code. 5. She has put her notebook into the bag. 6.
She has changed her nick. 7. She has always tried to stop him. 7. Most

online banks have introduced the concept of two-factor authentication.
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3. Use the Present Perfect to make positive or negative.

Example: the screen/go/blank

The screen’s gone blank.

1. the charger/stop/working

2. I/not/upgrade/the operating system

3. She/not/install/the update

4. They/reinstall/the application

5. She/not/be able to fix the problem

6. I/defragment/your drive

3. Translate into English using the Present Perfect.
1. Yro ciayuunock? 2. Mbl TOBKO 4TO pa3zpadboranu 6jgok-cxemy. 3. OH HUKOT 1A
HE CJBIIIAJ O MpaBWiIax mporpaMmupoBanus. 4. OHa emeé He paccKazajia eMy O
ncepaokone. 5. A ero eme He 3akoHumsia. 6.OHM yXe 3HAIM IpaBUiIa
nporpammupoBanus. 7. Tel Korga-HUOyAb ChbILIAT O JIOTHYECKON cXxeme

BBIITOJIHCHU S OHepaHI/Iﬁ B IIHUKIJIC.

9 Complete these questions with have or has and the correct form of the verb
In brackets

I you (run) the computer in the
battery mode’

2 How long you . (have) the iPad?

3 you (Charge) the battery?

! he (open) the file?

5 she (enter) her username and password’

b they (change) the Internet Service
Provider?

i you (check) the remaining disk space’

8 YOU . (install) or . (uninstall)
software recently?

J Dillip . (update) the drivers recently?
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Solve the crossword

CROSSWORD
CYBERSECURITY

Across:

1. the quantity of something per unit

3. the ability to interact with others

5. An action or a set of actions, means to implement, achieve something

6. The limits of competence of a court or other public authority.
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Down:

2. doing something together

4. synonym for the lucky

7. the line dividing the countries

8. an appeal with a demand, a request to give some information

Just for fun

Sometimes it’s not your fault. The websites you use get hacked and your
information is exposed. Your instinct will be to say: “but I don’t have anything

to hide!” Well, that’s not exactly true, is it?

ASHLEY MADIS# Nom

Life is Short. Have an Affair®

Tom started using Ashley Madison several years prior to it being hacked in
2015, as a way to cope with a strained marriage. After the Ashley Madison
hack, cyber criminals contacted him and demanded 5008 to remove his name
from a publicly searchable registry. If not, they would also send an email to his
family, informing them of Tom’s affair. Tom refused, believing that if he paid
them, they would know that he had something to lose and could be blackmailed
further. He was wise, but that didn’t mean he didn’t suffer. In the end, Tom had
to live knowing his affairs on AM could be exposed at any time by the hackers.
Moreover, there were also people who took it up upon themselves to impart
Justice on people in circumstances they couldn’t, or wouldn’t, understand.

What are the Top 5 cybercrimes?

_ o 1 Phishing. “Tap on this link and win a
| million dollars right away!” Sounds too good to be
true, right? ...

o 2 Cyber Extortion. ...

« 3 Data breach. ...

o 4 Identity theft. ...
o 5 Harassment.
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MODULE IV.

CRIMES: DEFINITION, CLASSIFICATION
HPECTYIUIEHUA: IOHATHUE, KIACCUDPUKALINSL.

What is a crime?

e Acrime is an act that violates the
laws of the State, or National
government.

UNIT 1 DEFINITION OF A CRIME

Vocabulary notes

CnoBo/CrnoBocodyeTanue ITepeBon

To condemn OcyxnaThb

To assert his rights OTtcrodaTh CBOM MpaBa
To arrest ApecTOBBIBaThH

To acquit OrnpaBabIBaTh

To accuse OOBUHSATH

Sentence [Tpurosop
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Prison/Jail Tropbma
Justice [IpaBocynaue
Felony Oco00 TSHKKOE MPECTYIICHUE

Court process

CyneOHblii poliecc

Breach/Violation of the law

Hapymenue 3akona

A warrant Opxnep

A judge Cynps

A defendant OOBUHSIEMBIi
A crime [IpecTynienue

Ha3zBaHus npecTynieHn U MPECTYITHUKOB HA aHTJIMUCKOM SI3BIKE

A mugger VY auuHbIi TpabuTeIh

A killer VYowuiina

A drug pusher/dealer Hunep

A delinquent MarnoneTHuil NpecTymHUK
A crook MoneHHHK

A crime wave

Bouna nipectynHocTH

A car thief VTOHIIMK aBTOMOOWIEH
A burglar B3nomiuk, rpadurtens
Pickpocketing Kapmannas kpaxa
. OUIIUHT — IPECTYIIHAS AEITEILHOCTD
Phishing peety
WHTEPHETMOIIICHHUKOB
Organ trafficking HezakonHas Topro,isi opranaMu
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Murder

yOUICTBO YMBIIIJIEHHOE

Mugging VY nuuHblii rpadex
Manslaughter HenpenympliiieHHOE YyOUICTBO
Killing VYouiictBo

Identity-related crime

[Ipectrymnenue, CBA3aHHOE C
VICTIOJIb30BAHUEM JIMYHBIX JTAHHBIX

Foul play

HacunbcTBeHHass cMepTh

Environmental crime

DKOJIOTMYECKOE MPECTYIICHUE

Embezzlement XUIIEHUE, TPUCBOCHUE UY>KUX CPEJICTB
Drug pushing/dealing Toprosiisi HAPKOTUKAMHU

Car theft Yron aBTOMOOUIIA

Burglary OrpabneHue co B3JIOMOM

An embezzler

Bop, ka3Hokpay (TOT, KTO KpaJer
UMYIIECTBO Ka3HBbI)

A trespasser

JIno, BTOpraromieecs B 4yKue
BJIAJICHUS

A thief Bop

A terrorist Teppopuct

A smuggler KonTpabanauct

A shoplifter YemnmoBek, Kpaayluii TOBaphI B
MarasuHe

A robber Bop, rpaburenb

A pickpocket Bop-kapmaHHHUK

A perpetrator [IpecTynHuk, npaBoOHAPYILLIUTEIb

A murderer VYouiina
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Trespass

BTOp}KCHI/IC B 9YJXUC BJIAJICHUA

Treason

I'ocynapcTBeHHas u3MeHa

Trafficking in cultural
property

HezakoHHBIN 000pOT KYJIBTYPHBIX
HEHHOCTEN

To steal a car

YTrHaTh MallluHy

To smuggle

3aHuMaTbCsl KOHTpabaHaou

To shoplift

Boposats B Marasune

To rob somebody/something

O060KpacTh KOro-T0/4TO-TO

To pick somebody’s pocket

YKpacTb U3 4b€ro-To KapmMaHa

To murder somebody

YouBares KOro-au0o

To mug somebody

OrpaOuth KOTO-TO HA YJIUILIE

To kill

Yousarsb

To embezzle

He3akoHHBIM ITyTe€M NPUCBAUBATH
qyKHE CPEACTBA

To deal/sell drugs CObIBaTh HAPKOTHUKHU
e T

Theft Kpaxa

Terrorism Teppopusm

Stealing BoposcTBo

Smuggling Kontpabanna

Shoplifting MarazunHas kpaxa

Robbery Kpaxa, rpabex

Piracy Hapyiienue aBTopckoro npaaa,

jiaruar

To steal something

Kpactb uTo-T0

To thieve

Boposatb
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To trespass

BTOpI‘aTI)CH B 9YJXUC BJIAJACHUA

Punishment — Hakazanue

Trial Cyn
TO. admit guilt / To plead N —
guilty

To accuse smb of smth / To
charge smb with smth

[IpenbaBnsaTe OOBUHEHNE

To account guilty / To bring in
guilty

HpI/I3HaBaTB BHUHOBHBIM

Remand prison / Detention
cell

Kamepa npeaBaputeabHOTO
3aKJIIOUYCHUSA

Proof

JlokazarenbcTBa

Light punishment

Hectporoe nakazanue

Law-enforcement agencies

[IpaBoOXpaHUTENBHBIC OPTaHbI

Evidence VY uku
Cruel/Harsh/Severe
. CypoBo¢ HakazaHHE
punishment
Court proceeding CynebHoe pa3oupaTesibCTBO

An investigation

Paccienosanue

A term for serving punishment

Cpok 0TOBIBaHHWS HAKa3aHUS

A suspect

[Tono3peBaemblii

A non-guilty verdict

OnpaBaaTesIbHbIN BEPAUKT

A jury

Kosnerus npucsxHbIx

A guilty verdict

OOGBHHUTETLHBIA BEPAUKT

A criminal case

YTo0510BHOE [€I10

To serve

OT1OnIBaTh HAKA3aAHHE

To send smb to prison / To
sentence smb

OTnpaBisiTh KOro-J11u00 B TIOPbMY
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To pass verdict on somebody

BriHOCUTH IPUTOBOD

To mete out punishment to
somebody

Hasnauate HakazaHue

To justify/acquit

OnpaBaath

To find innocence

HpI/IBHaTB HEBUHOBHBIM

To condemn/convict

Ocyxathb

To commit a crime

CoBep1iaTth NPECTYIICHHUE

Definttion of a crime

Crime s an act or omission which offends against an existing law, is harmful to
an individual or society as a whole and is punishable by law. - Crime is any
activity that the state prohibits by law and punishes.

Definition broken down into 4 sections:

> Anact or omission

> (Offends against an existing law

*Is harmfulto an individual or society

* 15 punishable by law

Crime is relative - it relates to or is dependent on the contemporary values of
the community. Abortion was illegal and smoking was acceptable in restauran
a generation ago but not now, their status has reversed.
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Task: read the text, translate it into Russian.

What’s a Crime?

A crime is an offence that merits community condemnation and
punishment, usually by way of fine or imprisonment. This is different from a
civil wrong (a tort), which is an action against an individual that requires
compensation orrestitution.

Criminal offences are normally prosecuted by the State or the
Commonwealth, whereas it is usually up to an individual to take a civil action to
court. It is also possible for an individual to begin criminal proceedings, but this
1S very rare.

Some matters, such as assault, can be both crimes and civil wrongs at the
same time. The police can prosecute for assault and the victim can take civil
action to recover money (or some other kind of compensation) for any injury
suffered.

It is not always easy to tell when something is a crime. A person who
takes money without permission commits a criminal offence, whereas a person
who fails to pay back money commits a civil wrong (not a crime). Although a
civil action can be commenced to recover the money, the borrower can only be
prosecuted for a criminal offence if fraud is involved.

Whether or not the police decide to charge a wrongdoer with a criminal
offence is entirely their decision. A victim of crime cannot force the police to
prosecute an offender but it is possible, although not common, to make a private
prosecution. It is advisable to get legal advice if you are considering this.

There are a range of sources of law which establish the existence of
crimes.

Some crimes exist under Commonwealth Acts. Some crimes exist only at
common law (judge made law, not found in legislation). Most criminal offences
have been codified (put into legislation) but some common law criminal
offences still exist in jurisdiction such as South Australia.
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Most criminal offences in South Australia are found in the Criminal
LawConsolidation Act 1935 (SA) and the Summer Offences Act 1953 (SA), as
well as the Controlled Substances Act 1984 (SA) and various traffic legislation.

Ex. 1.Give nouns derived from the following verbs:

To ban, to kill, to arrest, to suspect, to offend, to omit, to punish, to legislate,

to wound, to aid, to abet, to incite, to assist, to abolish, to convict, to accuse.

Ex. 2.Pair the verbs in column A with a suitable phrase in column B:

A B

16)vandalize p)a bank

15)try o)the law
14)take someone n)a plane
13)sound m)some money
12)serve l)a crime
11)pinch k)the alarm
10)murder someone ))of shoplifting
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9)hold up 1)smoking in public places

8)hijack h)with murder
7)cross-examine g)a case

6)commit f)a prison sentence
5)charge someone e)for armed robbery
4)break d)telephone boxes
3)ban c)a witness

2)arrest someone b)into custody
1)accuse someone a)in cold blood

Ex. 3.4dd nouns to the following adjectives to form noun phrases:

Adjectives: wrongful, criminal, changing, fatal, serious, summary, mental,

guilty, principal, international.
Nouns: activity, conviction, element, behavior, matter, area, norms, crimes, case,

offence, mind, habits, action, omission, act, character.

Ex. 4.How many adjectives combined with the word “offence” do you know?
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CAUSES OF CRIME

GEOGRAPHICAL LOCATION

Area of deprivation

UP BRINGING
Densely populated areas

Lack of facilities Family members

involved in crime

Ll Physical abuse
Recession Lack of positive role
Poverty models
Social exclusion
Unable to claim benefits
SOCIAL
Lack of belonging CULTURE
Peer pressure breed
e o Importance attached fo
Paor housing . material belongings
Exclusion from school

Lack of pride in community
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Discuss the causes of crimes

Why do people commit crime?

* To look superior

* To gain power

* To survive (underclass)
* Boredom

Who s likely to commit crime?

The underclass
* People from urban areas
« |ower classes

* Upper classes (etc. Fraud)
+  Males
*  Ethnic groups (afro-carribean

Crime trends:

* Males are more likely to commit crime

¢ 14-25 year olds are more likely to commit crime
* |nthe 1990's crime rates were higher
* Unskilled workors have higher crime rates

* Blacks are more liekly to be searched on the street.
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What kinds of crime do you know?

blackmail

‘terrorism |

Vocabulary notes:

cover v ["kAva] (3nech) 0xXBaTHIBATh
commit v [k’ mit] coBepHIaTh (IIPECTYILICHUE)
lead to v [li:d] MPUBOJIUTH K YEMY-TO
disruption n [’dis’tApfan] pa3pyuieHus

disadvantage n [ disad’va:ntid3] VYObITKH, HETOCTATKH, YILIEpO

felony n [“faloni] YTrOJIOBHOE TIpECTyIJICHUE (KaTeropus

TSYKKUX MPECTYIUICHUN )
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treason n

[‘tri:zon]

M3MEHA POJUHE, FOCYNapCTBEHHAS
U3MEHa

misdemeanour #n

[,misdi’mi:n3]

POCTYTOK, MOJJIeXKAIIUNA Cy1eOHOMY

HAKa3aHUIO; IPECTYIUICHUE
(kaTeropusi HAMMEHEE OMAaCHBIX
MPECTYIUIEHU, TPAHUYALLINX C

aIMUHUCTPATUBHBIMU
[IpaBOHAPYUICHUSIMH )

amount v [3’maunt] JOXO/IUTh, COCTaBJISATh, OBITH
PaBHO3HAYHBIM

attempt » [3°tempt] 1. nonpiTKa; 2. MOKYIIEHUE

overthrow v

[’ouvobrou]

CBEPrHyTb, COpachIBaTh

destroy v [ dis’troi] paspyuiarb, yHUUYTOXATh

to regard as [ r1’ga:dez] paccMaTpuBaTh Kak

guilty adj [‘gilti] BUHHBIN

loss n 1. moteps; 2. norepu, yObITKH (MH)

[’1Ds]

in addition to

[in o’difon]

JOITIOJIHUTCJIIBHO K

punishment »

[’pAnifmant]

HaKa3aHUC

indictable crime

[in’daitabl]

IIPECTYIUICHUE, IPECIIEyEMOE 110

OOBHHHUTEIILHOMY aKTy

offence n [9°fens] MPECTYIJICHUE; HAPYIIIEHNE 3aKOHA
determine v [di’te:min] pemniarhb
to be concerned [kon’sa:nd] KacaTbCsl 4€r0-TO

with smth

behaviour n

[bi’heivja]

IIOBCICHUC

maintenance n

[’meintanans]

COOJIFOIEHHE

traffic »

[treefik]

1. Toprosis; 2. TOpOKHOE TBUKECHUU;

3. IepeBO3KU
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riot n

1.Hapy1ieHre 001IeCTBEHHOr O

[‘raiot]
nopsiaka
2. OyHT, MATEXK
sedition n [si’difan] MOJICTPEKATENBCTBO K MITEXKY
abuse n [3°bju:s] 3JI0ynOTpeOIeHHE

obstruction n

[9b’strAk[n]

IpensTCTBUE, OOMKOT

destruction n

[dis’trAk[n]

pa3pylIeHUs, YHUUYTOKECHUS

extortion n [iks’tD:fan] BBIMOT'aTEJILCTBO, BEIMOT'aTEILCTBO,
blackmail [’blekmeil] HIaHTaX

bribery n [*braibari] B3SITOUHUYECTBO

perjury n ['pa:d3ari] JKECBUJIETEIIbCTBO

njury n [’indzari] 1. TpaBma; 2. ymep0;

3. moBpexaenue, 4.ockopoieHue
nuisance n ['nju:sns] HapylIieHue 00IECTBEHHOTO MOPsIKa
include v [in’klu:d] BKJIFOUATh B ce0sl, OXBATHIBATh
homicide n [ homi’said] yOuicTBO
assault » [9°s2:1t] 1. Hanmagenue; 2. HACUJILCTBEHHBIE

JICHCTBUS,

3. cioBecHas yrposa M yrposa

dbu3nYecKoil pacrnpaBoit
rape n [reip] V3HACWJIOBAHUE
abduction n [b’dAk[n] MMOXHUIIIEHHUE CUIIOH, OOMaHOM
libel n [’lalbal] KJICBCTAa
stealing n [’sti:lin] 1. kpaxa; 2. ykpaJieHHbIEC BEIU
robbery n [’robari] rpabex, orpabieHue
forgery n [£5:d3ari] noajenka, hanscuduranys
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burglary n

["bo:glori]

Kpaxxa CO B3JIOMOM

motor vehicle n

["moutd vi:ikl]

aBTOMOOWUJIb, TPAHCIIOPTHOE CPEACTBO

previously adv

[pri:vjosli]

paHee, 3apaHee

convict v [kan’vikt] npU3HaBaTh BAHOBHBIM
sentence n [’sentans] MPUTOBOP; pelieHue (CyaeoHoe)
imprisonment 7 [im’priznmant] | 3AKIOYEHNAs

pickpocket n KapMaHHUK

[’pik,pokit]

welfare

['welf€a]

0J1aroCcOCTOSIHHUE, JOCTATOK

p

Major Types of Crime - Petty & Serious

~

o Rape

® Fraud

® Felony — a major crime —
Punished by a fine, by
imprisonment, or both.

® Murder
8 Robbery

o Kidnapping

* Misdemeanor — a less serious
crime — Punished by a fine, jail
time, or both.
® Driving without a license
® Petty theft
® Simple assault
* Disorderly conduct
® Trespass

no jail time.

* Infraction — A minor offense that is usually punishable with a fine and

® ]aywalking
® Littering

o Disturbing the peace
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Crimes

e

blackmail : burglary drug dealing
blackmailer tl:)n:;ls; burglar drug dealer
to blackmail to burgle to sell drugs

fraud 3 >
to commit fraud PG kidnapper mugger
to hijack to kidnap to mug

murder rape robbery smuggling
murderer rapist robber smuggler
to murder to rape to rob to smuggle

arson
. theft arsonist
manslaughter vandalism thief (pickpocket) e NN
to steal

to commit an arson
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Task: read the text, translate it into Russian.

Types of Crime

1. Violent Crime: Murder, rape, robbery
-physical violence or threat of violence
. Crime against property: Burglary, arson
-No person is physically harmed

. Victimless Crime: Prostitution, gambling, drug use
-No harm to anyone except the perpetrator

. White Collar Crime: Fraud, tax evasion, toxic pollution
-By people of high social standing

. Organized Crime: Drug trafficking, gambling, black
market

-large scale and professional

Classification of Crimes

Felonies, Misdemeanors, and Infractions:

Classifying Crimes By Paul Bergman, UCLA Law School Professor

In every state, crimes are put into distinct categories. The categories are
usually "felony," "misdemeanor," and "infraction." Decisions on crime
classification are made by state legislators; the determination focuses on the
seriousness of the crime. This article looks at the differences among these crime
classifications, moving from least serious (infractions) to most (felonies).

Infractions

Infractions (sometimes called violations) are petty offenses that are
typically punishable by fines, but not jail time. Because infractions cannot result
in a jail sentence or even probation, defendants charged with infractions do not
have a right to a jury trail. A defendant who has been charged with an infraction
can hire an attorney, but the government doesn't have a constitutional duty to

appoint one. Often, prosecutors don't appear on behalf of the government in
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cases involving infractions. Traffic offenses are the most common form of
infraction. (Note that some states consider certain kinds of infractions like traffic
tickets to be civil, rather than criminal, offenses.)

Infraction Example. Ginger receives a speeding ticket. After Ginger and
the officer who issued the ticket testify, the judge concludes that Ginger was
speeding. Ginger's punishment is limited to a fine and the addition of a point to
her driving record.

Misdemeanors

Misdemeanors are criminal offenses that carry up to a year in jail in most
states. (Some states have made the maximum imprisonment for many or all
misdemeanors 364 days; that change is designed to avoid deportation
consequences that would have been triggered if the misdemeanor in question
carried the possibility of, or if the misdemeanor defendant actually received, a
full one-year sentence.) Punishment for misdemeanors can also include payment
of a fine, probation, community service, and restitution. Defendants charged
with misdemeanors are often entitled to a jury trial. Indigent defendants charged
with misdemeanors are usually entitled to legal representation at government
expense. Some states subdivide misdemeanors by class or degree or define more
serious misdemeanor offenses as "gross misdemeanors." These classifications
determine the severity of punishment.

Misdemeanor Example. Dave is convicted of simple assault. The offense
carries a maximum fine of $1,000 and maximum jail time of six months. It's a
misdemeanor. (For example, see Cal. Penal Code 241.)

Felonies

Felonies are the most serious type of criminal offense. Felonies often
involve serious physical harm (or threat of harm) to victims, but they also
include offenses like white collar crimes and fraud schemes. Offenses that
otherwise are misdemeanors can be elevated to felonies for second-time
offenders. A felony conviction, like a misdemeanor conviction, may not result in

time behind bars. But felonies carry potential imprisonment that ranges from
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time in prison (a year is often the low end) to life in prison without parole or
even death. As with misdemeanors, states may also subdivide felonies by class
or degree.

Felony Example 1. Randy is convicted of felony assault with a deadly
weapon even though the bottle that he threw at another patron in a tavern missed
its intended target. Even though he failed to injure the intended victim, his
behavior was intended to (and did) create a risk of serious physical injury.

Felony Example 2. Leora had two prior shoplifting convictions before
being arrested for yet another shoplifting offense. State law allows prosecutors
to charge shoplifting as a felony if the merchandise was worth a certain amount
and the defendant has two or more prior shoplifting convictions. The prosecutor
charges Leora with felony shoplifting.

"Wobblers": Felony or Misdemeanor

A "wobbler" is an offense that may be prosecuted as a felony or as a
misdemeanor. An offense that was prosecuted as a felony may also be
downgraded to a misdemeanor at the time of sentenceing. This occurs when
statutes authorize judges to punish offenders as either misdemeanants or felony
offenders.

"Wobbler" Example. Randy is convicted of assault with a deadly
weapon. State law provides that the offense is punishable by up to one year in
jail or up to five years in prison. The judge sentences Randy to four months in
jail, three years of probation, and 200 hours of community service. The sentence

makes the conviction a misdemeanor.
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opecific examples of crimes

Crime

Criminal Verb Detinition of the crime
arson arsonist fo ignite setting something on fire, causing harm to someone
assault to assault hitting another persondeliberately
LT | oot || bt making 2 person oy itey unde.r threat of secret or
dangerous information being leaked
i L offering or accepting money for doing something
4 dichonest
brurelary burelar to burele breaking info a hotse and stealing thines
forgery forger to foree making illezal copies of paintings, documents etc
hijacking | hyjacker to hijack taking control of a plane or boat by force
b d aski for thef
e caphuting a personand asking a ransom for their
refurn
manslaughter to kill killing someone by accident
mugeing | mueger to g attacking someone to steal from them
mrder murderer | to murder, to kil killing someone intentionally
perjury to perjury lyingto a court
pickpocketing | pickpocket | topickpocket stealing someone's valuablesin public
1ape mpist | toattack, tosape forcing a woman or a man to have sex
obbery fobber torob | stealing money or valuables from a petsonor a place
shoplifting | shoplitter |  toshoplift stealing things in shop
smugeline | smugeler | tosmugele bringing eoodsinto the country illesally
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CRIMINALS AND THEIR TYPES

offender, felon, criminal,

what are other malefactor, wrongdoer,
words for delinquent, culprit, crook,
lawbreaker? transgressor, miscreant

-

F

ePerpetrator

Definition: (NOUN)

a person who perpetrates, or commits, an illegal, criminal, or evil
act,

Example in a sentence:
The perpetrators of this heinous crime must be found and

punished to the fullest extent of the law. '\
Ponder this.... S

How does perspective influence the interpretation of who the
perpetrator is?
Are perpetrators always brought to justice?
Where does RISK fit in? Power? Control?

f )
|
|

e i 1
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NPeCTYNNHUK

criminal offender felon Perpetrator

DEFINITIONS OF CRIMINALS

Accomplice is a person who helps a criminal in a criminal act.

Arsonist is a person who sets fire to property illegally

Bigamist is a person who marries illegally, being married already.

Burglar is a person who enters a building during the hours of darkness
in order to steal. A person who enters a building in daylight to steal is a thief, or,
if he breaks into a building by using force, is a house-breaker: E.g.: The
burglars escaped through the window.

Drug dealer is a person who buys and sells drugs illegally.

Forger is a person who makes false money or signatures.

Gangster is a member of a criminal group

Kidnapper is someone who takes away people by force and demands
money for their return.

Murderer is a person who kills someone.

Pickpocket is a person who steals something out of your pocket in
crowded places. E.g.: The pickpocket took the purse in a crowded train.

Robber is a person who steals something from a person or place,
especially by violence or threat. E.g.: The robber stole £ 2,000 from a bank, by
threatening people with a gun.

Shoplifter is a person who steals fromthe shops. E.g.: 4 security officer
stopped the shoplifter who tried to leave the shop with unpaid goods.

Smuggler is someone who gets goods into or out of a country illegally
without paying duties

Spy is a person who gets secret information from another country
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Terrorist 1is a person who uses violence for political, economical and
religions reasons

Thief is a person who steals things secretly, usually without violence.
When violence is used, especially out of doors, a word robber is preferred: E.g.:
Thieves stole £ 1,000 from the post office last night

Traitor is a person who betrays his or her country to another state.

Learn the words with their definition

TYPES OF CRIMINALS

thief

robber (steals something) rapist
(takes something by force) (forces someone to have

sexual relations)

burglar vandal
(breaks into (damages public
somebody's house...) property)
shoplifter hooligan
(steals (is violent on
merchandise) purpose)
smuggler torturer
(takes goods illegally (treats someone

from country to country) cruelly and unfairly)

murderer assassin
(takes someone's life through (kills someone for hire or
violence) mugger fanaticism)

(attacks someone to steal their money)
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CRIME CRIMINAL ACTION
arson arsonist to set fire to
assassination assassin to assassinate
burglary burglar to burgle
kidnapping kidnapper to kidnap
killing killer to kill
mugging mugger to mug
murder murderer to murder
robbery robber to rob
shoplifting shoplifter to shoplift
smuggling smuggler to smuggle
theft thief to steal

CRIME CRIMINAL ACTION

assault assaulter to assault

blackmail blackmailer to blackmail

drug-trafficking drug-trafficker to sell (to traffic) in drugs

forgery forger to forge

perjury perjurer to violate an oath/to give
false evidence

pickpocketing pickpocket to pickpocket

rape rapist to rape

swindle/fraud swindler/fraudster to swindle/to cheat

terrorism terrorist to terrorize

Ex. 1. Translate into Russian:

a term of imprisonment,abuse, arrestable offence,bribery, burglary,
court,crime, disruption, extortion, felony, forgery, guilty,injury,
misdemeanour, nuisance, punishment, rape,riot,robbery,sedition, summary

offence,to overthrow, treason,
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Ex. 2. Match the English and Russian equivalents:

1. common law a)  U3MEHa
2. to lead to the disruption b) cyn
3. treason c)  oOiee nmpaBo
4. riot d)  npu3HaBaTh BUHOBHBIM
5. to convict €)  INPUBOIUTH K pa3pyIlICHUIO
6. to lead to the disadvantage f) MPUBOJIUTD K YOBITKAM
7. offence g)  HU3HACWUJIOBaHUE
8. rape h)  coBepmuTh Kpaxy
9. to commit a larceny 1) PECTYIUICHUE
10. court ) OYHT, MATEX
EXx. 3. Explain in Russian the meaning of the following words and
expressions:

crime, to commit a crime, to lead to, common law, disruption, to be
classified, treason, abduction, stealing, forgery, robbery, perjury, to

prevent, abuse, homicide.

EX. 4. Put the following words and word-combinations into three logical

groups:

crimes against state | crimes against person | crimes against property

extortion, stealing, high treason, assault, bribery, abduction, riot, forgery,
homicide, sedition, perjury, rape, trademark pirating, burglary, libel, abuse,
smuggling, robbery, pickpocketing, kidnapping, counterfeiting, money

laundering, drug trafficking, housebreaking.
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Ex. 5. Match the following verbs with the nouns:

1. to commit a)  the power of the state

2. to kill b)  suicide

3. to destroy c)  the destruction of the society
4. to prevent d)  the monarch

5. to lead to e) acrime

6. to overthrow f) the law

7. to break g)  aperson

EX. 6. Translate the following word-combinations with the word

“crime” into Russian:

to commit
to prevent

to punish for
|_ 4V 4V 4V 4 |

CRIME

|V 4 4V 4 |

A

to prevent to investigate

to charge with

to deal with

EXx. 7. Put the right form of either ROB or STEAL in the sentences

below.

p—

. Every year a large number of banks ...

Last evening an armed gang .... the post office.
Mary ... of the opportunity to stand for president.
My handbag ... at the cinema yesterday.

Thieves ... £2,000.

A

117




Ex. 8. Complete the following sentences with the words in the box.

Translate them:

treasons, summary, offences, crimes, felony, theft,

indictable, shoplifters , law, gangster

1. ... offences are generally concerned with the regulation of behavior in a
society and the maintenance of public order.

2. .... steal for various reasons, some just for excitement, some out of
necessity or greed, and others do it as a “profession”.

3. A ... was again a serious crime.

4. Al Capone was a Chicago ....

5. All other ... were regarded as misdemeanours.

6. Have you told the police about the ... of your car?

7. Indictable ... are those which are usually tried before a judge and jury.

8. The English common ... classified crimes into treasons, felonies and
misdemeanours.

9. The old classification of crimes involves ..., felonies and misdemeanours.

10.The two groups ... and non-indictableoffences now overlap to some

extent.

Ex. 9. Choose the correct answers to the following questions:

1. What are the most serious crimes?

a) Traffic offences are the most serious crimes.

b) Originally treasons are regarded as the most serious of all crimes.

c) Offences against property are the most serious crimes.

2. What are indictable and non-indictable offences?
a) Indictable offences are known as summary offences, which are

generally concerned with the regulation of behavior.
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b) Indictable offences are those, which are usually tried before a judge
and jury, with the jury determining the facts and the judge being responsible for
administering the law.

c) In non-indictable offences, which are usually known as summary

offences, the trial will take place in a Magistrates’ Court without the jury.

Ex. 10.Translate into English the following words and word-
combinations from the text:

JOPO’KHOE JIBMKEHUE, YOUNCTBO, N3HACUIIOBAHUE, TIPECTYIUICHUE, CYIb,
Kpaxa, rpabesx, Haka3zaHue, TIOBEICHHE, THKECBUIETEIHCTBO, B3ITOYHHYECTBO,

HapyHICHUC 06IH€CTB€HHOFO nopsaaka, u3MCHa, BHUHOBHBIM.

Ex. 11. Translate the words from the box and use them to complete the

following sentences:

KapMaHHUK, MarasuHHbIA BOp, KOHTPaOAHIUCT, HAPYIIEHHE 0OIECTBEHHOTO

nopsiKa, orpabuTh, rpadUTENb, TOAICTKA

1. .... 1s a person who brings goods into a country illegally without

paying duties.

2. .... stole $22, 000 from a bank, by threatening people with a gun.
3. .... took the purse in a crowded train.
4. A person is guilty of .... only if he intends to use violence or is

aware that his conduct may be violent.
5. In the UK, about 1, 8 million .... are caught every year.
6. They .... the museum last Sunday.
7. This picture is not really by Rembrandt. Itisa ...

Ex. 12. Give the answers to the following questions:

1. What does the word "crime" cover?
2. What way may the crimes be classified?
3. What is treason?
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4. How can you explain indictable and non-indictable crimes?

5. What is the classification of indictable crimes?

6. What do non-indictable crimes cover?

EXx. 13. Give the definition for:

arson act of committing crime by forcing sexual intercourse (on a
woman or girl).

mugging act of stealing, especially secretly and without violence

murder use of violence and intimidation, especially for political
purposes

rape act of setting something on fire intentionally and unlawfully,
e.g. another person's property or one's own with the purpose
of claiming under an insurance policy.

terrorism unlawful killing of a human being on purpose

theft to attack somebody violently and rob (e. g. in a dark street, in
a lift, in an empty corridor).

vandalism act of person who steals things from shops while pretending
to be a customer.

football act of destroying willfully works of art or public - and private

violence property, spoiling the beauties of nature

shoplifting act of breaking something, act contrary to what one's
conscience tells one to do, especially during football matches.

manslaughter | distribution of drugs punishable by law

illegal parking | unlawful placing a motor-vehicle.

drug dealing killing of many people at once, massacre; killing of people in

road accidents.
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EXx. 14.Translate into English:

1. Ilpectymnenue - 3TO MPOTUBOIPABHOE OOIIECTBEHHO-OMIACHOE JESHHUE,
3a KOTOPOE YEIOBEK JIOJHKEH HECTU HAKa3aHUE IO 3aKOHY.

2. IIpaBoOXpaHUTENBHBIE OpPraHbl JOJUKHBI IPEAOTBPAIIATH COBEPILICHHE
IIPECTYILICHUN.

3. Anrnuiickoe oOuiee MpaBo pasleiisieT MpPaBOHAPYIIEHUS Ha TakKue,
KOTOpbIE MOJIEXAT CyACOHOMY MPECICIOBAHUIO W IpaBOHAPYLICHUS, HE
noJyiekaniie cyaeOHoMy Ipecie0BaHuIo.

4.  IlpaBoHapylieHHs,  KOTOpble  HE  TOAJEXaT  CyJIeOHOMY
IIPECIEA0BAHUIO, U3BECTHBIEC KaK " TUCIUIIIMHAPHBIE" .

5. JlucuuniuHapHble NMPaBOHAPYIICHUSI CBS3aHHBIE C PETYJIHPOBAHUEM

MOBEJICHUSI B O0IIIECTBE U OXPAHOU MPABOIOPSIKA.

Ex. 15. Match the definition with the offence:

1. arson A husband kills his wife after finding she has been
unfaithful.

2. drug dealing | A boy sets fire to a shop

3. football A man attacks a girl in a park and has sex with her against
violence her will

4. illegal A woman sells heroin to young people in the street
parking

5. manslaughter | A well-off housewife takes a bottle of perfume from a

department store

6. mugging A motorist parks in a no-parking area and obstructs the

traffic so that an ambulance can't get past

7. murder A group of young men takes a woman's handbag after

threatening to attack her in a dark street

8. rape A group of boys break all the windows in a telephone

box and damage the telephone

121



9. shoplifting A group of men kills five customers in a pub by leaving a

bomb there
10. terrorism A motorist kills a pedestrian after an evening's drinking
11. theft Two groups of rival football supporters start a battle and

are all arrested.

12. vandalism An office worker helps himself to pens and paper from his

office for his own personal use

EXx. 16. Translate into English using the vocabulary below:

DJIeMEeHTHI I0Ka3aTeJIbCTBA

Bo MHOrmx mpaBOBBIX CHCTEMax CYyIIECTBYET Ba)KHBIA MPHHIIHII,
COTJIaCHO KOTOPOMY JIMIIO HE MOXET CYUTAThCS BUHOBHBIM B TPECTYIUICHHH,
MOKa TOCYyJIapCTBO HE JOKaXeT, dYTo OH ero coepmmi. Camomy
TI0JT03PEBACMOMY HE HY>KHO HUYETO JIOKa3hIBaTh, XOTSI OH IMOMOXKET cebe, eciu
CMOXKET TPEIbSBUTHh JOKA3aTEIhCTBA CBOCH HEBHHOBHOCTH. [ OCyIapcTBO
JIOJKHO JTOKa3aTh €r0 BUHY B COOTBETCTBUHU C BHICOKMMU CTaHAAPTaMU, U €CTh
AJIEMEHTBI, KOTOPhIE HEOOXOIUMO J0Ka3aTh. B KOAU(HUIIMPOBAHHBIX CHCTEMax
9TH 3JIEMEHTHI OOBIYHO (UKCHPYIOTCS B 3aKoHax. B cuctemax obmiero mpasa
9JIEMEHTHI HEKOTOPBIX MPECTYIUICHUH TOAPOOHO ONMMCAHBI B 3aKOHAX; APYTHUE,
U3BECTHBIC KaK «IPECTYIUICHWS TIO0 OOIeMy TpaBy», MO-TIPEKHEMY
OMHCHIBAIOTCS B OCHOBHOM B MPEIICICHTHOM TIPaBe.

OO6bIYHO ecTh JBa BaXHBIX 7JJeMeHTa mnpectyrmeHus: (1) camo
MPECTYIHOE NesHne; U (2) MpecTymHOEe COCTOSHHE yMa YeJOBeKa, KOTIa OH
coBepIIMJI JeiicTBUE. B aHrmo-aMepuKaHCKOM TIpaBe OHHM W3BECTHBI TIOJ

natuHckuMu TepmuHamu (1) ActusReus u (2) MensRea.
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Vocabulary notes:

Actus Reus (zam.) | [’&ktus ’reos] | BUHOBHOE JCHCTBHE

case law [keis 12:] MpereIeHTHOE TTPaBO

innocence n [’inosons] HEBUHOBHOCTD

innocent adj [’1nasant] HEBUHOBHBIN

Mens Rea (nam.) | [’mens re9] COCTOSIHHE BOJIM MPU COBEPILICHUU
MPECTYIICHUS

proof n [pru:f] JI0Ka3aTEIbCTBO

statute n [’steet fu:t] 3aKOHOJAaTCIbHBIN aKT

to find guilty [’ gilti] MPU3HATh BUHOBHBIM

to prove v [pru:v] JIOKa3bIBaTh, IOKA3bIBATh
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Match the word with its definition.

1) blackmail

2) terrorism

3) mugging
4) pickpocketing

b) forgery

6) drug-trafficking

7) kidnapping
8) smuggling

9) burglary
10) shoplifting

11) murder

12) hijacking

a)  stealing something from someone’s
home

b) taking a person hostage in exchange for
money or other favors

¢) killing someone
d) buying and selling drugs

)
e) taking something illegally into another
country

f) threatening to make a dark secret public in
order to get money

g) stealing something from a shop

h) the robbing of a plane for political or
other reasons

J

k) attacking someone in the street to get
money

i) using violence for political ends
)

to try to pass off a copy as the real thing

|) stealing from someone’s pocket or
handbag
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UNIT 3. CYBERTERRORISM:
DEFINITION, HISTORY, TYPES

TEXT 1 CYBERTERRORISM AS THE SIGNIFICANT THREAT

Cyberterrorism has increasing become one of the most significant threats
nationally and internationally. Being that the internet makes it easier for terrorist
to communicate, organize terrorist cells, share information, plan attacks; the
internet also is used to cyber terrorist acts.

Since the September 11th terror attacks on the US, American have
remained on high alert for possibly another terror attack. The government has
many action plans ready in the event that they get wind of another attack or an
attack happens. Law enforcement has received training in terrorism prevention
and detection techniques, granted terrorist are always looking for ways to improve
their methods of attack.

The use of computers and the internet have been an important part of our
daily lives. Computers and the internet makes life easier because they can be used
for “storing information, processing data, sending and receiving messages,
communication, control machines, typing, editing, designing, drawing” and many
other aspects of life. Businesses, government and different industries have all
become accustom to information technology. Their reliance on information
technology creates lots of opportunities for terrorism. Being that computer play
such a big role in our lives it stimulates criminals and terrorist to plan and create
attacks. This is where cyberterrorism comes into play. There is a lot of
misinterpretation of what the definition of cyberterrorism is and what is actually
considered cyberterrorism.

Despite the substantial investment in technology and infrastructure,
cyberterrorism is one of the major challenges when it comes to terrorism.
"Terrorists can sit at one computer connected to one network and can create

worldwide havoc."
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What is Cyberterrorism?

There are so many interpretation of the term cyberterrorism, but they all
mean the same thing just different aspects of the terminology. The FBIs definition
of cyber terrorism is “the unlawful use of force or violence against persons or
property to intimidate or coerce a government, the civilian population, or any
segment thereof, in furtherance of political or social objectives.” The U.S.
Department of State defines cyberterrorism as “premeditated politically motivated
violence perpetrated against noncombatant targets by sub-national groups or
clandestine agents.” The U.S. National Infrastructure Protection Center defines it
as a “criminal act perpetrated by the use of computers and telecommunication
capabilities, resulting in violence destruction and/or disruption of services to
create fear by causing confession and uncertainty within a given population to
conform to particular political, social or ideological uses cyber-attacks to take

advantage and possibly causes harm or death.”

The history of cyber terrorism

“The history of cyber terrorism has already been established as a way of
stealing money and shutting down important national systems. Cyber terrorism is
an even greater issue today as more and more corporations are running their
businesses online, and more people are willing to share information over the
Internet.” Cyberterrorism doesn’t date that far back because the use of the
computers and the internet is relatively new. It was just in the past decades that
cyber security threats has surface worldwide. “Obvious targets of cyber terrorism
consist of critical infrastructure including transportation, electric power grids, oil
and gas distribution, telecommunications, air traffic and financial institutions.”
Cyberterrorism has been around since the late 1980s, which the number of
terrorist attack has increased since September 11th. There are several types of
cyber terrorism activities which include email bombing, hacking into government
portals, banking water and hospital websites to cause harm and endanger the lives

of others. The cost of cleaning up after attack not matter if its viruses or worm to
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malicious computer code to destroying all the data on a computer system can be
very costly. “The worldwide cost reached $17.1 billion in 2000, a 41 percent
increase over the previous year, according to Computer Economics, an

information technology research firm based in Carlsbad, California.”

Examples of Cyberterrorism

Cyber-terrorism can be the use of computing assets to threaten or force
others. There are so many examples of cyberterrorism some bigger than others.
An example of cyberterrorism could be “hacking into a hospital computer system
and changing someone's medicine prescription to a lethal dosage as an act of
revenge.”

1996 - White Supremacist movement

An alleged White Supremacist movement computer hacker brought down
Massachusetts Internet Service Provider (ISP) and destroyed a significant fraction
of its record keeping system when the ISP had tried to stop him from using it to
disseminate racist messages globally using its name. He left a message: “You
have yet to see true electronic terrorism. This is a promise.”

1998 - Spanish protestors & Internet Black Tigers

The Institute for Global Communications (IGC) was flooded with
thousands of spam email from Spanish protestors. It brought down the ISP’s
network causing a jam-up of all email on its network and all its users couldn’t
receive email. These users kept calling the ISP’s support lines hogging these lines
and creating problems for the ISP. The IGC staff and member accounts were also
flooded and their Web pages were filled with fake credit card orders. The group
of protestors also threatened to do the same to organizations which employ IGC’s
services as they wanted IGC to stop hosting the website of the Euskal Herrial
Journal, a publication based in New York which supported Basque independence.
As a section on the site contained information on the terrorist group ETA, which
was responsible for assassinating Spanish political and security officials and

attacks on military installations, the protestors accused the IGC of supporting
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terrorism. In the end, IGC gave in and removed the site because it was flooded
with too much email.

1999 - Attack against NATO computers

NATO computers were flooded with email and hit with Denial of Service
(DOS) attacks by hackers, who were activists, protesting the NATO bombings
during the Kosovo conflicts. Businesses, public organizations and academic
institutions reportedly received highly politicized emails filled with viruses from a
host of European countries. When the US accidentally bombed the Chinese
embassy in Belgrade, Chinese hactivists put up messages on US government
websites stating "We won't stop attacking until the war stops!"

Levels of cyber terror capability

Simple-Unstructured: The capability to conduct basic hacks against
individual systems using tools created by someone else. The organization
possesses little target analysis, command and control or learning capability

Advanced-Structured: The capability to conduct more sophisticated attacks
against multiple systems or networks and possibly, to modify or create basic
hacking tools. The organization possesses an elementary target analysis capability
and command and control structure for sequential attacks from a single location.
Some learning ability - can assimilate some new technologies and train personnel.

Complex-Coordinated: The capability for coordinated attacks capable of
causing mass-disruption. Ability to analyze vulnerabilities, penetrate integrated,
heterogeneous defenses (including cryptography) and create attack tools. It has
the strong ability to conduct target analysis and high confidence in results. Strong
command and control structure capable of employing multiple, simultaneous
attacks from different locations. Strong organizational learning capacity — can
keep up with latest technology, train personnel, diffuse knowledge throughout the
organization, and make necessary doctrinal and organizational changes to

enhance capabilities
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Questions Answers

Ex. 1. Answer the questions
? 1. Explain what cyberterrorism is?
? 2. Can a universal definition of

cyberterrorism be created? Why do you think so?

?
?m ‘g " 3. Why is a definition of cyberterrorism
important?
? ? 4. Cyberterrorist attacks have three key
components: Motive, Intent, and Target. What are
these motives, intent, and targets?

5. Has a case met all the requirements to be

an act of cyberterrorism happened? Why or why

not?

6. How can cyberterrorism be combated?

7.  Who is a hacktivist?

8. Describe some ways that cyberwarfare differs from general
cyberterrorism.

-9. Why is the problem of global terrorist threat urgent today?
10. What is terrorism?
11. What are the main causes of terrorism?

12. What should be done to prevent terrorism?
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~~__ sentences with these words.

definitions in Column B. Make up your own

Ex. 2.Match the words in Column A with their

B

1. ransom

a. to make a bomb explode

2. surveillance

b. the act of forcing someone illegally to give you

something,especially money

3. cell c. to prevent someone from doing what they are trying to
do
4. to plot d. a small group of people who are working secretly as a

part of largerorganization

5. explosive

e. done or kept secret

6. suicide bomber

f. a close watch kept by the police on a person or place

because theymay be connected with criminal activities

7. to set off g. to make a secret plan to harm a person or
organization, especially apolitical leader or government
8. extortion h. a substance that is used in making bombs

9. clandestine

i. someone who hides a bomb on their body and
explodes it in a publicplace, killing himself or herself

and other people, usually for politicalreason

10. to thwart

j. an amount of money that is paid to free someone who

1s held as a prisoner

130




Ex. 3. Match the words in Column A with the

~ words in Column B to make up word combinations

1. assassination a) bombings

2. suicide b) extremist
3. take smb. ) ransom
4. claim d) hostage
5. terrorist e) a bomb
6. a wave of f) attempt
7. right-wing g) responsibility
8. shoe h) cell
9. demand a 1) bombing
10. to plant j) bomb

Task \ V

Complete

Ex.4. Complete the sentences, translate the word combinations in
brackets from Russianinto English, using the words in the box.
casualty/victim; to hold negotiations; global terrorist threat;to
cooperate/unite efforts; to be concerned about

1. Nowadays the international community (o6vedunsem ycunus) in the
battle against (yepo3si mesrcoynapooHoeo meppopuzma).

2. People who are injured or killed are called (orcepmanr).

3. Prime Minister Vladimir Putin (npogen nepezosopsr) with Prime
Minister of India M. Singh.

4. The survey results showed that a majority of respondents

(obecnokoenwt) about a possibleterrorist act.
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GRAMMAR: PASSIVE VOICE

(see Appendix

GRAMMAR EXERCISES

Ex. 1. Make up 5 sentences from each table; define the grammar form

of the predicate:

We are always given much home-task in English (Present Indefinite

Passive).

Hawm secezoa 3a0arom bonvuioe domauinee 3a0anue no aH2AUCKOMY

AZBIKY.

The newspaper

“Moscow News”

asked

classified

in a number of ways.
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Crimes am read by many people in Russia and
is radioed | abroad.
This information are | regarded | often at the lessons.
I may as offences which will lead to
be injury to the public.
Extortion, bribery and to the detective department.
perjury
These three cars much about last week.
Responsibility for in English by our cadet
not
improvement of the road IvanPetrov.
answered
network
: : made
This road accident last year.
was | shared _
The report ' by the criminal.
were | driven
“Classification of crimes”
away
at the International
spoken
conference
The question of the judge between central and local
government.
The i igati f thi . k.
e investigation of this finished next wee
case .
repaired
Those cars will tomorrow.
caught
The report of our chief be in a month.
packed
This criminal in half an hour.
. igned . .
Your things Sge by policemen in a few days.
A person and vehicle committed | by young criminals in cities
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check is | constructed| and towns now.

A lot of crimes being conducted by a police officer.

A new building are translated by the first-year cadets now.

This text being built on the territory of our
Academy.

Many new houses in Krasnodar.

The report about felonies by the cadet PavelSidorov

in this district when I came into his

was | discussed | room.

A new book on being| driven read | out of the city from 3 till 5

criminology were | translated | a.m.

Stolen cars being in the Investigation p.m.
Department from 5 till 7
p.m. yesterday.

My watch to prison for their crimes.

This bank has | committed | py a thief.

Some pickpockets been | obbed by the time of its opening.

Some cars have | gtolen built | during night hours.

The new underground been | taken this year.

station

My car adopted | by the 1% of January, 2021.

The treaty between British robbed | by our professor’s coming.

and RussianPolice on had signed

cooperation in fighting been stolen

against drug dealers translated
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This scientific article by the time when I came.

The Post Office by the end of the meeting.

The resolution by the opening of it.

Ex. 2. Put the following sentences into interrogative and negative forms.

Translate them:

1.

The activity of Police is regulated both by legislative and

departmental documents.

2.

3.

4.

5.

6.

7.

The tickets to Moscow were booked yesterday.

Non-indictable offences are known as summary offences.
Originally, treasons are regarded as the most serious of all crimes.
He was robbed of all his money yesterday.

Felony is regarded as a very serious crime.

The group of foreign policemen was shown the Museum of Russian

Art during their stay in Moscow.

8. The indictable or more serious crimes may be classified into six
categories.

9. The travellers have been attacked in the mountains and robbed of
everything they had.

EX. 3. Put the following sentences into the Passive Voice:

A boy broke the window in the house yesterday.

— The window in the house was broken by a boy yesterday.

1. A customs officer is checking the passenger’s luggage.

2. A group of men killed some customers in a pub by leaving a bomb there.
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3. A motorist killedthe pedestrian after an evening’s drinking.

4. A murderer has killed a young girl.

5. A policemen had arrested the criminal before the expert criminalist
arrived.

6. Before the investigator came the police officer had found the pistol in the
room.

7. He killeda young girl with a knife some days ago.

8. Our guide has shownthe Museum of the Russian Police to the foreign
policemen.

9. The builders have built a new church on the territory of the Central
Hospital of the Ministry of Internal Affairs of Russia.

10.The first-year cadets were readingmany books on law during the first
three months of their studies.

11.The policemen arrestedthis young boy for his crime yesterday.

12.They are discussing the report about the felonies in this district.

13.They often ask questions at the lessons.

14.They spokemuch about the report “Classification of crimes” at the
International conference on Law.

15.They were selling drugs when the police officer came up to them.

Ex. 4. Put the questions to the italicized words:

1. Russia has been recognizedby its Coat of Arms.

2. People were impressedby American President’s knowledge of
Russian poetry, when he recited some lines by AlexzanderPushlin.

3. The tools of an investigator are referred to as the three “I”,
namely, Information, Interrogation and Instrumentation.

4. The train to Moscowhas been announced.
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EX. 5. Retell the story, using the Passive Voice:

Police constable Smith is sipping his usual dram of whisky after his late
shift and tells his wife about the day.

“Today we stopped Mr. Merry from Beer in Devon in the pedestrian
precinct. We asked him to show us his papers. As he seemed to be drunk, we
breathalyzed him and then told him to get out of his car. Then we left his car
where it was and escorted him on foot to the police station. There we called a
doctor who took a blood sample. Finally we put him in our detention cell to
sober up.”

Two days later Mr. Merry tells his wife: “The day before yesterday I was

stopped ...”
breathalyze someone JienaTh KOMY-TO aJIKOTECT
blood sample aHaJIn3 KPOBU
detention cell MEJBBITPE3BUTEIb
dram (3necw) promka
sip TUTh MaJICHbKUMH TJIOTKAaMHU
sober up OTpE3BETh

Ex. 6. Translate into English.

. IIpecTtynmHuk OB apecTOBaH MOJUIEHCKUM MEpea TeM, KaK MPUOBLI dKCIEepPT-
KPUMHUHAIUCT.

. IIpuka3 ObLT BUEpa NOAMUCAH HAYaJIbHUKOM.

. PaccnenoBanue yronoBHoro aena OyaeT 3aBepIIeHo 10 HOBOTO TO/a.

. Ota 3aja4a OblIa penieHa KypcaHTaMH.
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MODULE V

INFORMATION AND COMMUNICATION TECHNOLOGIES

ININVESTIGATINGCRIMES
NHOOPMALIMOHHO-KOMMYHUKALNOHHBIE

TEXHOJIOTMHA B PACCJIEJOBAHUU NNPECTYILIEHUI

them:

Ex. 1 Write down these words to the text 1 and learn

Vocabulary Notes
ENGLISH TRANSCRIPTION RUSSIAN
NGI (Next [nekst dzeno rerfn Cucrema uaeHTuGuranum
Generation ardentifi keifn "sistim] CJIETYIOILIETO TOKOJICHUS
Identification)
system

GPS (Global
Positioning

Systems)

[ gloubal pa'zifnim systems]

I'nmoGanpHasg cucTema
HABUTAIIUW U OTIPEICICHUS

ITOJIOXCHHUA

to commit crimes

[ko 'mit kraimz]

COBEpLIaTh NPECTYIUICHUS
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sophisticated

[so ' fistikertid]

CI10KHBIN, IEPEAOBOH,
COBPEMEHHBI,

YCOBEPILIEHCTBOBAHHBIMN

law enforcement

[lo: ' fo:smant]

MIPaBOOXPAHUTEIIHHBIC
OpraHbl, TPaBOTIOPSIOK,
oOecrieueHre CoOTIOICHUSI

3aKOHOB

tech tools

[tek tu:lz]

TexHnueckue cpeacrna

to combat crime

[ ' kombaet kraim]

O0pOThCS €

MPECTYMHOCTHIO

to keep the public

safe

[ki:p 01: 'pablik seif]

obecrieynTh 0€30I11aCHOCTh

HaCCJICHU

to protect human

life

[tu: pro'tekt "hju:mon larf]

3aHII/IHIaTB YCJIOBCUCCKYHO

KHU3Hb

cutting-edge

software

[ 'katm-eds "softwea]

nepeI0BOE MPOrpaMMHOE

oOecrieueHue

tracking systems

[ treekin systems]

CHCTCMBI CIICIKCHUA

DNA

[ 'di:oner]

JTHK

fingerprints

[fingerprints]

OTIICYATKH I1AJIbICB

to identify

suspects

[ar' dentifar]['saspekt] —
opwur., ([sos'pekt] — amep.)

Orno3HaBaTh0/103pEBAEMBbI

X
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to take appropriate

action

[tetk o provprit &k n]

IIPpUHATDb

COOTBCTCTBYIOIIUEC MCPLBI

to increase

[ 'kri:s]

YBenn4eHue, MOBbIIICHUE,

poct

an accuracy

[ @kjorasi]

TOYHOCTDb, IIPAaBUJIbHOCTD,
AKKYypaTHOCTb, MCTKOCTb,

TIIATCIIbHOCTD

an investigation

[mvestr ge1fn]

pacciic10BaHuC, CIICACTBUC,

paccMoTpeHue (dena)

big data [big "derto] 00TBIIONOOBEM TAHHBIX

topull over [pol "suvo] MPKAMATHCS K 0009YMHE,
OCTaHaBJIMBAThCS

a license [ 'latsons] JIUIIEH3USI, pa3perieHue,
MaTeHT

In-car [ 'ka:] HaXOJALIMNCS BHYTPHU aBTO

MOOMJIS;

BCTpOGHHBIfI B aBTOMOOMJIb

palm prints

[pa:m prints]

OTIICYATKH J'IaILOHCI\/JI

iris recognition

[ araris ri:ekog nifn]

pacIio3HaBaHME PaTyKHON

000JIOYKH TJ1a3a

facial recognition

[ ferfal ri:kog nifn]

pacrio3HaBaHHE JIHII

to match up

[tu: maef Ap]

COIIOCTAaBJIATDH

criminal history

CyAUMOCTb, YTOJIOBHOE

MPOIILIIOE
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comprehensive

amep.| ka:mprt henstv|

opum. |komprt hensiv|

8CcecmopoHHUl,
ucuepnovleaowul,

0OWUPHDLL, NOJHBIU

to glean [gli:n mfa merfn] NOOBIBaTh CBEJICHUS,

information nHpopMarmio

proactive [ provaktiv] VYpexnaromuii,
nppUIaKTUYECKUM

aid [erd] IIOMOTaTh; TIOMOIIb

positioning [po z1fnim systems] CHUCTEMa HABUTALIUU U

systems OIpeACJICHUS IOJIOXKCHHU

an aerial view

[en "e(o)r1al viju:]

(GbpOHTANTBHBIN BUI, BUJT C

BO3IyXa

to observe [ab'z3:V] HaAOJI01aTh, OCMATPUBATh

to locate [lov kert] OOHapYKUTh
MECTOTIONIOKCHHE

to ensure amep. |m'for| o0ecrieunBaTh,
rapaHTUPOBATh,

opum. |In’ [09)|

3acTpaxoBaTh, py4aTbCs,

MMOoACTPAXOBATHCA

to make data more

robust

[merk "derto mo: ra'bast]

00ecreunTh COXPAaHHOCTD

JIAaHHBIX,

clieaaTh JaHHbIE OoJiee

HaJEKHBIMU

License plate

[ 'laisons plert]

HOMEPHOM 3HaK

aBTOMOOMJIA
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a warrant out for

the arrest

[ 'woront aut fo: 01: o'rest]

opJiep Ha apecT

to flag vehicles

[tu: fleg viiiklz]

0003HauaTh (TOMEYaTh)

TPaHCIIOPTHBIE CPECTBA

surveillance [s3:'verlons ‘kaemoroz] Kamepa

cameras BUICOHAOFOICHUS,
CIICIKCHUS

to provide [tu: pro'vaid ‘vaelju(a)b(o)l MIPEIOCTABIISATH IEHHYIO

valuable insight

‘msart]

uH(dOpMAaIUIO

a paperless report

[ 'perpalis 11'po:t]

AIEKTPOHHBIN OTUET

tosave money [serv ‘mani] SKOHOMHUTH (KOTIUTD,

OTKJIAJIbIBATh) JICHBI U
due to [dju: tu:] Osarogaps yemy-1u0o
todecrease ['di:kri:s] COKpaIiaTh

manual input

[ ‘'maenjual ‘mpot]

PY4YHOM BBOJ

ability

[o'bilrtr]

CIIOCOOHOCTH

to upload

[ap ' loud]

3arpyKath

automatic backup

[0:ta ' matik "bakap]

ABTOMAaTH4YCCKOC PC3CPBHOC

KOIIMPOBAHUE

toeliminate burden

[eliminates b3:dn]

YCTPAHUTh HATPY3KY

a tablet

[ taeblit]

IJIaHIICT

handheld

[ ' heendheld]

IIOPTaTUBHBIN,

IIEPEHOCHOM, KAPMaHHbIN
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damage

[ demidz]

Bpe/l, TOBPEXKICHUE;
MOJIOMKA, TOpUa; YOBITOK,

y1ep0,

note-taking

[nout-"terkin]

KOHCIICKTHPOBAHHC,

BCIACHUEC 3aMCTOK

to contact dispatch

[tu: "kontaekt dis paet/]

CBA3aThCA C IUCIICTYCPOM

toget assistance

[tu: get o sistons]

IIOJIy4aThb IIOMOIIb

on the scene

[pn Oi1: sin]

Ha MCCTC ITPOUCHICCTBUA

to aid

[tu: erd]

IIoMoraTtb

at a rapid pace

[t a ‘repid peis]

yCKOpEeHHBIM (OBICTpHIMO

TeMIIe
reconnaissance [r1 konisans] pa3Beika
for bomb disposal | [fo: bom dis'pavzal] 111 00e3BpeKUBaHUS O0MO

security robots

[s1'kjuarttr ‘'roubots]

po0OT CITy)OBI
0e3omacHOCTH; poOOT-

OXpaHHUK

suspicious activity

[sas pifos &k trviti]

MMOJO3PUTCIIbHAA

AKTUBHOCTbB, ACATCIBbHOCTD,

JICUCTBUSA
patrol intersections | [pa'troul intersections] NaTpyJupoOBaHUE
MEPEKPECTKOB
topay fines [per famnz] OTUTAYMBATH MITPabI
toenable [1'nerbl] JlaBaTh BO3MO>XHOCTb,

NNpCaO0CTaBJIATh N4Th,

IIO3BOJIATH
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n Ex. 2. Read and translatethe text 1. Pay attention to some

e o new words to the text.

' ] The Growing Role of Technology

in the Criminal Justice Field

As technology i1s used to commit more sophisticated crimes, law
enforcement officers and those in the legal system are increasingly using tech
tools to combat crime. To keep the public safe and protect human life, it’s
important that the criminal justice industry use cutting-edge software, tracking
systems, and more.

Those who study criminal justice today are at the forefront of life-saving

technology. Here's a look at some of the exciting technologies that are playing

an important role in the criminal justice field today.

Big Data

Data collection in criminal justice helps
legal experts in several ways. For example, DNA
and fingerprints can be stored in databases and
used to identify suspects more quickly. Data can

also help law enforcement recognize crime trends

and take appropriate action.

Often, law enforcement professionals will consult multiple databases to
increase the accuracy of their investigations.

Rapid Identification Systems

The rise of big data has also led to rapid
identification systems, which allow police
officers to quickly see the criminal history of
individuals through a basic search. People pulled
over while driving without a license can still be

identified instantly through an in-car computer

search.

144



The FBI's Next Generation Identification (NGI) system uses

biometrics—including fingerprints, palm prints, iris recognition, and facial
recognition—to match up individuals with their criminal history information.
Current technologies in the NGI are constantly being updated, and new ones are
being added to make the NGI the most comprehensive way to glean up-to-date
information on the person being examined.

Detection, Monitoring, and Positioning Systems

Today, law enforcement can use technology to detect and solve criminal
activity happening in the moment. Instead of reacting, these technologies allow
law enforcement to be more proactive.

Some detection, monitoring, and positioning systems technology aiding
law enforcement include:

. Drones: When police need an aerial view of a scene, drones can
help law enforcement safely observe an area.

« Global Positioning Systems (GPS):

HOW GPS WORKS

52 = \ v,
GPS SATELLITE ((( ))) / CAR WITH GPS UNIT
k

CELLPHONE TOWER i

e———>

NERVE CENTER CLIENT COMPUTER/PDA
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GPS not only helps police officers get to crime scenes or locate criminals
more easily. It also helps departments better manage police forces, since
maps of police officer dissemination can ensure more areas are covered.

The integration of GPS with other police systems helps make data more

robust, as location services are seamlessly included in reporting.

. Gunshot technology: Gunshot technology detects gunfire and
gives police officers instant access to shooting location maps, as well as
information on how many shooters are present and how many shots were fired.
The Chicago Police Department has seen success with gunshot technology,
as both shooting incidents and homicides decreased at least 32% in several
districts from 2020 to 2021.

. License plate scanning: Automatic license plate scanning
technology enables police officers to instantly see if a car in their area has been
stolen or if there is a warrant out for the arrest of the driver. The police
department in Camden, New Jersey uses license plate readers to flag vehicles
that have been a part of a drug transaction, according to the Future Trends in
Policing Report by the Police Executive Research Forum and U.S. Department
of Justice.

. Surveillance cameras: Surveillance cameras can capture the events
in a particular area and provide law enforcement with valuable insight.

In general, monitoring tools can help law enforcement ensure more

thorough and accurate reporting during investigations.

In-car Computers

The use of paperless report writing
can help 1improve data collection
accuracy and save money for police
forces. In-car computers, as well as

mobile devices with apps that enable

report writing on tablets, smartphones,

and other handheld computers, provide benefits including:
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. Decreased errors in grammar and spelling due to manual input,
including misspelling of people's names or missing key information

. Ability to instantly upload reports to online police systems to make
processing more efficient

. Automatic backup of reports, which eliminates burden of loss,
damage, or theft of manual reports

. Instant note-taking to improve accuracy of scene recording

. Ability to work immediately anywhere, without having to return to
the office for reporting

In-car computers enable accurate data gathering on the scene, so law
enforcement officers can spend more time in the field and away from an office.
This technology also enables officers to contact dispatch for backup or get other
assistance on the scene.

Law Enforcement Robotics

The use of robots to aid law enforcement is
expected to grow at a rapid pace in the next 5
years. In a report titled Law_Enforcement
Robots: Market Shares, Market Strategies and
Market Forecasts, 2016 to 2022, WinterGreen

Research predicts law enforcement robot markets

will expand from $1 billion in 2015 to $5.7

billion in 2022.

Today, robots are typically used for reconnaissance in dangerous
situations and for bomb disposal. In the future, security robots that look for
suspicious activity and patrol intersections may be introduced, according to

American police experts. In Dubai in the United Arab Emirates, Dubai Police

Robots enable citizens to ask questions, pay fines, and access police
information. Robots with police capabilities are also currently being used in

China.
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Ex. 3. Make up different word-combinations using the following

words (A,B) and translate them:

A B
1. life-saving justice field
2. playing in databases
3. in the criminal the accuracy
4. data an important role
5. to store suspects
6. to increase information
7. to identify collection
8. to match up technology
9. to glean up-to-date of a scene
10.an aerial view individuals

Ex. 4. Match the English and Russian equivalents:

1. to observe an area MIOMOTaTh MTPABOOXPAHUTEIIBHBIM OpraHaM

2. to locate criminals OI03HABAThII0/103PEBAEMBIX

3. to manage police forces CUMTHIBAHUE HOMEPHOT'O 3HaKa

4. to make data more robust pacrio3HaBaHHe palyKHOM 000JI0UKH TJia3a

5. License plate scanning YOPABJISTH CUJIAMH MTOJTHLINH

6. to aid law enforcement ONPEIEIIUTh MECTOIOJIOKEHHE
MPECTYITHUKOB

7. to identify suspects HaOIIOAaTh 32 TEPPUTOPHEH

8. 1ris recognition 00ecTIeYnTh COXPAHHOCTh JIAHHBIX
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Ex. 5. Find the English equivalents of the following expressions:
YrOJIOBHOE MPOIIJIOE, JIEKTPOHHBIH OTUYET, OpAEp Ha apecT, BUJ C BO3IyXa,
I00BIBaTh CBENIEHUS, paclo3HaBaHHUE JIUI], IPUHATH COOTBETCTBYIOIINE MEPHI,
COBepIIaTh MPECTYIUICHHSI, XPaHUTh B 0a3e JaHHBIX, UTPATh BAXXHYIO POJIb, COOP

JaHHBIX, COIMMOCTABJIATH OTACIBbHBIC JINYHOCTH, COKPATUTDH OIIIMOKH.

Exercise 6. Match the synonyms and translate them.

A B
1. aid to ensure the safety of the population
2. recognition to examine
3. to observe help
4. investigation to fight
5. to keep the public safe identification
6. to combat a detection

Ex. 7. Answer to the following questions:

1. What are law enforcement officers
increasingly using to combat crime?

2. Why are law enforcement officers
increasingly using tech tools to combat crime?

3. What is important for keeping the public
safe and protecting human life?

4. What are the exciting technologies that
are playing an important role in the criminal justice

field today?

5. How does data collection in criminal justice help legal experts?

6.  What has the rise of big data led to?
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7. Which biometrics does the FBI's Next Generation Identification
(NGI) system use?

8. What does the FBI's Next Generation Identification (NGI)
system use biometrics for?

9. What allows law enforcement to be more proactive?

10. What do any detection, monitoring, and positioning systems
technology aiding law enforcement include?

11.  Which benefits do in-car computers provide?

12.  What are robots typically used for?

Ex. 8. Make up the plan of the text and retell it according to the plan.
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Write down these words to the text 2 and learn

Vocabulary Notes

l. Crime-fighting  technology [kraim-'fartiy
tek nolod31] — cpencTBabOpPLOBICTIPECTYTHOCTHIO

2. DNA database ['diioner ‘dertobeis] -
" GasazanusixJHK

3. to have access to the genetic data [tu: haev "®kses tu: 0i: d31 netik
‘derto] - UMETHIOCTYNIKIEHETHIECKOOa3eJaHHBIX

4. to be charged with a crime [tu: bi: fa:dsd wid a kraim] —
OBIThOOBUHEHHBIMBIIPECTYTICHUN

5. CCTV (closed circuit television [klovzd ‘s3:kit ‘telivizon]) -
KabenpHOeTeNeBUIeHNE (IT03aMKHyTOMYyKaHany). Mcnons3yeTcss B MarasmHax,
O0aHkax W T.I. (CKPBITBIE KaMephl IMOCHUIAIOT CHUTHAJIBl HA TEJICBHU3UOHHBIC
JKpaHbI)

6.  To reduce shoplifting and car crime [tu: r1'dju:s '[opliftiy @endka:
krarm] — cOKpaTUTh KOJMYECTBO MarasMHHBIX KpPaXX ¥ aBTO-yTOHOB

7. To identify terrorists and murderers [tu: ar dentifar terrorists and
murderers] - BBISBIATH (OMIO3HABAThH) TEPPOPUCTOB U YOUHIL

8. To claim [klerm] — yTBep»)aTh, 3asBIATH

151



9. To prevent crime[tu: pr1ventkraom|] —  npeagynpexaarhb
PeCTyTICHUS

10. to displace crime[tu: dis pleis kraim] — BBITECHUTH TPECTYTHOCTh

11. conflicting evidence [kon fliktip ‘evidons] - npoTuBopeunBBIE
JTAaHHBIC

12.  to contribute [kon tribju:t] — ydqacTBOBaTh, BHOCUTH BKJIa]

13. in atargeted way [n a 'ta:grtid wer] — 1eneHanpaBIeHHO

14.  scheme [skiim] - mnaH, mpoekT, mporpamma

15. to produce results [tu: ‘prodju:s r1'zalts] — naBaTh pe3yabTarhl

16. afalse sense of security [a folls sens wv»v stkjvorrt] -
JI0’KHOEYYBCTBOOE30I1aCHOCTH

17. positive impact [ pozitiv ‘tmpakt] - HOJ0KUTEILHOE BIUSHUE,
BO3JICHCTBUE

18. a waste of money [a weist bv ‘mani] - mycTtas (HampacHasi) TpaTa
JICHET

19. in helmets amep. |helmots|, 6pum. |helmits| - B memax, kackax

20. footage [ futidz] — meTpak, OTCHATBIA MaTepuas, BUIEOMATEpHUAl,
KaJIpbl

21. from number-plate = recognition cameras [from  ‘nambo-plert
ri:ekog nifn cameras| — ¢ Kamep, CYUTHIBAIOIIUX (PACIO3HAIOIINX) HOMEPHBIE
3HAKU

22.  to check up on motorists [tu: ek Ap pn motorists] — mpoBepsITH
aBTOMOOMJIMCTOB

23. a toy-sized [a tor-saizd] - pa3MepoM C UTrPYIIKy, UTPYIIEYHOTO

pasmepa
24. with remote-control [r1'mout-kon'trovl] - ¢ aHCTaHITMOHHBIM
yIPaBJICHHEM

25.  craft [kra:ft] - mexanu3Mm, npucnoco0ieHue, annapar
26. to hovers above streets or crowds to film [tu: hovers o bav streets o:

crowds tu: film] - maputh HaJ yIUIIAMU WM TOJIIAMHU JIFOAEH, YTOOBI CHUMATh
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27. to contain high-resolution video-surveillance equipment [tu:
kon'tern har-rezo'lu;n ‘vidiou s3:'verllons 1'kwipmont] - pa3memars
00opy10BaHUs BUICOHAOIIOICHHSI C BBICOKUM pa3pelieHueEM

28. infrared night vision capability [in'frred nart 'vizon kerpo bilitr] —
o0opynoBaHue UHPPAKPACHOTO HOYHOT'O BUJCHUS

29. a bird’s-eyeview - [a b3:d’es-a1 vju:] - BUA C BBICOTHI NTHYHETO
nojeTa

30. to employ the devices - [tu: 1m'plor di: devices] — ucnoiab30BaTh
yCTpOMCTBA

31. antisocial behavior [a@ntr'souf(9)l br'hervio]- acommanbHOE,
aHTUOOIIECTBEHHOE TIOBEICHHE

32. to leasea drone [tu: li:s a droun]- B34Th B apeHIy, apeHIOBHIBATH
OeCIUIOTHUK

33. illegal flytipping [1'li:gal flar "tipin] - He3aKOHHBIN BBIOPOC OTXOI0B
(pa3MenieHre CBAJIOK Ha TOCYAApCTBEHHBIX WJIM YaCTHBIX 3eMisiX 0e3
MOJIYYEHHS Ha TO pa3pellieHUsl BIaIeIbIIa)

34. oil spills [a1l spilz]- pa3nuBel HEPTH

35. to license the equipment to.- [tu: 'laisons Oi: 1'kwipmont tu:] —
BbIJIaBaTh JIMIIEH3UIO HA 000PY10BaHUE KOMY-THO0

36. local authorities [lovkl o: 0pritiz] - MmecTHBIE OpraHbl BIACTH

37. the surveillance society [0i: s3:'veilons  so'samoti] —
0bujecmeo, B KOTOPOM YCTaHOBJICH BE3JECYIIUI HA130D, CIIeXKKA,
KOHTPOJIb 33 TPaXKIaHaMH, 3a4acTyI0 HapyIIAOINiA UX MpaBa

38. aunique DNA codeidentifier [a ju: ni:k 'di:oner kovdar dentifaio] -
yYHUKaJbHbIN uaentudukarop kojga JJHK

39. to spray on a suspect - [spreid pn a suspect] — pacmpUIATH Ha
110/103pEBAEMOI0

40. to 1invade privacy [tu: m'veid ‘privesi] — BTopratbcs B

YaCTHYIKOKHU3Hb
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Ex. 1 Read and translate the text 2. Pay attention to some

ﬁ new words to the text.
® @

A
[ , High-tech crime-fighting tools

1.Crime-fighting technology is getting more sophisticated and rightly so.
The police need to be equipped for the 21st century. In Britain there is the
world’s biggest DNA database. By next year the state will have access to the
genetic data of 4.25m people: one British-based person in 14. Hundreds of
thousands of those on the database will never have been charged with a crime.

2.Britain is also reported to have more than 4 million CCTV (closed
circuit television) cameras. There i1s a continuing debate about the
effectiveness of CCTV. Some evidence suggests that it is helpful in reducing
shoplifting and car crime. It has also been used to successfully identify terrorists
and murderers. However, many claim that better lighting is just as effective to
prevent crime and that cameras could displace crime. An internal police report
said that only one crime was solved for every 1,000 cameras in London in 2007.
In short, there is conflicting evidence about the effectiveness of cameras, so it
is likely that the debate will continue.

3.Professor Mike Press, who has spent the past decade studying how
design can contribute to crime reduction, said that, in order for CCTV to have
any effect, it must be used in a targeted way. Most schemes that simply record
city centres continually — often not being watched — do not produce
results. CCTV can also have the opposite effect of that intended, by giving
citizens a false sense of security and encouraging them to be careless with
property and personal safety. Professor Press said: ‘All the evidence suggests
that CCTV alone makes no positive impact on crime reduction and
prevention at all. The weight of evidence would suggest the investment is more

or less a waste of money unless you have lots of other things in place.’
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4.But in reality, this is not what is happening. Instead, police are
considering using more technology. Police forces have recently begun
experimenting with cameras in their helmets. The footage will be stored on
police computers, along with the footage from thousands of CCTV cameras and
millions of pictures from number-plate recognition cameras used increasingly
to check up on motorists.

5.And now another type of technology is being introduced. It’s called the
Microdrone and it’s a toy-sized remote-control craft that hovers above
streets or crowds to film what’s going on beneath. The Microdrone has already
been used to monitor rock festivals. The drones are small enough to
be unnoticed by people on the ground when they are flying at 350ft. They
contain high-resolution video surveillance equipment and an infrared night
vision capability, so even in darkness they give their operators a bird’s-eye
view of locations while remaining virtually undetectable.

6.The worrying thing is, who will get access to this technology?
Merseyside police are already employing two of the devices as part of a pilot
scheme to watch football crowds and city parks looking for antisocial
behaviour. It is not just about crime detection: West Midlands fire brigade is
about to lease a drone, for example, to get a better view of fire and flood
scenes and aid rescue attempts; the Environment Agency is considering their
use for monitoring of illegal fly tipping and oil spills. The company that makes
the drone says it has no plans to license the equipment to individuals or private
companies, which hopefully will prevent private security firms from getting
their hands on them. But what about local authorities? In theory, this
technology could be used against motorists. And where will the surveillance
society end? Already there are plans to introduce ‘smart water’ containing a
unique DNA code identifier that when sprayed on a suspect will cling to their
clothes and skin and allow officers to identify them later. As long as high-tech
tools are being used in the fight against crime and terrorism, it’s fine. But if it’s

another weapon to be used to invade our privacy then we don’t want it.
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Ex. 2.Choose the correct heading for each paragraph from the list of
headings below.
Remember:
. the information will NOT be in the same order in the text
. some headings will NOT be used.
. The answers can be found in the synonyms (see the answers
in bold).
. Make sure that the heading sums up the WHOLE paragraph.

A. The Spy in the sky

B. The spread of technology

C. The limitations of cameras

D. The cost of cameras

E. Robots solving serious crimes
F. Lack of conclusive evidence
G. Cars and cameras

H. Advantages and disadvantages
1.4 natural progression

J. A feeling of safety

Ex. 3. Multiple Choice tips. Choose the correct variant

1) Britain has already got

A. four million CCTV cameras.

B. more data about DNA than any other country.

C. the most sophisticated crime-fighting technology.

D. access to the genetic data of one in fourteen people living in Britain.
2) Professor Press

A. works at the University of Manchester.

B. studies car-related crime.
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C. is concerned about the negative impact of the use of CCTV.

D. feels that some marketing departments lie about the crime-reducing
benefits of CCTV.

3) The Microdrone is

A. a type of toy in the shape of a plane.

B. being used by the Metropolitan Police.

C. being used by the government.

D. able to film in the dark.

Ex. 4. Make up different word-combinations using the following

words (A,B) and translate them:

A B
l. crime-fighting with a crime
2. to have access streets or crowds
3. to prevent terrorists and murderers
4, to hovers above spills
5. oil code identifier
6. auniqueDNA to the genetic data
7. a bird’s-eye crime
8.  tobe charged of security
0. to identify technology
10. afalse sense view

Ex. 5. Match the English and Russian equivalents:
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A B
1. conflicting evidence BTOPIaThCs B YaCTHYIO )KU3Hb
2. to claim baza manneix JIHK
3. in a targeted way nycTas (HarpacHasi) Tpata JeHer
4.  positive impact [IpoTuBOpEUYMBLIE JaHHBIE
5. withremote-control C IMCTAHLIMOHHBIM YTIPaBIE€HUEM
6. DNA database UCIIOJIb30BaThyCTPOMCTBA
7.  to check up on motorists | yrBepxaath, 3asBISATH
8. to employ the devices 1[eJICHANPABIICHHO
0. to invade privacy MOJIOKUTENIBHOE BIIMSIHUE, BO3/ICICTBHE
10. awasteof money MPOBEPATH ABTOMOOMIJIMCTOB

Ex. 6. Find the English equivalents of the following expressions:

CcokpaTuTh KOJMYECTBO MAra3MHHBIX Kpa)k M aBTO-yTOHOB, BBISBISTH
(oro3HaBaTh) TEPPOPUCTOB M YOHWHI, ObITh OOBHHEHHBIM B MPECTYIUICHHH,
UMETh JOCTYIl K TE€HETHYECKOM O0a3e NaHHBIX, JaBaThb PE3yJbTaTbl, IycTas
(HampacHast) TpaTa JEHEr, JIOXKHO€ 4YYyBCTBO O€30IaCHOCTH, OTCHATBHI
BUJIEOMATEpHUAll, pa3MeIleHUus OO0OpYJOBaHUS BHJICOHAOIIOACHUS C BBICOKUM
paspeleHueM, 000py10BaHUE HOYHOI'O BUJIEHUS, ApEHAO0BBIBATh OECINUIOTHUK,
HE3aKOHHBIN BbIOpOC OTXO/IOB, 00111eCTBO, B KOTOPOM yCTaHOBJIEH

KOHTPOJIb 3a I'paKJIaHaMH,

Ex. 7. Mark the sentences 7 (true) or F (false); correct the false ones:
1. Police forces have recently begun experimenting with cameras in their
badges.
2. Crime-fighting technology is getting less sophisticated.
3. The footage will be stored on criminal’s computers.

4. The police need to be equipped for the 21st century
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5.

Merseyside police are already employing two of the devices as part of a

pilot scheme to watch TV.

6. CCTV can also have the opposite effect of that intended, by giving

7.
8.
9.

citizens a true sense of security

Ex. 8. Answer to the following questions:
? ? 1. Which database is there the biggest in Britain?
2. How many CCTV (closed circuit television)
? ? cameras is Britain reported to have?
(ﬂ ? 3. What is the effectiveness of CCTV?
? ? 4. What is the opposite effect of CCTV?
5. What does CCTV alone make no positive impact

on?

6. What have police forces recently begun
experimenting with?

Where will the footage be stored on?

How is another type of technology called?

What does Mocrodrone’s toy-sized remote-control craft do?

10.What do Mocrodrones contain?

11.What are fire brigades about to lease a drone for?

9 7 Ex. 9. Make up the plan of the text and retell it
ﬁ‘ according to the plan.
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NON-FINITE VERB FORMS
(PARTICIPLE I, PARTICIPLE II, GERUND, INFINITIVE.)

GRAMMAR
POLIC

Ex. 1. Define the function of the Infinitive:
1. Grove offered to promote these products.
He came to stay.
His responsibility was to maintain business relations.
I had a problem to solve.
Rand asked the manager to help.
The secretary called Stella Loren’s to confirm the order.
They advertised the goods to impress public.

To succeed is difficult.

A S AR O i

To win i1s terrific.

10.We want to increase our market share.
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Ex. 2 Define the function of the Gerund and translate the sentences:
1. Arranging meetings is Sally’s duty.
. He is afraid of running risks.
. Linda Lawson is proud of running the company.

. Making plans is necessary in every business.

2
3
4
5. Our director likes subscribing scientific journals.
6. Printer is an instrument for typing papers.

7. Rebecca continued discussing the matter.

8. The main task is satisfying consumers’ needs.

9. They are interested in registering the company.

10.We solved the problem by writing the letter.

Ex. 3. Translate the sentences using the Infinitive and Gerund:

1. CTyaeHThl 1OrOBOPWINCH BCTPETUTHCS YTPOM.
Cekperapb 3a0bU1a COOOINUTE BaM 3TY HOBOCTb.
Maiiki1 uHTEepecyeTcsl U3y4YeHHUEM MePEJOBOro MPOrPaMMHOI0 00ECTIEUeHHUS.

CJ'IGI[OBaTeJ'H/I IIpoaoJIZKaIn I[O6I>IBaTI> CBCACHHUA B TCUCHHNU 3-X 4acos.

A

[IpaBooXpaHUTENbHBIE  OpPraHbl  3aHATHIOOECHICYEHHEM  0OE€30IacHOCTH

HACEJICHUS.

6. m ynanoch 00HApYKUTh MECTOIMOJIOKEHUE MOJA03PEBAEMBIX MPU TMOMOIIU
I'moGanpHOMCHCTEMBI HABUTAIUU.

7. Muctep CMHUTT OpeaiokKui 3aKyUTh NAPTUIO KOMITbIOTEPOB.

8. CBuueTesb 0TKa3aJcs OMO3HABATH M10J03PEBAECMBIX.

9. Jlxkeiin obenana NO3BOHUTH MOcCie 6 YacOB Beuepa.

10.Bs1 x0TEnM GBI TOTOBOPUTH CO CTAPIIMM OINEPYOTHOMOYEHHBIM?

Ex. 4. Translate the following sentences into Russian and underline

Participle I and Participle II.
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1. Low-cost modulator/demodulator devices, called modems, allowing
microcomputer systems to communicate over telephone lines have
become increasingly popular.

The start-up process is called bootstrapping.

These data appeared to have been investigated long ago.

These devices enable inputting numerical and text data.

A

When keyed the data are held in a small memory called buffer.

Ex. 5. Translate the following sentences into Russianpaying attention
to the following words: that, so that, if, whether; which, when, while; since;
till; until; whatever; whenever, in order to; regardless of
11.High-speed devices are both input and output devices that are used as
secondary storage.

12.However, although personal computers are designed as single-user systems, it
is common to link them together to form a network.

13.1t is difficult to establish whether this problem can be solved at all.

14.1t is well known in computer science that the words "computer" and
"processor'" are used interchangeably.

15.Programs and data on which the control unit and the arithmetic-logical unit
operate must be in internal memory in order to be processed.

16.Regardless of the nature of the I/O devices, I/O interfaces are required to
convert the input data to the internal codes used by the computer and to
convert internal codes to a format which usable by the output devices.

17.Since the computer deals with pulses, the input device is a way of converting
numbers written on paper into pulses and sending them to the storage.

18.The CU has a register that temporarily holds the instructions read from
memory while it is being executed.

19.The operation part of the instruction is decoded so that the proper arithmetic

and logic operation can be performed.
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20.The principal characteristics of personal computers are that they are single-

user system and are based on microprocessors.

21.The purpose of registers in the ALU is to hold the numbers and the results of

the calculation until they can be transferred to the memory.

Ex.6. Translate the following sentences into Russian and underline

the Non-finite verb pointing its form.

l.

8.
9.

All the computer needs is a Java-enabled Web browser to interpret the
programming code.
Any desktop settings the user enters will be stored under that person’s

name.

. Be careful about giving out online anything someone could use to track

you down or use your account.

Capacity refers to the amount of information the disk can hold.

. Elements integrated circuits are made of are electrically interconnected

components.

He was one of the greatest scientists the world had ever known.

One of the first things most people do with a modem is to connect to one
of the big online services.

Save any files you have opened on a disk.

The computer you told me about was constructed at a Russian plant.

10.The dialog box this icon calls up contains several settings for optimizing

your computer.

11.The main tendencies of IC development scientists are working at are to

increase the scale of integration and to improve reliability

12.The screen contains the item you need to start working: a Start button.

13.The teacher says we may ask any questions we like.

14.The time it takes to download the file depends on the file’s size.

15.This is the principle the electronic computer is based upon.

16.We hope we'll buy the computer your friend spoke so much about
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17.Where are the computer games I gave you yesterday? - The computer

games you are asking about are on the top shelf.

18.Windows has significantly improved the way programs run.

Ex. 7. Translate the following sentences into English and underline the Non-

finite verb pointing its form.

1.
2.

8.
9.

[IpuMeHeHne KOMIIBIOTEPA ONPEAEIAETCSA €T0 XapAKTEPUCTUKAMH.

[Tpu pemsakTUpOBaHUM TEKCTa Bbl MOXKETE 3aMEHSTh OyKBbI, CJIOBa WU
NPEAJIOKEHHs, MEHSITh MecTamMu al3alpl, J00aBIATh CIELUATIbHbIE
CHUMBOJIbI UJTU BCTABJIATh PUCYHKH U U300paKECHHUS.

[TogcoennHUTE MPUHTEP K KOMIIBIOTEPY U NMPOBEIUTE UHCTAILISILUIO.
[lepcoHanbHBII KOMIBIOTEP €CTh IOYTH B KaXJAOM JIOME, IO3TOMY
OOJIBIIMHCTBO CTYAEHTOB 3HAIOT OCHOBBI pa0OTHI C KOMIIBIOTEPOM.
OOpabaTeiBacMble TaHHBIE OYyT COXpaHEHbI Ha IBYX JMCKaX.

Ha nro6oM koMmbrOTEpe, KOTOPHIM TMpomaeTcsi B JTOM MarasuHe,
YCTaHOBJICHA OINEPAllMOHHAS CUCTEMA.

KynieHHblil KoMIbIOTEp NOAXOIUT U AJIs pabOThI, U JUIsl pa3BICUCHHUS.
Komrbrorep, KOTOpBIN MBI IPOJIaeM, IpousBeeH B Kurae.

Kakue nHocurenu nndopmaiuu Bl 3Haere?

10.0Ha 3Haer, 4TO y MEPCOHAIBHBIX KOMIIBIOTEPOB MOTYT OBITH JBa

nucties: JIT MOHUTOP U KUIKOKPUCTATUTMYECKUM TUCTLIICH.
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2% COMPUTER PARTS CROSSWORD
PUZZEL WORKSHEETS

Da The Crosswords and Write Sentences. I—
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Computer Parts Word Puzzle

KEYBOARD
EMAIL GOOGLE
MEGABYTE PRINTER SCANNER

Across

5. the machine that lets you put documents and such on
paper

6. the tool you use to type words onto the computer

7. the program that check s your spelling

13. talking fo other users by typing or using headphones
14. the most popular intemat search engine

15. what you use to click things on the screen

16. what is another word for computer screen

17. any physical part of a computer

18. the object on your screen that lets you point at things

18, internat mail
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MOUSE SPELLCHECK VIRUS PAINT MOUSEPAD MONITOR CURSOR
CPU HARDWARE SOFTWARE FLASHDRIVE

USB CHATTING MP3

Down

1. asmallport on your com puter that you can attach drives
to

2. amass storage device that is portable that connects
through a USE port

3. music form most played on the computer

4. ona of the many different sizes in regards o com puters
storage

8. a program that lets you draw on your computer

9. the brain of a computar

10. a machina that lets you put paper documents onto your
computar

11. a program that dastroys your computer system
12. any program on the computer
15. the object that your mouse sits on



MODULE VI.
INFORMATION ASSURANCE SYSTEMS
IN CRIME FIGHTING
METO/JbI 1 CUCTEMBI 3AIIUTHI THP®POPMAILIMHU B BOPBBE
C PA3JIMYHBIMU BUJAMU NPECTYILIEHUIA

Information Assurance

Authentication Non-repudiation

Seven Domains of a Typical IT Infrastructure
Availability
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METOAbI U CUCTEMBbI 3AHIUTHI UTHO®OPMALIUN

Vocabulary Notes

prone [proun] CKJIOHHBIN, TOJBEPKEHHBIE,
MPEIPACTIONIOKECHHBIN

malfunction [mael fagk/n] HeucnpaBHocTs, cO0OM, HEMOIAIKH, OTKA3,
HapyIlIeHue padoThl

destruction [dis trakfn] YHUUTOXKEHHE, Pa3pyIICHHE

equipment [1'kwipmont] O6opynoBanue, OCHAIICHHE, arapaTypa

hardware [ ha:dwea] arrapaTHoe, TEXHUYECKOe 00eCcIieueHne
WJTH OCHAIICHUE

devices [d1'vaisoz] yCTPOKCTBO, MpUOOp, anmapar,
PUCTIOCOOJICHHE, CPEICTBO, TIPHUEM,
MEXaHU3M, CII0OCO0

software [ sof(t)weq] porpaMMHOE 00ecIieueHne, MPOrpaMMHbIE
CHUCTEMBI, POTPAMMBI JIJIs KOMITbIOTEPA

leakage [ 'li:kid3] yTeUKa
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acCcCess

[ &kses]

JOCTYII

interception

[ mto'sep/n]

MepexBar, MNOoACIyIIMBaAHUC,

high-frequency

[har "fri:kwonsi]

BBICOKOYACTOTHBIN, KOPOTKOBOJIHOBBIN

fluctuation [ flaktfv'erfon] | konebanme, HEYCTOWYNBOCTh

voltage [ 'voultids] HATPSHKCHUE

current [ 'kar(o)nt] TOK

oscillations [ pst'lerfan] KoJiebaHue, BUOpaIus

wire [ 'waio] POBOJ

perceivable [pa’si:vabl] BOCIIPUHUMAEMBIN, OLIy TUMBIii

obstacle [ 'pbstak(a)l] MPETATCTBUE, TTOMEXa; Mperpasa

intruder [ 'tru:do] I0p. YETIOBEK, HE3aKOHHO MPUCBAUBAIOIITNI
cebe 9y)Kyr0 COOCTBEHHOCTh WIIH UY)KHE
npaBa;
BYT. «3JIOYMBIIIJICHHUKY», XaKep,
B3JIOMIIIUK;
CaMO3BaHeIl

measures [ ' me3oz] Mepa, cucTeMa u3MEepeHuil, MaciiTao,
KpUTEpU

encouragement | [ karidzm(o)nt] | [ToOyxaenue, moompenue, 060apeHIE

buildup [ ‘b1l dop] [TocTenenHoe co31aBaHNe, BBICTPAUBAHUC

aggravate [ ‘@grovertt] O06oCTpsTh, yCHIIUBATH, YCYTYOJIAThH

to avoid [5'vo1d] n30eraTh, , yKJIOHATHCS
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Ex.2. Read and translatethe text 1. Pay

attention to some new words to the text.

TEXT 1

Computer data is prone both to loss due to malfunction or destruction of
equipment, and to theft. Information security methods include the use of
hardware and devices, as well as specialized technical tools with software.

A better understanding of data leakage channels is a key factor in
successful combating against unauthorized access and interception of data.

Integrated circuits in computers produce high-frequency fluctuations in
voltage and current. Oscillations are transmitted by wire and can be transformed
into a perceivable form. They also can be intercepted by special devices
integrated in computers or monitors in order to capture information that is
displayed on the monitor or entered from the keyboard. The data can be also

captured when transmitted over external communication channels, for example,
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over telephone lines. Interception devices are detected with the help of special

equipment.

There are several groups of protection methods, including:

. Obstacle to the alleged intruder through physical and software

means.
. Management or influence on the elements of a protected system.
. Masking or data transformation with the use of cryptographic
methods.
. Regulation or the development of legislation and a set of measures

aimed at encouraging proper behavior of users working with databases.

. Enforcement or creation of conditions under which a user will be
forced to comply with the rules for handling data.

. Encouragement or buildup of an environment that motivates users

to act properly.

Information security systems

The problem of information protection today is one of the most important
problems of our time. A few years ago this task could have been solved with the
help of organizational measures and software.The invention of the Internet,
personal computers, satellite communications significantly aggravate the
problem of information protection.

Information security systemis a set of bodies or performers, the
information protection techniques used by them, and also protection objects
organized and functioning according to the rules established by the relevant
legal, organizational, administrative and regulatory documents on information
protection.

Classification of Information security systems (ICS)

Based ontheir functional properties Information security systems are

classified as:
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* without protection circuits;

» with full protection;

* with a single protection scheme;

* with programmable protection circuit;

* secrecy system (cryptosystem);

* integrated security systems.

In some systems, there is no mechanism preventing the user from
accessing any information stored in the system. It is typical that the vast
majority of the most widespread and widely used abroad data processing
systems (SOD) with batch processing do not have a protection mechanism.
However, such systems usually contain a well-developed apparatus for detecting
and preventing errors, which guarantees the exclusion of disruptions of the

operating mode.

g Ex. 3. Make up different word-combinations using the

l - & following words (A,B) and translate them:
A B

1. data leakage data

2. unauthorized by wire

3. interception of the problem

4. integrated information

5. high-frequency on the monitor

6. to be transmitted channels

7. toaggravate circuits

8. operating fluctuations

9. to be displayed access

10.to capture mode
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TRANSLATIONS Ex. 4. Find the English equivalents of the

a S % following expressions:

YHMUYTOXKEHUE O60py,Z[0BaHI/IH, OBITH IMOABCPIKCHHBIM IICMy-J'II/I60, KaHaJIbl

yTE€YKU JAHHBIX, HECAHKIIMOHHPOBAHHBIM  JIOCTyN, TMepexBaT JIaHHBIX,
WHTETpajJbHbIE CXEMBbI, BBICOKOYACTOTHBIE KOJICOAHUS, TepeaaBaThCsi IO
IPOBOJIaM, IPEOOPA3OBBIBATHCS BO UTO-JIM00, OBITh MEpEeXBaue€HHBIM, COOUPATH
uHpopMaImio, OoToOpakaThCsi HAa MOHHTOPE, BHEIIHWE KaHAJIbl CBS3H,
MOJICTYIIUBAIOIINE YCTPOMCTBa (YCTpOMCTBA MepexBara JaHHBIX), 00paboTka
JAHHBIX, 000CTpUTH MPOOJEeMY, CXEMbl 3aIlUTHI, MPEeOOpa3OBaHUE JIaHHBIX,
eANHAasl CXeMa 3alUThI.

ExerciseS. Match the synonyms and translate them.

1. protection circuit

2. data to collect
3. scheme to look for
4. to capture security

5. to search information

Ex. 6. Answer to the following questions:

? 1. What is computer data prone to?
q 1 11 ? ? 2. What do information security methods include?
i | ,?? ? 3. What is a key factor in successful combating against
? q 9 2 v unauthorized access and interception of data?
Q ? 4. What do integrated circuits in computers produce?
5. How are interception devices detected?
i 6. Which groups of protection methods do you know?
7. What aggravates the problem of information
protection?
8. What is Information security system?
9. How are Information security systems classified?
Ex. 7. Make up the plan of the text and be ready to retell it according

to the plan.

173




{d“'-ﬁ"
S

Ex.1. Read and translatethe text 2. Pay

attention to some new words to the text.

Public safety requires scrupulous secrecy of the

investigation, the specifics of conducting investigative
actions, ensuring the information security. The security of information
technologies in the field of law enforcement is becoming a key task of the
involved departments of the Ministry of Internal Affairs, the investigation, the

FSB.
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Information security tasks

( nuditcbiity )/
Information

securtty

The interest of the criminal world in obtaining information about the
actions of law enforcement officers is expressed in attempts to steal documents,
obtain operational information or access databases.

It is necessary to solve the following tasks:

* preservation of data on paper;

» safety of operational information;

* integrity and confidentiality of information contained in law
enforcement databases.

Ways to ensure information security

Software and hardware and organizational measures are used to solve the
problems of ensuring the security of information technologies in the law
enforcement sphere. Technologies used in the law enforcement sphere are often
the subject to state secrets. The means of protection are developed specifically
for using in certain departments and do not enter the market. Solving the

problem of data security is becoming a key task of state bodies.
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Organizational, technical and software protection tools

SOFTWARE SECURITY

—_— [ —
Device Data Protected Regulatory Software
security encryption access compliance testing

For any company, the implementation of an infrastructure technical
security system begins with the adoption of a package of applied organizational
measures. The main document will be the Information Security Policy, many
internal regulations can be developed as appendices to it. It is not recommended
to issue documents as appendices, the development of which is regulated by the
need to protect personal data and comply with the requirements of the regulator.

Inspection organizations request separate documents:

1. Regulation on the procedure for processing personal data.

2. Regulations on the unit entrusted with the protection of personal data.

3. Other documents, in particular, the journal of the movement of
removable media.

Their absence can lead to fines. In addition to the documents related to
personal data, it is necessary to develop and implement:

* a policy of control and prevention of an unauthorized access to
information and infrastructure facilities;

» methodology for determining the degree of access differentiation;

* password management regulations, providing for ensuring their
complexity, timely replacement, responsibility for the transfer;

* [P recovery policy after accidents, indicating the time periods necessary

for it;
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» data backup policy with indication of their volume, frequency of
copying, storage location;

* methods of working with the Internet and software installation policy;

* policy on working with paper documents (printing, copying, scanning);

» regulations on divisions and job descriptions of employees.

The staff must be familiar with the documents. They should be stored in a

place accessible for review, for example, on the company's server.

Ex. 2. Find the English equivalents of the following expressions:

Conepxamuiics B 0a3e JaHHBIX MPABOOXPAHUTEIBHBIX OPraHoOB,
COXPAHHOCTh JIAaHHBIX HA OYMa)KHBIX HOCUTENSAX, OOIIECTBEHHAs OE30M1aCHOCTb,
COXpPaHHOCTb ONEepPaTUBHOMN uHdopmaImu, LETIOCTHOCTh u
KOH(PUIACHIIUAIBHOCTh CBEJCHUN, COXPAHHOCTH OIEPaTUBHON WHOOpMaLNH,
TallHa CIEACTBUA, oOecmedueHre WHOOPMAIMOHHONW O€30MMacHOCTH, pEeIIaTh

HpO6HeMLI, IMPUHATUC ITAKCTA ITPUKIIAAHBIX OPTaHU3aIUOHHBIX MCP.

TRANSLATIONS

GS% Ex.3. Match the English and Russian
d.» equivalents:

1. internal regulations yIpaBJ€HUE MAPOIIMHU

2. access to information ChEMHOE 3alIOMUHAIOIIEE YCTPOMCTBO
3. protection of personal data CBOEBpEMEHHAs 3aMEHa

4. to develop and implement pa3pabaTbiBaTh U BHEAPATH

5. timely replacement peA0TBpaICHUS
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HECAHKIIMOHUPOBAHHOTO JIOCTYyTa

6. responsibility for the transfer OTBETCTBEHHOCTb 3a Mepeaady

7. processing personal data 00BEKT UHPPACTPYKTYPHI

8. removable storage device 00paboTKa MepCOHATBHBIX JAHHBIX

9. prevention of unauthorized 3al[uTa MePCOHAIbHbBIX JAHHBIX
access

10.infrastructure facilities JOCTYI K UH(pOpMauuu

11.password management BHYTPEHHHE PETIaMEHTHI

Ex. 4. Answer to the following questions:
? ? 1. What does public safety require?
2. What is the security of information technologies in
1?”1 2' ? the field of law enforcement becoming?
3. What is the interest of the criminal world in
obtaining information about the actions of law
enforcement officers expressed in?

4. What tasks of information security is it necessary

to solve?
5. What is used to solve the problems of ensuring the security of information

technologies in the law enforcement sphere?

Ex. 5. Make up the plan of the text and retell it according to the plan.
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Protec tion  Dpata

Ex. 1. Read and translate the text. Pay attention to some new

words to the text.

Engineering measures are a set of special
bodies, technical means and activities that work
together to perform a specific task of protecting

information. Engineering means include shielding

the premises, organizing an alarm system, and
guarding the premises from a PC.

Technical means of protection include hardware, software, cryptographic
means of protection, which make it difficult to attack, help to detect the fact of
its occurrence, to get rid of the consequences of the attack.

Technical means of security subsystems of modern distributed

information systems perform the following main functions:
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. authentication of partners in the interaction, allowing to verify the
authenticity of the partner when establishing a connection;
. authentication of the source of information, which allows to verify

the authenticity of the source of the message;

. access control providing protection against unauthorized use of
resources;
. data confidentiality, which provides protection against unauthorized

receipt of information;

. data integrity, which allows detecting and, in some cases,
preventing information from changing during its storage and transmission;

. affiliation that provides proof of ownership of information to a
particular person.

To implement these functions, the following mechanisms are used:

. encryption, which transforms information into a form that cannot be
understood by unauthorized users;

. electronic digital signature transferring the properties of a real
signature to electronic documents;

. access control mechanisms that control the process of access to user
resources based on information such as access control databases, passwords,
security labels, access time, access route, access duration;

. integrity control mechanisms that control the integrity of both the
individual message and the message flow and use for this purpose checksums,
special labels, message sequence numbers, cryptographic methods;

. authentication mechanisms that, based on user-supplied passwords,
authenticating devices or his biometric parameters, decide whether the user is
who he is;

. traffic enhancement mechanisms that add additional information to
the message flow that “masks” useful information from the attacker;

. notarization mechanisms that serve to authenticate the source of

information.
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TRANSLATIONS  Ex. 2. Match the English and Russian

— % equivalents:
B~ —h

1. distributed information COXpaHEHUE CEKPETHOCTH JIaHHBIX;
systems

2. organizing an alarm system | peasm3anusi GyHKIIUU

3. guarding the premises pacnpezeneHHbie nH(HOPMaIMOHHBIE

CHCTCMBI

4. to get rid of the

consequences of the attack

opraHu3anu:Aa CUCTCMbI CUTHAJIU3AITUH

5. data confidentiality

OXpaHa CITyKEOHBIX IOMEIICHUI

6. shielding the premises

HOJTBEPKICHUE MTpaBa COOCTBEHHOCTH
Ha UHPOPMAIUIO

7. receipt of information

noJiy4eHre HHPOPMaIUH

8. data integrity

Ha OCHOBE IMPE0CTABIICHHBIX
MOJIb30BATENIEM TAPOJIEH

0. proof of ownership of

information

MEXaHU3MBbI yJIydIleHus Tpaduka

10. to implement functions

U30aBIISITHCS OT IMOCJIENCTBUMN
HalaaeHus

11. traffic enhancement

mechanisms

3alKTa CIIy>KeOHOT0 MOMEIICHUS

12.  security labels

AOCTOBCPHOCTDL JAHHBIX

13. based on user-supplied

passwords

rpud cexpeTHOCTU
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Ex. 3. Answer to the following questions:

1. What are engineering measures?

2. What do engineering means include?

3. What do technical means of protection
include?

4. What functions do technical means of security
subsystems of modern distributed information

systems perform?

5.Which mechanisms are used to implement these

functions?

Ex. 4. Make up the plan of the text and retell it according to the plan.
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INFINITIVE CONSTRUCTIONS
GRAMMAR EXERCISES

Exercise 1. Complete these sentences using Complex Object.

* E.g. "Bring me a book," said my brother to me.My brother wanted me to

bring him a book.

1. "Be careful, or else you will spill the milk," said my mother to me. — My
mother did not want ...

2. "Bring me some water from the river, children," said our grandmother. — Our
grandmother wanted ...

3. "Come to my birthday party," said Kate to her classmates. — Kate wanted ...

4. "Don't eat ice cream before dinner," said our mother to us. Our mother did not
want.

5. "Fix the shelf in Mir kitchon," my father said to me. — My father wniilnl ...
K.

6. "It. will be very good if you study English," said my mother to me. — My
mother wanted ...

7. "My daughter will go to a ballet school," said the woman. — The woman
wanted ...

8. "Oh, father, buy me this toy, please," said the little boy. — The little boy

wanted ...
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9. "Wait for me after school," said Ann to me. — Ann wanted ...

10.The biology teacher said to us: "Collect some insects in summer." — The
biology teacher wanted ...

11.The man said: "My son will study mathematics." — The man wanted ...

12.The teacher said to the pupils: "Learn the rule." — The teacher wanted ...

Exercise 2. Translate these sentences using Complex Object.

1. Bam OblI X0T€JIOCh, YTOOBI 51 paccKkasall Bam 3Ty UCTOPHUIO?
JleTn xoTenu, 9TOOBI s paccKa3ail UM CKa3Ky.

WM OB XOTENIOCH, YTOOBI MBI IIPOUTPATTH UTPY.

MsHe ObI HE X0TeI0Ch, 9YTOOBI OHU OTIO3/IAJIH.

MHe ObI X0TEN0Ch, YTOOBI BBl MPUEXATH K HaM.

MHe X0Tenoch Obl, YTOOBI JOKTOP MMOCMOTPEIT €TO.

Moii 6pat xo4eT, YTOOBI 51 U3ydasa UCTIAHCKHUM A3BIK.

© NS N ok WD

MpbI XOTHM, 4TOOBI ATOT aPTUCT MpUEXal K HaM B IIKOJTY.
9. OH xoted, 4ToOBI €ro APYT MOLIET C HUM.

10.Ona ObI X0TENA, YTOOBI €€ OpaT MOTYUYnII MEPBBIN MTPHU3.
11.0na He xoTena, yToOb!I g1 yexana B MOCKBY.

12.0Ha xoTena, 9ToObI €€ ChIH XOPOIIO OKOHYHJI IIKOY.
13.I1amma xo4eT, YTOOKI 51 ObIJIa THAHUCTKOM.

14.XoTute, 4 1am BaM MOH CIIOBaph?

15.4 6b1 HE XOTEN, YTOOBI BBl HOTEPSUIH MOIO KHUTY.

16.41 661 XOTEN, 4TOOBI MOM YYEHUKH XOPOIIIO 3HAIM aHTJIMACKUH S3bIK.
17.51 He XoTena, 9YToOBI BBl MEHS JKJIAJIH.

18.41 He xouy, 4TOOBI OHA 3HAJIa 00 ATOM.

19.41 He xouy, 4YTOOBI ThI MOTYUYUI TUIOXYIO OLIEHKY.

20.4 xouy, 4TOOBI BCE AETH CMESUIHCH.

21.4 xo4y, 4TOOBI BCE ATO MPOUUTAIH.

22.51 xouy, 4TOOBI BBl MPOYJIU ITY KHUTY.
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Exercise 3. llepenuwiume cnedyroujue npeodnodynceHuss, ynompeonsas cioHcHoe

00noNiHeHUue 6MeCcmo nPUOAMOYHBIX OONOJTHUMENbHBIX NPEO0HCEHUI.

* E.g. I expect that she will send me a letter. I expect her to send me a letter. |

know that he is a great scientist. | know him to be a great scientist.

1. She expected that her brother would bring her the book.

2. People expect that the 21st century will bring peace on the Earth.

3. I know that your uncle is an excellent mathematician.

4. 1 know that my friend is a just man.

5. T expected that she would behave quite differently.

6. I expect that he will understand your problem and help you to solve it.
7. 1did not expect that my brother would forget to send her flowers.

8. He knows that my mother is a very kind woman.

Complex Subject. Cnoicnoe noonexcauiee

He was said to work a lot. — I'oBopusIM, YTO OH MHOTO paboTaeT
... Was seen to ... — Bugenu, uro...

.. was heard to ... — CrnpIman, 4Tto...

.. was supposed to ... — Ilpennosnaranu, 4ro...

.. was believed to ... — Ilonaramnu, 4To...

.. was expected to ... — Oxupanu, 4ro...

.. was reported to ... — Coo0mtanu, 9To...

.. was considered to ... — Cuwuranu, 4To...

.. was thought to ... — Hymanu, 4rto...

.. was found to ... — OOHapyXuiu, 4To...
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... was announced to ... — OOBsBUIIH, YTO...

... was known to ... — bp110 M3BECTHO, YTO...

Exercise 4. Translate these sentences paying attention to Complex Subject.

1. Anna Mutter is believed to be one of the finest violinists in the world.
False friends are said to be like autumn leaves found everywhere.

He is believed to be innocent of the crime.

He is considered to be the richest man in the world.

He was expected to pass the mathematics exam.

He was said to have known the whole truth about it.

Innocent people were announced to have been murdered by terrorists.

® NS kDN

Juri Gagarin is known to be the first man in the world to travel into space

on the 12th of April, 1961. 4. He is supposed to be a very good film actor.

9. Leonardo da Vinci is known to be a great Italian painter of the
Renaissance. The Mona Lisa is considered to be one of his most famous
works.

10.Monet's painting is reported to be on exhibition until the end of the
month.

11.Mother is said to know the right thing to do.

12.Sergei is thought to have a gift for languages. His English is known to be
excellent.

13.She is said to borrow money but not bother to return it.

14.The American astronaut Neil Armstrong is known to be the first man to
walk on the moon in 1969.

15.The exhibition of 19th-century French painting is expected to open by the
end of next week.

16.The President of Russia was reported to speak to the nation on television

tonight.
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17.The students were supposed to come on time and take part in the
marathon.

18.The terrorist was announced to have been killed by his own bomb.

19.True friends are known to be like diamonds, precions but rare.

20.You are expected to be an obedient and smart boy.

21.You are supposed to check your change before you leave the cashier.

22.He is said to know all about it.

Exercise 5. Change these sentences using Complex Subject.

* E.g. We heard that a car stopped outside the door. A car was heard to stop

outside the door. It is believed that the poem was written by Byron. The poem

/s believed to have been written by Byron.

1.

B

It is believed that the poem was written by an unknown soldier.

2. Itis expected that the performance will be a success.

3. Itis said that the book is popular with both old and young.
4.
5
6

It is supposed that the playwright is work

. It was announced that the Chinese dancers were arriving next week.

. People consider the climate there to be very healthy.

npeaiokKeHusix, conaepxamux Complex Subject, rtnaronwl to appear, to

happen, to seem, to turn out,ynorpeonstorcsiActive Voice:

Exercise 6. Translate these sentences paying attention to Complex Subject

1.
2.

"Jim," he said at last, in a voice that did not seem to belong to him.
Clyde appeared to have forgotten of his promise to spend his spare evenings

with Roberta.

. Clyde seemed to have been thinking of no one else but Sondra since their last

meeting.
From the very first mention of Long John, I was afraid that he might turn out

to be the very one-legged sailor whom I had watched for so long at the inn.
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9.

He appeared to be an ideal man.

He turned out to have no feeling whatever for his nephew.

His office turned out to be in one of the hack streets.

In the middle of the lecture Dr. Sommerville happened to pause and look out
of the window.

Irving turned out to be a long, pale-faced fellow.

10.Money just doesn't happen to interest me.

11.0ne day a Hare happened to meet a Tortoise.

12.She appeared to be an excellent actress.

13.She doesn't seem to want to do anything I suggest.

14.The apparatus seemed to be in excellent condition.

15.The Gadfly seemed to have taken a dislike to Signora Grassini from the time

of their first meeting.

16.The Hare turned out to be the loser of the race.

17.The new method of work appears to be very effective.

18.The operation seemed to be a complicated one.

19.The peasants did not seem to see her.

20.The percentage of carbon in this steel turned out to be low.

21.The Tortoise seemed to be moving very slowly.

22.This appeared to amuse the policeman.

23.This work seems to take much time.

24.You appear to have found in him something that I have missed.

25.You can easily get in through the window if the door happens to be locked.

26.You don't seem to have done any great thing for yourself by going away.

Exercise 7. Translate these sentences using Complex Subject.

1. S cayyaitHO 3Har0 HOMEp ero TenedoHa.
2. 5 cmydaitHO BCTpeTuia ero B Mockse.
3. VYcnoBus paboThl OKa3zanuch 0oJiee TPYAHBIMH, YEM MPEANOIaraioch.

4. Coo0mI1aroT, YTO DKCIIECIUIINS JOCTHIJIa MECTa Ha3HAYCHMS.
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Pouecrep cityyaiino Bctpetwit JPKERH 110 10pore 10Mou.
[Ipennonararot, 4TO 3aceaHue 3aKOHYUTCA B IECATH YaCOB.
[Tonararot, uto nmosma ,,beoBynnd" O6bu1a Hanmcana B VIII Beke.

[TomararoT, 4T0 OHM 3HAIOT 00 3TOM OOJIBIIIEC, YEM XOTST MOKA3aTh.

A e A

OH, KaxeTcs, MUIIET HOBYIO CTaThIO: KAXXETCs, OH paboTaeT Hall HeH yKe

JIBE€ HEJICIIN.

10.0H oka3zazics XOpoImuM CIOPTCMEHOM.

11.0xa3anock, 4TO MBI YK€ KOT/1a-TO BCTPEUYAIUCH.

12.HoBble aBTOOYCHI OKa3adlCh OUYEHb YA0OHBIMH.

13.Hukak HE 0)KHUIAIH, UTO XOJIOAHAS MMOroJa HACTYIUT TaK PaHoO.

14.KnHura, KOTOpYyI0 Bbl MHE J1aJId, OKa3ajaach CKyYHOM.

15.Kak u3BeCTHO, aHIIMMCKas IHucaTeabHUIla BoOWHWY kuja B TEUCHHE
Heckobkux JieT B IlerepOypre W wu3ydana pycCKyl JUTEpaTypy.
CuuraroT, 4TO pyccKas JUTepaTypa OKaszajia BIUSHUAE HA €€ TBOPUYECTBO.

16.13BeCTHO, YTO PUMIISIHE MOCTPOWIM HA BpUTaHCKMX OCTpOBax XOpOIIHE
JOPOTH.

17.13 tpex cectep bponte [llapnoTTa cuntaercs Hanbosee TalaHTIUBOM.

18. Ixum okazancs XpaOpbiM MaTbYUKOM.

19.T'oBopsT, uTO 3TO 3MaHKUE ObLTO MocTpoeHo B X VII Beke.

20.I'oBOPAT, YTO 3Ta CTATHS MEPEBEICHA HA BCE SI3BIKA MUPA.

21.T'oBopAT, 4TO OH pabOTAET HAJl CBOUM U300PETCHUEM YKE HECKOJIBKO JIET.

22.Bbl, KaXeTcs, yCTalu.

23.Bbl, Ka)eTCsl, MHOTO YUTAJIX JI0 TOCTYIUICHUSI B YHUBEPCUTET.

24.BbI clly4ailHO HE 3HA€Te ATOr0 YeoBeKa?

25.Bam npusTenb, KaKETCA, OUEHb HUHTEPECYETCS IPEBHEN UCTOPUEH.

26.BanbTep CKOTT CUMTAETCs CO3/IaTe€JIEM HCTOPUUECKOTO pOMaHa.
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MODULE VII
DEDINITION OF INFORMATION SECURITY
AND ITS PROBLEMS

Vocabulary| ™=

Vocabulary notes

Threat [Oret] — yrpo3a, omacHOCTh

Malicious [malifos] — Bpe1OHOCHBI

Unintentional [Aninten/nal] — HenpeTHAMEPEHHBIN, HEYMBIIITICHHBIHI
Intrusion [truzon] — BTOp:keHHE, TPOHUKHOBEHHUE

Natural disasters [naeffrol d1'za:stoz — JnpupoHbie cTuXxuiiHbIe OCICTBUS
Specific location [sp1 sifik lov 'keifn] — onpeaeneHHOE MECTOIIOIOKEHHE
Technical savvy [tekniksl sa@vi] — TexHHUYECKU MOJKOBaHHBIMN
Application security [@plt keifn s1 kjuariti] — 6e30macHOCTh MPUITOKEHHIA
Protection [protek/n] — 3amuTa

Malware [malwear] — BpemoHOCHas mporpamMma

Countermeasure [kavntome3zo| — KOHTpMEpPA, MEPATIPOTUBOACHCTBUS
Application firewalls [@pli keifn 'farowo:1] — Opanamaysp npuinoxeHui
Encryption program [mkrip/n provgrem] — nporpamMmma mugpoBaHus

Authentication [0:0ent1 ke1fn] — ayTeHTHdUKATINS
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Read the texts below and then do the assignments that follow.

Text 1 Security in Information Technology

Security, in information technology (IT), is the defense of digital
information and IT assets against internal and external, malicious and accidental
threats. This defense includes detection, prevention and response to threats
through the use of security policies, software tools and IT services.

Security is critical for enterprises and organizations of all sizes and in all
industries.

Weak security can result in compromised systems or data, either by a
maliciousthreat actor or an unintentional internal threat.

Physical security

Physical security is the protection of personnel, hardware, software,
networksand data from physical actions, intrusions and other events that could
damagean organization. This includes natural disasters, fire, theft and terrorism,
among others. Physical security for enterprises often includes employee
accesscontrol to the office buildings as well as specific locations, such as data
centers.

An example of a common physical security threat is an attacker gaining
entry to anorganization and using a USB storage drive to either copy and
remove sensitivedata or physically deliver malware directly to systems. Threats
to physical securitymay require less technical savvy on the part of the attacker,
but physical security isjust as important as information security.

Information security

Information security, also called infosec, encompasses a broad set of
strategies formanaging the process, tools and policies that aim to prevent, detect
and respondto threats to both digital and nondigital information assets. Infosec
includes48 several specialized categories, including application security — the
protectionof applications from threats that seek to manipulate application and

access, steal, modify or delete data. These protections use software, hardware
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and policies, and are sometimes called countermeasures. Common
countermeasures includeapplication firewalls, encryption programs, patch
management and biometricauthentication systems.

Ex.1. Say what you know about:

information security; information security management.

Ex.2. Explain what the following terms and topic-related words mean.

confidentiality; integrity of information; availability of information.

Ex.3. Translate the following terms and topic-related words and
phrases intoRussian.

the appropriate level of security; unauthorized access; an individual; a
legal entity;activities; information assets; storage; processing; transmission.

Ex.4. Answer the questions.

1. How does the author define security in information technology? What
does itinclude?

2. Why is security critical for enterprises and organizations of all sizes
andall industries?

3. What does physical security imply? What are threats to physical
security?

4. What does information security encompass?

5. What is the role of application security?

6. What measures can ensure information security?

Read and translate the text into Russian

Text 2

Information security must protect information throughout the life span

of the information, from the initial creation of the information on through
to the final disposal of the information. The information must be protected while
in motion and while at rest. During its life time, information may pass through

many different information processing systems and through many different parts
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of information processing systems. There are many different ways the
information and information systems can be threatened. To fully protect the
information during its lifetime, each component of the information processing
system must have its own protection mechanisms. The building up, layering on
and overlapping of security measures is called defense in depth. The strength of
any system is no greater than its weakest link. Using a defense in depth strategy,
should one defensive measure fail there are other defensive measures in place
that continue to provide protection. The three types of controls (administrative
controls, logical controls, and physical controls) can be used to form the bases
upon which to build a defense in depth strategy. With this approach, defense in
depth can be conceptualized as three distinct layers or planes laid one on top of
the other. Additional insight into defense in depth can be gained by thinking of it
as forming the layers of an onion, with data at the core of the onion, people as
the outer layer of the onion, and network security, host based security and
applications security forming the inner layers of the onion. Both perspectives are
equally valid and each provides valuable insight into the implementation of a

good defense in depth strategy.

Information security as a process

The terms reasonable and prudent person, due care and due diligence have
been used in the fields of Finance, Securities and Law for many, many years.
Inrecent years these terms have found their way into the fields of computing
andinformation security. USA Federal Sentencing Guidelines now make it
possibleto hold corporate officers liable for failing to exercise due care and due
diligencein the management of their information systems.

In the business world, stockholders, customers, business partners and
governmentshave the expectation that corporate officers will run the business in
accordancewith accepted business practices and in compliance with laws and
other regulatoryrequirements. This is often described as the “reasonable and

prudent person” rule.
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A prudent person takes due care to insure that everything necessary is
doneto operate the business by sound business principles and in a legal ethical
manner.

A prudent person is also diligent (mindful, attentive and ongoing) in their
due careof the business.In the field of Information Security, Harris offers the
following definitions of duecare and due diligence: “Due care are steps that are
taken to show that a company has taken responsibilityfor the activities that take
place within the corporation and has taken the necessarysteps to help protect the
company, its resources, and employees.” And, “continual activities that make
sure the protection mechanismsare continually maintained and operational.”

Attention should be paid to two important points in these definitions.
First, indue care, steps are taken to show — this means that the steps can be
verified, measured, or even produce tangible artifacts. Second, in due diligence,
there arecontinual activities — this means that people are actually doing things
to monitorand maintain the protection mechanisms and, these activities are
ongoing.

Ex.1. Find in the text English equivalents for the following Russian
wordsandwordcombinations.

[TpoaomKUTETFHOCTh  KU3HW/TIEPHO]]  CYIICCTBOBAHHUSA,  yAaJiCHUE
uHdopmaruu /n3basnenneoTuHGopmalum; cucreMa o0paboTku WHGOPMAIIHH;
BbIpa0aThIBaTh (IMOCTENIEHHO) MEPhI 0€30MaCHOCTH; PACIIONIO0KEHUE 110 YPOBHSM;
nyOnupoBaHue; TAyOOKO JIICJIOHMpPOBAHHAs  3alllUTA/TIyOOKas  3alllUTa;
3alIUTHBIE MEPHI; CTpPATErusl TIyOOKOHN 3alUThI; CEPALICBUHA; BHEUIHUN CIIOW;
BECTH OHW3HEC B COOTBETCTBUUC TMPUHATHIMH OW3HEC-TIPAKTUKAMU; COTJIACHO
3aKOHaM ¥ HOPMATHBHBIM TPEOOBAHUSIM; Pa3yMHBIH U OCTOPOKHBIN YEIIOBEK;
BHHUMATEJIbHOE OTHOIICHUE; OTBETCTBEHHOCTH 3a JICUCTBUS, MPEAIPUHUMAEMBbIC
BHYTPH KOPIIOpAIlMU; MaTepUATbHBIN /0CA3aeMbIi; TIOCTOSIHHAS JESTCIBHOCTD;

NoAACP KMBATb MCXAaHU3MBI 3allIUTHI.
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Ex.2. What does each aspect of information security process consist of?
Assess

Protect

Detect

Respond

Review

Ex.3. Explain the meaning of the following statement from the text: “7The

information must be protected while in motion and while at rest”.

Ex.4. Expand on the ways the information and information systems can

be threatened.

Ex.5. Explain how you understand the following: “The strength of any
system is no greater than its weakest link”.

Ex.6. Answer the questions.

1. What types of information security controls are mentioned in the text?

2. Why do you think the author compares a defense in depth strategy with
an onion?

3. What does information security as a process involve?

4..What does the “reasonable and prudent person” rule mean?

5. What is the significance of such notions as “due diligence” and “due
care”?

6.Can you prove that information security is an ongoing process?

7. What do the abbreviations CNSS and C.I.A stand for?

Ex.7. Fill in the gaps using the prepositions:
for; to [ 4; from [ 3; into; —; of
1. There are a number of concepts that are essential the discussion

of information security.
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2. Authorised user has legal access a system.
3. Someone casually reading sensitive information not intended his

or her use is a passive attack.

4. An intentional attack is an attempt to break an information
system.
5. The expanded model of information security evolved a

conceptcalled the C.I.A. triangle.
6. But the C.I.A. triangle cannot any longer address the constantly

changing information security environment.

7. The recent hacker attacks caused a lot of damage ~ many financial
organisations.

8. Direct attacks originate ~ the threat itself.

9. Exploits make use  existing software tools.

10. Threat is a category of persons, objects or other entities presenting a

danger an asset.

Ex.8. Summarise the information of the text.
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Vocabulary

Vocabulary notes

an account [@n okaunt] —akkayHT

log out [tulbgavt] — BEIXOIUTH U3 CUCTEMBI

self-induced [self-indju:st] — camonHyIMpPOBaHHBIN; CAMOTIPOU3BOJIBHBIH
shut down the browser [[At davn 0i: bravza] — 3akpbeITh Opay3ep

malware [malweor] — BpeoHOCHas! mporpaMma

enticing [Intaisiy] — 3aMaHYMBBINA, TPUBJICKATEIbHBIH

legitimate [I1' dgitimit] — 3aKkOHHBI

scammer [skemor] — MOIIIeHHUK

A e ST o b

privacy [privost 1z] — KOHGUIECHITUATHLHOCTb

10.participate [tu: pa: tisipeit] — ydacTBOBaTh

11.embarrassing [1mbarasiy] —3aTpyIHUTENbHBIN; HEYAOOHBIN

12.to restrict [tu: r1s trikt] —orpaHu4YuBaTh, 3anpeniaTh

13.acquaintance [ 'kweintons| —3HaKOMCTBO; 3HAKOMBIH; 03HAKOMUTEIbHbBIN
14.a forementioned [o'fo:men/nd] —BbIIIEyTOMSHY THII

15.suspicious [sos p1fas] —10103pUTEIIbHBIN; COMHUTEIbHBIN

16.to revoke [tu: r1'vouk] — oTMEHHTD; aHHYTUPOBATH

17.to be persistent [tu: bi: pa’sistont] —ObITh HACTONYUBHIM

18.to pretend [tu: pr1'tend] — mpuTBOpATHCS; AenaTh BUJ

19.vulnerability [valnora bilitr] —ys3BUMOCTB; HE3AMMIIIEHHOCTh
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Six Common Security Problems

Despite these justifiable security concerns about the Web, some of the
reasonsa person’s social media account is compromised are self-induced. Five
common mistakes that can expose an account include:

1. Forgetting to Log Out

Increase the security of your social media account by always logging out
whenyou step away from your laptop or computer. It’s best to go one step
further and close down the browser you were using to view your account. If you
leave your account logged in, you set yourself up to be hacked because anyone
who can get to your computer can access your account, change the password or
even post items and communicate with your friends as if they are you. Logging
out and shutting down the browser is even more important if you use a public
computer.

2. Clicking on Enticing Ads

Viruses and malware often find their way onto your computer through
those annoying, but sometimes enticing ads. However, on the Web, just like in
real life, if an offer seems to good to be true, then it probably is. Save yourself a
potentialsecurity headache — don’t click.

3. Connecting with Strangers

Be careful of who you accept invitations from when building your online
network.

Connecting and sharing information with people you don’t know can be
dangerous. If you receive friend requests from strangers, it’s best to stay away.

Further, if you receive friend requests from people you do know, but are
already connected with via the same site, it’s possible that someone has set up a
fake account. Avoid accepting duplicate requests, instead checking in with the
‘real’person to see if the request is legitimate.

You should also be careful when connecting with a celebrity’s account, as

scammers sometimes pose as famous people. Make sure it is their official,
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legitimate account and not a stranger pretending to be them before you accept
their ‘friend’ invitation.

4. Using Third Party Apps

Part of the appeal of social media sites are all the various games and apps.
Even though a significant number of them are safe, you do grant the app a
certain levelof permission concerning your information. Make sure you know
what the app is viewing and sharing before agreeing to the terms.

5. Exposing Too Much Information

Make sure you understand the level of privacy — or lack of privacy —
you are agreeing to when volunteering personal information. Do you really want
an app badly enough to allow it to announce where you are?

Also, participating in seemingly innocent games, like posting answers to a
listof 20 questions, may actual also allow cyber-criminals gather important
personal information. For example, the question, “What is your most
embarrassing moment?” is probably fine to answer, but answering questions
like, “What is your pet’s name?” or “Where did you and your significant other
meet?” may expose answers you gave to security questions for legitimate sites
like Amazonor your bank.

6. Failing to Utilize Security Settings

Social media sites provide you with the ability to restrict who has access
to your information. For example, Facebook (like others) lets you decide who
your friends are and what content they can view. One practice to increase your
account’s security is to disable most of the options and then re-open them once
you understand what the settings specifically mean to your account.

In reality, you probably want different types of content to be displayed to
different people, with the most being available to known friends and the least to
acquaintances.

What to Do if Your Account Is Hacked
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Regardless whether your account is compromised because the social
networking site was hacked or just your individual account was infected, you
need to take several steps to resolve the issue.

Clean Your Device

The aforementioned hack that compromised Facebook and Google was
causedby malware on users machines. In cases like this, use well-known quality
malwareremoval software to scan your machine. The software will contain
and/or destroyknown and suspicious files. You may even consider reformatting
your computer.

Once your machine is clean, the best way to prevent it from becoming
infected again is to keep your antivirus software and browsers current. Set
themto automatically install updates.

Change Your Passwords

Once an account has been compromised, it is best to presume all your
passwords are compromised. Some security experts advise using a different,
strong password for each site.

Get a Password Manager

Since security is dependent on multiple strong passwords, it can become
difficult to remember them all -- although there are tricks to make it possible.

Consider using a password manager to reduce your vulnerability. You can
use the program’s password generator to create strong, hard-to-break passwords
and you only need to remember one password to access the manager.

Report It

Make sure you report the situation to the social network site. This is
especially true if you have been locked out of your account. If this happens, you
may have to prove to the social networking site the account belongs to you, but
be persistent and follow through. If you don’t, someone could potentially post
information as if they are you — which, at the very least, can damage your

online reputation.
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If a crime has been committed, such as banking information stolen, also
report the incident to local authorities and appropriate federal law enforcement
agencies.

Use Two-Step Verification

If the social media site offers a two-step verification process, use it. The
added layer of security makes it much harder for a would-be hacker to access
your account. The extra log-in steps will save you time and headaches in the
long run.

Staying Safe on Social Media Sites

Each social media site offers tips on how to use their service and still
maintain a high level of security. Read their policies, follow their security
guidelines and adopt their best practices.

Facebook: There is a comprehensive help page on Facebook where you
can find details on protecting your account against hacking and other security
threats.

Check it frequently to make sure your practices and settings are up to
date. CNET also offers practical advice such as being sure to block your ex and
carefully manage who has viewing access.

Foursquare: For a better understanding of who can see information
associated with your Foursquare account, visit the Help Center. This page
explains methods for creating security settings for every account scenario.
Ensure your check-insare safe and secure by utilizing these five tips from CIO.

Instagram: 1f you have an Instagram account, read their official page for
ways to keep your account safe.

LinkedIn: Visit LinkedIn’s Help Center for a wide range of account
security articles. A few of the topics covered on the page include methods for
protecting your privacy, your identity and your account. They also offer tips for
dealing with phishing, spam and malware. If your LinkedIn account is
associated with a business, How Not to Have Your Account Hacked provides

ways to keep passwords safe even if several people have access to the account.
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Pinterest: To keep your Pinterest account secure, you will need to access
two main sections on the site: privacy settings and account security. If your
account has been hacked or placed in a Safe mode by Pinterest, you will use the
account security section to resolve the issue. However, most likely you will only
needto use the privacy settings section. This is where you control what others
can view and the degree of personalization desired. Scams are one issue the site
has dealt with in the past.

Tumblr: 1f you use Tumblr, one of the best ways to improve security is to
utilize the recently implemented two-factor authentication. For all your settings,
though, access the site’s security settings page. Here you can learn how to
revoke third-party application permissions as well as how to remove spam from
your blog. For increased security, according to Entrepreneur magazine, you may
want to refrain from using free themes.

Twitter: Visit Twitter’s Help Center to learn best practices for your
Tweets or if you want to know how to connect with or revoke third-party
applications. Also visit this page to discover methods for controlling account
settings so you can getthe level of security you want.

YouTube/Google+: If you have a YouTube and/or Google+ account,
bookmarkGoogle’s Keeping Your Account Secure page. This page is great
source to learn about their two-step verification process, malware and virus
issues, general information about your account settings and best practices for
protecting your privacy and identity.

One situation people sometimes overlook is what to do if they want to
close a social media account. Should the account be deactivated or deleted?
Accordingto the Center for Internet Security, you need to take several steps
before for your account is deleted from the social media site.

It’s All Public Information

Although technically you can post both public and private information on
many of the social media sites, due to the onslaught of security breaches in

recent years,it is in your best interest to presume anything you post is available
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for public consumption. Reduce privacy and security risks by only posting

information thatyou would be okay with everyone knowing.

Ex.1. Answer the following questions and do the assignments based
on the above text.

1. Using the information from the text and other sources, consider the
common security concerns about the Web. Why do you think the author refers to
themas justifiable ones?

2. Dwell upon each of the mistakes that can expose an account. What are
they fraught with?

3. Explain what the author implies by self-inflicted reasons why a
person’s social media account can be compromised.

4. What does the author recommend to do if your account is hacked?
Which of the author’s recommendations would you follow to resolve the
problem?

5. What should be done to stay safe on social media site, according to the
text? What would be your solution to the problem?

6. Make an outline of the text.

7. Comment on the following statement from the text:  ...it is in your best
interest to presume anything you post is available for public consumption™.

8. Make up your own security guidelines.

Ex.2. Translate into English the following words and word-
combinations from the text:

[ToBbICUTh YpOBEHBH O€30MACHOCTH; AaKKAyHT B COLMAIBHBIX CETSIX;
HOYTOYK; MOJYYUTh JIOCTYN K aKKAyHTY; 3aKpBITh Opay3ep; U3MEHUTH MapoJib;
BpPEJAOHOCHAs MPOTrpaMMa; HE3HAKOMEII, MPHUHATH MPUTIIAICHUS; O0OMEHUBATHCS
uH(poOpMaIeli; MOMyYuTh 3ampoc Ha J00aBICHHUE B JPY3bs;  AKKayHT
3HAMEHUTOCTH; MPUTBOPATHCSA; 3HAKOMBIN; PEIIUTh MPOOJIEMY; 3HAUUTEITHHOE

UX YUCJO; Pa3pelieHUe; NPUHATh YCIOBUA; YOEIUThCS; KOHPUIECHIMATbHOCTD;
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cooOIlIaTh Ballle MECTOIMOJOXEHUE; MPUHUMATh Y4acThE B; COOpaTh Ba)KHYIO
nH(OPMAITNIO; OTPAHUYNTH; TMTO3BOJIUTh BaM PEIIUTh; COJAEPIKAHNE;, OTKIIOUYHTH
OOJIBIIYIO YaCTh OMIUH; OTOOPaXXaThCsl; OBITH JOCTYITHBIM; BBIIICYIIOMSIHYTHIH;
B TaKUX CIy4asiX, Kak 3TOT; YSI3BUMOCTb,; 3a0JIOKUPOBATh; ObITh HACTOWYHBBIM;

IMPOUCHICCTBUC, MCCTHBIC OPIraHbl BJIACTH.

Ex. 3. Translate into Russian:

To offer tips; to use their service; to maintain a high level of security; to
follow the security guidelines; to find details on protecting your account; to
include methods for protecting your privacy; to have access to the account; to
resolve the issue; to remove spam from your blog; get the level of security you
want; to take several steps; in recent years; to presume anything you post; for
public consumption; it’s best to stay away; duplicate requests; to reduce your
vulnerability; appropriate federal law enforcement agencies; a two-step
verification process; a comprehensive help page; to deal with phishing, spam

and malware.

EXx. 4. Match the following verbs with the nouns and translate them:

1. to increase a) the invitations

2. to step away from b) a laptop or computer
3. to accept C) spam

4. to receive d) a password

5. touse e) the requests

6. to remove f) the security

7. to.reduce g) risks
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Ex.5. Match the word with its definition:

1. Spam a) is the possibility of something bad happening

2. A laptop b)is the practice of protecting information by
3. Information mitigating information risks.

privacy c)is an established technique for connecting a
4. Information user and an information service and/or computer
security, sometimes network.

shortened to InfoSec d)is a small, portable personal computer (PC)
5. A user account with a screen and alphanumeric keyboard.

6. Risk e) is the right to have some control over how your

personal information is collected and used.

f) is unsolicited and unwanted junk email that sent
out in bulk to user’s computer through the
internet.

g)is the practice of protecting information by

mitigating information risks.

Ex. 6.TranslateintoEnglish:

1. OcHoBHOI mpoOAEMOIl 3amUTBl HMHPOPMALMUA HA MEPCOHAIBHBIX
KOMITbIOTEpax M B ceTu Internet sBisroTcs ommbOku B «Kpumrorpadguwm», a
UMEHHO: BBIOOD aJITOpUTMA.

2. [lpumenenue MHDOPMAIIMOHHBIX TEXHOJOTUN TPeOyeT MOBBIIIEHHOTO
BHHUMAaHWSI K BOIIPOcaM WH(POPMAITMOHHOW 0€301MacHOCTH.

3. IlepeBoa mOKyMeHTOOOOpPOTa B AJESKTPOHHYIO (POpMY IPOBOIUPYET B
HAIllC CTpaHe pacnmpoCTpaHEHUE TAaKOTO BHJA MPECTYIUICHUS, KaK «Kpaka
JUYHOCTH» - HCIIOIB30BAHUE UYXKUX TMEPCOHATBHBIX JTAHHBIX B COOCTBEHHBIX
HEJsIX.

4. OcHoOBHBIE TpOOJEMBI 3alIUTBl HHPOpPMALUU NpU paboTe B
KOMITBIOTEPHBIX CETSAX, MOKHO YCJIOBHO pa3/efiuTh HAa TPU THIIA: TIEpPeXBat
uHpopManuu (HapyiieHre KoHPpUAeHIIMaTbHOCTH HH(POPMAITUN ), MOAUDUKAIIHS
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uHpopManu (MCKaXXEHUE HCXOJHOTO COOOIIEHUS WM 3aMeHa Jpyrou
uH(popmalmeit), mogMeHa aBTOpcTBa (Kpaka WHOOpPMAIMUM ¥ HAPYIICHHUE
aBTOPCKOTO MpaBa).

5. Pemienue npo6iieM 3aliUThl 3JIEKTPOHHOW MHpOpManuu O0a3upyercs B

OCHOBHOM Ha MCIOJIb30BAaHUU KPUNITOTPA()UIECKIX METOOB.

Ex.7. Retell the text using the following phrases:
The headline of the textis ....

The text speaks about ... in details.

The text provides much information on ...
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GRAMMAR: MODAL VERBS

(see Appendix 2 ....... )
GRAMMAR EXERCISES
\ @ 1. Fill in: “can” or “to be able to”:
ﬂ. 1) The criminal be punished by the judge.
) . 2) The offender do anything because he
. was corded.
3) The driver be fined for speeding.

4) He usually runs well, but yesterday he broke his leg and

207



2. Fill in: “must” or “have to”:

1) Every morning each prisoner clock in.

\ | / 2) The prisoners ~ wear special clothes at all
times.

3) All applications be 18 and have a valid
driver’s license.
4) The victim recognized him, so he be guilty.

5) The witness be present in the court last Monday.

3. Paraphrase the sentences using

Paraphrase

the
sentences modal “need”:

1) Why do you want him to be fined?
2) Why did you sign that illegal

document?
3) Is there any reason for her to repeat individual’s rights?
4) There is no reason for you to worry about them.
5) Is it necessary for him to do a remedial work?
6) It was not necessary him to hire a lawyer.
7) Why does she want to inform them immediately?

8) It is necessary for him to leave the city.

4. Fill in: must, can, should, ought, may, might, have,

need, could, be to, be allowed (to):

N
% / 1) He to have been more tolerant.
2) Mr. Brown have consulted a lawyer.
3) We to arrest you.
4) He not have been at work yesterday.
5) This man not be felt unaccompanied.
6) He not cross the border.

208



7) I make personal phonecalls?

8) A lawyer be formally dressed.

91 to go to the bank yesterday.

10) You keep silence.

11) Jenny not have crashed your car.

12) My car to be repaired.

13) This punishment be too strict.

14) Any person not be penalized for honesty.
15) The judicial process be very boring.

s Choose one correct variant
1) Jack has got a headache. He sleep well recently.

a) can’t b) couldn’t have c) hasn’t been able to

2)You __ pay the fine. We have already done it.

a) needn’t b) mustn’t ¢) can’t

3) I’m sorry you didn’t inform me about his rank deprivation. You
tell me about such things next time.

a) must b) should c¢) need to

4)You  smoke in jail.

a) would b) can’t ¢) must not

5) We have got life imprisonment. We  live our “previous life”.

a) can’t b) needn’t ¢) must

6) Lawyers  learn a lot of laws by heart.

a) may b) should ¢) must
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7) Some years agohe  imagine his son to be arrested.
a) cannot b) could not ¢) should not

8) You  stop cheating.

a) must b) may c) ought

9) The escape was great. You should  about it.

a) know b) have known c¢) knew

10) You  solve this problem in the court.

a) ought b) allowed ¢) can

I11) You  to have visited your brother — prisoner, but you
didn’t.

a) should b) ought ¢) can

12)I __ todo that.

a) had b) would c) might

13) You  do everything you want.

a) ought b) able to ¢) may

14) ’'mnotsure buthe  be wrong

a) must b) should c¢) may

15) The prisoner  talk to his family last Friday.

a) were allowed to b) allowed to ¢) was allowed
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MODULE VIII
TYPES AND METHODS OF DATA SECURITY.
CRYPTOGRAPHIC DATA SECURITY

BHU/IbI U CITIOCOBBI 3AHIUTHI UTHO®OPMALIUMN.
KPUIITOI'PA®OUYECKAA 3AIIUTA UTHOOPMALINU

HANISM
CENTER

METRIC
PTDﬂNALYS]E

DECRYPTION

8
SUBSTITUTION ASYMMETRIC TYPE = SCIENCE

PUBLIC = ALGORlTHM (=) KEYmmsuhmm U SIGNATURE

oan CRYPTOGRAPHY i

ROy o waon s SECURITY  senoew
CcOoD E ETREAM l— NETWORK

MPORTANCE

PLAINTEX
RECEIVE

E){CHANG
ENCRYPTI
CIF'HERTE
COMPUTA

Vocabulary [=]

Vocabulary notes

versatile [v3:sotail] — yHuBepcaibHbIi, MHOTOLIETIEBOI
database assessment [dertobers osesmont] —oIieHKa YSI3BUMOCTH Oa3bl

JaHHBIX
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encryption [imkrip/n] — mmdpoanue

tokenization [tovkonar zeifn] — TokeHuzanus

violation [varalel/n] — HapymeHue

WAF (WebApplicationFirewall) [web @pli keifn farowa:1] — mexcereBoit
9KpaH JJi BeO- MPHIIOKEHUI

to benefit [tubenifit] - u3BNeKaTh BHIrOY, MOIYYaTh MOJIb3Y

relational databasemanagement system (RDBMS) [r1'lerfnal dertobers
manidzmont SIstim] — cHCTEMBI YIIPaBICHUS peaIIMOHHBIME 0a3aMU JaHHBIX

Read the text below and then

1) translate the text into Russian ;

2) enumerate the main database security tools dealt with in the text;

3) do the assignments that follow.

Database security tools are incredibly versatile, offering benefits for
security, compliance and even operations. These products, available from third
parties, provide a level of database security well beyond what relational
databasemanagement system (RDBMS) vendors offer customers.

This is especially true of database tools in the realms of database
assessment (alsoknown as database vulnerability assessment), encryption,
database complianceand test data management, tokenizationl and data masking.

Web application security

A SQL injection is an attack against a database. While the attack enters

throughan application, it is a database attack, and it has remained one of the
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three mostcommon attack vectors for the last decade. Almost all Web
applications are backed by databases, but since it’s the application that faces the
public, databasesare often an after thought and left unprotected by application
developers. Web application firewalls can block some SQL injections, but a key
limitation is that they don’t necessarily understand the database they are
protecting, and so are prone to false positives and negatives.

DAM products and database firewalls address these issues without costly
rewrites to application code to remove SQL injection and scripting
vulnerabilities. The costs of altering enterprise applications to address security
issues often outweigh the original development cost of the application; and in
other cases, the fixes would take decades with current staff levels. This is why
firms have looked for addontools that address these attacks.

For example, query whitelisting can alert admins any time new queries or
patterns appear, or can learn what the application should send and automatically
block everything else. Some tools on the market even communicate violations
back to a WAF, either for alerting or to terminate suspicious sessions and even
block the offending IP address.

Who benefits from database security software?

For most enterprises, they are well beyond asking if they need to protect
relational database or RDBMS. After all, there is a laundry list of data breaches
and compliance requirements that have settled that question.

Organizations, meanwhile, have also found their network and endpoint
security products do not cover their databases. And they’ve discovered the hard
way the generic security offerings from RDBMS vendors -- which claimed
database coverage -- offered substandard policies and spotty event collection. In
essence, generic products can’t differentiate between normal and malicious use,
nor assess configuration and patch levels sufficiently, because they lack data and
analysis capabilities.

Compounding the issue is that the stakeholders who need this data (e.g.,

securityand internal audit teams) lack the technical experience to gather it. IT
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and database administrators are reluctant to alter applications or databases for
fear of destabilizing these systems.

It’s here database security tools provide the real benefit; they allow users
to provide security and audit they need without changing the actual database or
negatively impacting the database’s performance. The real challenge is
selecting the rightdatabase security software to address the issues an

organization faces.

Ex.1. Answer the following questions and do the assignments based
on the above text.

1. What are database attacks fraught with?

2. What is a SQL injection? How dangerous is it?

3. Why are databases often left unprotected by application developers?

4. What are the most common tools to protect databases against such
attacks? What is their main drawback?

5. How do DAM products and database firewalls address the issues of
databases protection?

6. What is query whitelisting? How do such tools work?

Ex. 2. Make the word-combinations and translate them into Russian.

A B
1. current staff a) products
2. akey b) data breaches
3. Web c) assessment
4. application d) collection
5. the last e) levels
6. test data f) limitation
7. database g) developers
8. spotty event h) firewalls
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9. endpoint security 1) decade

10.a laundry list of j) database
11.relational k) sessions
12.suspicious 1) management

Ex. 3. Put the following sentences into interrogative and negative forms.
Translate them:

1. Database security tools are incredibly versatile, offering benefits for
security, compliance and even operations.

2. A SQL injection is an attack against a database.

3. DAM products and database firewalls address these issues without
costly rewrites to application code to remove SQL injection and scripting
vulnerabilities.

4. There i1s a laundry list of data breaches and compliance requirements
that have settled that question.

5. Compounding the issue is that the stakeholders who need this data lack
the technical experience to gather it.

6. The real challenge is selecting the rightdatabase security software to

address the issues an organization faces.

Ex. 4. Explain in Russian the meaning of the following words and
expressions:

Database security tools, relational database management system vendors,
encryption, tokenization, data management, a database attack, application

developers, a key limitation, a benefit, to provide security.

Ex.5. Retell the text using the following phrases:
The headline of the text is ....

The text speaks about ... in details.

The text provides much information on ...
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Data Security

Task: read the text, translate it into Russian.

There are a variety of security measures that can be used to protect
hardware (the physical components of a computer system) and software
(programs and data) including:

1 Controlling physical access to hardware and software.

2 Backing up data and programs (storing a copy of files on a storage device to
keep them safe).

3 Implementing network controls such as:

a using passwords (a secret code used to control access to a network
system) b installing a firewall (a combination of hardware and software used to
control the data going into and out of a network. It is used to prevent
unauthorised access to the network by hackers).

c encrypting data (protecting data by putting it in a form only authorised
users can understand) d installing a callback system (a system that automatically
disconnects a telephone line after receiving a call and then dials the telephone
number of the system that made the call, to reconnect the line. It is used in
remote access systems to make sure that connections can only be made from
permitted telephone numbers), € using signature verification or biometric security
devices (security devices that measure some aspect of a living being e.g. a
fingerprint reader or an eye scanner).

4 Separating and rotating the computing functions carried out by employees and
carrying out periodic audits of the system 1.e. observing and recording events
on the network systematically.

5 Protecting against natural disasters by installing uninterruptible power
supplies

(battery backup systems that automatically provide power to a computer
when the normal electricity source fails) and surge protectors (electronic devices

that protect equipment from damage due to a sudden surge in a power supply).
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6 Protecting against viruses by using antivirus programs (computer programs or
sets of programs used to detect, identify and remove viruses from a computer
system) and ensuring that all software is free of viruses before it is installed.
Particular care must be taken when using public domain software (free
software) and shareware (software that is free to try out but must be paid for
if it 1s used after the trial period).

A smart card is a plastic card containing a processor and memory chip. It
can be used to store large amounts of confidential data including coded data that
can be used as digital cash (electronic currency that is used for making electronic
purchases over the Internet). It can also be used as a security device to prevent
or allow access to a system and allow a user to withdraw cash from a bank ATM
(automatic teller machine - a type of machine used by banks for enabling
customers to withdraw money from their bank accounts). A smart card reader is
a device used for reading smart cards by detecting radio signals emitted from a
radio antenna (aerial) in the form of a small coil inside the smart card.

An anti-virus program is a program that checks files for virus coding
instructions inside another program and can be used for removing any virus
coding instructions detected.

A backup program is a program that stores a copy of data on a storage
device to keep it safe. There are different kinds of backup, including:

a Incremental backup which copies all the selected files that have been
created or changed since the last full, differential or incremental backup. These
files are identified by the fact that their archive bit would be on. The archive bit
1s a digital bit stored with a file indicating if the file has been backed up since it
was last edited. The archive bit is switched off when the file is backed up using
a full or incremental backup.

b Differential backup which copies all the files created or modified since
the last full backup. The archive bit is not set to ‘off” by a differential backup, c
Full backup which copies all the selected files on a system, whether or not they

have been edited or backed up before.
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A series of incremental backups and a full backup, or the most recent

differential backup and a full backup, is known as a back up set.

Task: Make 5 questions and ask your partner.

Distributed
Database

System

Centralized vs. Distributed Databases

1. Read the following excerpt and then identify the advantages and the
disadvantages of both databases types. Compare the main featuresof centralized
and distributed databases.

In centralized databases all data are managed by a single DBMS and
placed on a single node, only users being distributed in the network. For
centralized databases, major benefits are determined by a good data integration
that ensures data consistency and easy management of transactions in strict
compliance withthe ACID properties (Atomicity, Consistency, Isolation and
Durability).

The disadvantages are especially high costs of communication and a very
low reliability and availability because any error that blocks access to the
database breaks all activity on the network. A distributed database system
consistsof a collection of local databases, geographically located in different

points (nodes of a network of computers) and logically related by functional
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relations so that they can be viewed globally as a single database (Ozsu and
Valduriez, 2011).

In distributed environments we face new problems that are not relevant
incentralized environments, such as fragmentation and data replication. A data
fragment constitutes some subset of the original database. A data replica
constitutes some copy of the whole or part of the original database. The
fragmentation and the replication can be combined: a relationship can be
partitioned into several pieces and can have multiple replicas of each fragment/

For a database management system to be distributed, it should be fully
compliantwith the twelve rules introduced by C.J. Date in 1987: local autonomy;
the absence of a dependency from a central location; continuous
operation;location independent; fragmentation independent; replication
independent;distributed query processing; distributed transaction management;
hardwareindependent; operating system independent; independent of
communicationinfrastructure; independent of database management system.

From the perspective of distributed databases, as effect of
decentralization, dataintegrity, minimum redundancy and ACID properties
should be relaxed becauseare very hard to accomplish, but increased availability
1s a major advantage.

The decision to use one or other of the solutions can be taken only after a
careful analysis of application requirements, the size of the database,
characteristics of available infrastructure together with evaluation of the global
system performance.

Source: pdfs.semantic scholar.org

2. Which of the two types of databases would you choose for such
vocational spheres as: distant learning; medicine; commerce; law; hospitality

business;records keeping; school teaching; university education? Explain why.
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UNIT 2. CRYPTOGRAPHY

Cryptography
and System security

[=] v [m]

a3

>~ L=

N

Vocabulary [=]

Vocabulary notes

to hide (hid; hidden) [tu haid (hid; hidn] — npsiTaTh, CKpBIBaTH
derived from [d1 rarvd from] — mosy4eHHBIH OT

to affiliate [tu ofiliert] — 0ObeAUMHATD, IPUCOCTUHATD

ATM card (Automated Teller Machine) [o:tomertid telor mafin ka:d]-

KapTOo4Ka 0aHKOBCKOTO aBTOMAaTa

peub

computer password [kompjutorpa:sw3:dz] — KOMIIBIOTEPHBII TapOJIb
encryption [mkrip[n] — 3ammudpoBbiBaHne
plaintext [pleintekst] — mpocToit TekcT

unintelligible gibberish [anmntelidzob(o)l d3ib(o)rif] — HepazbopumBas

ciphertext [sarfotekst] — 3ammdpoBanHbIii TEKCT
decryption [dr kripfon] — pacmudpoBsiBanue
authentication [0:0ent1 keifn] — ayTenTudukamnus; npoBepka JMIHOCTU
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integrity check [itegriti fek] — mpoBepka Ha 11€I0CTHOCTD
colloquial [kelovkwral] — pa3roBopHBIii (0 clTOBaX, BRIPAKCHUSX )
concealment [konsilmont] — MackupoBka, yKpbITHE

incidentally [ms1 dentli] — ciydaitHo; Mex Iy po4YUM

interchangeably  [mtoffeindzobli] — myrem oOmeHa  (3aMeHBbI);
B3aMMO3aMEHSIEMO

overlapping meaning [ouvalepiy minm)] — YacTHYHO COBIAJAIOIIEE
3HAYCHHE

cognate words [kpgnertw3:dz] — poACTBEHHBIE ClIOBa

READING AND SPEAKING

What is

Cryptography is the art and
science of achieving security by encoding
message to make them non-readable.

This is _ R#5
presentation on - Cryptographic System »‘ %"&"m,:p0S89!@*
cryptography %SjhnlO0-#S

Readable message ”‘“ Unreadable message

This process is
systematic and well-
structured

Task: read the text, translate it into Russian.

"The mantra of any good security engineer is: "Security is not a product,

but a process." It's more than designing strong cryptography into a system, it's
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designing the entire system such that all security measures, including
cryptoraphy, work together". Bruce Schneier, author of "Applied Cryptography"
Cryptography (or cryptology; derived from Greek kpvmtdg kryptos "hid-

"

den," and the verb ypdew grafo "write" or Aeyewv legein "to speak") is the
practice and study of hiding information. In modern times, cryptography is
considered to be a branch of both mathematics and computer science, and is
affiliated closely with information theory, computer security, and engineering.
Cryptography is used in applications present in technologically advanced
societies; examples include the security of ATM cards, computer passwords, and
electronic commerce, which all depend on cryptography.

Until modern times, cryptography referred almost exclusively to
encryption, the process of converting ordinary information (plaintext) into
unintelligible gibberish (for example - ciphertext). Decryption is the reverse,
moving from unintelligible ciphertext to plaintext. A cipher (or cypher) is a pair
of algorithms which perform this encryption and the reversing decryption. The
detailed operation of a cipher is controlled both by the algorithm and, in each
instance, by a key. This is a secret parameter (ideally, known only to the
communicants) for a specific message exchange context. Keys are important, as
ciphers without variable keys are trivially breakable and therefore less than
useful for most purposes. Historically, ciphers were often used directly for
encryption or decryption, without additional procedures such as authentication
or integrity checks.

In colloquial use, the term "code" is often used to mean any method of
encryption or concealment of meaning. However, in cryptography, code has a
more specific meaning; it means the replacement of a unit of plaintext (for ex-
ample, a meaningful word or phrase) with a code word (for example, apple pie
replaces attack at dawn). Codes are no longer used in serious cryptography—
except incidentally for such things as unit designations ( 'Bronco Flight' or
Operation Overlord) — since properly chosen ciphers are both more practical and

more secure than even the best codes, and better adapted to computers as well.
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Some use the terms cryptography and cryptology interchangeably in
English, while others use cryptography to refer to the use and practice of crypto-
graphic techniques, and cryptology to refer to the subject as a field of study. In
this respect, English usage is more tolerant of overlapping meanings and word
origins than are several European languages in which meanings of cognate
words are more restricted

Ex. 1. Choose the correct alternative in each of the following
sentences

1. Cryptography is being / is considered to be a branch of both
mathematics and computer science.

2. I hope that the description of this ciphertext will be / is being performed
next week.

3. Historically, ciphers are / were used for encryption or decryption.

4. Cryptography will be / is affiliated closely with information theory.

5. Ciphers should have been / should be properly chosen by the end of last
week.

6. This secret parameter is / has been intended for a specific message
exchange context.

7. Meanings of cognate words in several European languages are / are
being more restricted.

8. Codes are / have been no longer used in serious cryptography.

Ex. 2. Make questions for which the following sentences would be
answers.

1. Cryptography is the practice and study of hiding information.

2. In modern times, cryptography is considered to be a branch of both
mathematics and computer science, and is affiliated closely with information

theory, computer security, and engineering.
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3. Cryptography is used in applications present in technologically
advanced societies; examples include the security of ATM cards, computer
passwords, and electronic commerce, which all depend on cryptography.

4. A cipher (or cypher) is a pair of algorithms which perform this
encryption and the reversing decryption.

5. This is a secret parameter (ideally, known only to the communicants)
for a specific message exchange context.

6. Historically, ciphers were often used directly for encryption or
decryption, without additional procedures such as authentication or integrity
checks.

7. In cryptography, code has a more specific meaning.

8. Properly chosen ciphers are both more practical and more secure than
even the best codes, and better adapted to computers as well.

9. Some use the terms cryptography and cryptology interchangeably in
English.

Ex. 3.Translate into English the following words and word-
combinations from the text:

3amu¢poBbIBaHUE, IpoLECC npeoOpazoBaHus, pacundpoBka,
UCTOPUYECKH, IMPOBEPKA JIMYHOCTH, 3aMEIIEHUE, CIy4allHO, BBIOHUpPATH,
B3aMMO3aMEHSEMbI, OTHOCUTHCS, 00JIACTh U3yUEHUs, B 3TOM CMBICIIE, YACTUYHO
COBINAJAIOUIME 3HAYEHUS, IPUCOEAUHSITH, POACTBEHHBIE CIIOBA, OIPAaHUYEHHBIH,

MephI 0€30MTaCHOCTH, HHXKEHEP TI0 0€30MaCHOCTH, MACKUPOBKA, B HAIIIE BPEMSI.
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Ex. 4. Give the definition for:

A cryptography a pair of algorithms that create the encryption and
the reversing decryption.

A decryption means the replacement of a unit of plaintext (i.e., a
meaningful word or phrase) with a code word (for
example, wallaby replaces attack at dawn).

A cipher (or cypher) is the practice and study of techniques for secure

communication in the presence of adversarial behavior.

The term "code"

is the study ciphers and

of ciphertext,
cryptosystems with the aim of understanding how they
work and finding and improving techniques for defeating

or weakening them.

A plaintext is a method for circumventing the security of a
cryptographic system by finding a weakness in a code,
cipher, cryptographic protocol or key management
scheme.

A ciphertext is a measure of the expected number of operations
required to defeat a cryptographic mechanism.

A cryptanalysis the enciphered form of a text or of its elements

A key in Decryption is the reverse, in other words, moving

cryptography from the unintelligible ciphertext back to plaintext.

A cryptographic
attack

the intelligible form of an encrypted text or of its

elements

A cryptographic
strength

is a piece of information, usually a string of
numbers or letters that are stored in a file, which, when
processed through a cryptographic algorithm, can encode

or decode cryptographic data.
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Ex. 5. Give the answers to the following questions:

1. What is cryptography?

2. Where is cryptography used?

3. What is is the reverse, moving from unintelligible ciphertext to
plaintext?

4. What is the detailed operation of a cipher controlled by?

5. What were ciphers often used?

EXx. 6.TranslateintoEnglish:

1. Kpunrtorpabus — oaHa W3 CTapeWImUx HAyK, €€ HaCUUTHIBACT
HECKOJIBKO ThICSY JIET.

2. Kpunromoruss  pasgensercds  Ha  JABa  HaOpaBJIEHUd  —

Kpunrorpagui u kpunroavaaui. llemn >Tux  HanpaBieHUHM  HPAMO

IPOTUBOTIOJIOKHHBI.

3.  Kpunrorpaduss  3aHMMaeTcss  TOWCKOM W HCCIEAOBAHHEM
MaTEeMaTUYECKUX METOJI0B MpeoOpa3oBaHus HHPOPMALIUH.

4. Cdepa UHTEpPECOB KpHUIITOAHATU3a — HUCCIEJOBAHUE BO3MOXKHOCTH
pacmdpoBbiBaHus HHGOpMAIHK 0€3 3HAHUS KITFOUCH.

5. TlpeoOpazoBanHoe cooOmieHHe OyaeM Ha3biBaTh IMMGPOBAHHBIM —
HIUPPTEKCT, a caM MPOLECC NPeodpa3oBaHus - KU(PpPOBaHHUE.

6. Uctopuueckum mpumepom mudpa 3amens! spisietcs mmudp Lezaps (1
BEK JI0 H.3.), ONIMCAaHHbINA ucTOpUKOM [[peBHero Puma CBeToHuEM.

7. Tait HOmmit Lle3app B cBoeil mnepenucke MCHOIB30BAN HIH(P
co0cTBeHHOTO U300peTeHus. [[pUMEHUTENbHO K PYCCKOMY SI3bIKY OH COCTOSUT B
clemyromeM: Kaxaas OykBa andaBuTa 3aMeHsUIach OpPYyrod OYKBOM, W3 ITOTO

andasuta, HAYIIEH 32 IEPBOM Uepe3 HEKOTOPHIA HHTEPBAI.

Ex. 7. Retell the text.
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GRAMMAR: REPORTED SPEECH
(see Appendix 2 ....... )

GRAMMAR EXERCISES

>
& 1. Read the dialogue between the interviewer and the

police officer. Then rewrite it into Reported Speech

POLICE
DIALOGUES (Appendix ):

I: Good afternoon! We are glad to see you!

P: Hello! I’'m glad to see you too!

I: You are so brave and strong. How can you connect

your job with healthy life style? \ Reported %
Speech

P: Actually I do not have enough time for cooking
meals and going in for sports, but I try to do my best. I eat fresh fruit and
vegetables and drink a lot of milk.

I: What role does sport play in your life?

P: As I have mentioned I do not go in for sports, but I am fond of such
activities that allow me to keep fit at home. I start with running then I take
exercise programmes.
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I: Do your colleagues go in for sports?

P: Yes, of course. Some of them prefer swimming, skiing, playing
badminton, others are keen on football, boxing. Unfortunately, public sport
facilities are not always available to my colleagues and they are engaged into
outdoor activities. Most of them prefer running too.

I: What do you know about foreign sport programmes for police?

P: According to the latest figures the most popular sports in Europe and
America are walking, cycling and jogging.

I: So, we see that our officers are very strong and healthy.

P: Certainly! Sport is very important in our life. Keep fit. Be in harmony

with your soul and body!
I: Thank you...

2. Read the passage from the
policeman’s report and rewrite it into

Reported speech and translate it:

Policeman: I wvisited

Sandra Black on Monday (the 6th of November) she was with

her two children: a boy, named Peter, and girl, named Betty.

[ Vi

Reportd
Speech

Peter is five yearsold and Betty is seven.

The house of Sandra is not appropriate for children living.
There is no lightening inside. Also, it is cold in the rooms. The rooms are dirty
and there is a lot of rubbish. It would be great if Sandra Black cleans her rooms
and Betty helps her about the house. Another good idea is to pay for central
heating and hot running water or to install a boiler. Also it is necessary for them
to cover the floor with a carpet. If Sandra Black doesn’t do these
recommendations her children can catch a cold, have a headache, sore throat and

bad cough. Moreover, Sandra Black should pay attention to her children’s way
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of life. It is forbidden to eat junk food and drink cola every day. Children need
in vitamins and sport activities.

They ought to eat fresh fruit and vegetables, dairy products, drink green
tea and juice. Furthermore, they must not play computer games and watch TV
all daylong. It is necessary to walk, to go in for sports and to have a rest and lots
of sleep.

If Sandra Black doesn’t follow my advice her children will have lots of

problems with their health.”

Choose one correct variant

. Choose the correct answer:

. He asked me if [ would be working late this/that night.

. Frank asked her where she bought/had bought that oily fish.

. The doctor told me to keep/kept fit.

. Alice said she was tired and she is going/was going to lie down.

. My friend asked me how long I had been eating/ate junk food.

. She asked us if we would/would we agree to help her.

. Peter said he learnt/had learned the rule and he was doing the exercise.

. George said he doesn’t/didn’t want to catch cold and stay at home.

O© 0 3 O »n B~ W N = W

. My aunt said she could hardly stop/stopped from laughing.
10. She asked Tim if his cold is/was any better that day.

4. First read then report what the colonel told
the lieutenants:

1. Do not smoke in no-smoking areas.

2. Keep fit and go in for sports.

3. Don’t be drunk! - s
\ Reported /
Speech
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4. Wear your uniform!

5. Visit a doctor at least two times a year.
6. Be smart!

7. Don’t sleep during your work.

8. Never miss your breakfast.

9. Don’t be nervous.

10. Follow healthy lifestyle.

1. He told them...

o 0 Ny kWD

—_
e

5. Paraphrase using Direct Speech:

1) Steve told me that he had been

3M working sixty hours a week for thelast 2

months.

o

X

X,

2) Alison told me she was having

dinner.

3) She asked me not to open the window.

4) Rob said he had had an accident.

5) The boy said he was afraid he had broken his leg.
6) Kate told her mother she would not be out for long.
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7) He said that he had gone in for boxing before he entered the university.

8) David said he had broken the bicycle.

3) “Don’t make so much noise at night”,

Paraphrase
the
sentences

___/

captain to a cadet.

6. Paraphrase using Reported speech:

1) “Give me a cup of tea, please”, said the

2) “Don’t drink too much alcohol”, said

the lieutenant to an old man.

musician.

4) “Don’t smoke in public”,
5) “Get up early and do mourning exercises”

6) “Don’t eat for several days”,

said the major.

said the militia officer to a

, advised the doctor.

my doctor told me.

7) Nick’s father said to him: “Please, pass me a cigarette”.

8) “Stay back!” — ordered the militia.

9) “Don’t sell alcohol to children”

, — the militiaman told the shop assistant

7. The captain asked the suspect some questions. First read, and then

report the captain’s questions:

1

O© 0 3 O »n K~ W DN

. What’s your name?

. Where do you work?

. Where were you last night?

. Are you familiar with Mr. Simons?
. Why did you visit him?

. What pills did you give him?

. When did you buy the medicine?

. Where did you buy it?

. Why didn’t you consult the doctor?
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1. The captain asked the suspect...

A e A o

Choose one correct variant

~ !
1) “Please sir, can I have some more food’?” |

a) told b) said ¢) tell \ U L
- .
2) He insisted that I br fax
= )
a) had missed b) missed c¢) miss

3) Alan asked the doctor
a) how could he b) how h
4)He offered  me som
a) cooked b) to cook ¢) cook .'
5) The doctor didn’t suggest  pizz
a) ordering b) ordered c) had ordered

6) The officer informed us that all pill

a) were still beingchecked

b) is still beingchecked
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c) still checked

7) The policeman ordered the driver  of his car.

a) step out b) to step out c) stepping out

8) The policeman explained that it  1illegal to sell cigarettes to
children.

a) been b) is ¢) was

9) An old man protested thathe  junk food.

a) had eaten b) was eaten c) ate

10) Christine complained that she ~~ a cold.

a) caught b) catch c) to catch

11) Katy asked  they would be able to visit the gym thefollowing
year.

a) if b) of ¢) unless

12) He promised that they ~ the following night.

a) would have a rest b) will have a rest ¢) had a rest

13) He denied the truth.
a) tell b) said c) telling

14) That man accused me of acting as if guilty.
a) I am b) I were c) I had
15) The militiaman whether I saw a wrongdoer.

a) wondered b) told c) said
16) We how we could avoid stressful situations.

a) wonder b) asked ¢) ask

233



MODULE IX
MALICIOUS COMPUTER PROGRAMS AND
PROTECTION FROM THEIR EFFECTS

BPEJOHOCHBIE KOMIIBIOTEPHBIE IIPOI'PAMMBI 1
3AIIIUTA OT UX BO3JEMCTBUA

UNIT 1. MALWARE & COMPUTER VIRUS
BPEJIOHOCHBIE ITPOI'PAMMbI 1 KOMIIBIOTEPHBIE BUPYChI

—

Vocabulary [=]

Vocabulary notes

malware [malwear] —BpeloHOCHas mporpaMmma

an amalgamation [&n omalgo meifn] —oObeAMHEHNE, CTUSHHC

malicious computer program [mo'lifos kom pjuite’ provgrem] -
BPEIOHOCHASI KOMITBIOTEPHAS IpOrpamMma

cyberthreats [cyberthreats] — kubepyrpo3si
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to be vulnerable [tu: bi: valn(o)rab(a)l] — ObITH ys3BUMBIM
crippling [ 'kripliy] —Hanecenue Bpena

erase [1're1z] — yanuTh

encrypt [ kript] —3amudpoBaTh

sophisticated [so ' fistikertid] —cmosxHBII

to infiltrate [tu: "ifiltrert] -mpocaunBaTbCs, MPOHUKATH
to propagate [tu: 'propagert] — pacnpocTpaHsTh

to breach [tu: bri'ff] —Hapymars

to steal [tu:sti:]] — ykpacTb, IOXUTUTH

execution [eksrt kju: n] — ocymecTBieHne

nuisance [nju:sns] — mocaaHas momexa

harmless [ ha:mlis] —06e3BpenHbIii, 6e30MacHBIN

to glean [tu: gli:n] —moxgbupate, cobupaTth

nefarious [n1' fe(o)rros]

consent [konsent]

duplicitous [dju plisitos]

bot [bot] —60T, poboT

= = —_—
g 3
\
AL

RANSOMWARE

i
|
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Text 1. MALWARE & COMPUTER VIRUS FACTS

Whether you’re on a Windows, Apple or Linux computer, a desktop,
laptop, smartphone or tablet, you’re vulnerable to ever-evolving cyberthreats
from computer viruses and other types of malware. The first step to protecting
yourself and your data is understanding what you're up against. Here's an
overview of the major types of malware, today’s most common computer
viruses and their potential impact.

The term "malware" — an amalgamation of malicious and software — is
now used to describe any malicious computer program on a computer or mobile
device. These programs are installed without the consent of users and can cause
a number of unpleasant effects, including crippling computer performance,
mining your system for personally identifiable information (PII) and sensitive
data, erasing or encrypting data or even hijacking device operations or
computer-controlled hardware. Hackers continuously develop increasingly
sophisticated ways to infiltrate user systems. Let's look at some of the most

common types of malware currently in use.

1. Computer Viruses

What is a computer virus? Computer viruses are a type of malware that
earned their name because of how they spread by "infecting" other files on a
disk or computer. Viruses then spread to other disk drives and machines when
the infected files are received in downloads from websites, email attachments,
shared drives or when carried in files on physical media, such as USB drives
or—in the early days—floppy disks.

2. Worms

Unlike viruses, worms don't require human help in order to infect, self-
replicate or propagate. As soon as they breach a system, they infect their entry
point and spread through the device and across any network to which the device
connects. By exploiting network vulnerabilities—such as missed operating

system (OS) updates or application patches, weak email security or poor internet
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safety practices—worms can execute, self-replicate and propagate at an almost
exponential rate as each new infection repeats the process. Originally, most
worms simply "ate" system resources and reduced performance. Now, most
worms contain malicious "payloads" designed to steal or delete files upon
execution.

3. Adware

One of the most common online nuisances is adware. Adware programs
automatically deliver advertisements to host computers. Familiar examples of
adware include pop-up ads on webpages and advertising messages that are part
of the interface of "free" software. While some adware is relatively harmless,
other variants use tracking tools to glean information about your location or
browser history. Most of the time, adware collects information in order to serve
better targeted ads. But sometimes Adware is used for more nefarious purposes
including redirecting search results, displaying op-ups that can’t be closed or
link to malware, disabling antivirus software or even going all the way off the
rails into the territory of spyware.

Technically, adware is installed with people's knowledge and consent. But
when was the last time you read all the way through a several thousand word
"Terms of Service" statement? By clicking the "I Agree" button, you grant
consent. Because you have acknowledged and consented to the terms of service,
these programs can't be termed malware. Today’s antivirus software typically
identifies these programs as "potentially unwanted programs" (PUPs).

4. Spyware

Spyware does just what it says. It spies on what you're doing at your
computer. It collects data such as keystrokes, browsing habits, location data and
even login information. While adware might include "repurposing" collected
data for sale in the terms of service statement, spyware is more duplicitous.
Spyware is considered malware because users are unaware of it. The only intent
of spyware is malicious. Spyware collects and sells your data to third parties,

typically cyber criminals, with no regard for how the data will be used. Spyware
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may also modify specific security settings on your computer or interfere with
network connections.

5. Ransomware

Ransomware infects your computer, encrypts your PII and other sensitive
data such as personal or work documents and then demands a ransom for their
release. If you refuse to pay, the data is deleted. Some ransomware variants lock
out all access to your computer. Sometimes, they might claim to be the work of
legitimate law enforcement agencies and suggest that you've been caught doing
something illegal.

6. Bots

Bots are programs designed to automatically carry out specific operations.
Although they serve many legitimate purposes, they are also a popular type of
malware. Once on a computer, bots can cause the machine to execute specific
commands without the user's approval or knowledge. Hackers may also try to
infect multiple computers with the same bot to create a "botnet"—short for robot
network. These zombie botnets give hackers the ability to remotely manage
compromised computers, enabling them to steal sensitive data, to spy on user
activities, to distribute spam automatically or to launch devastating Distributed-
Denial-of-Service (DDoS) attacks on computer networks and websites.

7. Rootkits

Rootkits allow remote access or control of a computer by a third party.
These programs are useful for IT professionals trying to troubleshoot network
issues remotely, but they can easily become nefarious. Once installed on your
computer, rootkits allow attackers to take complete control of your machine to
steal data or install additional malware. Rootkits are designed to go unnoticed
and actively hide their presence and that of other malware that they install.

8. Trojan Horses

Commonly called "Trojans," these programs hide in plain sight by

masquerading as legitimate files or software. Once downloaded and installed,
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Trojans make changes to a computer and carry out malicious activities, without
the knowledge or consent of the victim.

9. Bugs

Bugs—flaws in software code—are not a type of malware, they are errors
in software code that popular vectors for attackers with malicious intent. Bugs
can, on and of themselves, have detrimental effects on your computer, such as
freezing, crashing or reducing performance. Security bugs create holes in a
computer or network’s defenses that are especially attractive to would-be
attackers. While better security control on the developer end helps reduce the
number of bugs, bugs are another reason why keeping current on software

patches and system updates is crucial.

Ex. 1. Give Russian equivalents for the following English words all
found in the text above:

legitimate, adware, vulnerable, to execute, malicious activities, spyware,
harmless, to describe, bots, additional, to spread, Distributed-Denial-of-Service
(DDoS) attacks, to steal, to demand a ransom, continuously, execution, to
reduce, to carry out, consent of the victim, system updates, crucial, allow
remote access.

Ex. 2.Say if the following statements are true or false.

1 Commonly called "Trojans," these programs don’t hide in plain sight by
masquerading as legitimate files or software.

2. While better security control on the developer end helps reduce the
number of bugs, bugs are another reason why keeping current on software
patches and system updates is crucial.

3. Rootkits allow remote access or control of a computer by a third party.

4. Computer viruses aren’t a type of malware that earned their name
because of how they spread by "infecting" other files on a disk or computer.

5. Unlike viruses, worms require human help in order to infect, self-

replicate or propagate.
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6. It doesn’t spy on what you're doing at your computer

7. Hackers continuously develop increasingly sophisticated ways to
infiltrate user systems.

Ex. 3. Put the following sentences into interrogative and negative
forms.

1. The first step to protecting yourself and your data is understanding
what you're up against.

2. Now, most worms contain malicious "payloads" designed to steal or
delete files upon execution.

3. One of the most common online nuisances is adware.

4. Hackers may also try to infect multiple computers with the same
bot to create a "botnet"—short for robot network.

5. Bugs can, on and of themselves, have detrimental effects on your

computer, such as freezing, crashing or reducing performance.

Ex.4. Retell the text using the following phrases:
The headline of the text is ....

The text speaks about ... in details.

The text provides much information on ...
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METO/bI 1 CITOCOBbI 3AIIUTDBI
OT BPEAOHOCHBLIX ITPOI'PAMM

Protection against Cryptolocker &
Other ransomware Types of ransomware: Cryptolocker, CryptoWall,

TorrentLocker, TeslaCrypt, CTB-Locker, Locky.

DRIVE-BY ATTACK Probes PC for vulnerabilities& tries to drop

Malicious banner ad CryptoLocker payload
@ Heimdal blocks it.
o @ @

YOUR PC

SOCIAL ENGINEERING EXPLOIT SERVER

. . . PATCHED BY HEIMDAL

Infected link in spam email Attacker tries to download

encryption key to PC

-L
-0 Q
MALICIOUS REDIRECTS Heimdal blocks Heimdal blocks the CRYPTOLOCKER KEY SERVER

Infected web page these attacks communication between
before they infect | the Cryptolocker server.
your PC The key never reaches
your PC. Data exfiltration
is also blocked
EMAIL ATTACK 0 HEIMDAL
Malicious email attachments

Today’s malware is definitely not the only security threat for individual
and corporate users, but the tools of detecting and fighting malware remain
fundamental in any security solution. There are several reasons for this, the main
one being historical. As we already know it all started with viruses, and the first
computer security solutions, respectively, were called “antiviruses.” Most
people who are not sophisticated in data protection still say “antiviruses”

though, even when speaking about the most complex security solutions. They
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expect those solutions to fight “viruses,” although, as stated above, they are not
the only threats.

There are three main rules which both home and corporate users must
follow:

Antivirus protection is strongly recommended. If you are not an expert in
computer security, you should ensure that you employ proprietary antivirus
protection and a firewall. The majority of the current antivirus programs provide
protection against all types of computerized threats, including viruses, worms,
Trojans and adware, etc. Integrated security solutions are also capable of
filtering spam, preventing network attacks and restricting access to unwanted
and dangerous Internet resources, etc.

Do not trust any information whose source cannot be guaranteed, whether
in email, hyperlink, IM or other format. Do not open files and links from
unknown sources. Even unexpected messages from friends or colleagues should
be treated with caution as a sender’s address can easily be forged. The Internet
can be a dangerous place and you need to remain constantly vigilant.

The risk of infection can also be reduced through what are termed
‘organizational measures’. This usually involves giving each user, whether on a
home or corporate network, individual rights regarding what they can see and do
whilst using the computer. For example: placing restrictions on the use of IM;
restricting access to some websites; nominating only selected machines on the
corporate network as being capable of accessing the internet, and so on.

Unfortunately, where a user’s intentions are honorable, such restrictions
can sometimes negatively impact the company’s business processes. In this
situation both sides must seek a balance and in each case this balance may be
different.

Do not neglect information from antivirus companies and IT security
experts. They usually provide an early warning about any new type of Internet

fraud, virus threat or epidemic that may be circulating.
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The story of the clones of the LoveLetter worm serves to illustrate how
fraudulent attacks can be successfully defeated. Immediately after the initial
worm epidemic struck, almost every antivirus company issued guidelines for the
user on how to protect themselves from this type of worm. In this case, that
involved not opening any attachments with a VBS extension as this was how the
worm was distributed. As a result of the industry’s timely advice, none of the
worm’s numerous clones were able to wreak the same sort of havoc as that
caused by the original LoveLetter worm.

However, sometimes information about the potential for a new virus to do
damage is grossly over-exaggerated. Quite often, simple worms hidden inside
emails purporting to be about the latest hot topic, for example, a football
championship or natural disaster, are presented as the next big thing by some
antivirus companies. Subsequently, if there is nothing else around to consume
the media’s interest, they may well seize upon the story and blow it out of all
proportion too.

Malware: viruses, worms, trojans and spyware

Malware (malicious software) is software created to damage or alter the
computer data or its operations. These are the main types .

= Viruses are programs that spread by attaching themselves to
executable files or documents. When the infected program is run, the virus
propagates to other files or programs on the computer . Some viruses are
designed to work at a particular time or on a specific date, e.g. on Friday 13th.
An email virus spreads by sending a copy of itself to everyone in an email
address book.

= Worms are self-copying programs that have the capacity to move
from one computer to another without human help, by exploiting security flaws
in computer networks. Worms are self-contained and don't need to be attached
to a document or program the way viruses do

= Trojan horses are malicious programs disguised as innocent-looking

files or embedded within legitimate software .Once they are activated ,they may
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affect the computer in a variety of ways : some are just annoying , others are
more ominous , creating a backdoor to the computer which can be used to
collect stored data. They don't copy themselves or reproduce by infecting other
files.

= Spyware, software designed to collect information from computers
for commercial or criminal purposes, is another example of malicious software.
It wusually comes hidden in fake freeware or shareware applications
downloadable from the Internet.

Preventative tips

= Don't open email attachments from unknown people; always take
note of the file extension.

= Run and update antivirus programs, €.g. virus scanners.

. Install a firewall, a program designed to prevent spyware from

gaining access to the internal network. Make backup copies of your files

regularly.
= Don't accept files from high-risk sources.
= Use a digital certificate, an electronic way of proving your identity,

when you are doing business on the Internet. Avoid giving credit card numbers.
= Don't believe everything you read on the Net .Have a suspicious

attitude toward its contents.

Ex. 1.Fill in the gaps in these security tips with words from the box.

digital certificate, malware, virus, scanner, spyware, firewall,

antivirus

Malicious software, ( 1) can be avoided by following some
basic rules.

Internet users who like cybershopping should get a (2) an

electronic identity card.
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To prevent crackers from breaking into your internal network and

obtaining your data, install a (3) . It will protect you from (4)
If you have been hit by a (5) , don't panic! Download a
clean - up utility and always remember to use an (6) program

for example, a virus (7))

Ex. 2 Answer the questions.

1 What do you do to prevent computer infections?

2 Do you keep your virus protection updated? The Internet has lots of
websites where you can get free advice and software. What should you do to

improve you computer security?
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CONDITIONALS

Mixed Conditionals

All types of conditionals can be mixed. Any tense combination is possible

if the context permits it.

If-clause Main clause
Typ If nobody phoned the officers will not come Type
Typ If he knew her, he would have invited Type
Typ If you hadn’t learnt the you will not get an A- Type
Typ If he had found a job, he wouldn’t be Type

Unless means if not: Unless they are late, we will not miss the train.

As long as, providing/ provided that can be used instead of if: As long as

he is on time, we will not be late for the party.

We do not normally use will, would or should in an if-clause.

After if, we can use were instead of was in all persons.
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I wish + PastSimple

Regret about a present

situation which we want to

be different

I wish I were more

patient.

I wish + subject + ¢

+ bare infinitive

ould

Wish in the present

concerning lack of ability

I wish I could swim

I wish +

subject +

would + bare infinitive

Wish for a future change
unlikely to happen or wish
to express dissatisfaction;
polite request implying
dissatisfaction or lack of
hope:

« “wish” and “would”
shouldhavedifferentsubjects
- Wish + inanimate subject
+ would - is used to express

speaker’s lack of hope or

disappointment

I wish he would
investigate this case.

I wish you would enter
the university.

I wish it would stop

raining.

I wish + PastPerfect

Regret that something

happened or didn’t happen

I wish I had bought

those boots.

in the past
CONDITIONALS
If-clause Main clause use Example
< If +  any|Present Simple |Real - for general |If you heat the
% ;cg present form truth water, it boils.
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= If +  any|Future/ Real - likely to|If you work hard,
% present form | Imperative can/ | happen in the |you’ll be tired.

;; may / might /|present or future

—_ must/ should +

% bare inf.

o If + Past|{Would/ could/|Unreal-unlikely to|If I were you, I
Q ?‘:3 Simple / Past|might + bare| happen in the|wouldn’t judge
- 5 Continuous inf. present or future: | him.

T§ If + Past|{Would/ could/|Unreal situation in|If you had locked
5 Perfect/ Past|might + have + |the past; also used |the car, it wouldn’t
@ Perfect past participle |to express regrets | have been stolen.
% % Continuous and criticism

Transform the sentences

wish”

1. Transform the sentences, using “I

(Appendix 3):

1) I’'d love to know five foreign

languages.

more often?

4) He’d love to investigate this case.

5) I’d like to live in Great Britain.

6) They hate playing board games after dinner.

7) They didn’t go to the party.

8) He decided to stop working as a detective.

9) He lost all his money.

10) Unfortunately, I didn’t tell you the truth.
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2. Imagine that you are a wizard and you can
change your life.
Tell your group what you’d like to change.

Use “I wish”.

3. Put the verb in brackets into the correct form (Appendix 3).
1) IwishI _ (to hang out with friends) after a
Put info the busy working day.
correct form . .
2) He fell and broke his leg pursuing the
criminal. I wish he __ (to be) more careful.
3) I wish you  (to read) more English books

in future, because it isnecessary for working abroad.

: 4) I can’t remember where I’ve put my
binoculars. [wishI  (to can).

5)IwishI  (not to lend) him my new car. He has broken it.

6) My watch has stopped. [ wish I (to have) a better watch.

4) I feel so tired. [wish I (not to stay up) so late last night.

8) Iwishl  (not to spend) all my money last night.

9) I wishhe  (to present) me his painting.

10) Iwishl  (to watch) comedy show after stressful working day.

“The ideal

4. In pairs write a short story on _

_ Use “I wish” constructions. Write 80-100

words.
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5. Choose one correct variant

1. If she is as clever as you say, she  rich by now.

a) will be b) would be c¢) would have been

2. If he had finished his work yesterday, he  free now.
a) would be b) would have been c) will be

3. If Iwere you,I  the facts before I accused them.

a) would check b) will check ¢) would have

checked

4. If she were in your position, she _ him by now.

a) will help b) would help c¢) would have helped.

5. They  that expedition if they have enough free time.
a) will join b) would join c¢) would have joined

6. If her neighbours are too noisy, she always .

a) complains b) complained ¢) has complained

7. 1wish cadets  more fashionable clothes.

a) wear b) wore ¢) worn

8. I wish she  more pleasant to the victims of the robbery.
a) had been b) is ¢) will be

9.1 wishthey  me more.

a) pay b) paid c¢) would pay

10. If they liked that souvenir, they  it.

a) will buy b) would buy c) would have bought
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6. Put the verbs in brackets into the correct tense:

“If you don’t call the police, you 1) (never find) your
collection ofbadges”. 1 remember my relatives saying me these words when
myhouse was robbed. If I 2) (listen) to them, I 3) (get) back
mybadges. If 1 4) (explain) the situation to a police officer,
hecertainly 5) (help) me. If I 6) (can / change) anything
aboutthat situation, [ 7) (get) my badges back. But for me,
everythingg) (find) and the thief 9) (punish). If only I

10) (understand) it earlier.
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1.
a.
b. 1

C.

APPENDIX
I[MPMJIOXXEHU A

TecToBBIE 3alaHudA JJId CAMOKOHTPOJIsA

I10 CIICIHAJIBHOCTAM

[Tpunoxenue 1

10.05.05 be3onacHocTh HHGOPMAIMOHHBIX TEXHOJIOTHMA

BIIPABOOXPaHUTENIbHOU chepe

40.05.01 IIpaBoBOE OOECIIeUeHNE HAITMOHATBHOM 6€301TaCHOCTH

40.05.03 CyneOHast akcriepTusa

I ... very busy yesterday.

am

1S

was

d. were

€.
2. ..
a.

b.

C.

will

will
was

arc

d. is

c.

have

UNITS I, 11, 11X

there many cadets in your group?

257



3. My friend ... a cybercrime investigator now.
a. am

b. is

C. was

d. were

e. will be

4. .... is a first year student.
a. A freshman

b. A policeman

c. A doctor

d. An investigator

e. A teacher

5. A sophomore is ...

a. a first year student

b. a second year student

c. a third year student

d. a fourth year student

e. a fellow student

6. lieutenant colonel

a. ICUTCHAHT

b. MOJIKOBHUK

C. TIOJITTOJIKOBHUK

d. crapmmHa

€. CTapIIUAJICUTCHAHT
7.The cadets of the Interior University are future ...
a. doctors

b. teachers

c. police officers

d. engineers

e. military officers
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8. [IpaBooxpaHuTeJIbHbIE OPraHbI
a. Law enforcement agencies

b. Peace-keeping activities

c. Legal statutes

d. Law organs

e. Law abiding activity

9. Computer crime refers to any crime that involves a ...

a. computer

b. blackboard

C. printer

d. earphones

e. mobile phone

10. digital evidence

a. HEOIIPOBEPKUMBIE YIIUKH
b. undpossie ynuku

C. BEIIECTBEHHBIC YIUKU
d. MatepuanbHbie YIUKU
€. KOCBEHHBIE YJIUKU

11. I did all ... best to enter the University
a. my

b. your

c.one’s

d. his

e. their

12. Captain comes after
a. lieutenant

b. colonel

c. senior lieutenant

d. junior lieutenant

€. major
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13. Programming language ....a way of specifying programs for a
computer.

a. 1s

b. are

c.am

d. have

e. hasbeen

14. Information Security Department

a. Otzen yrojaoBHOTO po3bICKa

b. Otnen nHGOPMATMOHHON 6€30TaCHOCTH

c. CaeacTBeHHBIN OTAEI

d. Oten 6opbOBI C IKOHOMHUUECKUMU NPECTYIICHUSIMU

e. OTaen nporpaMMUpOBaHUS

15. In order to enter our university an applicant must ...
a. have undeniable references only.

b. pass the entrance examinations successfully

c. have fair hair

d. take an exams satisfactorily

e. take the entrance examinations successfully

16. Social educational subjects are in the program of ...
a. cadets’ curriculum.

b. cadets’ thinking

c. cadets’ plan

d. cadet’s dream

e. cadet’s memory

17. According to the regulations cadets are to wear ...
a. medical uniform

b. police uniform

c. black trousers

d. white shirts
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18. The term of training at the University depends....
a. on education model.

b. on the number of the cadets.

c. on whether you are in a hurry or not.

d. on the wish of cadets

e. on the calendar year

19. The academic year in our university begins in September and is divided
into .....

a. indefinitely small parts

b.three terms (semesters)

c.two terms (semesters)

d. four parts

e. five parts

20. Does Peter chat with his friends? - Yes, ...

a. I do

b. he do

c. she does

d. he does

e. she did

21. If there is ... , he is a freshman of the Law Enforcement Institute
(Academy, University).

a. a passing score

b. a car

c. a computer

d. a mobile phone

€. a monitor

22.ICT

a. Information and Communication Technology

b. Identification and Communication Technology

c. Information and Criminal Technology
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d. Identification and Criminal Technology
e. Identification and Computer Technology
23. Take ... law enforcement activity

a. up

b. to

c. from

d. under

e. in

24. to move up the promotion ladder

a. TIOJYYUTh CITY)KEOHBIC HABBIKU

b. IPOABUHYTHCSI 1O CITY>KEOHOU JICCTHHIIC
C. 3aHATHCSI CAMOCOBEPIIICHCTBOBAHUEM

d. mepeiiTu Ha cTapmIuii Kypc

€. IepelTu Ha Apyrou (akyJabTeT

25. nudposoii

a. digit

b. digital

c. digits

d. digitally

e. digitals

26. HayuYHBII

a. science

b. scientific

c. scientifically

d. scientists

e. scientifics

27. onbIT

a. to experience

b. experienced

C. experience
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d. experiential

e. experientially

28. International police cooperation

a. MPECTYTUICHHSI POTUB JIMYHOCTHU

b. MEXTyHApOTHOE COTPYIHUYECTBO TMOITHIICHCKUX
C. KOMIIBIOTEpHAs MTPECTYMHOCTh

d. MexyHapoaHOE MPECTYIMHOE COOOIIECTBO

€. COTPYIHUYECTBO MEXKTYHAPOIHBIX CHJI MOJTUITUU
29. OH B yBOJIbHEHUH

a. He is on duty detail

b. He is on leave

c. He is at works

d. He is on duty

e. He is away on business

30. Terminal access

a. TIOCTOSTHHBIN pazmep

b. MOCTOSTHHBII MOHUTOP

C. IIOCTOSIHHBIN JOCTYII

d. mOCTOSTHHBIN LIEHTP

€. IOCTOSIHHBIN KOMIIBIOTEP

31.’msorry. I’m busy now. I ... applications against viruses.
a. am designing

b. am designed

c. designed

d. designing

e. have designed

32. How long ....you ... the iPad?

a. have had
b. had have
c. had had
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d. have have

e. has had

33. OHH TOJBKO YTO NPEAOTBPATHIM KHOepnpecTyIIeHue
a. They just prevented cyber crime

b. They have just prevented cyber crime

c. They was prevented cyber crime

d. They were prevented cyber crime

¢. They prevent cyber crime
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[Ipunoxenue 2

English Alphabet

The English alphabet consists of 26 letters. Each letter has an uppercase
("capital letter") and a lowercase ("small letter") form.

The English alphabet

Aa el N,n /en/
B,b /bi/ 0,0 /ou/
Cyee /sif Pp /pi/
D.d /di/ Q,q /kju/
E.e /1 R,r /a:/
Ff Jefl S,s  Jes/
G,g /d3i/ Tt /ti/
H,h /eits/ Uu /ju:/
Li fai/ Vv i/
Jyj  /dsel/ W,w /dabl ju:/
Kk /kei X,x /feks/
L1l /el Y,y /wau
M,m /em/ Lz  /zed/
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PLURAL NOUNS. MHoOXecTBeHHOE YACNO CYLWLEeCTBUTENbHBIX

TABNMWALA N 11

MMEHA CYWECTEMTENDBHDBIE OGPA3YIOT
MHOMXECTBEHHOE YMCNO
NYTEM NPUEABNEHMA
K ®POPME EAAMHCTBEHHOIr O YMCNnA
OKOHYAHMM -S, -es

Mocne rAyXnx cornacHbIx
OKOHYaHMe NPOU3HOCKTCA Kak [s],
nocne 3B0HKWUX COrNacHbIX U
rnacHbiX Kak [z]

map — maps [maps]

Kapmbi
hand - hands [handz|
pyKu
shoe - shoes [[uz]
bomunku

class — classes [ klasiz]

KAd4dcchl
dress — dresses [ “dresiz]
HAGMbA
dish — dishes | "difiz]
barwda

box — boxes [ boksiz]
KopobKu

tomato - tomatoes [ta'matavz]
nOMUOOPbI

hero - heroes ["hioravz] eepou

o

photo - photos [phautavz]
ghomoepacpuu

piano - pianos [pi‘®novz] posiu

kilo - kilos ['ki:lauz]
KUAOSPAMMbI

Mepep y cTOUT cornacHasa
y « le

factory - factories [ fektariz]
pabpuxu

city — cities ['sitiz] eopoda
army — armies [‘amiz| apmuu

Mepep y CTOMT rnacHas — +s |

day - days [deiz] dnu
boy — boys ["baiz] mMaavuuxu
key - keys |ki:z] karouu
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MECTOHMEHHSA

; M. 1, you, he, she, it, we, you, they
Jlnunwe
OOREKTH. N, me, you, him, her, it, us, yoii, them
I dopma my,  your, his, her, its, our, your, their
Npuraxareashne
Il gopua | mine, yours, his, hers, its, ours, yours, theirs

3. Bosspathme H

YCHAHTEALHRIE

myself, yourself, himself, herself, itself, ourselves, yourselves, themselves

4. Baammnwe

each other, one another

¥razareasnue

this (these), that (those), such, the same

6. BompocuTeabume

who, whom, whose, what, which

7. OTHOCHTEABHBIE H

COCAHHETEARH BT

who, whom, whose, what, which, that

8. Heonpeaeaennme

some, any, one, all, each, every, other, another,

both, many, much, few, littl

e, either, no, none,

¥norpebaenne

1 shall speak to him. NOLNE ¥ a lee

1. JlnyHbie I shall speak to him. AONOAHEHHE
That was he, 4aCTh CKAIyeMoro

Her paper was interesting. ONpefcAeHNHe

My room is large, yours is larger. NOMIE R A LEE
2. MNpuraxareasnsie This paper is his. HACTh CKA3YEMOTO

o Ry oy e

3. Boaspatunie H I wash myself. AonoaxeHHe

YCHARTENbHBIE He himself saw it. He saw it. himself.

4. BzawmHmie They greeted each other. AONOAHEHHE

This was pleasant. NOANE XA LS

He likes this. AONOAHEHHE
5. YxasareavHue It was that. HACTh CKAIYEeMOro

I know these songs. OnpeaeneHHe

Who knows this story? nofnexaiuee

6. BMFOI:H'I‘HLHHE What did you see there? AONONHEHRE
What has she become? HacTh CKa3lyemoro

Which month is the warmest? onpeaeNeHHe

The man wheo is sitting there is my friend. nofaexauee

7. OTHOCHTEAbHEIE W I don't know whom he sent there. AONOAHEHHE
COeAHHHTEALHBIE The question is who will go there. HacTh CKazyeMmoro

I don't know whose paper this is. onpeaenenne

One must do it nogaemanles

He told us something. AGNOAHEHHe

6. Naampenn e Any student can do il onpeaeaen1e

It is too much for me.

HECTb CKA3YEMOro

Mepeson: MECTOHMEHHAMH
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PRONOUNS. MecronmeHuns
TABNMWULUA N: 9

PERSONAL PRONOUNS
JNUYHBlE MECTOMMEHHA

POSSESSIVE PRONOUNS
MpuTAMAETENLHBIE MECTOMMEHHA

my mine

EXAMPLES
Mpumepbi

| have a bag.
Give it to me.
It's my bag.
It's mine.

you you

your | yours

You have a bag.
I'll give it to you.
It's your bag.

It's yours.

He has a bag.
Give it to him.
It's his bag.
It's his.

She has a bag.
Give it to her.
It's her bag.
It's hers.

it

It (the cat) likes
milk.
Give it some milk.

This is its bowl.

our ours

We have a bag.
Give it to us.
It's our bag.
It's ours.

they | them

their | theirs

They have a bag.
Give it to them.
It's their bag.
It's theirs.
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CKNOHEHME NNYHbBIX MECTOUMMEHMN I

dueno | Muue | IAMeHMUTEbHbIM Nagex O6beKTHbIKM Nagex
i A me MEeHS, MHe
1
i you Tbi you TebA, Tebe
(s
x |2
I =
B he OH him ero, emy
§ 3
3 she OHa her ee, el
Ly
it OHO, 0Ha,oH |it ero, ee, emy
(o HEOOYWEBARHHBIX
npeameTax)
§ 1 we Mbl us Hac, Ham
T
3
E 2 you Bbl you Bac, Bam
o
s 13 [ h
g ey OHU them UX, UM
=
HeonpeneneHHbie Hapeuus
MecToumeHus WX nponseogHble
+thing +body +one +where
something somebody someone somewhere
Ymo-HUubyadb, Kmo-mo, Kmo-mo, 20e-mo, kyda-mo, 20e-
o 4Ymo-mo, Heymo, KmOo-HUbYOb, Kmo-HUBYOb, kKmo- |  HUbydb, Kyda-nubo,
ymo-ubo Kkmo-nubo, nubo, Kyda-Hubydb,
Koe-Kmo, Koe-kmo, Ky0a y200HO
HeKkmo HeKmo
anything anybody anyone anywhere
Ymo ya200HO, Kmo-mo, Kmo-mo, Ky0a-HUbYdh,
At ymo-HUbGyob, Kmo-nubo, Kmo-HUbYOb, 20e-HUbyos,
y ece Kmo-HUbYOb, Kmo-nubo, KydQa y200HO,
gcakul, mobol scakul, mobold 20e Y200HO
No nothing nobody no one nowhere
HUYE20, HUYMO | HUKO20, HUKMO, HUKO20, HUKMO HUKYyda, Huz0e,
everything everybody everyone everywhere
Every ecé ece KaxdbIl, ece nosciody, eesde,
gcrody
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= SOME OR ANY

e SOME is used to mean ‘a little’ and
‘a few'.

« Also, SOME can be used with both
countable nouns(it means a few) and
uncountable nouns (it means a little).

« SOME, when used with countable
nouns, nouns are plural. When used
with uncountable nouns, they are
always singular.

Examples
« | asked her to lend me some money.

« | have some work to do this evening.

« He will bring some friends to the party

&®

o ANY

o ANY is used to mean ‘no’ or ‘zero’.

e ANY can be used with both countable
and uncountable names.

o ANY, when it is used with countable
nouns, they are always plural. When it is
used with uncountable nouns, they
always become singular.

Examples

« | will not see him any more.

» There isn't any butter.

« There aren't any clothes in the wardrobe.

next week.
\
BonpocuTe IbHO-
YKa3zareJlbHbIe B3anMHubIe
OTHOCHTeJIb HbIe
Who — KTO, KOTOPbIH This - 3TOT Each other -
What — 4TO, KaK O These -3TH APYT AApyra
Which — KakoH, kotopbli | That - ToOT
Whose — yeH Those -Te
One another -
ApPYT Apyra
That — 4T0 (TOJBKO .
Such - Tak, TakoH
OTHOCHTEJILHOE)
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BONPOCHTEALHOE | Nepesoja npuMeps!
CA0BO
who KTO Who are you?
Kto th1?
whose yeit Whose pen is this?
Yes a10 pyuka?
which koropsiit | Which car is yours?
u3 Koropoiit apromobuis TBOI?
what YTO What are you doing this evening?
Yro Tel gesnaells cerogus sevyepom?
KaKoit What day is today?
Kakoii ceroausa aenn?
where rae Where is your brother?
I'ne TBolt Gpar?
KyJa Where does this bus go to?
Kyaa naér aror asrobyc?
OTKVa Where is he from?
Orkyaa ou?
when Korjaa When is it open?
Koraa ouu oTKpbITHI?
why noyemy Why do you tell me this?
ITouemy Bbl MHe 310 rosopure?
how Kak How do you go to school?
Kak Thl gobupaemibes 10 WKOJAbI?
how long Kak How long are you going to stay here?
J0JIT0 Kak aoxaro Bel cobupaerech 3jechb 1po-
ObITB?
how often kak yacro | How often do you play basketball?
Kak ugacro Thl urpaeus B 6ackerbon?
how many ckoabko | How many apples do you need for the
pie?
Croabko a6J10K Tebe HyKHO 1A nupora?
how much ckoabko | How much does it cost?
CroabKoO 3TO0 cTOMT?
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BonpocutenbHble CoBa

O who? — kmo?

O what? — umo? kakou?

O which? — komopb1U?

O when? — kozoa?

O where? — 20e? kyoa?

O why? — noyemy?

O how? — kak?

O how much? — ckosibko?
O how many? — CKO/1IbkO?

HOW.?;

WHY? WHEN?
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YkazarenbHbie MECTOMMEHMUA

EpvHcTBeHHOE MHo>ecTBeHHOe
4Yucno 4yucno
This — ara, aTorT, 310 These — atu
Psipom c rosopawmm
Those — 1e
Ha paccrosHuu
OT FOBOPSALLEro
CobuparensHbie
BossparHbie MectouMeHus
MeCTOMMEeHMUS

EauHcTBeHHOE MHuoxxecTeeHHOE
YMCNo Yucno
1. Myself —scam | 1. Ourselves — mbi
camu

2. Yourself — 1bi
cam

3. Himself — oH cam
Herself — oHa
cama

2. Yourselves — gbl
camu

3. Themselves —
OHU CaMH

Everybody — sce
Everyone — kaxapii
Everything — Bcé
Everytime — Bcerpga,
BCAKWW pas
Everywhere — se3pe
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YucaureabHbIE

Cnogo, 0603Hatla}01uee KOJIHYECTBO HITH IMNMOPAAOK CHETa INMPEAMETOB, Ha3bIBACTCH

YHCITHTETbHBIM.
KonH4yecTBeHHbIE YHCIHT eJIbHbIe (CKOJIBKO?)
1 —one 11- eleven 10 —ten 21 —twenty-one
2 —two 12 —twelve 20 — twenty 22 — twenty -two
3 —three 13 — thirteen 30 —thirty 23 — twenty -three
4 —four 14 — fourteen 40 — forty 24 — twenty -four
5 —five 15 —fifteen 50 — fifty 25 — twenty -five
6 — six 16 — sixteen 60 — sixty 26 — twenty -six
7 —seven 17 —seventeen 70 — seventy 27 —twenty-seven
8 —eight 18 — eighteen 80 — eighty 28 — twenty -eight
9 —nine 19 — nineteen 90 — ninety 29 — twenty-nine
10 - ten 20 — twenty 100 — one hundred
1000 — one thousand
235 — two hundred thirty five
8348 — eight thousand three hundred forty eight

INopaaKoBbIe YHCIHUTEIbHBIE (KAKOVI IT0 TOPIaKYy?)

1st — first
2nd — second
3rd — third
4th — fourth
Sth — fifth
6th — sixth
7th — seventh
8th — eighth
9th — ninth

| 10th — tenth

11th — eleventh
12th — twelfth
13th — thirteenth
14th — fourteenth
15th — fifteenth
16th — sixteenth
17th — seventeenth
18th — eighteenth
19th — nineteenth
20th — twentieth

YreHrie urcex

21% - twenty -first
22" _ twenty-second
30" — thirtieth

40™ — fortieth

50" — fiftieth

60" — sixtieth

70™ — seventieth
80™ — eightieth

90™ — ninetieth

100" — hundredth

1/2 a/one half
1/3 a/one third
1/4 a/one quarter
1/8 an/one eighth
3/4 three quarters

IIPOCTBIE JPOEW (Vulgar Fractions)

JECATHYHBIE APOBM (Decimal
Fractions)

0.125 (nought) point one two five
0.25 (nought) point two five

0.33 (nought) point three, three

0.5 (nought) point five

0.75 (nought) point seven five

point — Touka
0-nought (ou) — Homb

JATEBI — (DATES)

October, 17, 1949: the seventeenth of October nineteen forty-nine
November, 2, 2005: the second of November two thousand and five

HOMEPA TEJIE®OHOB — (TELEPHONE NUMBERS)

nine seven

33042 double three o four two
01-3567597 o one // (the speaker is to make a pause) three five six // seven five
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CARDINAL and ORDINAL NUMERALS.

FRA‘TIO"S- KonnyecTteeHHbie 1 nopagKoBble YACNUTENbHbIE. HPOEIH
TABNWLUA Ne 4

CARDINAL ORDINAL FRACTIONS
0 —zero
1—one first
2 —two second 1/2 — one second/a half
12 — twelve twelfth 1/12 — a twelfth
20 — twenty twentieth 1/20 — a twentieth
3 — three third 1/3 — one third/a third
13 — thirteen thirteenth 1/13 — a thirteenth
30 — thirty thirtieth 1/30 — a thirtieth
4 — four fourth 1/4— afourth/a quarter
14 — fourteen fourteenth 1/14 — a fourteenth
40 — forty fortieth 1/40 — a fortieth
5 — five fifth 1/5 —afifth
15 — fifteen fifteenth 1/15 — afifteenth
50 —fifty fiftieth 1/50 — a fiftieth
6 — six sixth 1/6 —asixth
16 — sixteen sixteenth 1/16 — asixteenth
60 — sixty sixtieth 1/60 — a sixtieth
7 —seven seventh 1/7 —aseventh
17 — seventeen seventeenth | 1/17 — a seventeenth
70 — seventy seventieth 1/70 — a seventieth
8 — eight eighth 1/8 —an eighth
18 — eighteen eighteenth 1/18 — an eighteenth
80 — eighty eightieth 1/80 — an eightieth
9 —nine ninth 1/9 —aninth
19 — nineteen nineteenth 1/19 — a nineteenth
90 — ninety ninetieth 1/90 — a ninetieth
10 —ten tenth 1/10 — a tenth
100 — a hundred hundredth 1/100 — a hundredth
1,000 — a thousand | thousandth | 1/1000 — a thousandth
1,000,000 — a million | millionth 1/1000000 — a millionth
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NUMERALS. Carcinal numerals

YHCIAHTEJIbHBIE. KonuyecTaeHHbIe YHCIUTENLHSIE

1 one |[wan| 13 thirteen | B3: ti:n) 20 twanty | twenti]

2 two [tu:) 14 fourteen | fa:"tizn] |21 twenty-one | twenti 'wan|
3 three |Ori:] |15 fifteen | fif'ti:n) 22 twenty-two | twenti tu:|
4 four [faz) 16 sixteen | siks'ti:n| 30 thirty | Oz:ti]

5 five [faiv| 17 seventeen | sevan'tizn] |40 forty | fa:ti]

6 six |siks) 18 eighteen | ¢i'ti:n| 50 fifty | fifti]

7 seven |sevan]| 19 nineteen | nain'ti:n] |60 sixty | siksti)

8 eight |eit) 70 seventy | sevanti|

9 nine |nain| 80 eighty | eiti]

10 ten [ten) 90 ninety | nainti|

11 eleven [ilevan|

12 twelve [twely]

. Nepeg 100, 1000 1 1 000 000 ynoTpebnRETCA ApTHENL A,
HMEHIYHWHA 3HaYeHHe "oguH':
a hundred, a thousand, a million
100 - a hundred / one hundred

& Pazpagel yncen cesiwe 1000 B aHrNMACKOM AILIKE
OTABAAKTCA JANATLIMM,
Touka HENONLIYETCA B QECATHYHLIX QpobaAx.
10,000 10.6 (ten point six)
100,000 0.03 (mought point nought three)

@ B yvcnuTenbHbix cBBIwe 100
NpUEaABRNALTCA CONI and nepen OECATHOM,
440 - four hundred and forty

@ “Yucnurensusie hundred, thousand, million
HE NPHMHHMAKNT OKOHYAHHA -5,
KOTA3 NEPes HUMKM CTOMT APYTroe YHCMUTENLHOE,

two thousand houses thousands of books
(dee muIcAYU domMoa) @ (mbicAYY KHUZ)
three hundred schools hundreds of houses

(mpucma wkon) {comuu domoa)

. thirty-one roubles = mpudyames oduw pydn.
thirty-one books — mpudyame odHa kHUZA
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IIpeanoru

CJ’l}"}KeﬁHOC CJIOBO, IMOKA3bIBAKIIEE OTHOMICHHE CYICCTBHTEIIBHOIO K JIPYTE
CJIOBAM B ITP €AJIOKCHIH, Ha3bIBACTCA TP CAJIOTOM.

IIpenxor BpeMeHu

COOTBETCTRYIOII[EE Tpebyemblii COOTBETCTBY IOLIIEE PYCCKOE

aHTJHHCKOe 00CTOATENbCTBO AHMHHACKHUA 00CTOATENBCTBO
rpeyIor Korga?
in the evening, in spring, in in BEeUEpPOM, BECHOH, B HIOHE, B
June, in 1991, in early 1991 roay, B Hauale jeTa
summer
at 11 a.m., at dawn, late at at B 11 yTpa, Ha paccRBeTe,
night T1037THO HOYbIO
on Monday, on the 1st of on B IMOHEAENBHHK, 1-r0 AHBaps
January
by 2 o'clock, by the end of by K 2 yacaM, K KOHLIY rofia
the year
during the holiday during BO BpeMA OTITYCKa
for 2 months, for some time for B TeueHHe 2 MECHLIER,
HEKOTOPOE BpeMs

from early morning till late from... till C paHHETO YTpa JI0 Mo3AHeH
at night, from 3 to 5 HOYH, 3aBTpa ¢ 3 10 5
tomorrow
after work, after dinner after rocyie paboTel, rmocie o6ezia
in a year, in a day or two, in in yepes roji, HA Uepes 7Ba,
a fortnight yepes JBe HeZleNH
since May, since yesterday, since C Mas, CO BYEPaIIHErO JIHA, C
since then Tex 1op

I. ITpennoru ynotpebadmonmpecs ¢ 06CTOATENbCTBOM BPEMEHH :

in, on, at, during, within, for, before, till (until), by, after, past, on (upon),

since.

I1. [Ipennory, ynoTpebasionrecs ¢ 06cTOATENbCTBOM MeCTa (CM. pazzien CyxKeOHble

CJIOBA):

at, by, near, above, below, on, over, under, in, inside, outside, round, before,

behind, beside, in front of, between, among, opposite, against, after, next to,

towards, past, about, within, beyond.
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I11. IIpeanord, yka3blBalOIIHEe Ha HaripaBJieHHe JBIKEHHUA (CM. pas3zien cayKeOHbI

CJIOBA):

in, with, without, at, by, against, before, from, through.

IV. Ipennory, viiorpebasionpHecs ¢ 06CTOATENBCTBOM LIETH H ITPHYHHBI |

for, from, with, because of, owing to.

V. Ilpeanord, BeIpakarouHe MajgeKHbl€ OTHOMEHHA (CM. pa3aen .

of, to, with, by.

278



=

Along

BOONE

along the path -
BAONS AOPOMKH

e .

ta his grandmother- « ceoel Badywxe

Up

BEEPX /
up the stairs- (7%
BEEPX N NECTHHLUE

Into Oy
BHYTPb, B

into the park - B napk
Towards ('')=p -
No HANPAENEHMH K

towards the mall - no Hanpasnexu
K TOPrOBOMY LEHTPY
Round A

BOKPYT <

round the playground - soxkpyr
DETCKOH NNOWARKH

uepes (C oaHOR %
CTOPOHB! HE APYyH)

!cmsa the road = wepes popory

Across

AHIMMACKME NPEANIOTU ABUKEHUS

e <
MHMO {1
past the church - "-_...-"
MHMO LLEDRBH

Away from i ke
OT, NPoYbL OT

away from the dog- oT coGakn

-~

Down L
BHH3 /
diovwn the hill =

BHHMI MO XONMY

Out of

i ﬁ LR

aut of the theatre -
M3 TeaTpa

Back to

ofparHo K
back to the shop -

ofb PATHO B MaraivH
Through (-1,
CKBOZR, YEPEI =

through the tunnel -
CKBOIb TYHHENE
no, Hag

over the bridge = no MocTy

= -
Nt

N

A
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Movement

i front

| E
' - “through .
™ under
inside

prepositions

ovt of
-

I'smarosn «to have» (Simple tenses)

JIHLo Present Past Future
HacTosIee rpolesee oyayuiee
EarHcTBEHHOE YHCIIO
1. I - have I- had I shall have
2. — — —
3. he — has he — had he -
she — has she — had she — will have
it — has it— had it —
MHOKeCTBEHHOE YHCIIO
1. we — have we — had we — shall have
2. you — have you — had you — will have
3. they — have they —had they — will have
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DyHxi riaaroixa TO HAVE

CMBIC0GOTE 2AA207 She has a ranking in swimming. —
| (nprHagnexHOCTS) Y Hee pa3psi 1o rjiaBaHHIO.
to have + N The sports complex has modemn
equipment. — CIIOPTHBHBIH KOMILIEKC
HMEET COBpeMeHHoe 000pyI0BaHHE.
Bcnomorar eJib HbI i The leather Ball Club has appeared due
rJIaroJi to the efforts of the famous football
HAVE to have + V.3 players. — Kiy6 «JK oxaHbIi MAD>
(mokazarenb OoABHIICA OGrarofaps yCHIHAM
BpEMEHH) H3BECTHBIX Py TOOIHCTOB.
Mooaneran The players had to play two matches. —
KOHCMPYRUUAR HMrpokamM nOpHILIOCHE CbIrpaTh [Ba
] to have +to V MaTua.

OyHKiym riaaroixa TO BE

CMBICJIOBOH
A0 The athletes are in the gym. — CriopTcMmeHbl
tobe + prep. + N HAXOJATCS B CTIOPTHBHOM 3alle.
(here, there, The contest will be tomorrow. —
yesterday, CocTazaHHe Oyjer (npoH3oiijer) 3aBTpa.
tomorrow) There are different sports standards. —
there + be CylmiecTBYWT pa3iHyHble  CITOPTHBHbIE
(6BITh, HAXOIUTHCA, HOpPMaTHBBI.
TP OHCXOJIUTb,
CYILECTBOBATH). Athletes are fighting for peace. —
., CriopTcMeHbl GOpPIOTCSA 32 MHD.
BE 5 (L) BiiRT The first Spartakiad was held in 1956. —
rJarost ITepBas criapTakHaga Obllla TPOBEAIEHAa B
tobe+ V.4 1956 ro
to be + V3 ay. .
Sambo is a synthesis of many types of
I' naroJi-cBsizka B wrestling. — Cam60 — cHHTe3 MHOTHX BHJIOB
HMEeHHOM 6oppObl. The competitions were tense. —
CKa3yeMoM CopeBHOBaHHA ObLJIH HANPS’KeHHBIMH.
to be + N(A)
MojaaabHasi The team is to arrive in time. —
KOHCT HS KomaH/1a 70/KHA NPHOBITH BOBPEMSL
tobe +to V1
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SIMPLE TENSES
The Present Simple (Present Indefinite)— Hactoauweelpocroe

Kak o0Opa3syercs:
I ¢popma rnarona. Jlannas ¢opma Hcnonb3yercs BO BCEX JHUIAX U YHUCIAX,

KpOME€ CAMHCTBCHHOT'O YHCJIa TPCTHETO JINIA: TOr Aa HpI/I6aBJ'IHIOTCH OKOHYaHUA—

S, -es.

I invent We invent
You invent

He They invent

She invents

It

BonpocurenbHass u orpunarejbHas ¢opmbl (KpoMme riarojia tobe)

00pa3yroTcsl ¢ MOMOIIBI0 BcroMorarenbHoro riarosado , does(B 3-m nuiie

ea.4.).
Do I invent? Do we invent?
Do you invent?
he Do they invent?
Does {she invent?

it

OrpuuareasHasippopma

1 do not (don’t) invent We do not (don’t) invent
You do not (don’t) invent

He They do not (don’t) invent

She does not (doesn’t) invent

It

Koraa ynorpedasercs:

1. JICHCTBHE TPOUCXOAUT C ONPEACIACHHON NEPUOIUIHOCTBIO. yHOTp€6JI51€TC5I

C TaKUMHM HapeuussMu Kak always (ecezoa), rarely (pedko), often (uacmo),
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usually (06viyn0) M T.1., KPOME TOTO, CO CIIOBOM every (every day, every month,
every year 1 T.J.)

They use computer every day. — OHM MOJB3YIOTCSI KOMIIBIOTEPOM KaX bl JCHb.
Usually computers solve a lot of tasks. — OObuHO KOMIBIOTEpP pelIAeT
MHO>KECTBO 33/1a4.

2. JleficTBHE HAVYHO OOKAa3aHo.

Water boils at 100 degrees. - Bona xunut npu 100 rpamycax.

3. OnuceIBaeTCs MOCIEI0BATEILHOCTE TEUCTBHIA.

I switch on the computer, loadtheprogramandgetnecessaryinformation. — S
BKJIFOYAI0 KOMIIBIOTEP, 3arpykar0 MpOrpaMMy | TOIy4ar0 HEOOXOIUMYIO

uH(opMaruio.

Past Simple - IIpomenmee Ilpocroe
Kak oOpa3yercs:
IT popma rnarona, T.e. riaroja+okoHuyanue —ed (MpaBuIbHBIE TJIAT0JIbI), JTUOO
II hopma HEmpaBUIIBHOTO TIaroa.
To invent -t invented to tell - told
BonpocutenbHass W oTrpuuarteabHas ¢opMa 00pa3yloTcs ¢ TTOMOIIBIO
BCIIOMOTATENHHOTO Taroia «didy.
Did I invent? Did we invent?
Did you invent?
he Did they invent?
Did < she invent?
it

I (you, he, she, it, we, they) didn’t invent.

Koraa ynorpebasiercs:

1. Hannume o0OCTOSATENHLCTB BPEMEHU Vesterday (euepa), last (npowedwiul,

NPOULIbIN) NI UHBIX.
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He visited doctor last week. - Ha npouuioii Henene oH ObL1 y Bpaya.
Tom got excellent results in computer programming yesterday. — Tom momyann
XOPOLINE PE3yJIbTaThl B KOMIIBIOTEPHOM IIPOTrPaMMHUPOBAHUM BUEpa.

2. JleicTBHE IPOU3OILIO B MPOILIOM 0€3 KaKUX-JIM00 VCIOBUHA.

Instructions directed the operation of a computer. — MHCTpYKIIUU pyKOBOIUIH
JCHUCTBUSIMU KOMITBIOTEPA.

3. IlocaenoBaTenbHOCTD JAEHCTBUIA.

Technical writers exchanged files, sent email, copied the latest computer
program. — KoMIIbIOTEpHBIE TEXHUKH U3MEHWIH (HaliIbl, TIOCTIATH JICKTPOHHBIE

MMChMa, CKOMUPOBAJIU MOCIEAHIO TPOrpaMMmy.

FutureSimple - Byaymee IIpocroe
Kak o0Opa3syercs:
Will (shall) + I popma rmarona.
I (you, he, she, it, we, they) will invent
BonpocurenabHas ¢gpopma oOpa3yercs MyTeM HHBEPCHH
Willl (you, he, she, it, we, they) invent?
OTrpunareasHas ¢gopma
I (you, he, she, it, we, they) will not (won’t) invent.
Korna ynorpebasiercs:
JelicTBue mpou30MIeT B OyAyIIEM.
VYnotpebnsiercss ¢ BpeMEHHBIMH MapKepaMmu tomorrow, next, 1100 yKa3aH CpPOK.
We shall use Internet to obtain necessary information about this project. — Mel
OyzaeM ucnoiab30BaTh HTEpHET, 4TOOBI MOIYYUTh HEOOXOAUMYIO HH(OPMALIHIO
00 9TOM IMPOEKTE.
He will start his career as a webmaster. — OH HayHET CBOIO Kapbepy Kak

BeOMacTep.

284



Ynorpedsenue u nepesoa sBpemen SimpleTenses (Active)

Bpem | Monenu | Beipaxkaer IlepeBomutcs | [Ipumepst
s CKazyeMm
BIX
JeticTBue, I get excellent
0OBIYHO Yo |results in
V  (6e3 | moBTOpSIIOIIEE u computer
to) s | s, He | Hactosimum | We | programming
Prese | Bcex JMIl | OTpPAHUYEHHO | BpPEMEHEM The
nt KpoMme 3- | e y
ro JIHIA | Bp€MEHHBIMU
ea.y. paMKamMu
V + -s(- gets excellent
es) results in
computer
He | programming
She
It
OnnokpatHoe | [Ipomenmum | I
WIn BpEMEHEM Yo | got excellent
Past |V +-ed |moBTopsromiee | COBEpUIEHHOT | U results in
cAd JIEUCTBHUE, | O unu | He | computer
MMeEBIIIEE HecoBepineHH | She | programming
MECTO B | Or0 BHUJA It
IIPOIIJIOM We
The
y
OnunokpatHoe | byaymem sha | get
Wn BpEMEHEM I 11 excellent
shall MTOBTOPSIOIIEE | COBEPIICHHOT | We results in
Futur |will + V| ca neiictBue, | 0 wia | Yo computer
e (6e3 to) | koTopoe HECOBEPIIEHH | U programmi
MPOU30MAET B | OrO BUJA He |will | ng
Oymymiem She
It
The
y
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Yka3zarein BPECMCHII

1-tomorrow — 3aBrpa; 2
2- next (...) — CIeaVIOIIIL; 5
3-in a year — uepes rof; E
4-in 2 hours —4yepes 2 yaca =
1-usually — 00BIYHO; s
2- every day — Kaxplil JICHB, =
3- always — Bcerja; §
4- often — vacTo; E
5-seldom - peako; &
6- sometimes — ITHOTJIA;

7- never — HIKOT/IA.

1-yesterday — puepa; =
2-last (week) — Ha TIpOIILIOIT (HEIEIIE); S
3- (a week) ago — (Heaem0) Ha3a; E
4-when I.... -korma 1 .... <
*ece umo e ckobourax MQWTM;HDHCHO SAMEHANb HY HCHBIM
pr.‘{?.'lfIEHE,-‘Lff—EOd, MeCcAY, HAcC .... LV N A p—

HenpaBnanHe rjaaroJibl

Infinitive Past Simple Past Participle
Heonpenenennas [Tpomeniee Bpems [Tpudactue mporieamero
dbopma riarona BPEMEHU

Be was/were Been

beat beat beaten

become became become

begin began begun
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bend
bite
blow
break
bring
burn
build
buy
can
catch
choose
come
cost
cut

do
draw
dream
drink
drive
eat
fall
feed
feel
fight
find
fly
forget
forgive

freeze

bent
bit
blew
broke
brought
burnt
built
bought
could
caught
chose
came
cost
cut

did
drew
dreamt
drank
drove
ate

fell
fed
felt
fought
found
flew
forgot
forgave

froze

bent
bitten
blow
broken
brought
burnt
built
bought
(been able)
caught
chosen
come
cost

cut

done
drawn
dreamt
drunk
driven
eaten
fallen
fed

felt
fought
found
flown
forgotten
forgiven

frozen
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get
give
g0
grow
hang
have
hear
hide
hit
hold
hurt
keep

know

lead
learn
leave
lend
let
lie
lose
make
mean
meet
pay
put
read
ride

ring

got
gave
went
grew
hung
had
heard
hid
hit
held
hurt
kept
knew
laid
led
learnt
left
lent
let
lay
lost
made
meant
met
paid
put
read
rode

rang

got
given
gone (been)
grown
hung
had
heard
hidden
hit
held
hurt
kept
known
laid
led
learnt
left
lent

let

lain
lost
made
meant
met
paid
put
read

ridden

rung
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rise

say
see
sell
send
set
shine
shoot
show
shut
sing
sink
sit
sleep
smell
speak
spell
spend
spread
stand
steal
sweep
swim
swing
take
teach
tear

tell

rose
ran
said
saw
sold
sent
set
shone
shot
showed
shut
sang
sank
sat
slept
smelt
spoke
spelt
spent
spread
stood
stole
swept
swam
swung
took
taught
tore

told

risen
run
said
seen
sold
sent
set
shone
shot
shown
shut
sung
sunk
sat
slept
smelt
spoken
spelt
spent
spread
stood
stolen
swept
swum
swung
taken
taught
torn

told
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think thought thought
throw threw thrown
understand understood understood
wake woke woken
wear wore worn

win won won

write wrote written

Continuous Tenses
Bpemena rpynmel ynoTpeOmsiroTcss Asis 00O3HAuYeHUs ACHCTBHS — Mpoliecca,

IIPOTCKAKOIICIO B OHpeI[eJ'IeHHBIﬁ IIEpruoJa BPpCMCHHU.

Present Continuous - Hacrosinmee JliiureabHoe

CrnemyeT OTMETUTb, YTO HEKOTOPBIC HACTOSIIHE BPEMEHA aHTJIMMCKOTO S3bIKa
MOTYT 0003HauaTh OyayIiee.

Present Continuous
I am transmitting.

Am [ transmitting? I am not transmitting.

He 1s transmitting. Is he transmitting? He 1s not transmitting.

We are transmitting. Are we transmitting? We are not transmitting.

Kak oOpa3yercs:
enazon to be + I gpopma enacona + ing okonuarue.
Koraa ynorpedasercs:

1.1elicTBHE IMTPOUCXOIUT B JJAHHBIA MOMEHT.

[ am programming now. - f ceifuac mporpaMMHpYyIo.

2. IEUCTBUE IIPOU3OUIIET B CKOPOM OVIVIIIEM, KOTOPOE 3artanupoBaHo (!).

We are listening to a lecture about computer security next week. — Mb1 Oyaem

CJIyIIATh JICKIIUIO O KOMIIBIOTEPHOU 0€30MacHOCTH Ha CIEAYIOIIeH Heee.
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Past Continuous - IIpomenmee /[iureapHoe

Kak o0pa3yercs

I'nacon to be 60 2 gpopme + 2nazon+ ing okonuanue.

Past Continuous

I was transmitting. Was I transmitting? | was not transmitting.
We were transmitting. Were we transmitting? We weren’t transmitting.
Koraa ynorpedasercs:

1. [Ipouecc aauiacs 10aro, He IPephIBAsCh.

They were writing documentation of a program the whole evening. — OHu
MUCaIN TOKYMEHTAIIUIO TIPOTPaMMBbI BECh Beuep.

2. [Ipouecc OBLI IIpEPBaH JPYTUM JCHCTBUEM.

We were listening to a lecture about computer security when our commander

came in. — Mpl chymanu JEKIHI O KOMIBIOTEpHON O€30MacHOCTH, Koraa

BOIIIEJT HAIl KOMaHIHP.

Future Continuous - byaymee JliinrejbHoe

Kak o0pa3syercs:

Bcnomocamenwhuiii enazon will/shall+be+1 ¢popma enazona+ing

Future Continuous

I shall be transmitting. Shall I be transmitting? 1 shall not be
transmitting.

He will be transmitting. ~ Will he be transmitting? He  will not  be
transmitting.

Koraa ynorpedasiercs:

[Ipouecc AauTcs B 6VI[VU_ICM.

We shall be having computer classes from 4 till 5. V nac Oynyt 3ansaTus no

KOMIIbIoTEpaMm ¢ 4 110 5.
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Perfect Tenses

Present Perfect - HactosimmeeCoBepuieHHoe

Oco0EHHOCTh COCTOUT B TOM, YTO BPEMEHA aHTJIMMCKOTO si3bIKa rpynmsl Perfect
MOT'YT 0003HauaTh MPOMIEAIICE, XOTSI U Ha3bIBAIOTCS HACTOSIIUMH.
Oo6pa3oBanue:

have / has + Il hopma enacona.

Koraa ynorpedasiercst HacTosimee cOBeplIeHHOE BpeMs:

1. mercTBUE MPOU3ONUIO CErOJHSA, B OTOM TOJY, HA DTOW HEAEJIE WU T.JI, T.C.

nepuoa e HE 3aKOHYMIICA.

He has written 10 computer programs but he is just twenty! - On nmamucan 10
KOMIIBIOTEPHBIX IMPOTPAMM, a €My BCETro ABAANATh! (KU3HD UJIET)

We have met this month. - Mbl Buaenucr) B 3TOM Mecsie (Mecsn He
3aKOHYUJICS )

Mary has designed a flowchart today. — Mapus pazpaborana Oi0K-cXxemy
CETOHS.

2. ¢ HapeuyusMu yet (ewe), just (moawvko), recently (nedasno), ever (8cezoa),

never (Huxkozoa), already (yorce) N T.1.

I have just found out about this. - 5 TonbkO 4TO 00 3TOM y3HAaNA.
I’ve never been to England. - §l Huxorna He Obuta B AHIIIUH.
She has already done this work. — Ona yxe cnenana 3ty padoTy.

3. JleificTBHE B OPOILJIOM BJIUIET HA HACTOMIIIEE COCTOSHUE

We have gone to the forest and now he has a cold. — Ms1 xoaunu B jec, u oH

IIPOCTBLI.

Past Perfect - Ilpomenmee CoBepuieHHoe

Kak oOpa3syercs:

2 gpopma enazona have + Participle 11 (3 ¢popma enaeona).
Korpa ynorpeoasiercs:

1. Ilpu corstacoBaHuM BpEMEH.
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He said that he had not noticed you. — On ckazai, 4To HE 3aMeTHI TeOs.

2. OIHO NEeNCTBHUE NPOU3OILIO PAHBIIE JIPYIOTO.

He had left before I could figure out something. — OnH ymien passIie, 4eMm s
CMOTJIa YTO-TO MOHSTb.

3. Ectb BpemenHou nopeior by.

He had made his decision by summer. - K 1eTy oH npuHsI pemnieHue.
Future Perfect - byaymee CoBepmennoe

Kak oOpa3syercs:

I'nazon to have 6 popme 6yoywezo epemenu Will have + 3 ¢hopma enacona.
Korpa ynorpebasiercs:

YnotpebasieTcst A BbIpaKeHUsS OyIyIIero NEeWCTBHs, KOTOPOE COBEPIIUTCA
70 OIpeJesIeHHOro MOMeHTa B OyaymieM. Ha pycckuil si3bik Future Perfect
NEePEeBOAUTCS OyAYyIIUM BpEMEHEM TJIarojia COBEPIICHHOTO BHIA.

Tomorrow by 5 o’clockl will have passed the computer security exam. — 3aBTpa

K 5 yacaM s cJilaM 3K3aMeH M0 KOMITbIOTEPHON O€30MacCHOCTH.

THUIIBI BOITPOCOB
B aHrmickoM  sA3bIKE CYWIECTBYKOT YETBIPE THUIIA  BOMNPOCUTEIBHBIX

MPEVIOKEHUN: 00Ul 80NPOC, CHEYUAIbHbLIL _BONPOC, PA30EAUMENbHbIL U

aﬂbmeDHCZmueHblﬁ 60Nnpocosl.

1. Ooumii Bonpoc (General Question)

Obwuti 6onpoc — 3TO BOIPOC KO BCEMY MPETIOKEHUIO, TPEOYIOMINI KPaTKOTro

¢

oTBeTa: “’ma’” wim "Her’ OOHMKA BONPOC HAYMHAETCS C BCIIOMOTATEIbHOTO

riaroia (3a_ MCKJIIOYEHHEM Tyarojla  fo  be, KOTOpBIM HE TpeOyeT

BCIIOMOI'aTCJIbHOI'O IJiarojia, a MCHIACT MCCTO B IIPCAIOXKCHHNH, IPCAIICCTBYS

[OJUICKAILIEMY ).

My friend works at the Apple Centre.

Does your friend work at the Apple Centre?

He wrote computer programs yesterday.
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Did he write computer programs vesterday?

I shall become a technical writer.

Will you become a technical writer?

They are in Krasnodar.

Are they in Krasnodar?

Nick is busy.
Is Nick busy?

OTBeT Ha 00IIMIA BOMIPOC MOXKET OBITh KaK KpaTKUM, Tak W mojHbIM. Hanbonee
0o0bI4HOM (hopMoOii OTBeTa siBJsieTCA KpaTkas ¢popma. OHAa HAUMHAETCS CIIOBAMHU
yes WIM NhOo, 3a KOTOPBIM CIeAyeT MOMAJEXallee, BBIPAKCHHOE
COOTBETCTBYIOIIIMM MECTOMMEHUEM, W BCIIOMOTATEIbHBIA TJAroj WiM JUYHAs
dbopma riarosna:

Does your friend work at the Apple Centre? — Yes, he does / No, he doesn’t.

Is Nick busy? — Yes, he is / No, he isn’t.

I1. Cnennaanubiii Bonpoc (Special Question)

B otnuume ot obmiero Bompoca, KOTOPBIA OTHOCHUTCS K COAEPIKAHHIO BCETO
MPEIJIOKEHHSI B II€JIOM, CIEIUAIbHBIM BOMPOC OTHOCHUTCS K OJHOMY YJICHY
npemoxeHus. IlosToMy Bcerma HadyWHACTCS € BONPOCHUTEIHLHOTO CIIOBA,
3aMEHSIONIETO TOT YIEH TNPEIJIOKEeHHsS, K KOTOPOMY OH OTHOCUTCA. 3a
BOIIPOCUTEILHBIM CJIOBOM CIIEIy€T BCIIOMOTATEIbHBIM TIaroi (Wid riaaroi fo
be), a 3aTeM nojyiexaliee npeaioKeHUs:

He lives in Moscow. — Where does he live?

They are fond of music. — What are they fond of?

3amoMHHTE CIICUATLHBIC BOTIPOCUTEIHHBIC MECTOMMEHUS

What - umo, what kind of — umo 3a, kaxou, which - komopuwui, when - Ko2oa,
where — 20e, kyoa, why - nouemy, who - kmo, whose - ueu, whom — K020, Komy,
how - kak, how many/much - ckoavko, how often — kax uacmo, how long — kax

00J120.
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B Bompoce k mnomiexamemMy U ONPENECICHUIO IIOJUICKAIIETO0 COXPaHAETCA
IpSIMON TOPSAOK CJIOB U HE TpeOyeTcsi BCIOMOTaTeNbHBIH TJ1aro:

He works as a webmaster. — Who works as a webmaster?

Her mother is a software engineer. — Whose mother is a software engineer?

CrenuaiabHBIE BOIPOC MOXKET OTHOCHUTBCS K HMMEHHOH YacTH CKa3yeMmoro,
BBIPDOKCHHOH HMEHEM CYIIEeCTBHTEIBbHBIM, O0OO3HaudarmommM mpodeccuro. B
KauyeCcTBE BOMPOCUTEIHHOTO CJIOBA B 3TOM ClIydae OOBIYHO YMOTPeOseTcs
MecTouMenue what:

He is a student — What is he?

II1. AabTepHaTuBHbBIN Bonpoc (Alternative Question)

AJIbTEpHATUBHBIN BOIIPOC COCTOUT U3 ABYX YACTEM, COEAUHEHHBIX COIO30M OF.
Ero nepBas 4acTh CTpOMUTCS O TUITy OOIIEro BOMpOCa, a BTOpasi MPeACTaBIseT
co00l anbTEpPHATUBY K OJHOMY M3 YJIEHOB MEPBOW YAaCTU U MPHUCOCAUHSIETCS C
IIOMOIIIBIO CO03a OF:

Do vou live in Moscow or in Krasnodar?

Is Nick busy or free?

IV. Pazneaureanublii Bonpoc (Distinctive Question)

PasznenurenpHbIid BOMPOC COCTOMT W3 JBYX YacTe: YTBEPAUTEIHLHOTO WIIH
OTPHUIIATETHLHOTO MTOBECTBOBATEIHLHOTO MPEIIOKEHHS U KPaTKOTO Bompoca (fag).
OTOT THUN BOMpoca yHOTpeOJsieTcss B TOM Ciydyae, KOI/ia TOBOPSIIUMA
IpeanosiaraeT MOJyYUTh TMOATBEP)KICHUE BBICKA3bIBAHUS, COJEPIKAIIETOCS B
MEPBOM YaCTH TPEIIOKCHHS, WIN CTPEMHUTHCS YMEHBIIUTHh KaTErOPUIHOCTH
cyxkaenus. K yTBepauTenbHOMY MPEIOKEHUIO T00aBISETCS OTPUIATEIIbHBIHN
BOIIpOC (megative tag), TOCTPOEHHBIH MO THUIy OOIIEro BOIpoca, a K
OTPHUIIATEIILHOMY — YTBEPIUTEIBHBIN BOIIPOC (positive tag).

[Tomnexxamee 0003HAYAET TO K€ JIMIO WM MPEAMET, YTO U B MEPBOM YaCTH,

HO BCCT/J1a BBIPAXXCHO JINMYHBIM MCCTOMMCHHCM.
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AHTrnmiickoe IMPCAJIOKCHHUC C pPasacINTCIIbHBIM BOITPOCOM MOXECT

COOTBETCTBOBATh PYCCKOMY BOIPOCUTEILHOMY TIPEIJIOKCHUIO C YaCTHUIICH
“6eov’’:

This is a computer, isn’t it? — 3T0 BeJb KOMIbIOTEP?

Kpome Toro, pasgenurenbHbI BOMPOC MOXKET COOTBETCTBOBATH PYCCKHUM
BoIipocaM ‘’ne max au?’’, ’ne npasda ?’’, ’oa?’’:

He is a web designer, isn’t he?

He isn’t a web designer, is he?

Bonpocumeﬂbubte cuosa

Who KTO Who are you?

Whose qeit Whose book is this?

Where rjae, Kyjaa Where is my sister?

What 4TO, KaKOU What is he doing?

Which KOTOPBI U3 Which program do you prefer?

what kind of | kakoi What kind of instructions is it?

what colour KaKoro I1BETa What colour is the computer?

When Korjaa When did he design it?

Why noyemMy Why are you marking?

How KaK How will you translate it?

how long KaK J0JICO How long are you going to stay here?
how many CKOJIbKO How many exams have you passed
how much this week?

how often KaK 4acTo How often do you play computer

games?
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can,
could

may,
might

must

must not

have to

should

needn’t =

don’t have to

shall

ought to

MODAL

BO3MOMXHOCTb

cnoco6HOCTb, ymeHue
COMHeHWe, NnpeanonoXeHue
pa3speweHue

BO3MOXHOCTb
pa3speweHue

Lt Llll - T [

HeobxogumocTb
npeanoioMeHune
(yBepeHHOCTD)

N B

3anpeLweHune

HeobXo4MMOCTb, Bbi3BaHHAA
obcToaTenbcTeamu

HeobxoaMmocTb (coBeT)

OTCYTCTBME HeobxogumocTn

obsazaHHOCTL, 06A3aTeNnbCTBO

HeobxoAMMOCTb
(o6aszaHHOCTL, gonr)

Could you do it for me?

He can swim very well.

It can rain.

You can use my mobile telephone.

He may (might) come to my place.
May | come in?

He must try to do the work.
This must be your pen.

You mustn’t tell anybody about it.

I have to get up early.

You should follow my advice.
You shouldn’t miss classes.

You needn’t do it now = you don’t have
to do it now.

All people shall have the right to life.

You ought to know how to behave.

e

COULD

NOow

CAN
MAY

REQUEST

VERB s MAY / MIGHT
COULD
CAN'T
» |
The white modal // POSSIBILITY
verbs are followed by - [

infinitive without TO.
The red modal verbs
 are followed by past =

—

participles. ‘
gda4ab

DON'T HAVE TO

NEEDN'T

NO OBLIGATION

[

DIDN'T HAVE TO

\IN THE PAST
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You should obey
your parents.

7

\IN THE PAST

MUST
HAVETO
CAN'T

NOow

WAS ABLETO
WERE ABLE TO

IN THE PAST



Modal Auxiliary Verbs

Obligation You must stop when lights turn red.
Certainty He must be tired, due to overworked.
Ability (Vi | can swim.
.org
Permission Can | use you phone plecise.
Ability When | was younger | could run fast.
Permission Excuse me, could | just say something?
Possibility It may rain tomorrow!
permission May | use your phone, please?
Possibility | might go on holiday to Fiji next year.
Permission Might | suggest an idea?
S hOUId Advice You should / ought to revise your lessons
Ought to Conclusion He should / ought to be very tired.

Prediction | would be surprised if he is not elected.

Request Will you be quiet!
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[Ipunoxenue 3

English-English GLOSSARY
of Cyber-Terms

Here is a list of some of the most important terms in the field of
cybercrime. Some of the terms already dealt with in the exercises for each unit
have been excluded from this list so as not to duplicate entries.

For each term, the Standard British English pronunciation definition and
an example of usage are provided, as well as, where applicable, the sources of
such definitions and examples.

Glossary by M. A. Campos Pardillos.

0-day (zero-day) attack ('ziorou 'der o'taek)

an attack which exploits a previously unknown vulnerability in software.
(2015 NTT Group Global Threat Intelligence Report)

Example: DEATH by PowerPoint: Microsoft warnsof 0-day attack hidden
in slides.
(http://www.theregister.co.uk/2014/10/22/powerpoint attacks exploit ms Oday
/)

adware (‘&d,weo)

[type of software that ] collects information about an Internet user in order
to display advertisements in the user’s Web browser based upon information it
collects from the user’s browsing patterns. (http://news.findlaw.com/hdocs/
docs/cyberlaw/usanchetaind.pdf’)

Example: According to the plea agreement, MAXWELLand two unnamed
co-conspirators createdthe botnet to fraudulently obtain commission income
from installing adware on computers without the owners’ permission.
(https://www justice.gov/archive/criminal/cybercrime/press-
releases/2006/maxwellPlea.htm)

APT (Advanced Persistent Threat) (eed va:nstpo'sistont 'Oret)
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An attacker with long-term goals who is highly skilled and well-funded,
generally by a government or by organized crime. An APT is usually a complex
attack using multiple techniques for maximum benefit.

(2015 NTT Group Global Threat Intelligence Report)

Example: The most challenging part of AdvancedPersistent Threat
Attacks is to exfiltrate the collected data because; this has to be transported out
of the network in to the attacker’s server.
(http://resources.infosecinstitute.com/advanced-persistent-threats-attack-and-
defense/)

ATM (‘er 'ti: ‘'em)

Automatic Teller Machine.

Example: Through the use of specially designed malware, attackers no
longer need to use traditional safe cracking methods to empty an ATM’s money
safe. (https://www.europol.europa.eu/latest news/europol-and-trend-micro-
release-comprehensive- overview-atm-malware-threat)

back door ('bak do:)

Secret (undocumented), hard-coded access codes or procedures for
accessing information. Some back doors exist in commercially-provided
software packages; e.g., consistent (canonical) passwords for third-party
software accounts. Alternatively, back doors can be inserted into an existing
program or system to provide unauthorized access later. (http://www.
mekabay.com/overviews/glossary.pdf)

Example: In some cases, the victim learned that personal and financial
information had also been removed from their computer via the back door.

(https://archives.tbi.gov/archives/news/testimony/the-fbis-cyber-division)

bot ('bot)

[..] derived from the word “robot”, [...] and commonly refers to a
software program that performs repetitive functions, such as indexing
information on the Internet. Bots have been created to perform tasks

automatically on Internet Relay Chat (“IRC”) servers. The term “bot™ also refers
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to computers that have been infected with a program used to control or launch
distributed denial of service attacks against other computers.
(http://news.findlaw.com/hdocs/ docs/cyberlaw/usanchetaind.pdf’)

Example: On or about August 21, 2004, during achat in IRC, ANCHETA
told an unindicted co-conspiratorusing the nickname “o 2riginal” that he was
hosting “around OOk bots total,” that in a week and a half 1,000 of his bots
scanned and infected another 10,000, and that his botnet wouldbe bigger if he
had not used some himself for“ddosing”.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

botnet ('bot net)

A network of computers infected with bots that are used to control or
attack computer systems.

Botnets are often created by spreading a computer virus or worm that
propagates throughout the Internet, gaining unauthorized access to computers on
the Internet, and infecting the computer with a particular bot program.

(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: Once he received payment, ANCHETAwould set up or
configure the purchased botnet for the purchaser, test the botnet with the
purchaserin order to ensure that DDOS attacks orproxy spamming would be
successfully carriedout, or advise the purchaser about how to properly
maintain, update, and strengthen the purchased botnet.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

botherder, bot herder ('bot ,herdor)

Individuals who operate SpyEye botnets through SpyEye C&C servers.
(http://krebsonsecurity. com/wp-content/uploads/2014/01/ Panin-Indictment.pdf
Example: After confidential personal and financial information is obtained
through a SpyEyebotnet, it is available to the bot herder) to use orprovide to
other CO-CONSpirators. (http://krebsonsecurity.com/wp-
content/uploads/2014/01/Panin-Indictment.pdf)

breach ('bri:t))
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A cyberattack in which an organization’s data has been stolen or made
public through compromise of networks or systems. (2015 NTT Group Global
Threat Intelligence Report)

Example: Former home office minister HazelBlears said the TalkTalk
data breach was “a wakeup call”. She said it should prompt a debate about
whether further regulation was needed ‘“because this is probably the biggest
threat to our economy”.

(http://www.bbc.com/news/uk-34622754)

brute force (attack) (‘bru:t 'fo:s 'o'taek)

Process whereby an attacker tries many passwords or passphrases with the
hope of eventually guessing correctly. The attacker systematically checks all
possible passwords and passphrases until the correct one is found.Example: On
Tuesday, we reported that cybercriminalshad launched a brute force attack
against GitHub accounts. Users reported seeingfailed login attempts coming
from China, Venezuela,Indonesia, Ecuador and other countries.

CERT ('si: 'i: 'a: 'ti)

Computer Emergency Response Team. Expert groups that handle
computer security incidents. Also called computer emergency readiness team
and computer security incident response

team (CSIRT). (https://en.wikipedia.org/wiki/
Computer emergency response_team)

Example: Apart from the national/governmental CERTs, private CERTs
who lack a formal governmentalmandate could also play a significant role in
ensuring the correct functioning of key national communication networks.
(https://www.enisa. europa.eu/publications/the-directive-on-attacks- against-
information-systems/at _download/ fullReport)

clicker ('kliko)

Malicious code or exploits that redirect victim machines to specified web
sites or other Internet resources. (http://news.findlaw.com/hdocs/

docs/cyberlaw/usanchetaind.pdf’)
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Example: Clickers can be used for advertising purposesor to lead a victim
computer to an infected resource where the machine will be attacked furtherby
other malicious code. (http://news.findlaw.
com/hdocs/docs/cyberlaw/usanchetaind. pdf)

cloud computing ('klavd kom pju:tin)

A kind of Internet-based computing that provides shared processing
resources and data to computers and other devices on demand.

Example: The main concern arising from thegrowing reliance on cloud
computing is less thepossible increase in cyber fraud or crime than theloss of
control over individual identity and data.

(http://www.europarl.europa.cu/RegData/etudes/etudes/join/2012/462509/
I[POL-LIBE ET(2012)462509 EN.pdf)

CNP (transaction) ('si: ‘en 'pi: treen’ zek/on)

Card not present: payment card transaction made where the cardholder
does not or cannot physically present the card for a merchant’s visual
examination at the time that an order is given and payment effected, such as for
mail-order transactions by mail or fax, or over the telephone or Internet.
(https://en.wikipedia.org/wiki/ Card not present transaction)

Example: In 2012, 60% of the total paymentcard fraud value occurred
when the card was not present (CNP) at the transaction, which occurs
predominantly online. (https://www.europol.europa. eu/iocta/2014/chap-3-4-
view1.html)

computer data (kom'pju:to ‘derto, also 'da:to)

Any representation of facts, information or concepts in a form suitable for
processing in a computer system, including a program suitable to cause a
computer system to perform a function.

(CoE Convention on Cybercrime).

Example: If only a minuscule fraction of offences involving computer data
and systems can be prosecuted, victims have a very limited expectation of

justice. This raises questions regarding the rule of law in cyberspace.
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(http://www.coe.int/t/dghl/cooperation/economiccrime/Source/Cybercrime/TCY
/2015/T-CY(2015)10 _CEG%?20 challenges%?20rep sum_v8.pdf)

computer system (kom pju:to 'sistom)

Any device or a group of interconnected or related devices, one or more
of which, pursuant to a program, performs automatic processing of data. (CoE
Conventions on Cybercrime, Example: FEach Party shall adopt such
legislativeand other measures as may be necessary to establish as criminal
offences under its domestic law,when committed intentionally, the access to the
whole or any part of a computer system without right. (CoE Convention on
Cybercrime)

cookie ('kokr)

Cookies are small files stored on a user’s computer by the user’s web
browser. Upon a user’s connection to a webmail server, the server can read the
data in the cookie and obtain information about that specific user. (US v
Dokuchaev et al.) Example: The cookie itself does not reveal any personal
information about you, but it allows the website storing the cookie to link a
particular action with a specific user.
(http://cybercrimenews.norton.com/nortonretail/feature/prevention/cookies_frien
d or foe/index.html)

cracking ('krakin)

Gaining access to a system by cracking a password
(http://news.nicsa.org/2013/08/14/the-voca- bulary-of-cyber-crime/)

Example: Another method of cracking a passwordinclude combining
letters, symbols or numbers to form the all possible combinations of a password
and then trying them one by one to find the correct password.
(http://www.ijcaonline.org/research/volume127/number16/singh-2015-ijca-
906706.pdf)

credit card fraud ('kredit 'ka:d fr'o:d)
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Theft of goods or services using false or stolen credit card information.
(http://cyber.law.harvard.edu/cybersecurity/Keyword Index and Glossary of
Core Ideas#Keyword Index and Glossary of Core Ideas)

Example: IP addresses are also recorded in e-commerce type transactions
to provide a point of reference in situations where credit card fraud has
occurred. (https://www.icewarp.eu/privacy/)

crimeware (' kraim,weo)

Software tools designed to aid criminals in perpetrating online crime.
Refers only to programs not generally considered desirable or usable for
ordinary tasks.
(http://cyber.law.harvard.edu/cybersecurity/Keyword Index and Glossary of
Core Ideas#Keyword Index and Glossary of Core Ideas)

Example: The increasing proportion of these attacks which relate to some
form of hacking or malware can be attributed to the increasing availability of
crimeware kits and hacking services available on the digital underground.
(https://www.europol.europa.eu/iocta/2014/chap-3-7-view1.html)

cryptocurrency (,kriptou 'karonsi)

Medium of exchange using cryptography to secure the transactions and to
control the creation of additional units of the currency. Bitcoin is one of the
most famous ones. (https:// en.wikipedia.org/wiki/Cryptocurrency)

Example: It is difficult to evaluate the EC'’s plan, since at the moment it is
extremely general andvague. However, very likely it will open the door for the
introduction of cryptocurrencies to the EUpayment services regulations.
(https://www.onelife.eu/zh/news/eu-proposal-cryptocurrencies)

Cryptography (krip togrofi) A method of storing and transmitting data in
a particular form so that only those for whom it is intended can read and process
it. (http://searchsoftwarequality.techtarget.com/definition/cryptography)
Example: ENISA started its efforts in the area ofcryptography by identifying and
analysing reference documents from EU member states where the cryptographic

protective measures are identifiedand recommended.
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(https://www .enisa.europaeu/topics/data-protection/security-of-personal-
data/cryptographic-protocols-and-tools)

CSREF attack (‘si: ‘es ‘a:r ‘ef o'taek)

Cross-site request forgery (or “sea-surf”) attack. Malware from someone
who appears to be a trusted user of a site. (http://news.nicsa. org/2013/08/14/the-
vocabulary-of-cyber- crime/)

Example: Unlike cross-site scripting (XSS), which exploits the trust a user
has for a particular site, CSRF exploits the trust that a site has in a user’s
browser. (http://remote.eptron.eu/etms/docs/ general/security.html)

cyberattack, cyber attack ('sarboro,tk)

An attempt by hackers to damage, disrupt or destroy a computer network
system (2015 NTT Group Global Threat Intelligence Report) Example: During
that time period, certain members of Anonymous have waged a deliberate
campaign of online destruction, intimidation, andcriminality, as part of which
they have carried outcyber attacks against businesses and government

cyberbullying (saiba 'bulim)

Using the Internet, cell phones, video games, or other technology gadgets
to send, text, or post images intended to hurt or embarrass another person.
(https://nobullying.com/what-is-cyberbullying/) Example: If it is simple to read
intentionality in the episodes of traditional bullying, in cyberbullying
responsibility can be extended and shared tothose who “simply” watch a video
and decide to send it to others.
(http://www.bullyingandcyber.net/en/definitions/)

cyberstalking ('saibo sto:kin)

Crime of using the Internet, email, or other types of electronic
communications to  stalk, harass, or threaten another person.
(http://legaldictionary.net/cyberstalking/) Example: A victim of cyberstalking
can applyto the courts under the Protection from Harassment Act 1997 (PfHA)

to obtain an immediatecivil injunction restraining a stalker from continuing the
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offensive  conduct online. (http://www. stalkinghelpline.org/wpcms/wp-
content/uploads/ 8005352 1-NSH-FAQ-Final-2.pdf)

dark web (‘da:k ‘web)

Private networks not accessible by the general public. These networks are
often used for nefarious or illegal purposes. (2015 NTT Group Global Threat
Intelligence Report) Example: 4 hacker is reportedly selling on the dark web
copies of databases stolen from three unidentified U.S. healthcare organizations
andone unnamed health insurer containing dataon nearly 10 million individuals
for prices ranging from about $96,000 to $490,000 in bitcoin foreach database.
(http://www.databreachtoday. com/3-stolen-health-databases-reportedly-
forsaleon-dark-web-a-9227)

data diddling ('derto ('da:to) 'didlip)

Modifying data for fun and profit;

e.g., modifying grades, changing credit ratings, altering security clearance
information, fixing salaries, or circumventing book-keeping and audit
regulations.

data leakage ('derto ('da:to) li:kid3)

Uncontrolled, unauthorized transmission of classified information from a
data center or computer system to the outside. (For the first time this European
FraudUpdate also includes information on PaymentFraud, with Nine countries
reported data leakage from hotelbooking sites and one country reported
contactless card fraud.

data mining ('derto also ‘da:to ' mamnin)

The process of extracting hidden information and correlations from one or
more databases or collections of data that would not normally be revealed by a
simple database query. One example of data mining techniques used in the
financial sector with the aim of detecting potential terrorists is the Investigative
Data Warehouse (IDW) of the FBL

deep web ('di;p ‘'web)
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Any Internet information or data that is inaccessible by a search engine
and includes all Web pages, websites, intranets, networks and online
communities that are intentionally and/or unintentionally hidden, invisible or
unreachable to search engine crawlers. Also known as hidden Web, Undernet,

Deepnet or Invisible Web.

defacement (di' fersmont) A type of vandalism, when a website is marked
by hackers or crackers who are trying to make their mark. The usual targets for
defacement are government organizations and religious websites.

denial of service (dr'narol av ‘s3:vIs)

An action where a user or organization is deprived of the services of a
resource they would normally expect to have. (Example: But the minister
responsible for the census, Michael McCormack, dismissed privacy concerns
and insisted the website was not “attacked” despite confirming the site was shut
down afterrepeated denial of service attempts.

DoS attack ('di: '0u 'es o'taek)

Overwhelming or saturating resources on a target system to cause a
reduction of availability to legitimate users. On the Internet, it usually involves
spoofingpackets or e-mail headers. The DoS attacks (Denial of Service)are
different than the previous (IP spoofing, ...) as the goal is no longer to gain
access to a network,but rather to render a service offered by a car unavailable
to users, using different techniques

DDoS attack ('di: 'di: 'ou ‘es o'tek)

A type of malicious computer activity where an attacker causes a network
of compromised computers to “flood” a victim computer with large amounts of
data or specified computer commands.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: 4 DDOS attack typically renders the victim computer unable to

handle legitimate network traffic and often the victim computer will be unable to
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perform its intended function and legitimate users are denied the services of the
computer. (http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind. pdf)
domain hijacking (do'mem "haidzakin) Act of changing the registration
of a domain name without the permission of its original registrant.
(https://en.wikipedia.org/wiki/Domain_ hijacking)

Example: This will help prevent domain hijackingwhich happens when a
domain registrar is hackedand the ip addresses changed to point to another
server. (http://www.ippatrol.eu/blog2011.html)

domain name system (DNS) (do'meimn nerm 'sistom)

System for naming computers and hierarchical system of names,
standards, and servers that organizes the internet as an aggregate of domains,
and enables the translation of domain names into their unique four-part Internet
Protocol (IP) addresses. (http://www.businessdictionary.com/definition/domain-
name-system- DNS.html)

Example: The Infoblox DNS Threat Index is an indicatorof malicious
infrastructure-building activity worldwide that exploits the Domain NameSystem
(DNS). (https://www.infoblox.com/sites/ infobloxcom/files/resources/infoblox-
whitepaper- dns-threat-index-q1-2016-report_0.pdf)

dox (dpoks)

Publicly disclosing online a victim’s personal identifying information,
such as the victim’s name, address, Social Security number, email account, and
telephone number, with the object of, among other things, intimidating the
victim and subjecting the victim to harassment. (US v Ackroyd et al,
https://freanons.org/wp-content/uploads/court-documents/Ryan-Ackroyd.pdf )

Example: [The] coconspirators used informationgained from those stolen
emails to access, without authorization, and steal the contents of an email
account belonging to a senior executive ofHBGary, Inc. (the “HBGary, Inc.
Executive”); [...]; and dox the HBGary Federal Executive by, among other
things, posting his Social Security number and home address on his Twitter

account withouthis authorization or approval. (US v Ackroyd et al).
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DNS ('di: "en ‘es)

See domain name system.

Example: Cybercriminals are increasingly using false DNS servers to
intercept legitimate Web addresses and redirect users to fake sites in order to
capture personal information or install malware.

(http://www.computerweekly.com/tip/DNSserver-security-Finding-and-
using-DNSSEC-tutorial-resources)

dumpster diving (‘'dampsto ‘daiviy)

A method of obtaining proprietary, confidential or useful information by
searching through trash discarded by a target.

(http://cyber.law.harvard.edu/cybersecurity/Keyword Index and Glossar
y_of Core Ideas#Keyword Index and Glossary of Core Ideas)

Example: Dumpster diving may provide them with even more sensitive
information such as user names, passwords, credit card statements, bank
statements, ATM slips, social security numbers, telephone numbers, etc.
(http://blog.globalknowledge.com/technology/security/hacking-cybercrime/the-
5-phases-every-hacker-must-follow/)

electronic funds transfer fraud (1lek tronik fandz "treensfo "fro:d)

Crime related to the transfer of funds over the Internet, by diverting funds,

stealing financial information, etc.

encryption (in kripfon)

Scrambling sensitive information so that it becomes unreadable to
everyone except the intended recipient.
(http://www .businessdictionary.com/definition/encryption.html#ixzz4Gk3nm?2s
Y) Example: However, striking the right balance in cyberspace has become
particularly challenging due to the ever increasing use of encryption and online
anonymity tooling. (https://www.europol.europa.eu/content/privacy-digital-age-

encryption-anonymity-online)
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exchangeable image file format (EXIF) (iks'tfeind3zobl imidz 'fail
fo.maet)

A variation of JPEG, used by almost all digitalcameras to record extra
interchange  information to image files as they are taken.
(http://graphicssoft.about.com/od/exifinformation/)

Example: Government expert witnesses testified that they had examined
the “metadata” or“EXIF” data, which is information about a picture that is
embedded in the picture such as the date and time the photo was taken, from Mr.
Gutierrez 'selectronic devices to determine the dates and times the photographs
were taken. (http://cases.justia.com/federal/appellate-courts/cal0/14- 2129/14-
2129-2015-09-14.pdf?ts=1442246454)

exploit ('eksplort)

Computer code written to take advantage of a vulnerability or security
weakness in a computer system or software.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: If attackers have control of your Internet connection, they have
the ability to insert exploits into any  website you  Visit.
(https://securityevaluators.com/knowledge/case studies/iphone/)

extension (1k 'stenfon)

An identifier specified as a suffix to the name ofa computer file. The
extension indicates a characteristic of the file contents or its intended use. A file
extension is typically delimited from the filename with a full stop (period).
(https://en.wikipedia.org/wiki/Filename extension)

Example: If child pornographic photographs were taken by the user
himself, the exif data of the photographs may shed light on the tools and
locations for taking those photographs. (Information Resources Management
Association (2011) CyberCrime: Concepts, Methodologies, Tools and
Applications. Gale Virtual Reference Library.)

firewall (' fatowo:l)
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Software or hardware designed to control incomingand outgoing network
traffic having analized the data packets and having determined whether they
should be allowed, based on a predetermined rule set. (2015 NTT Group Global
Threat Intelligence Report)

Example: Personal firewalls should be installedon each computer that is
connected to the internetand monitors (and blocks, where necessary) internet
traffic. They are also sometimes known as'‘software firewalls’ or ‘desktop
firewalls’. (https://www.getsafeonline.org/protecting-your-computer/firewalls/)

flash drive (' fle[ 'drarv)

See USB stick.

Example: Ratigan was charged in May 2011 afterpolice received a flash
drive from his computer containing hundreds of images of children, most of
them clothed, with the  focus on their  crotch areas.
(https://www.neweurope.eu/article/us-prosecutors-seek-50-year-sentence-priest-
who-pleaded- guilty-child-porn-charges/)

grooming ('gru:min; also 'gromirn)

Building an emotional connection with a child to gain their trust for the
purposes of sexual abuse or exploitation. (https://www.nspcc.org.uk/preventing-
abuse/child-abuse-and-neglect/grooming/)

Example: The court ruled that the doctor could testify about “grooming,”
his opinion that Hofus was not a hebophile, and generally about fantasy-based
communications. (US \% Hofus,
http://cyb3rcrim3.blogspot.com.es/2010/03/fantasy-alone.html)

hacker ("hako(r))

In computing, any skilled computer expert that uses their technical
knowledge to overcome a problem. While “hacker” can refer to any computer
programmer, the term has become associated in popular culture with a “security
hacker”, someone who, with their technical knowledge, uses bugs or exploits to

break into computer systems. (https://en.wikipedia.org/wiki/Hacker) Example:
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At certain times relevant to this Indictment, AMIN SHOKOHI, the defendant,
was a computerhacker who worked for ITSec Team. (US v Fathi et al)
hacktivism, hactivism ("haktivizom)

Politically- or ideologically-motivated vandalism.

Defacing a Web site for no particular reason is vandalism; the same
defacement to post political propaganda or to cause harm to an ideological
opponent is hacktivism. (http://www. mekabay.com/overviews/glossary.pdf’)

Example: The government sector has been targeted the most by
hacktivism in 2016 by a largemargin. The data breach of the Philippines
Commissionon FElections is by far the top trending hacktivism target.
(https://blog.surfwatchlabs.com/2016/05/26/anonymous-ops-
trendinggovernment-targeted-where-are-the-otherhacktivists/)

hoax email (‘houks "i:meil)

Phoney email, usually an alert about a non-existent threat, that is passed
throughout a system by a large number of individuals who believe it to be true —
and that overwhelms the system as a result.
(http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-crime/)

Example: 4 fisherman from Messolonghi, a carworker from Chania, a
self-employed from Athensand two other unidentified persons are targetedby the
cyber-crime police as the senders of the hoax e-mail claiming the collapse of the
Greek economy. (http://www.keeptalkinggreece.com/2011/03/17/five-targetted-
by-cyber-police-on-hoax-e-mail-claiming-collapse-of-economyy/)

honeypot ("han1 pot)

Decoy systems set up to gather information about an attack or attacker
and to potentially deflect that attack from a corporate environment. (2015 NTT
Group Global Threat Intelligence Report)

Example: As soon as an attacker sends data tothe honeypot, it issues an
alert. The attacker will most likely start rummaging around, performing passive
scans of hosts on the network. The beauty of a honeypot is, legitimate users

know it isfake. (http://www.americanbanker.com/news/bank-
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technology/deception-may-be-the-bestway-to-catch-cybercriminals-1076667-
1.html)

hosting ("houstin)

Using a remote hosting service provider to host websites, data,
applications and/or services. Also also known as Web hosting. Example: Earlier
this year, the FBI busted shadyweb-hosting company Freedom Hosting — known
for turning a blind eye to child porn websites.
(https://www.newscientist.com/article/dn24345-silk-road-bust-hints-at-fbis-new-
cybercrimepowers/)

identity theft (a1’ dentitr 'Oeft)

Creating a false identity using someone else’s identifying information
(e.g., name, Social Security Number, birthday) to create new credit cards or
establish loans which then go into default and affect the original victim’s credit
record.

Example: Even people who don’t use social networksat all can be affected
by identity theft.

injection (1n'dzekfon)

An attack performed by inserting malicious code or data into what the
receiving system sees as a valid query. (2015 NTT Group Global Threat
Intelligence Report)

Example: Beginning on or about October 23, 2007, Company A was the
victim of a SQL Injection Attackthat resulted in the placement of malware onits
network.
(https://www.wired.com/images_blogs/threatlevel/2009/08/gonzalez.pdf)

IP (‘a1 'pi:)

Intellectual property.

Example: It is essential to deepen the understanding of how the online
environment interacts with IP infringements. We noticed IPRs are systematically
being misused as a way to disseminate malware, carry out illegal phishing and

simple fraud to the detriment of consumers, businesses and the ordinary user of
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the internet. (https://www.europol.europa.eu/content/launch-ipc3-
europe?%E2%80%99s-response-intellectual-property-crime)

IP address (‘a1 'pi: o'dres)

Internet Protocol Address. A unique numeric address used by computers
on the Internet. An IP address is designated by a series of four numbers, each in
the range 0-255, separated by periods (e.g., 121.56.97.178).
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: Interestingly, a pretty impressive 26% [of teenagers] knows
how to hide their P address.
(http://newsroom.kaspersky.eu/en/texts/detail/article/is-your-teenager-a-
hacker/?no_cache=1&cHash=101e326a5cdaa60ec6086efd1b08193d)

IRC (Internet Relay Chat) (‘a1 ‘a: 'si:)

A network of computers connected through the Internet that allows users
to communicate with others in real time text (known as ‘“chat”).
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf’)

Example: IRC channels are also used to controlbotnets) that are used to
launch DDOS attacks, send unsolicited commercial email, and generate
advertising affiliate income.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

ISP (‘a1 ‘es 'pi:)

Internet Service Provider.

Example: If the ISPs exercise editorial control over messages posted on
bulletin boards,use Board Leaders to enforce the content guidelines or provide
them with an emergency delete function to control content there is great
likelihood that they may end up being treated as a primary publisher.
(https://indiancaselaws.files.wordpress.com/2014/04/cyberdefamation-
liabilities-of-internet-service-providers-isps-and-intermediary.pdf)

IT (‘a1 'tir)

Information technology.
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Example: If members of management are found to be in breach of their
duty to ensure appropriate IT security, they are personally at risk of claims for
damages  being  brought  against them by  their  employer.
(http://de.vgd.eu/en/news/in-practicechow- secure-is-you-it-system)

keylogger (ki: 'Ipgo)

A type of malicious software designed to monitor the keystrokes input
into an infected computer and to transmit this data back to the hacker. Example:
Backdoor Trojans typically come with a built-in keylogger, and the confidential
data is relayed to a remote hacker to be used to make

key logging (ki: 'logi)

Recording the keystrokes made by an authorized user.
(http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-crime/)

Example: Imran Uddin used four key-logging devices on university
computers to capture login details from staff members, including one who had
access to the system  which kept records of his  grades.
(https://www.easterneye.eu/news/detail/scamming-student-jailed-for-
alteringgrades)

latency ('lertonsr)

Period during which a time bomb, logic bomb, virus or worm refrains
from overt activity or damage (delivery of the payload).

Example: Long latency coupled with vigorousreproduction can result in
severe consequences for infected or otherwise compromised systems.

logic bomb ('Ind3ik ‘bom)

Program in which damage (the payload) is delivered when a particular
logical condition occurs; e.g., not having the author’s name in the payroll file.
Logic bombs are a kind of Trojan Horse; time bombs are a type of logic bomb.
Example: Former UBS PaineWebber system administrator,Roger Duronio, has
been chargedwith sabotaging company computer systems inan attempt to
manipulate its stock price. Duronio placed logic bombs that deleted files on the

computers.
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mail-bombing ('meil ,bominy)

Sending large numbers of unwanted e-mail messages to a single recipient
or to a group of such recipients. To be distinguished from spamming. Mail-
bombing is a form of denial of service. Example: Spammers could become the
victimsof mail-bombing, as thousands of irate spam recipients.

malware ('mel we(9))

Computer code with malicious intentions. Malware includes Trojan
horses, ransomware, rootkits, scareware, spyware, viruses and worms

misinformation spread (, misinfo ' meifon 'spred)

Using the Internet to circulate incorrect information and cause panic

moneymule ('man1 ,mju:l)

Individual who is used to transport or launder stolen money in furtherance
of criminal activity and its related organizations. These individuals can be either
wittingly or unwittingly participating in the fraud.

notice and takedown ('noutrs an "tertkdavn)

Process operated by online hosts in response to court orders or allegations
that content is illegal. Content is removed by the host following notice

P2P ('pi: "tu: ‘pi:)

Peer to peer, person to person. A computing or networking distributed
application architecture that partitions tasks or workloads among peers.
(https://en.wikipedia.org/wiki/P2P) Example: Of P2P users arrested in 2009, 33
percent had photos of children age three or youngerand 42 percent had images
of children thatshowed sexual violence. (http://www.huffingtonpost.com/mary-1-
pulido-phd/child-pornography-basic-f b 4094430.html)

payload ('per, lovd)

Unauthorized activities of malicious software.
(http://www.mekabay.com/overviews/glossary. pdf)

Example: Attachments attempt to install their payload as soon as you
open them. Your internal defenses may protect you, but don’t count on it.

(https://cybercoyote.org/security/av-top.htm)
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penetration ( peni treifon)

Unauthorized access to restricted systems or resources. Example: For
many computer virus writers and cybercriminals, the objective is to distribute
their virus, worm or Trojan virus to as many computers ormobile phones as
possible — so that they can maximize malware  penetration.
(http://www.kaspersky.co.uk/internet-security-center/threats/malware-system-
penetration)

pharming (' fa:min)

Redirecting users from a legitimate site to a bogus one; information
entered on the phoney site is captured for fraudulent purposes.

phishing ('{ifin)

Directing users to a bogus site through an email that appears legitimate;
information entered on the phony site is captured for fraudulent purposes.
(http://news.nicsa.org/2013/08/14/ the-vocabulary-of-cyber-crime/)

Example: We caution consumers to be on the lookout for phishing scams
in which various fraudulent emails, claiming to come from the bank, that ask
you to click on links to update accountor personal information. These are not
legitimate e-mails from the bank, instead, they are fraudulent e-mails sent as
part of a scam in which criminals try to trick people into divulging their
confidential information. (https://www.vistbank.com/security/online-scams/)

piggybacking (' pigr bekin)

Entering secure premises by following an authorized person through the
security grid; also unauthorized access to information by using a terminal that is
already logged on with an  authorized ID  (identification).
(http://www.mekabay.com/overviews/glossary.pdf)

Example: Furthermore, a network that is vulnerable to piggybacking for
network access is equally vulnerable when the purpose is data theft,
dissemination of  viruses, or  some other illicit  activity.
(http://whatis.techtarget.com/definition/piggybacking)

POS ('pi: 'ou ‘es)
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Point of Sale.

Time and place where a retail transaction is completed. Acronym for point
of sale. (https://en.wikipedia.org/wiki/Point_of sale)

Example: POS malware aims to scrape the RAM memory of POS
terminals in order tosteal credit and debit card data. It is particularly attractive
for cybercriminals because reward scan be lucrative and they do not need to be
physically present to execute an attack. (https://securityintelligence.com/pos-
malware-and-loyalty-card-fraud-growing-in-popularity/)

proxy server ( proks1 's3:va)

A server (a computer system or an application) that acts for client’s
requests seeking resources from other servers.
(https://en.wikipedia.org/wiki/Proxy server)

Example: Using a proxy server anyone can bounce their activity off a
system that is either in a far distantcountry, or keeps no records of where the
activity originated, or worse still, both. (http://www.bbc.com/news/technology-
17302656)

ransomware (' r&nsom,weo)

A type of malicious software designed to block access to a computer
system until a sum of money is paid.
(http://www.oxforddictionaries.com/definition/english/ransomware)  Example:
The United Kingdom Police Ransomwareis a computer infection targeted at
people who live in the United Kingdom and does not allow you to access your
Windows desktop, applications, or files until you pay a ransom.
(http://www.bleepingcomputer.com/virus-removal/remove-united-kingdom-
police-virus)

RAT (‘a:r ‘er “ti)

See remote administration tool.

Example: RATs have been used by nationstates and hacktivists for many
years, but only recently 12 have we seen this remote access attack vector

migrate to online banking fraud, where the main use is to neutralize all device-
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related defenses such as device recognition, IP geo-location, and proxy
detection.  (http://informationsecurity.report/Resources/Whitepapers/bbb3b0fb-
Obal-4602-8cec-17dcb2381892 detecting-remote-access-attackson-online-
banking-sites-pdf-7-w-1088.pdf)

remote administration tool (RAT) (r1' movtod, mini1 strerfon "tu:l)

A piece of software that allows a remote “operator” to control a system as
if he has physical access to that system. While desktop sharing and remote
administration have many legal uses, “RAT” software is usually associated with
criminal or malicious activity.
(https://en.wikipedia.org/wiki/Remote _administration_software)

Example: The art of hacking has become extremelysimple in the last
couple of years. In the past 10years, hundreds of new remote administration tool
builders were released to the public. (http://www.redsocks.nl/blog-
2/cybercriminals-use-theseweak-passwords-to-ex-filtrate-stolen-data/)

responsible disclosure (11 spponsobal dis klou39)

A vulnerability disclosure model. It is like full disclosure, with the
addition that all stakeholders agree to allow a period of time for the vulnerability
to be patched before publishing the details
(https://en.wikipedia.org/wiki/Responsible disclosure)

Example: Implementing a responsible disclosurepolicy will lead to a
higher level of security awarenessfor your team. Bringing the conversation
of “what if” to your team will raise security awareness and help minimize the
occurrence of an attack. (https://bugcrowd.com/resources/what-is-responsible-
disclosure)

Rogueware (' roug,weo)

A standalone malware computer program that pretends to be a well-
known program or a non-malicious one [antivirus] in order to steal money
and/or confidential data

(http://www.collinsdictionary.com/submission/13869/Rogueware)
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Example: Rogueware fake antivirus strains are increasing at a stunning
rate. Panda Security reportsthat this cyber crime bilks users out of about $34
million every month. (http://searchsecurity.techtarget.com/news/1363031/Panda-
reportsfast-spreading-rogueware-antivirus-fraudrakes-in-millions)

rootkit ('ru:t kit)

A set of programs used to gain unauthorized access to a computer’s
operating system, esp. in order to destroy or alter files, attack other computers,
etc. (http://www.wordreference.com/definition/ rootkit)

Example: Rootkits have been used increasinglyas a form of stealth to hide
Trojan virus ity. When installed on a computer, rootkits are invisible to the user
and also take steps to avoid being detected by security software.
(http://www .kaspersky.com/internet-security-center/internetsafety/faq)

router ('ru:to; US 'rauto)

Device or, in some cases, software in a computer, that determines the next
network  point to  which a  packet should be  forwarded
(http://searchnetworking.techtarget.com/definition/router)

Example: Maitland explained to them that as an officer who worked in
child protection he used such software some time ago but not recently. He also
offered the explanation that he had had issues with his broadband router. He
was duly arrested on the suspicion of having downloaded indecent images of
children. (http://www.mirror.co.uk/news/uk-news/child-abuse-detectivewho-
wanted-7964107)

sabotage ('s&bo ta:3)

Deliberate damage to operations or equipment
(http://www.mekabay.com/overviews/glossary.pdf)

Example: In some countries, computer sabotage may be regarded as a
breach of civil law rather then criminal law, but there are laws clearly defining
cyber-crime as a criminal offense. (http://definitions.uslegal.com/s/sabotage/)

salami (slicing) attack (so'la:m1 ‘slaisi o'taek)
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Making small, undetectable changes over an extended period of time;
“penny shaving” is a type of salami attack. Also called salami slicing attack
(http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-crime/)

Example: 4 typical salami attack would add a small amount to a debit
that the account holder would not check, such as a debit that represented a
service charge. This small increase in debit (often a few pence or a few cents)
would then be credited to the perpetrator’s bank  account.
(http://cybercrimeandforensic.blogspot.com.es/2009/11/salami-attacks.html)

scareware ('skeo,weo)

Malicious computer programs designed to trick a user into buying and
downloading unnecessary and potentially dangerous software, such as fake
antivirus protection:
(http://www.oxforddictionaries.com/definition/english/scareware)

Example: 4 Swedish credit card payment processor was sentenced today
to 48 months in prison forhis role in an international cyber crime ring that
netted 871 million by infecting victims’ computers with scareware and selling
rogue antivirus software that was supposed to secure victims’ computers but
was, in  fact, useless.  (https://archives.tbi.gov/archives/seattle/press-
releases/2012/payment-processor-for-scareware-cybercrime-ring-sentenced-to-
48-months-in-prison)

script kiddy ('skript 'kidr)

A derogative term, originated by the more sophisticated crackers of
computer security systems, for the more immature, but unfortunately often just
as dangerous exploiter of security lapses on the Internet.
(http://searchmidmarketsecurity.techtarget.com/definition/script-kiddy)

Example: Because of the many programs available on the internet that
were developed by true hackers or crackers, script kiddies are able to easily
create mischief, sometimes by simply entering an IP address and clicking a
button. (http://www.pctools.com/security-news/script-kiddie/)

server ('s3:vo)
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A centralized computer that provides services for other computers
connected to it via a network. The other computers attached to a server are
sometimes called “clients.”
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: In preparing for a DDoS attack, them alicious actor typically
compromises andgains remote control of computers and computer servers by
placing malicious software, or malware, on them.
(https://www justice.gov/opa/file/834996/download)

service provider (‘s3:vis pro vaido)

Entity that provides the ability to communicate with the help of a
computer system; any other entity that processes or stores computer data on
behalf of such communication service or users of such service. (CoE Convention
on Cybercrime) Example: Each Party shall adopt such legislative and other
measures as may be necessary to oblige a service provider to keep confidential
the fact of the execution of any power provided for in this articleand any
information  relating to it. (CoE Conventions on Cybercrime,
http://www.europarl.europa.eu/meetdocs/2014 2019/documents/libe/dv/7 conv
_budapest /7 conv_budapest en.pdf)

sexting ('sekstin)

The sending of sexually explicit photos, images, text messages, or e-mails
by using a cell phone or other mobile device. (http://www.dictionary.
com/browse/sexting) Example: Over the last year in the province of Ontario,
five teens caught sexting (three in Norfolk County and three in the Woodstock
area) have been charged with possessing and distributing child pornography.
(https://news.vice.com/article/canadas-new-cyberbullying-law-is-targeting-teen-
sexting-gone-awry)

sextortion (seks to;fon)

Blackmail in which sexual information or images are used to extort sexual
favours and/or money from the victim. (http://www.interpol.int/es/Crime-

areas/Cybercrime/Online-safety/Sextortion)
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Example: And the sentences meted out in sextortion cases in state courts
seem inadequate both in purely punitive terms and, given the high rates of
recidivism among sex offenders, in terms of public protection.
(https://www .brookings.edu/research/closing-the-sextortion-gap-a-legislative-
proposal/)

shoulder surfing (' [ouldo 's3:fin)

Using direct observation techniques, such as looking over someone’s
shoulder, to get information. It is commonly used to obtain passwords, PINs,
security codes, and similar data.

(https://en.wikipedia.org/wiki/Shoulder surfingcomputer security)

Example: Are you alert to criminals’ shoulder-surfing your PIN at a
checkout?  (https://nationaldebtadvisors.co.za/cybercrime-howsecure-are-our-
banks/)

skimming (' skimin)

Getting private information about somebody else’s credit card used in an
otherwise normal transaction. The thief can procure a victim’s card number
using basic methods such as photocopying receipts or more advanced methods
such as using a small electronic device (skimmer) to swipe and store hundreds
of victims’ card numbers.
(https://en.wikipedia.org/wiki/Credit _card fraud#Skimming)

Example: Credit card skimming incidents can bedifficult to detect. Since
your credit card is neverlost or stolen. The best way to detect a skimmed credit
card is to watch your accounts frequently. Monitor your checking and credit
card accounts online at least weekly and immediately report any suspicious
activity. (http://credit.about.com/od/privacyconcerns/a/credit-card-
skimming.htm)

smishing ('smi/in)

Phishing using text messages rather than emails

(http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-crime/)
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Examples: With this specific wave of smishing attacks, hackers fool
customers into downloading their malware by posing as a legitimate, unrelated
app. The malware then takes over a legitimate SMS communication between the
customer and their bank to socially engineer the customer intogiving away their
Pl information and accesstheir account.
(http://www.scmagazineuk.com/natwest-online-banking-suffers-sms-
smishingscams/article/481378/)

social engineering ('soufal end31 niormy)

Psychological people manipulation of people with actions or confidential
information. Confidence trick which aim is fraud, information gathering, system
access, it differs from a traditional “con” in that it is often one of many steps in a
more complex fraud scheme.
(https://en.wikipedia.org/wiki/Social engineering_ (security)

Example: Social engineering is becoming evermore targeted and
personal, which is why it’s nosurprise that the number of cases is on the rise.
What’s worrying, however, is the complex nature of these scams and how they
tap perfectly into feelings that make us panic - if we get an email purporting to
come from someone we trust (such as our bank) about something that is emotive
tous all (money) and then demand that we act urgently,it’s almost like the
perfect storm. (https://www.cityoflondon.police.uk/news-and-
appeals/Pages/think-twice-before-act-phishingscams.aspx)

spam ('spam)

Unsolicited commercial email. “Spamming” refers to the mass or bulk
distribution of unsolicited commercial email.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: Often spammers use computers infected with malicious code
and made vulnerable to subsequent unauthorized access by routing spam
through the victim computer in order to mask their originating email and IP

address information. In this way, the infected computer serves as a “proxy” for

325



the true spammer.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)
spear-phishing ('spio 'fifin)

A highly targeted phishing attack, using knowledge about a specific
person or organization.

(2015 NTT Group Global Threat Intelligence Report) Example: However,
in recent years cybercriminals have upped their phishing game with more
sophistication. Spear phishing emails are crafted in order to make someone
believe they 'refrom a legitimate source. The messages might appear to come
from banks or businesses, and could include full names, user names, and other
personal info. (https://blog.malwarebytes.com/101/2016/01/hacking-your-head-
how-cybercriminals-use-social-engineering/)

spoofing ('spu:fin)

A fraudulent or malicious practice in which communication is sent from
an unknown source disguised as a source known to the receiver.
(https://www .techopedia.com/definition/5398/spoofing)

Example: Phishing is basically tricking someoneto give up sensitive
information — usually socialand bank account credentials and credit card
details. Spoofing, on the other hand, refers to how cybercrooks actually trick
their target — by posing as a well-known, trustworthy entity. So, moreoften than
not, phishers rely on spoofing in order for their phishing scams to be successful.
(http:// www.bullguard.com/bullguard-security-center/ internet-security/internet-
threats/spoofing-recurring-internet-security-threat.aspx)

spyware ('spar, weo)

Except as provided in Subsection 7)(b), “spyware means software on the
computer of a user who resides in this state that: (i) collects information about
an Internet website at the time the Internet website is being viewed in this state,
unless the Internet website is the Internet website of the person who provides the

software; and (i) uses the information described in Subsection (7)(a)(i)
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contemporaneously to display pop-up advertising on the computer
(https://le.utah.gov/~2005/bills/static/HB0104.html)

Example: The implementation and enforcementof the provisions of this
Directive often require cooperation between the national regulatory authorities
of two or more Member States, for example in combating cross-border spam
and spyware. (Directive 2009/136/EC of the European Parliament and of the
Council of 25 November 2009)

synflood ('sin,flad)

A type of DDOS attack where a computer or network of computers send a
large number of “syn” data packets to a targeted computer. Syn packets are sent
by a computer that is requesting a connection with a destination computer. A
synflood typically involves thousands of compromised computers in a botnet
that flood a computer system on the Internet with “syn” packets containing false
source information.

The flood of syn packets causes the victimized computer to use all of its
resources to respond to the requests and renders it unable to handle legitimate
traffic. (http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: On or about July 24, 2004, during a chatin IRC, zxpL again
asked ANCHETA to conduct a SYN flood DDOS attack, this time against an IP
address belonging to Sanyo Electric Software Co., Ltd.in Osaka, Japan, which
zxpL identified for ANCHETA.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

temporary internet file ('temporort 'to net fail)

A file that is located on a computer’s hard drive that a browser uses to
store Web site data for every Web page or URL address that is visited.
(http://www.webopedia.com/DidY ouKnow/Internet/Temporary Internet Files.a
sp) Example: Under the “Jim” profile, there was a temporary internet file

b

known as the Web “cache,” an automatic storage mechanism designed to

quickly display previously visited web pages.
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(http://www.ediscoverylawalert.com/2010/11/articles/legal-decisions-court-
rules/cached-webfiles-may-serve-as-evidence-in-child-pornography-case/)
thumbnail (6Am neil)

A miniature display of a page to be printed. Thumbnails enable you to see
the layout ~of many  pages on the screen  at  once
(http://www.webopedia.com/TERM/T/thumbnail.html)

Example: Special Agent Blackmore attempted to download these files, but
was unsuccessful. (Id.).He did, however, capture of number of thumbnailimages
that depicted child pornography. (https://www.gpo.gov/fdsys/pkg/USCOURTS-
mnd-0_13-cr-00256/pdf/USCOURTS-mnd-0_13-cr-00256-0.pdf)

time bomb ('tarm bom)

Program or batch file waits for a specific time before causing damage.
Often used by disgruntled and dishonest employees who find out they’re to be
fired or by dishonest consultants who put unauthorized time-outs into their
programs without notifying their clients.
(http://www.mekabay.com/overviews/glossary.pdf) Example: Clayton did not
pay its bill, and PSC, claiming the need to make program changes,went to
Clayton’s place of business and secretly installeda “time bomb” that at a pre-
set time wouldlock the system so Clayton could not access itsfiles.
(http://cyber.law.harvard.edu/property00/alternatives/roditti.html)

trojan (horse) (‘trovdzon 'ho:s)

A malicious program that is disguised as a harmless application or is
secretly integrated into legitimate software.
(http://news.findlaw.com/hdocs/docs/cyberlaw/usanchetaind.pdf)

Example: Ukrainian experts in information securityare sure that 95% of
victims of the hacker groupwere wiretapped via a Trojan on their phones.
(http://belsat.eu/en/news/banda-hakerau-tsikankurenty-kdb/)

unallocated cluster (an'&lo kertid 'klasto)
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Area on a hard drive where the data belonging to deleted files can be
found. The data will remain there until it is overwritten by another file.
(http://kb.digital-detective.net/display/HstEx3/File+System+Data+Recovery)

Example: Using my forensic software I was able tolocate 73 pictures files
in the unallocated clusters which had been deleted and were no longer
accessible to the camera user.
(http://www.mccannpjfiles.co.uk/PJ/VIDEO MEMORY .htm)

URL (‘ju: ‘a:r ‘el, also '3:1)

Uniform Resource Locator. Unique address for a file that is accessible on
the Internet. (http://searchnetworking.techtarget.com/definition/URL)

Example: It is no secret that cyber criminals alsouse URL shorteners to
aid them in achieving their objectives. URL shorteners are often used by
cybercriminals  to  obfuscate redirects to  malicious  destinations.
(https://blog.malwarebytes.com/threatanalysis/2016/01/when-url-shorteners-
andransomware-collide/)

USB stick (‘ju: ‘es 'bi: 'stik)

A plug-and-play portable storage device that uses flash memory and is
lightweight enough to attach to a keychain. Also called flash drive.
(http://searchstorage.techtarget.com/definition/USB-drive)

Example: In February 2012 he was arrested and confessed to using his
work computer to download pictures of children, share them online, and discuss
them with other adults. Officers found a total of 3,699 images and videos stored
on his computer,a USB stick and a hard drive, including 2950f children being
abused.

(http://www.oxfordmail.co.uk/news/10554932.Ex Brookes lecturer guilty ove
r_child abuse pictures/?ref=nt)

vandalism ('vaendo lizom)

Obvious, unauthorized, malicious modification or destruction of data such
as information on web sites. (http://www.mekabay.com/overviews/ glossary.pdf)

Example: Wikipedia bans editing of its pages by Congressional staffers after
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‘online vandalism.The internet encyclopaedia announces ban in response to

“persistent disruptive editing”— such as describing Donald Rumsfeld as an

“alien lizard” — by anonymous users in House of Representatives.

(http://www.telegraph.co.uk/technology/wikipedia/10992143/Wikipedia-bans-

editing-of-its-pages-by-Congressional-staffers-after-online-vandalism.html)
virus ('vairas)

A program that replicates rapidly within a computer causing damage to
the host computer (http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-
crime/)

Example: Further problems arise with the mass victimization caused by
offences such as virus propagation, because the numbers of victims are simply
too large to identify and count, and because such programs can continue
creating new victims long after the offenders have been caught and punished.
(http://www.unodc.org/pdf/crime/10 _commis-sion/4e.pdf)

vishing (' vifin)

(From “voice” + “phishing”™) tricking a user (through an email or phone
call) into entering credit card information into a bogus voice response system;
information entered into the phony system is captured for fraudulent purposes.
(http://news.nicsa.org/2013/08/14/the-vocabulary- of-cyber-crime/)

Example: The vishing campaign was discovered by researchers from
cybercrime intelligence firm PhishLabs while investigating a recent attack
against customers of an unnamed midsize bankThe bank’s customers had
received text messages claiming their debit cards had been deactivated and
instructing them to call a phone number.
(http://www.pcworld.com/article/2149840/voice-phishing-campaign-hits-
customers-atdozens-of-banks.html)

VoIP ('vi: 'ou 'a1 'pi:)

VolIP is short for Voice over Internet Protocol, a category of hardware and
software that enables people to use the Internet as the transmission medium for

telephone calls (http://www.webopedia.com/TERM/V/VoIP.html)
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Example: VolP systems are being used to support vishing (telephone-
based phishing) schemes, which are now growing in popularity.
(https://en.wikipedia.org/wiki/International cybercrime)

vulnerability (valnors bilitr)

Weakness or flaw permitting an attack on a computer system or network.
(http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-crime/)

Example: Cisco says there is no evidence that this vulnerability has been
exploited in the wild, but users are advised to update their installations to
protect themselves against potential attacks.
(http://www.securityweek.com/hackers-canexploit- libreoffice-flaw-rtf-files)

watering hole ('wo:torig ,hovl)

A computer attack strategy, in which the victim is a particular group
(organization, industry, or region). In this attack, the attacker guesses or
observes which websites the group often uses and infects one or more of them
with malware. Eventually, some member of the targeted group gets infected.
(https://en.wikipedia.org/wiki/Watering Hole)

Example: 4 Chinese attack group infected Forbes.com back in November
in a watering hole attack targeting visitors working in the financial services and
defense industries, according to two security companies.
(http://www.securityweek.com/chinese-attackers-hacked-forbes-website-
watering-hole-attack-security-firms)

XSRF attack (‘eks ‘es ‘a:r ‘ef o'teek )

See CRSF attack.

Example: Forced browsing is an XSRF attack in which a user is forced to
browse a content without his/her knowledge.
(https://programmingmastercoding.blogspot.com.es/2011/05/forced-browsing-
attack.html)
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XXS attack (‘eks "eks 'es o'tek)

Cross-site scripting attack. Malware injected into a trusted site, presented
through a hyperline (http://news.nicsa.org/2013/08/14/the-vocabulary-of-cyber-
crime/)

Example: Three websites of the Mexican chapter of Article 19, an
international nonprofit organization focused on freedom of expression, were
attacked over the course of three days via a Cross-Site Scripting (XXS) attack.
(https://freedomhouse.org/report/freedom-net/2015/mexico)

zombie ('zpmbr)

(Also “drone”) Unsuspecting computers infected or compromised by a

botnet, used to launch distributed denial of service attacks.)
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[Ipunoxenue 4

ENGLISH-RUSSIAN VOCABULARY

A

accept- NpUHUMATD

access- 1) noctyn, 2)npoxof, Nojaxo, 3) BbIOOpKa HHPOopMauu

according(to)- COOTBETCTBEHHO

active- 1) nesaTesbHbBIN, aKTUBHBIN; 2) JeHCTBYIOITUN
add- mpubaBiATh, IPUCOSAUHATD

additional- 100aBOYHBIN, JOTOTHUTEILHBIN

allow- mo3BoJIsATh, pa3peniaTh

appearance- BHEIIIHUN BHJI, HAPY>KHOCTh

append- npubaBIsATh, TOOMBATH

appendix- mpuI0KeHNE

apply- ucons30BaTh MPUMEHSTH

archive- apxus

arrange- MPUBOJAUTH B TIOPSAIOK, CHCTEMATHU3UPOBATH
assign- Ha3Ha4yaTh, ONPEICIISTh

attach- mpuKpemIsATh, IPUCOCTUHSATD

attempt- 1) monbITKa 2) MBITATHCA

attribute- cBoiicTBa

avoid- us0erarsp

backslash- oOparnas xocas yepra
back-up - ny6nupoBanue

basic - 0CHOBHOM, TJIaBHBIN

batch - 1) psin, maptusa 2) rpynna, cepus
belong - mpuHagIexKaTh

blink - mepuanue
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boot - OCyIIIECTBUTH MEPBOHAYATBHYIO 3aTrPY3Ky

bootable - ctocoOHBII BHITOTHUTH EPBOHAYATBHYIO 3aTPYy3Ky
break - mpepbIBaTh

buffer - 1) Oydep 2) npomexxyTouHasi 006J1acTh HaMATH

bug - ommbka, gedexT, momexa

build - crpouts

buildinto - BcTpauBath

cable - kabenb, IPoOBO]

capital - 3arnaBHas OykBa

carry on - IpoI0JKaTh

carry out - BBIIIOJTHSITH

cause - BbI3bIBAaTh, ObITh MPUYHUHOM

caution - 1) 0CTOPOKHOCTBH 2) IPEIOCTOPOKHOCTD
chain - mocne0BaTENBHOCTD, TEITH

change - 3apsin, 3apsHKaTh

check - nmpoBepsTh

choice - BBIOOD

circular - KpyrJbIit

clear - 1) yucteblii 2) ounniaTth

close - 3akpbIBaTh

cluster - 1) rpynmna 2) kiactep, maker, 010K
code - 1) xox 2) mporpamma 3) KOAUPOBATH
combine - 00beIUHATH, KOMOMHUPOBATH
compare - CpaBHUBATh

compatible - coBMeCTUMBIN

complete - MOJHBIN, 3aKOHYEHHBIN
completely - coBpeMeHHO, TTOTHOCTHIO
compute - BBIYHCIATH

connect - COEIUHAITH
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CONSErve - COXpaHsITh
consist (of) - coctosATh (u3)
consistent - mocie10BaTeIbHBIN, COBMECTHBIN
console - 1) KpoHIUTEWH 2) MyabT
contain - coJiep>karh B cebe
contents - coaep>KuMoe
contiguous - CMEXHBII, CONPHUKACAIOIIUNCS
continue - MPOJI0JKATh
control - ynpasieHue, KOHTPOJIb, PETYIHUPOBAThH
cord - mHYyp
correct - IPaBHIIbHBIN
correspond - COOTBETCTBOBATH
cover - MOKPbIBaTh
current - 1) Texymuii 2) TeueHue, TOK
D
deal - 3anumaThCs 4eM-1100, UMEThH JIEJI0
debug - ycTpaHsITh HEMOMAAKH, HEUCTIPABHOCTH
define - onpenensTh
delete - ctupath
deny - oTpuIIaTh, OTKA3BIBATHCS
design - mpoeKTHPOBATH, IPEIHAZHAYATD
destination - Ha3HaueHUE
destination disk - nmuck, Ha KOTOPBIN BEIETCS 3aMKChH
destroy - pa3pymarb
differ - oTnuuarkcs, paznararhb
direct - pyKOBOJIUTh, HATIPABJISITH
directory - qupexTopus
default directory - mupexTopusi, UMt KOTOPO MOKHO HE YKa3bIBATh
disk - muck

blank disk - ruOkuii nuck
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double-density disk- auck ¢ yJIBOGHHOM MJIOTHOCTHIO

double-sided disk - nBycTOopoHuUii ArIcK

master disk - quck opuruHan

MSDOS installed disk - nHCcTaNISAIUOHHBIN JUCK J1J11 YCTAaHOBKHU
OIEPAIMOHHON CUCTEMBI

single-sided disk - guCK, ¢ KOTOPOTO OCYIIECTBIISIETCS KOTTMPOBAHUE

write-protected disk - quck, 3aIUIIIEHHBIN OT 3aMUCH

divide - paznensarp

drive - nucKoBOJI

default drive - n1uckoOBOA UCTIONB3YETCS IO YMOTYAHUIO

external floppy disk drive - BHemHMI TUCKOBO.T

internal floppy disk drive - BcTpoeHHBIN AUCKOBOT

drive identifier - uaeHTHPUKATOP AUCKOBOIA

E

echo - oToOpakeHre BHITIOJHEHHBIX KOMAH]T Ha DKpaHe

edit - penakTHpOBaAThH

editor - pegakTop

embedded - BcTpoeHHBIH, BKIIIOUCHHBIN

empty - myCTou

encounter - BCTpe4aThCs

entire - IOJIHBIH, IIEJIBIA, BECh

equal - oTMHAKOBBII

error - omuOKa

disk error writing - ommOKka AOMMyIIIEHHAs TIPH 3alUCH TaHHBIX Ha JTUCK

disk error reading - ommOka, A0MyIIeHHAs NPU CYUTHIBAHUU

divide error - ommbka, 1ONyIIeHHAs PU JCICHUH

escape - BBIXOJI U3 TEKYIIETO pexuma

exceed - peBwIIIATH

except - kpome

except for - 3a UCcKITIOUEHHEM
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executable - BBITOJIHUMBIIT

executive - HCIIOJIHUTEIbHBIN

extend - pacHIupsITh, MPOIUTH

extension, file extension - pacmupenuenmenudaiina
extra - 100aBOYHBIN

extremely - kpaiiHe, Ype3BbIYAHO

fail - morepners Heynauy
failure - oTkas, cOoi

fast - 6pICTpO

file - daiin

batch file - daiin, cogepxkammii rpynmny KoMaH
finite -orpaHn4YeHHBII

fit - cooTBeTCTBOBATH

fiX - yKpemIsaTh, 3aKperIsaTh
floppy - rubkuit

follow - cnenoBarts

font - mpudT

format - 1)dopmar, 2)popmarupoBaTh

H

halt - ocranoBka

handle - ynpaBnsiTe, onepupoBaTh
handler - mporpamMmma oOpaboTKH
handy - yno0HbIit

hard - xectkuit

harm - Bpen, ymiep0
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hide - npsTaTscs

hold - nepxath

identify - uneHTUgUIIIPOBATH

illegal - HemomycTUMBIit

include - BkIIOUYaATH, COACPIKATH B ceOe

indicate - moKa3bIBaTh

initialize - MHUIIMAIN3UPOBATH, YCTAHABINBATH B UCXOAHOE TIOJIOKEHUE
input - 1) BBog nHOpMaiuu, 2) nHpopMaius Ha BXOJEC

insert - BCTaBJIATh

install - ycranaBiuBaTh

interchangeably - 3amensia npyr apyra

italics - KypcuB

J
job - 3aganue, 3a1a4da, paboTa
joint - COeTUHSITHCS

K
keep - uMeTh, XpaHUTH
kind - copT, pa3HOBHAHOCTb, KJIACC

L

label - 1) MeTka, 2) MapKUpOBaTh, pa3inyiaTh

leftmost - kpaiiHuii 1eBbIN
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level - ypoBenb

link - cBA3b, coeIMHEHNE
list - cmucok

locate - ycTanaBiuBaTh

lowercase - H>KHUN PETUCTP

manage - pyKOBOAUTb, YIIPaBJISATh
menudriven - (mporpamma) yrpasisieMas ¢ IOMOIIBIO MEHIO
message - coo0IeHne

multilevel - MHOTOYpOBHEBBIA

N
nest - 1) rHe310, 2) BCTABISIThH
network - ceTb
notation - 0003HaUEeHNE
notch - MmeTka
numerical — uncnoBoit, tudpoBoit

(0]

occupy — 3aHUMAaTh, 3aMOJHATh
option - BEIOOp

optional — HeoOs3aTEIBHBII

order — 1) mopsiioK 2) UCTIPaBHOE COCTOSTHUE
overcome — MpeoI0JIeTh

overflow — nepenonHeHne

overview - 0030p
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overwrite — MepenoJHUTb 3aMUChI0

path — Tporma, myTh K hanmy

permit - pa3pyuiatb

point — TOYKa, MyHKT

portable — mopTaTUBHBIN, TEPEHOCHOM
porition — 4acTh, J0JIs

pOWer - MOIIHOCTh

powerful — CUJTbHBINA, MOITHBIH

press — )KaTh, TaBUTh

prevent — npegoTBpamniaTh

previously — npeaBapuTenbHO, 3apaHee
primary — nepBoHa4aJIbHbIN

prompt — HalIOMUHAHUE, TI0JICKa3Ka
proper — NpaBUJIbHBIN, HAJIEKAILUI
protect — 3amuIIaThH

provide — obecrieunBaTh

range — JIMarasoH, MpeaMeT
rate — HOpMa, CKOPOCTh, CTCTICHb

receive — noJiy4arb, IPUHUMATD

record — 3anmMCEHIBaTh, 3aI1Ch

recover — BO3BpallaTh, BOCCTaHABIINBATh
reload — mepe3arpyxartb

remainder — ocTaTok

remark — npuMeyanue

340



remove — repeBUTaTh
rename — MeperuMeHOBHIBATH
repeat — MOBTOPSTH

replace — 3aMeHUTH

report — cooOmarh

require — TpeOOBaTh, HYKAAThCS
reserved — 3amacHOM, pe3epBHBIN
reset — mepeHacTpouTh

response — 1) oTBeT 2) peaxuus
restart — HaUMHATHL CHOBA

return — BO3BpaIeHue

review — paccMaTpHuBaTh

safe — 6e30macHbBIN

sample — oOpa3er, mradj0H, MOICIIb
schedule — cnmcok, kaTajor

select — oTOuparth

separate — OTIEIATh

sequence — MOCJIeI0BaTeILHOCTh
serialport — pa3pem

series — psiI, cepust

session - ceaHc paboOThI C CUCTEMOM
set - ycTaHaBIIMBaTh, HA3HAYATh
share - pa3aensTh

shell - o6omouka

shift - caBur

side - ctopoHa
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similar - mogoOHbIN

skip - mporyckarb, mepenprruBaTh
slash - pa3pes, kocas uepra

specification - cnenuukanus, nepeyeHb
specify - onpeaensrsb

Spot - MeCcTO

start-up - 1) Havano, mMyck, 2) HAYMHATh
string - psizi, TOCJIETIOBATEIHLHOCTD
substitute - 3aMeHATH, 3aMeIaTh
sufficient - moctatouHbIi

support - 1) noanepxka, 2) MoAaep uBaTh
suspend - MpUOCTaHABINBATH

switch - 1) nepexnrouenue, 2) nepexiarovaTeb

tab - yuer

table - Tabnua, rpaduk

target - iep

template - ma610H, MOJICTTH
temporary - BpEMEHHBIN

term - TEpMHUH

terminate - 3aBepIIaTh, 3aKaHYUBAThH
track - mopoxkka

transfer - mepeHoc, nepemeniecHue
transmit - coo0111aTh, Mepe1aBaTh
turn — moBopayuBaThCs ,turnon — BKJIrO4YaTh, turnoff - BeIKIIFOUATH

in turn - B CBOIO ouepe/ib
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unable - HeCTTIOCOOHEII
unigue - YHUKaJIbHBIN

unless - eciu He, TOKa HE
unlock - oTKkpBIBaTH

update - MOJIEpHU3UPOBATH
uppercase - BEpXHUU PETUCTP

utmost - KpaliHU, PEaeIbHbBIN

A\
vary - MEHATBCS

verify - mpoBepsATh, KOHTPOIUPOBATH
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IMPUJIOKEHMUE 6
NEW ENGLISH-ENGLISH TECH DICTIONARY

5G CONNECTIVITY

5G is the fifth generation of mobile networks. It is said to be up to 100
times faster than 4G and it can provide higher speed, lower latency, greater
capacity, more reliability and a more uniform experience.

Examples include: Autonomous vehicles, AR and VR, smart cities,
immersive entertainment

ARTIFICIAL INTELLIGENCE (Al)

Al, also known as machine intelligence, is intelligence demonstrated by
machines, as opposed to natural intelligence displayed by humans and animals.
It is the ability of a digital computer or computer-controlled robot to perform
tasks commonly associated with intelligent beings.

Examples include: self-driving cars, a virtual travel booking agent,
manufacturing robots

AUGMENTED REALITY (AR)

Augmented reality, or AR, is an enhanced version of the real (physical)
world. Al is achieved through the use of digital elements via technology.

Examples include: Snapchat, Google Street View, Pokémon Go

BIG DATA

Big data treats ways to analyze, systematically extract information from,
or otherwise deal with data sets that are too large or complex to be dealt with by
traditional data-processing application software.

Examples include: Personalized marketing, finding new customer leads,
medical records, social media

BLOCKCHAIN

A blockchain is a decentralized, digitally distributed and often public
ledger consisting of records called blocks that is used to record transactions

across many computers so that any involved block cannot be altered
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retroactively, without the alteration of all subsequent blocks. Blockchains store
blocks of information in a chronological order that are irreversible and
immutable. Blockchains are mostly known for their role in cryptocurrency
systems such as Bitcoin.

Examples include: NFT marketplaces, electronic voting, tracking of
music royalties

CRYPTOCURRENCY

Cryptocurrency is a digital or virtual currency in which transactions are
verified and records maintained by a decentralized system using cryptography,
rather than by a centralized authority. Cryptocurrencies can also be defined as
tradable digital assets or digital form of money built on blockchain technology
that only exists online.

Examples include: Bitcoin, Ethereum, utility tokens

DATAFICATION

Datafication, also known as datafy, is a technological trend that turns
many aspects of our life (subjects, objects, and practices) into online quantified
data which 1s subsequently transferred into information realised as a new form
of value. It allows for real-time tracking and predictive analysis.

Examples of the datafication process include: Netflix, or social
platforms such as Facebook and Instagram that collect and monitor our data
information in order to market products we would be interested in.

DATA MINING

Data mining is the process of extracting raw data and turning it into useful
information by using software to look for patterns in large batches of data.

Examples include: Cross-selling and upselling the Ecommerce sector,
Collect and store data techniques in science and engineering

DIGITAL DIVIDE

The gap between those (individuals, households, businesses and
geographic areas) who benefit from the Digital Age (who have ready access to

computers and the internet) and those who do not.
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Examples/causes of the digital divide include: Infrastructure, low
literacy, low income levels

ALSO SEE: A beginner’s guide to understanding technology

DIGITAL TWINS

A digital twin is a virtual model, representation or replica that serves as
the real-time digital counterpart, or mirror, of a physical object or process.

An example include: Automotive manufacturers use digital twin
technology to change the way cars are being made

EDGE COMPUTING

A distributed computing paradigm that brings computation and data
storage closer to the sources of data.

Examples include: Cloud gaming, smart homes, predictive maintenance

EXTENDED REALITY (XR)

Extend Reality, or XR, is an umbrella term for AR, MR, VR, as well as
other immersive technologies. XR refers to all real-and-virtual combined
environments and human-machine interactions that are generated by technology
and wearables.

Examples include: XR video games, XR tech devices, Zoom virtual
backgrounds

GIG ECONOMY

Workers in the Gig Economy are freelancers, part-time workers,
independent contractors, temporary workers, etc.

Examples include: Freelance writing, Web developing, Digital marketing

HYPERAUTOMATION

According to Gartner, a technological research and consulting firm,
hyperautomation is a business-driven, disciplined approach that organizations
use to rapidly identify, vet and automate as many business and IT processes as
possible. It involves the orchestrated use of multiple technologies, tools or

platforms, including Al, machine learning, robotic process automation, etc.
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Examples include: Automating billing cycles, customer communication
and collection in healthcare

LOSSLESS AUDIO

Lossless audio is all about the streaming process not affecting the quality
of the sound. According to Apple Music, who announced in May 2021 that
they’re adding a lossless streaming service that will deliver uncompromised
sound quality at no extra charge, most audio compression techniques lose some
amount of data contained in the original source file. In short: Lossless
compression is a form of compression that preserves all of the original data.

METAVERSE

A virtual-reality space in which users can interact with a computer-
generated environment and other users. Also known as a network of 3D virtual
worlds focused on social connection.

Examples include: Ernest Cline’s 2011 science fiction novel, Reader
Player One, Fortnite Concerts, Augmented Reality (AR)

MIXED REALITY (MR)

Mixed Reality, or MR, is the merging of the real and virtual worlds to
produce new environments and visualizations, where physical and digital objects
co-exist and interact in real time. MR is a combination of multiple advanced
technologies, primarily AR and VR.

Examples include: Microsoft’s Hololens, experiential education

Listen to the Future Females podcast: Lily Wu shares “Everything you
need to know about NFT’s and why we need more female representation in
Web3” here.

NON-FUNGIBLE TOKEN (NFT)

An NFT is a non-interchangeable unit of data, or a digital asset, stored on
a blockchain that can be sold and traded. NFTs can’t be exchanged for another
asset of the same type.

Examples include: Art, music, videos, real estate

ALSO SEE: NFTs: Learn from Lily Wu
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QUANTUM COMPUTING

A type of computation that harnesses the collective properties of quantum
states, such as superposition, interference, and entanglement, to perform
calculations. Devices that perform quantum computations are known as quantum
computers. Where conventional computers use bits, quantum computers use
quantum bits known as qubits.

Examples include: Al, since quantum computers can analyze large
amounts of data to provide Al machines feedback for improving performance

ROBOTICS

The interdisciplinary branch of technology that deals with the design,
construction, operation and application of robots. The goal of robotics is to
design machines that can help and assist humans.

Examples include: AI powered robot assistants, drones, robotic toys,
automotive industry robots, NASA’s Robonaut

THE INTERNET OF BEHAVIORS (I0B)

IoB refers to the gathering of data (from IoT as well as other sources) in
order to predict human behavior, interests and preferences. It seeks to
understand how, why and when people use technology when purchasing things.

Examples include: Digital marketing and personalized advertisements on
social media

THE INTERNET OF THINGS (107)

The interconnection via the internet of computing devices embedded in
everyday objects, enabling them to send and receive data.

Examples include: Smart home security systems, wearable health
monitors (Fitbit, Apple Watch, etc.), connected cars

VIRTUAL REALITY (VR)

Virtual Reality, or VR, is a simulated experience (making use of computer
technology) that can be either similar to the real world, or completely different.
Examples include: VR as a treatment for mental health issues such as PTSD

and anxiety, body-scanning technology in VR, gambling in VR
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VOICE-USER INTERFACE (VUI)

A voice-user interface, or VUI, makes spoken human interaction with
computers possible.

Examples include: Apple’s Siri, Amazon’s Alexa

ALSO SEE: 5 tips on how to pay yourself a salary

WEB3

Web3, or Web 3.0, is an idea (or a work-in-progress) for a new iteration
of the web known as the upcoming third generation of the internet. It will be
based on blockchain technology, which will incorporate concepts such as
decentralization and token-based economics. Information will be processed in a
smart, human-like way through technologies such as machine learning and Big
Data.

Did you know? Web 3.0 was previously known as the “semantic web”

WHITE PAPER

White paper is a long piece of written content (such as a report or guide)

viewed in eBook format. These white papers are used to explain a subject better.
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ITpunoxenue 7
SUPPLEMENTARY READING
Police Officer Education

Police officer education requirements are set by state-level Peace Officer
Standards and Training Councils (usually, though not always, abbreviated as
POST) and by local police departments. Local police departments may set
stricter standards than their overseeing POST agency, but may not set more
lenient standards. In all 50 states, the minimum education required to become a
police officer is a high school diploma or GED. However, a growing number of
police departments require at least some college credit, and some even require a
college degree.

Even if not required for entry-level police work, a college degree is either
required or strongly recommended for advancement into the supervisory ranks
by many police departments. In addition to many municipal law enforcement
agencies requiring college credit, federal law enforcement positions, such as FBI
detectives and investigators, generally require applicants to have a minimum of
a bachelor’s degree, and some even require a graduate degree. For these and
other reasons discussed in more detail below, an increasing number of future

police officers are including college in their career plans. (1154 ned.3Haka)

Overview of Police Education Requirements
The most recent data available indicates that over 80% of police
departments in the US require at least a high school diploma or GED,
while only 1% of police departments require a four-year degree. The
remaining 19% of departments require varying amounts of college
credit, up to an associate’s degree (typically 60 credit hours). About half
of police agencies that require college credit will accept military

experience in place of the usual college requirements. In general, larger
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police departments (those serving one million residents or more) tend to
require a degree more often than smaller departments.

At the same time, while it is not a strict entry-level requirement in
all departments, the number of officers who have a college degree is
rising; estimates suggest that 30% to 50% of US police have a four-year
bachelor’s degree—compared to 33% of US adults overall. This indicates
that investing in four years of college to be a police officer is not
uncommon. An estimated 66% of police chiefs and sheriffs have at least
a bachelor’s degree, and 33% of these have a master’s or law
degree. Aside from agency hiring requirements, suggested reasons for
these statistics include:

o Agency hiring preferences (78% of agency leaders reported they
preferred candidates with a college degree in a 2014 survey)

o The common minimum police hiring age of 21 encourages high school
graduates to attend college before applying for police work

o Competitive hiring processes that award extra points to college
graduates

« Incentive pay for officers who achieve a college degree

« Advancement policies that are more favorable towards those who hold
a college degree

o« The growing complexity of criminal justice as an academic field,
which has implications for police practice

Despite the relatively low number of PDs that require a degree,
departments seem to be trending towards requiring at least some college
credit.Many experts believe police officers should be required to have a
degree of some kind. This trend may be partially due to recent studies,
such as one published in Police Quarterly, that suggest a correlation
between higher education and police effectiveness. Even before recent,
widely-publicized incidents of police brutality that have contributed to

growing tensions between officers and the people they serve, the
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occupation of policing has been moving towards a “community policing”
approach, in which cops spend more time getting to know the people in
the communities they serve and protect. As recent studies have found
that more highly educated officers tend to be more effective and less
likely to resort to the use of force in their duties, it makes more sense
now than ever for prospective police officers to pursue a degree. . (2746

MeY.3HaKa)

Police Officer Degree Levels

There are many degree options for prospective and current police
who are interested in furthering their education. As previously
mentioned, a successful policing career does not necessarily require a
college degree, but pursuing a degree can benefit your career as a police
officer not only by helping you get hired but also by putting you in a
better position to be promoted and/or move into a supervisory position.
Before we look at the degree majors (also known as specializations,
concentrations, and emphases) available for those interested in police
education, let’s look at the police officer education levels available. (628

MeY.3HaKa)

Post-Secondary Technical Certificate
According to O*NET OnLine, 27% of police patrol officers suggest
that the minimum education needed to be hired as a police officer is a
postsecondary technical certificate. Technical certificates usually require
15 to 30 credit hours and can be completed in as little as a few months to
a year. If you choose to attend a certificate program in a subject such as
law enforcement, law enforcement administration, or criminal justice,

you can expect a broad overview of the field, with coursework covering
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topics such as an introduction to criminal justice, physical defense
tactics, interview and interrogation techniques, and firearms. Many
technical certificates in law enforcement fulfill some police academy
requirements and may include a certain number of police training hours.

(728 ney.3HaKa)

Associate of Science or Associate of Arts

Following close behind the postsecondary certificate, according to
O*NET OnLine, the second-most common degree recommended for cops
1s an associate degree, with 24% of respondents recommending this
degree.An associate degree is a two-year degree (with full-time study)
that can be found as an Associate of Science (AS), Associate of Applied
Science (AAS), or an Associate of Arts (AA), comprising about 60
credit hours of coursework. Degrees focusing on law enforcement,
police science, criminal justice, or related fields like homeland security
or forensic science provide the most useful training for prospective or
current police officers. An associate degree in law enforcement may
include courses such as Community Relations, Firearms, Criminal

Procedures, Loss Prevention, and Forensic Investigation. (807 ne4.3Haka)

Bachelor of Science or Bachelor of Arts
Another option for police officer education is the bachelor’s degree.
Similar to an associate degree, a bachelor’s degree can be in the form of
a Bachelor of Science (BS), a Bachelor of Applied Science (BAS), or a
Bachelor of Arts (BA). Bachelor’s degrees usually take four years of
full-time study to complete, and prospective or current cops may choose
to pursue a bachelor’s in any subject in order to fulfill most

departments’ educationalrequirements. For students considering a career
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in federal law enforcement, jobs like CIA officer or US Marshal may
require a bachelor’s degree in a criminal justice-related subject, such as
homeland security, criminology, or law enforcement. To be the most
competitive candidate for these federal positions, many students pursue
graduate degrees after obtaining their bachelor’s. Most bachelor’s
degrees require around 120 credit hours to graduate, including
foundational and specialized coursework. Law enforcement bachelor’s
degrees may include courses such as Introduction to Criminal Justice,
Criminal Law, Ethics in Criminal Justice, Community Policing, Crime

Analysis and Investigation, and others. (1146 meu.3naka)

Professional skills and abilities for cyber crime investigator

If you have been an investigator but you haven’t investigated cybercrimes,
you will want to bring in a trained cybercrime investigator. The investigative
skills that you have, such as persistence, passion, inquisitive, and driven, are all
great soft skills that can be used in the majority of investigations. Cyber
investigations are not one of those. Investigating cybercrimes will require you to
have an understanding of cyber security, be knowledgeable of the law in regard
to cybercrimes, and understand the methodology used in the preservation of
evidence.

In addition to being experienced in forensics, intrusion detection, malware
analysis, basics of programming, risk analysis and mitigation, cloud security,
offensive training (black hat), and security analysis, experts have a well-rounded
skill set in the field of cyber security. Gaining knowledge in this field is more
than a degree, boot camps, or taking cyber courses. Hands on and practice, along
with certifications, can leverage the types of cyber investigations you work.
Boot camps are 5—6 days in a row, long hours and very intense. All boot camps
and trainings are not alike; it will be important to do your research and vet the

ones you are interested in. Having experience in data analytics will also be very
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helpful. Consider the methodology you have used in other areas of security,
some will be familiar to you. When conducting investigations involving
cybercrimes, you will be evaluating information from a variety of sources and
integrating them into a logical outcome to create a conclusion. Intelligence is a
product that assembles trustworthy information for the authorities to determine
the complexity, criminality, and the level of threat. How successful the cyber
investigation is will often be determined by many variables, but it is clearly
related to the information you have collected and the intelligence you have

gathered.

Those who make, enforce, and carry out the law already understand the basics of
legislation, investigation, and prosecution. They need training in the basics of
IT: how computers work, how networks work, what can and cannot be
accomplished with computer technology, and most important, how crimes can
be committed using computers and networks.

This training, to be most useful, should be targeted at the criminal justice
audience, rather than be a repackaging of the same material that is used in the
same way to train IT professionals. Although much of the information might be
the same, the focus and scope should be different. A cybercrime
investigator doesn't need to know the details of how to install and configure an
operating system. He or she does need to know how a hacker can exploit the
default configuration settings to gain unauthorized access to the system.

The training necessary for legislators to understand the laws they propose and
vote on is different from the training needed for detectives to ferret out digital
evidence. The latter should receive not only theoretical but also hands-on
training in working with data discovery and recovery, encryption and
decryption, and reading and interpreting audit files and event logs. Prosecuting
attorneys need training to understand the meanings of various types of digital

evidence and how to best present them at trial.
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Police academies should include a block on computer crime investigation in
their basic criminal investigation courses; agencies should provide more
advanced computer crime training to in-service officers as a matter of course.
Many good computer forensics training programs are available, but in many
areas these tend to be either high-priced, short-duration seminars put on by
companies in business to make a profit, or in-house programs limited to larger
and more urban police agencies. Enrollees primarily tend to be detectives. Few
states have standard mandated curricula for computer crime training in their

basic academy programs or as a required part of officers' continuing education.

In rural areas and small-town jurisdictions, few if any officers have training in
computer crime investigation, although this situation is slowly changing. Again,
officers who do have training are usually detectives or higher-ranking officers—
yet it is the patrol officer who generally is the first responder to a crime scene.
He or she is in a position to recognize and preserve (or inadvertently destroy or

allow to be destroyed) valuable digital evidence.

Ideally, all members of the criminal justice system would receive some basic
training in computer and network technology and forensics. However, that is an
unrealistic goal in the short term. The next best solution is to establish and train
units or teams that specialize in computer-related crime. If every legislative
body had a committee of members who are trained in and focus on technology
issues; if every police department had a computer crime investigation unit with
special training and expertise; and if every district attorney's office had one or
more prosecutors who are computer crime specialists, we would be a long way

toward building an effective and coordinated cybercrime-fighting mechanism.

For years, law enforcement lagged behind in the adoption of computer
technology within departments. Over the past decade, the law enforcement
community has begun to catch up, and as younger individuals with existing
computer skills are recruiting, the gap between technology and experience is

closing. Federal agencies such as the FBI have excellent computer forensics
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capabilities. Large police organizations such as the International Association of
Chiefs of Police (IACP) and the Society of Police Futurists International (PFI)
have embraced modern technology issues and provide excellent resources to
agencies. Metropolitan police departments and state police agencies
have recognized the importance of understanding computer technology and have
established special units and training programs to address computer crime
issues. But law enforcement in the United States and other countries still has a
long way to go before all law enforcement agencies have the technical savvy to
understand and fight cybercrime.

Those agencies that are still lacking in such expertise can benefit greatly by
working together with other, more technically sophisticated agencies and
partnering with carefully selected members of the IT community to get the
training they need and develop a cybercrime-fighting plan for their jurisdictions.
The Internet reaches into the most remote areas of the country and the world.
Cybercrime cannot remain only the province of law enforcement in big cities;
cybercriminals and their victims can be found in any jurisdiction. (6774

1eY.3HaKa)

Why Education is a target for cybercrime?

Education institutions need to make cybersecurity a priority. Despite the
sector facing major challenges such as a lack of staffing and a lack of funding
and resources, cyberattacks are no less frequent or less severe in education. In
fact, they seem to be gaining ground in prevalence year on year as instances of

breaches in schools and higher education are widely reported.

In recent years we’ve seen news of ransom attacks causing financial damage —
like that on the University of Calgary where the institution allegedly handed

over $20k to cybercriminals, and malware attacks causing mass disruption —
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similar to the disruption which, apparently, caused the Minnesota School

District to shut down for a day while IT professionals rebuilt the system.

The more worrying breaches are where student safety is compromised.
Educational institutions are entrusted to safeguard their students, many of whom

are minors, but a weak cybersecurity infrastructure can put them at risk.

This was made all too clear when the CCTV in several schools in Blackpool was
allegedly breached, and the footage was reportedly live-streamed on the
internet..

It’s an unfortunate fact that, while cybersecurity in Education is necessary to
protect against financial loss and prevent disruption, it’s also crucial to protect
students from harm.

This is why the sector needs to do everything it can to ensure its
applications and systems are protected, and work to overcome any challenges.

In this article, we’ll look at the current state of cybersecurity in Education.
We’ll discuss the most common reasons for the attack, the highest threats, and
the main challenges facing the sector to help you understand why cybersecurity
needs to be a priority, and how you can make it a priority for your educational
institute.

There are four key reasons why Education is a target for cybercriminals.

With Education venues varying in size, purpose, and stature, the motives
for attack can vary too. For example, what might be a common threat for world-
renowned Universities/Colleges might not be an issue for schools or school
districts. So, institutions need to evaluate the risk and understand what data is
vulnerable to unauthorized access.

DDoS attacks — Distributed Denial of Service, or DDoS attacks are a
common type of attack on all levels of Education venues. This is where the
attacker’s motive is to cause widespread disruption to the institute’s network,

having a negative effect on productivity.
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This can be a relatively easy attack for amateur cyber criminals to carry
out, especially if the target network is poorly protected. There have been
instances of students or teachers successfully carrying out a DDoS attack, with
motives ranging from simply wanting a day off, to protesting the way a
complaint was handled.Data theft — This is another attack affecting all levels of
education because all institutions hold student and staff data, including sensitive
details like names and addresses. This type of information can be valuable to
cybercriminals for several reasons, whether they plan to sell the information to a
third party or use it as a bargaining tool and extort money.

The concerning aspect of this type of attack is that hackers can go
unnoticed for long periods of time. As was the case at Berkeley, where at least
160,000 medical records were allegedly stolen from University computers over
a number of months.Financial gain — Another motive for hackers carrying out
an attack on an educational institution is for financial gain. This might not be as
high of a risk for public schools, but with private institutions and
Universities/Colleges handling a large number of student fees, they’re a prime
target for cybercriminals.

Today, it’s usual for students or parents to pay fees via an online portal,
often transferring large sums of money to cover a whole term or year of tuition.
Without proper protection or preparation on the part of education institutions,
this presents a weak spot for cybercriminals to intercept.

Espionage — The fourth reason why education is a target for cybercrime is
espionage. In the case of higher education institutes like Universities/Colleges,
they’re often centers for research and hold valuable intellectual property.
Universities/Colleges need to be suitably protected, as it’s thought that
scientific, engineering and medical research by UK Universities have been
previously compromised by hackers, and with plenty of time and money to fund

them, professionals are often at the helm of these attacks.
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With these four motives in mind, the way in which hackers carry out an
attack on Education networks can further help us understand how to protect

them. (4715 neu.3Haka)

The threat from cyber crime
We have seen a significant growth in cyber criminality in the form of high-

profile ransomware campaigns over the last year. Breaches leaked personal data

on a massive scale leaving victims vulnerable to fraud, while lives were put at

risk and services damaged by the WannaCry ransomware campaign that affected

the NHS and many other organisations worldwide. Tactics are currently shifting

as businesses are targeted over individuals and although phishing attacks on

individuals are increasing, fewer are falling victim as people have become more

alert.

Because the distinction between nation states and criminal groups is increasingly

blurred, cyber crime attribution is sometimes difficult. Many Russian-speaking

cyber groups are threatening UK interests, but home-grown cyber criminals are

becoming more sophisticated and therefore a rising threat. Although young

criminals are often driven by peer kudos rather than financial reward, organised

UK cyber crime groups are motivated by profit.

Cyber criminals seek to exploit human or security vulnerabilities in order to

steal passwords, data or money directly. The most common cyber threats

include:

« Hacking - including of social media and email passwords

« Phishing - bogus emails asking for security information and personal details

« Malicious software — including ransomware through which criminals hijack
files and hold them to ransom

o Distributed denial of service (DDOS) attacks against websites — often

accompanied by extortion
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The scale and complexity of cyber attacks is wide ranging. 'Off the shelf' tools
mean that less technically proficient criminals are now able to commit cyber
crime, and do so as awareness of the potential profits becomes more widespread.
The evolving technical capabilities of malware means evolving harm as well as
facilitating new crimes, such as the cryptomining malware which attacks digital
currencies like Bitcoin.

Cyber attacks are financially devastating and disrupting and upsetting to people
and businesses. We know that there is significant under-reporting, although the
new General Data Protection Regulation is likely to prompt a better picture of
scale. Currently the level of sentencing at court is not commensurate with the
seriousness of attacks, and this is an area which is ripe for consideration. (2329

MeY.3HaKa)

What Is Information?
We live in a golden age of information. Never has so much of it been available
so easily to so many of us. Information is power, its money and, given how
much of our life is lived online, defines part of our reality. But what exactly is
information? We tend to think of it as something that lives in our heads: lots of
facts and ideas that help us find our way around the world. And indeed we, as
well as other animals, have evolved exceedingly complex organs to gather it.
There's no doubt that information is important. It also seems clear that
information isn't a physical entity. "One of the big things we've discovered in

recent decades is that a book is not actually stuff written on a page," explains
George Ellis, a cosmologist and mathematician who has thought a lot about
information. "A book can be [printed on paper], but I can also read you the
book, or you can buy it in digital form. The question is what is the book? It isn't
any of those things. The book is an abstract thing which is realized in different

forms. It can be realized as symbols on a screen, it can be stored in a computer's
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memory, and it can be on paper, and so on. But the point is that the information

itself, the information in the book, is abstract." (1258 me4.3H.)

E-Russia

The information technologies are developing at a rapid pace in Russia and
penetrate into everyday life of people. Many people, who can access to Internet,
not only can buy and sale, some of them can’t work and live without using this
global electronic net. E-business and e-commerce are widely developing. The
information technologies are being widely used in medicine, health care,
education and science. Taking into consideration the rapid pace of IT
development, the state began the work on e-government introduction in Russia.
The government has to find new ways to complete its function, to interact with
the citizens and produce the innovation in public management. The Target
Program «E-Russia» was adopted. It was planned to develop the arrangements
on the budget consolidation of different departments which help adopt new
information technologies, and to create a platform for the integration of
departmental databases and the organization of the end-to-end e-circulation of
documents. At the very beginning of the program implementation considerable
amendments to the E-Russia program were adopted as a result of a constructive
discussion between all the participants concerned. The amendments turned the
program from an interdepartmental program to the program of the introduction
e-government. The E-Government Concept of the Russian Federation was
adopted. The Concept established the main priorities directions, and stages of
the e-government introduction in the Russian Federation. The government
also adopted the Information-oriented Society Development Strategy of the
Russian Federation which approves control values of the information-oriented
society development in the Russian Federation for the period till 2015. Thus,
these measures will have ensured the e-rendering of 74 state services by means
of the state web portal, and will have provided the introduction of the

interdepartmental end-to-end e-circulation of documents by 2015.
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The government will face new forms of public participation in the decision-
making. In the situation than information technologies (IT) possibilities allow
each citizen to participate actively in the definition of public policy, the relation
between government and citizens will be direct. The governments will have to
find new ways to complete his function, to interact with the citizens and produce
the innovation in public management. The Russia Federal Ministry of
Communications and Information is the coordinator of the elaboration of the
program. The realizing of that program will open the perspectives for the
different sectors of economy, society, and will stimulate the innovational
possibilities of private sector. There are several benefits derived from the e-
Russia: the customizing of the services, the reduction of the distances and the
time, the productivity and the efficiency, the decentralization, the transparency,
the supply and provisions of integrated services, the best administration of the
budget, among others.

However, the enormous digital gap that exists in countries as ours, between the
inhabitants that have and those that do not have access to Internet, generates

enormous challenges for a successful beginning of the electronic government.

(3253 neu.3H.)

Cybercrime that compromises privacy

Cybercrime violates individuals' privacy and the security of their data,
particularly hacking, malware, identity theft, financial fraud, medical fraud, and
certain offences against persons that involve the revealing of personal
information, messages, images, and video and audio recordings without
individuals' consent or permission.

Data is considered a commodity online and offline by both legal and illegal
actors. For this reason, data is a primary target of cybercriminals. Data also
plays an integral role in the commission of many cybercrimes, primarily because

it is not adequately protected and can be illicitly accessed and obtained. Data
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breaches have resulted from lost or stolen encrypted flash drives and other
storage devices (mainly laptop and smart phones), poor system and data
security, unauthorized access to the database or the exceeding of authorized
access to a database, and accidental disclosure, release or publication of data.

(997 ney.3HaKa)

COMPUTER CRIMES

(1) More and more, the operations of our businesses, governments, and financial
institutions are controlled by information that exists only inside computer
memories. Anyone clever enough to modify this information for his own
purposes can reap substantial re wards. Even worse, a number of people who
have done this and been caught at it have managed to get away without
punishment.

(2) These facts have not been lost on criminals or would-be criminals. A recent
Stanford Research Institute study of computer abuse was based on 160 case
histories, which probably are just the proverbial tip of the iceberg. After all, we
only know about the unsuccessful crimes. How many successful ones have gone
undetected is anybody's guess.

(3) Here are a few areas in which computer criminals have found the pickings all
too easy.

(4) Banking. All but the smallest banks now keep their accounts on computer
files. Someone who knows how to change the numbers in the files can transfer
funds at will. For instance, one programmer was caught having the computer
transfer funds from other people's accounts to his wife's checking account.
Often, tradition ally trained auditors don't know enough about the workings of
computers to catch what is taking place right under their noses.

(5) Business. A company that uses computers extensively offers many
opportunities to both dishonest employees and clever outsiders. For instance, a

thief can have the computer ship the company's products to addresses of his own
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choosing. Or he can have it issue checks to him or his confederates for
imaginary supplies or ser vices. People have been caught doing both.

(6) Credit Cards. There is a trend toward using cards similar to credit cards to
gain access to funds through cash-dispensing terminals. Yet, in the past,
organized crime has used stolen or counterfeit credit cards to finance its
operations. Banks that offer after-hours or remote banking through cash-
dispensing terminals may find themselves unwillingly subsidizing organized
crime.

(7) Theft of Information. Much personal information about individuals is now
stored in computer files. An unauthorized person with access to this information
could use it for blackmail. Also, confidential information about a company's
products or operations can be stolen and sold to unscrupulous competitors. (One
attempt at the latter came to light when the competitor turned out to be
scrupulous and turned in the people who were trying to sell him stolen
information.)

(8) Software Theft. The software for a computer system is often more expensive
than the hardware. Yet this expensive software is all too easy to copy. Crooked
computer experts have devised a variety of tricks for getting these expensive
programs printed out, punched on cards, recorded on tape, or otherwise
delivered into their hands. This crime has even been perpetrated from remote
terminals that access the computer over the telephone.

(9) Theft of Time-Sharing Services. When the public is given access to a
system, some members of the public often discover how to use the system in
unauthorized ways. For example, there are the "phone freakers" who avoid long
distance telephone charges by sending over their phones control signals that are
identical to those used by the telephone company.

(10) Since time-sharing systems often are accessible to anyone who dials the
right telephone number, they are subject to the same kinds of manipulation.

(11) Of course, most systems use account numbers and passwords to restrict

access to authorized users. But unauthorized persons have proved to be adept at
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obtaining this information and using it for their own benefit. For instance, when
a police computer system was demonstrated to a school class, a precocious
student noted the access codes being used; later, all the student's teachers turned
up on a list of wanted criminals.

(12) Perfect Crimes. It's easy for computer crimes to go undetected if no one
checks up on what the computer is doing. But even if the crime is detected, the
criminal may walk away not only unpunished but with a glowing
recommendation from his former employers.

(13) Of course, we have no statistics on crimes that go undetected. But it's
unsettling to note how many of the crimes we do know about were detected by
accident, not by systematic audits or other security procedures. The computer
criminals who have been caught may have been the victims of uncommonly bad
luck.

(14) For example, a certain keypunch operator complained of having to stay
overtime to punch extra cards. Investigation revealed that the extra cards she
was being asked to punch were for fraudulent transactions. In another case,
disgruntled employees of the thief tipped off the company that was being
robbed. An undercover narcotics agent stumbled on still another case. An
employee was selling the company's merchandise on the side and using the
computer to get it shipped to the buyers. While negotiating for LSD, the
narcotics agent was offered a good deal on a stereo!

(15) Unlike other embezzlers, who must leave the country, commit suicide, or
go to jail, computer criminals sometimes brazen it out, demanding not only that
they not be prosecuted but also that they be given good recommendations and
perhaps other benefits, such as severance pay. All too often, their demands have
been met.

(16) Why? Because company executives are afraid of the bad publicity that
would result if the public found out that their computer had been misused. They
cringe at the thought of a criminal boasting in open court of how he juggled the

most confidential records right under the noses of the company's executives,
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accountants, and security staff. And so another computer criminal departs with
just the recommendations he needs to continue his exploits elsewhere. (5804

1ey.3HaKa)

Cyber terrorism

Defined broadly, the term "computer crime" could reasonably include a wide
variety of criminal offenses, activities, or issues. The potential scope is even
larger when using the frequent companion or substitute term "computer-related
crime."  Given the pervasiveness of computers in everyday life, even in the
lives of those who have never operated a computer, there is almost always some
nontrivial nexus between crime and computers.

By the FBI's definition, cyber terrorism is well beyond the scope of this paper.
With increasing frequency this term is being used by the mass media. Absent
any evidence of activity, we'll leave it in the "eye of the beholder" to determine
whether cyber terrorism is currently being deterred, is a phantom menace...or
somewhere in between.

A key distinction between electronic civil disobedience and politicized
hacking is anonymity. The motive for remaining secret is simple: the majority of
politically motivated hacks are clearly illegal. Most institutions recognize that
breaking into an opponent's computer and adding, changing or deleting (HTML)
code, even if it is juvenile graffiti, violates some other's rights. Attitudes and
opinions begin to diverge markedly around this point however. One person's
activist is another's terrorist.

"A lot of groups are claiming that they're hacking into sites for a higher moral
purpose, but they're hiding beyond anonymity or pseudo enmity. Taking
responsibility is not something we see happening."

At the heart of this discussion is the question of motive. Opinions differ just as
much within the hacker community as outside over the efficacy of certain

actions. The spate of (zombie) DDoS attacks against prominent e-commerce
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sites that occurred in February 2000 sparked a debate between two prominent
hacker collectives. The Electro hippies Collective claims the Internet as a public
space liable to be used by groups and individuals as a means of protest. As
activists, they admit no practical difference between how cyberspace and the
street are used by society.

Recent actions on the Internet against e-commerce sites represent a
fundamental disagreement about the purposes of the Internet, and the increasing
emphasis on the use of the Net as a vehicle for profitable trade rather than of
knowledge and discussion.

The targeted sites were selected for their name recognition and prestige value,
not for their commercial attributes or activities.

You may make yourself feel good and get a lot of attention, but when you
crack a Web site, you are violating another person's rights. ...what does that

mean? CRIME! (2629 meu.3H.)
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Computer Crossword

—

Across

2, Scientific knowledge for practical purpose

4, collection of instructions

8. Protection of data

9, Program that allows you to communicate with a computer
11, What you use to type stuff on the computer

13, Mini computer

15, running two or more applications at the same time
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Down

1, Stores and processes data

3, Network protocol

5, Global computer network

6, Parts that work together torun a computer

7, Connects multiple computer systems toa local area network
10, Different features on an iphone (camera, facebook, etc.)
12, Distinguishes the real from the fake

14, Set of computers connected together to share resources
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