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3HaTh Hamepes HaMEepeHUs MPOTUBHUKA —
3TO, IO CYyTH, IEUCTBOBATH Kak bor!
CyHo-y3bl
BBE/IEHUE

[Ipexkne yeM HayMHATH PA3roBOP O YEM-JIMO0, HEOOXOAUMO JOTOBO-
PUTBCSI O CMBICIIE, KOTOPBIM MBI BKJIQJBIBAEM B T€ WM HHBIC TEPMHUHBI.
B npotuBHOM cilydae cOOECEHUKM MPOCTO APYT Apyra He moumMyT. CMbICI
TEPMUHA 3aKJIF0UACTCS B €r0 ONpPEIeICHUN — MPU3HAKax, KOTOPhIE B CBOEH
COBOKYITHOCTH BBIICIISIIOT OOBEKT U3 OKPYIKAIOIIEH 1eHCTBUTEIHBHOCTH.

B «Bukunenum» maHo cieayromiee onpeaeiicHue pa3Beaku. Passe -
Ka — cOOp CBEIECHHMI O MPOTUBHUKE WM KOHKYpPEHTE NJisi 00eCTeUeHUs
CBOEH 0€30MacCHOCTH W TOJIYYEHHUs MPEUMYIIECTB B 00JACTH BOOPYKECH-
HBIX CHUJI, BOGHHBIX JIEUCTBUMN, TOJIUTUKU UITK YKOHOMUKH.

Ecnu He BayMBIBaThCS, TO MOXHO MPUHSTH U 3TO omnpenenenue. O-
HAKO €CJIM COOTHECTH €r0 C JEATEIbHOCThI0 OPraHOB BHYTPEHHUX JIEJI, TO
r7I€ OHa B 3TOM ONpEAEIeHUH? A €ciM MOCMOTPETh IIUPE U BCIIOMHUTH
0 pa3BeIKe MOJIE3HBIX UCKOMaeMbix? KiTtoueBbIM SBISETCS MOHATHE «COOP
cBeAeHU». OIHAKO 3TO HE MOXO0XkE Ha cOOp T'pUOOB U SATrojA. ITO €XKe-
JHEBHAs IICJICHANpaBICHHAsl ACSATEILHOCTh, TpeOyromas MNPUI0KECHUS
3HAUYUTENIbHBIX KOJUICKTUBHBIX ycuiui. [loaToMy B paMkax HacCTOSIIETO
y4eOHOTO MOCOOUs TaHO CIEAYIONIEE ONPEICIICHUE Pa3BEAKH: pa3BeaKa —
3TO 100bIYa CKPBITOU HH(GOPMALIUH.

CornacHo (enepanpbHomy 3akoHy OT 27.06.2006 Ne 149-03 «O06 un-
dbopmariv, UHPOPMAIIMOHHBIX TEXHOJIOTHSIX M O 3alllUTe UHQPOPMAIUN,
MH(OPMALIIS. — 3TO CBEICHHS, HE3aBUCHMO OT (hOPMBI HX TIPEICTABIICHUS .
[ToaTOMY TEPMHUHBI «CBEJACHUS» U «MH(POPMAIIKsD CYUTAEM CHHOHUMAMH.

Korna nosiBunack paszpeaka? Bompoc, BUIMMo, 0€CCMBICIECHHBIN, 10-
CKOJIbKY pa3Bejika — J00b4a nHopMaIum — OblIa HE00X0IMMa Ha BCEM
MPOTSKEHUHM CYIIIECTBOBAHHUS YEJIOBEYECKOTO OOIIecTBa. YTIOMUHAHUS
0 HEH BCTPEUAIOTCS B CAMbIX PaHHMX MUCbMEHHBIX UCTOYHUKAX. bojee To-
ro, TOr0 pa3Belka €CTh Ha TOJILKO Yy YeJOBEKa M MIICKOMHUTAIOIIUX, HO

' denepanbhblit 3ak0H 0T 27.06.2006 Ne 149-D3 «O6 nHbOpMALMH, HHDOPMAITHOHHEIX
TEXHOJIOTUSAX M O 3amuTe uHpopmarmm». HopMaTuBHO-TIpaBOBBIE aKThl MPUBEICHBI
B COOTBETCTBMM C JIAaHHBIMA  OQUIIMATIBLHOTO HMHTEPHET-TIOpTAlla  MPABOBOM
uHpopmaruu Pravo.gov.ru (marta oopamenus: 20.04.2023).
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U y [ITUII, HACEKOMBIX (Hampumep, myein). OTcrofa clieyeT BbIBOJ, YTO Pa3-
BeJika — J00bYa UHGOPMALIMM — SIBJISIETCS JI€SITEIbHOCTBIO, BOSHUKIIICH
B pe3yJibTaTe PBOJIOLMHU, U HEOOX0AUMa JJisi BbIKUBaHUA BUja. OqHUM U3
MEPBBIX MCTOPUYECKUX CBUIECTEIIBCTB pPa3BEIbIBATEIBHON JEATEILHOCTH
SABJISICTCS TJIMHSIHAS TaOJIW4Ka, HailieHHast Ha Tepputopuu CUpuu U AaTu-
pyemasa XIII B. 1o H.3. TekCcT Ha HEW TJIACUT, YTO IPABUTEIL TOpPOJA-
roCyJlapcTBa OTIYCTUJI COTJISZATaeB, HO, COTJIACHO JOrOBOPY, BBIKYIIA 3a
HHUX HE TTOTYYUIL.

Komnprorepnas pa3seaka MBJ[ Poccun — cdepa aeaTeapHOCTH Op-
raHOB BHYTPEHHUX JIEJI MO TOObIYE CKPHITON KOMITbIOTEpHON UH(OpMAIINU
(KaK CKPBITOM, TJI€ CKPBITOM, KEM CKPBITOH — 37€Ch HE YTOUHSIETCS, IO-
CKOJIbKY HEJIb3s1 IEPEUUCIUTh BCE MHOTO0Opa3ne JKM3HEHHBIX CUTYyaIni).

Jucuumnuna «KommbroTepHas pa3Bejkay sBISETCS 0a30BOW s
HarnpapjieHusa noArotoBku (cneruanbHocTH) 10.05.05 besonacHocTh MH-
(GbopMallMOHHBIX TEXHOJOTHM B MNpaBOOXpaHUTEIbHOU cdepe. MHorue
MpEACTaBJICHHBIE B HACTOAINIEM Y4e€OHOM IOCOOMHM paccMaTpPUBAIOTCS
B qucturuinae «lloBeiienne KBaauuKauy COTPyAHUKOB OPTraHOB BHYT-
pennux nen Poccuiickonn denepanuu, 3a€iCTBOBAHHBIX B MPOTHUBOICH-
CTBUU TIPECTYIUICHUSM, COBEPIINAEMBbIM C HCIOJIb30BaHHEM HH(OpMAIU-
OHHO-TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJOTU» (Tema «MeTtoasl Kkubdeppas-
BEJIKW») U Kypce MOBBIIICHUS KBalU(PUKAIMA COTPYIHUKOB, 3aJEHCTBO-
BAHHBIX B MPOTUBOJICCTBUU MPECTYILUIEHUSAM, COBEPIIAEMBIM C UCIIOIb30-
BaHUEM HWH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI (Tema
«KoHkypenTHas pa3senka B IHTepHeTe»).

Hemssmu mucunmmeabl «KoMmbroTepHast pa3Belika» SBISIOTCS pac-
KPBITUE CYIIHOCTH W 3HAYEHUS] TEOPETUUYECKOTO U MPAKTHYECKOTO OCBOE-
HUSI CTAHJIApPTOB M METOJIOB MPUMEHEHUSI aBTOMATHU3UPOBAHHBIX MH(MOP-
ManmoHHbIX cucteM (AUC) B neATebHOCTH KOMITBIOTEPHOW Pa3BEAKU OP-
raHOB BHYTPEHHMX JI€J, UX MECTa B CUCTEME HAIlMOHAIBHON 0€30MacHO-
CTH; OMPEAECICHUE TEOPETUYECKUX, KOHIIENTYaIbHbIX, METOAOJIOTHYECKUX
U OPTraHU3allMOHHBIX OCHOB obOecrmeueHus MHOOPMAITMOHHONW Oe30macHo-
CTH; KJacCU(pHUKAIUSI M XapaKTEPUCTUKH COCTABIISIIOMNX WHGOPMAIMOH-
HOM O€30IMMacHOCTH; YCTAaHOBJICHHUE B3aUMOCBSI3U M JIOTHYECKOW OpraHu3a-
K BXOSIINX B HUX KOMIIOHEHTOB.



JIst Toro 4yToOBbI JJOOBIBATH CKPBHITYIO KOMITBIOTEPHYIO MH(OpMAIIUIO,
HY>KHbI MTHCTPYMEHTHI. B KOHTEKCTE paccMaTpuBaeMoil MpoOIeMaTUKUA 3TO
MpOrpaMMHOE OOECIIEYEHUE, TOCKOJIbKY YCJIOBUE HAJIMYMS amnmnapaTHOIo
oOecrieueHus (IEPCOHATLHOTO KOMIBIOTEPA U CETEH CBSI3M) KOMIBIOTEPHOM
pa3BeIKd MOKHO CUUTATh BBHIMOJTHEHHBIM. 1011 mepcoHaIbHBIM KOMIThIOTE-
POM B HACTOSIIIEM y4eOHOM MOCOOMHU OyIEeT MOHUMATHCS JIF000E MEePCOHANTb-
HOE€ YCTPOMCTBO, 00OpabaTbiBaroIiee HHPOPMAIIUIO B JBOMYHOM KOJIE.

Heo0xoauMbIM HMHCTPYMEHTOM JIJIi TPOBEJCHUS KOMIIbIOTEPHOU
pa3BElIKU SIBIACTCS CHEHUAIM3UPOBAHHOE MPOrpaMMHOE oOecredeHue,
KOTOpO€ HE0O0X0oAMMO JHOO HamucaTh camMoMy, JHUOO HCIOJIB30BaTh YKe
rotroBoe. B nepBoM ciydyae HEOOXOIUMO HE TOJIBKO YBEPEHHO MPOrpaM-
MUPOBaTh, HO U B COBEPIICHCTBE 3HATh MPEAMETHYIO 00JIACTh: IJIe¢ HaXO-
IUTCS ToJie3Hast UHGOpPMaLMs U KaK €€ MOXKHO U3BJieub. Takue crernuanu-
CThl HU CPEeAW KypCaHTOB, HU B paMKax JOIMOJHUTEIBHOTO Mpodeccro-
HaJIbHOr0 00pa3oBaHMs HE BCTpevaluch. [loaToMy ocTaeTcst TOJbKO OAUH
MyTh — WCIOJIb30BaTh YK€ UMEIOIIEecs MPOrpaMMHOe 00€CTICUCHHE.

OO01IeOCTYHBIM MPOrPaMMHBIM 00ECIIEYEHHEM SABJISIFOTCSL TIOUCKO-
BbIE CHUCTEMBI (HamOoJsiee momyssipHbie U3 HuUX — «SHneke» u Google).
SI3bIK 3ampOCOB ATUX CUCTEM MpuBeAcH B maparpade 2.3. OnsIT mpenojaa-
BaHUS TIOKA3bIBAET, YTO TOJIBKO E€IWHHUIIBI TOJIB3YIOTCS YeM-TO Oojee
CJIO’KHBIM, Y€M BBEJICHUE MOMCKOBBIX CJIOB uepe3 mpodein. Hackonbko n3-
BECTHO, CHEIUAIM3UPOBAHHOE MPOTrpaMMHOE OOECHEUYEHUE JJIsi KOMIIbIO-
TEPHOM Pa3BEJIKU LEHTPATIM30BAHHO HE MOCTaBiisLioch. [loaTomy Ha cero-
THSITHUN eHb HanOojee MOCTYMHBIM IIUPOKO PaCHpOCTPAHEHHBIM HH-
CTPYMEHTOM JIJIsl TIOJy4eHUsI HHTepecyomei nadopmanuu u3 MaTEpHETA
ABJISIETCSI POTpaMMHOE OOecreueHHne, 32 KOTOPO€ BO MHOTHUX CIydasix
HaJ0 WIatTuTh. OJHUM K3 NPUMEPOB MOAOOHOTO MPOTrPaMMHOr0O olecte-
yeHus sBisgeTcsa Tenerpam-0ot «l'ma3 boray. Jlaxxe B ypesanHom (Pocko-
HaJ[30pOM) BapHaHTE 3TO MPOrPaMMHOE OOECIIEUEHUE BO MHOTHX CIIydasix
IPEA0CTABIIACT UICKOMYIO HH(POPMAIIHIO.

B pamkax HacTosIero ydeOHOro nocoOus pacCMOTPEHBI IIEIH U 3a-
Ja4u KOMIIBIOTEPHOM pa3BeJIKM OPTaHOB BHYTPEHHUX €N, 1aH 0030p HcC-
MOJIb30BaHUS KOMITBIOTEPHOM pa3BeAKH B COBPEMEHHOM MUPE, MPUBEICHBI
S3BIKM 3aMpPOCOB TOMCKOBBIX cucteM «Suaekc» u Google, mpuBeneHbI



CCBUIKM Ha HEKOTOPBIE CEPBUCHI, MOJIE3HBIC IS MPOBEICHUS KOMIIBIOTEP-
HOW pa3BEIKHU.

MHorue cepBUCHI ISl MPOBEACHUS KOMITBIOTEPHOM Pa3BEIKU CYIIE-
CTBYIOT HENIOJTO MO PA3JIMYHBIM MPUYUHAM, B TOM YHCIIE CBSI3aHHBIM
C BHELIHENOJUTUYECKONU cuTyanuerd. Hampumep, MHOrME€ WHOCTpPaHHBIE
CEepPBUCHI cTalln HeaocTynHbI nocie 22.02.2022 ¢ [P-agpecoB Poccuiickon
®enepanun. [1oaToOMy HEKOTOpPBIE U3 MPUBEJACHHBIX B JAHHOM MOCOOUU
CCBUJIOK MOTYT OKa3aThCsl HEAKTyaJbHBIMHU YK€ IMPU €T0 BBIXOJE B CBET.
Kak u ntobast npyras cdepa AesTeIbHOCTH, KOMIIbIOTEpHAsl pa3BeaKa Tpe-
OyeT BpeMeHHM U BHUMaHUs. Eciu Kakoi-To CEpBUC UCUE3, TO HA €70 MECTE
MOSIBUTCSA HOBBIN. Hy>XHO TOJIBKO 03a00TUTHCS €r0 TOMCKOM.

OTnenpHO CTOMT OOpaTUTh BHUMaHUE Ha mnosBuBimuecs ¢ 2021 r.
B OOJIBIIIOM KOJIMYECTBE T'OCYJIAPCTBEHHBIC CEPBUCHI IO MPETOCTABICHUIO
nHpopMaruu (cMm. aparpad 2.6).

B Hacrosiem ydeOHOM MOCOOMH OMKMCAaHO COBPEMEHHOE COCTOSIHUE
7€ B 00JIaCTH KOMITBIOTEPHOM pa3BEeAKH, a TAK)KE MPUBEICHBI HEKOTOPHIE
METO/bI TOUCKA, PEKOMEHIAIMNA U CCBUIKH Ha PECYPChI, KOTOPBIE MOTYT
MOMOYb TIOJIYYCHHUIO KOMITBIOTEPHOW WH(MOpPMAlUM COTPYAHHUKAMH Opra-
HOB BHYTPEHHUX JieJl. B paMkax aHHOro ydeOHOro nocoOusi HE paccMmart-
PHBAIOTCA METOJABI MPOBEACHHS KOMIBIOTEPHBIX aTaK, XOPOIIO OCBELICH-
Hble B y4eOHOM mocobun «KoMIbproTepHas pasBeaka» u ydeOHHKe «Oc-
HOBBI KHOEPOE30MaCHOCTH» .

Kommnproteprass paspenka: ydebnoe mnocodoue / coct. E. C. Ilomukapmos.
Kpacuonap : KpY MBJI Poccun, 2018. — 198 ¢. URL: https://ebin.pub/c97e8e0d
48948a8ac078758aa06291c2.html (mara obpamenus 24.04.2023).

*> BunokypoB C.A. u ap. OcHOBBI knbepOe30macHoCTH : yueGHHK. Boponex : Bopo-
Hexckuil nHetutyT MBI Poceun, 2022. — 503 c.
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1. KOMIIBIOTEPHAS PA3ZBE/IKA
OPI'AHOB BHYTPEHHUX JAEJI

1.1. e 1 3a1a4u KOMIILIOTEPHOM pPa3BeAKH

Pa3Benka B KOMIIBIOTEPHBIX CETSIX OXBaThIBAET MPOLEAYphl cOOpa
1 00pabOTKM JTaHHBIX, MPOBOJUMBIE C IIEJIbI0 UX MOJYUYECHHS U3 KOMIIbIO-
TepHbIX ceTeld. YacTo B KadueCcTBE CHMHOHMMA TEPMHHA «KOMITbIOTEpHAas
pa3Bellka» HCMOJIb3YETCS TEPMHUH «HUHTEpHET-pa3Benkay». [lpu sToM Kak
cama uH(poOpMaIus, Tak M OOJIbIIasg YacTh MPOrpaMM JJid €€ 00padOTKH
TaKXe JOCTYIHBI YEPE3 CETHU CBA3HU.

[{enbr0 KOMIBIOTEPHON pPa3BE/IKU OPraHOB BHYTPEHHUX JEIN SIBISCT-
Csi J0ObIYa OMEpPaTUBHO-PO3BICKHONW HHGOpManuu, 3adUKCUPOBAHHOMN
B IBOUMYHOM KOJI€.

®. JI. Py3Benst, npesugeHt CIIIA (1933-1945), Ha3Ban pasBeaky
«KOTIAaHMEM B UyKOM O€Jibe» M BhICKa3aJ MHEHHUE, UTO BCE 3aJ1aul Pa3Be/l-
Ka JOJDKHA pelniath JHKEHTEIbMEHCKH, T. €. TiiacHo. OHako IMocje Hama-
nenust smoHueB 07.12.1941 na 6a3zy Ilepn-Xap6op, korna AMepuka Io-
HEcJia ONIyTUMBbIEC TMOTEpPU, MPE3UJEHT BBIHYXKJIEH ObLT M3MEHHUTH CBOIO
TOYKY 3pECHHUSI.

HNrHopupoBaHue pa3BeIbIBATEIbHBIX TEXHOJOTMN TPUHOCUT IJIaYEB-
HBIE pe3yJIbTaThl HE TOJIBKO Ha TOCYJIApCTBEHHOM ypoBHe. Hampumep, 1mo-
CJI€ MHOTOJIETHErO0 JIOMHUHUPOBAHMS Ha PBIHKE PYKOBOJCTBO KOMITAHUU
Polaroid Ha3Bayio 0TYET aHATIUTUYECKOTO OT/IeNa O 3apOKICHUU [IUDPOBOI
pbl pyTypuctrueckor yemyxoil. YUepe3 HekoTopoe Bpems (B 2001 r.)
komnanus Polaroid Hauana nepByro npouenypy OaHKpOTCTBaA.

B 1970-x rr. amepuKaHCKHe MPOU3BOAUTEIN aBTOMOOMIIEH HE OTpea-
TUPOBAJIM Ha TMOSBJICHUWE HA PBIHKE SIMOHCKOW MPOAYKIHH, OJTHAKO HeE-
OOJIbIIINE, SKOHOMUYHBIE U HAJCKHBIE SITOHCKUE aBTOMOOWIIA OKa3allCh
0oJiee BOCTpEOOBAHHBIMU, 1 AMEPUKAHCKUE KOPIOpPAIMU IMOHECIN 3HAYU-
TEJIbHbIC YOBITKH.

Pa3zBeaka kopnopamuu Samsung noay4dusia uHQopMaiuio o 3aKpbl-
TUU MOCJEIHEr0 aMEPUKAHCKOTO 3aBOjia MO MPOU3BOJCTBY TMTap M3-3a
0oJiee IemEeBbIX KOPEUCKUX HHCTPYMEHTOB U O TOM, UTO MPABUTEIHCTBO
CIIA roTOBHUTCA 3alIUTUTH CBOUX MPOU3BOJIUTEICH C MOMOIIBIO TaMO-
’KEHHBIX MOLUIMH. Samsung ycmnena BBe3TH B CIIA Oonbiioe konuye-



CTBO THUTap, a B PE3yJIbTATE BBEACHUSA BBO3HBIX MOUUIMH — €IIE U MO/~
HSTh LIEHBI HA HUX.

B noneBom ycraBe apmuu CIIHA FM-100-6, coaepxaiieM OCHOBBI
MH(POPMAIMOHHOW BOWHBI, MPUBOJUTCS HEpaApPXUs CUTYallMOHHOW OCBE-
TOMJIEHHOCTH (puc. 1).

Monnmaniee :,

ODaHHLIe

L _if

Puc. 1. Uepapxus cumyayuorHotl 0c6e00MIeHHOCMU,
coznacto noaesomy ycmagy CLIA FM-100-6

CutyanimoHHasi OCBEIOMJIEHHOCTh — 3TO BOCIHPHUSITHUE 3JIEMEHTOB
OKpY’Karolllel cpeabl B 4YEeThIpeX KoopauHatax (3 — MOpOCTPaHCTBO
u 1 — BpeMsi), MIOHUMaHHUE WX CMbICJA U MPOTHO3UPOBAHHUE UX CTaTyca
B OmmxaiiieM Oyaymem. Mepapxus CUTyallMOHHOW OCBEHOMIIEHHOCTH
MpeACcTaBIsieT cOO0W MUpPaMUIy, B OCHOBAHUM KOTOPOU JIeKAT TaHHBIE.
Ha BTOpOM ypoBHE HaxoauTcsi MHPopMaIus, mojydyaemas myreM oOpa-
00TKM JaHHBIX. M3ydyeHne WHPOpMAUM TPUBOAUT K (POPMHUPOBAHUIO
3HaHul (3-i ypoBeHb), a Jjorudyeckas o0OpaOOTKa 3HAHWN MPUBOJIUT
K TIOHUMAHUIO CUTyalluu (BEpXHUM YPOBEHB).

3agaya KOMIIBIOTEPHOM pPa3BEJIKU COCTOUT B MOJYYEHHM JTaHHBIX
(HaxoIsIuXcsl B HIDKHEHW 4yacTu mupamujibl) (cM. puc. 1). AHanu3 3Tux
JAHHBIX C UEIbI0 JIOCTHXKCHUSI BEPILIMHBI MUPAMUIIbl — TMOHUMAHUS —
paccMaTpuBaeTCsl B OCHOBHOM B paMKaxX AUCHMIUTMHBI «Hpopmainon-
HBIE TEXHOJIOTUM B aHAIUTUYECKOU Pa3BEIKE».



K 1990-m rr. y cnencnyx6 CIIA chopmupoBaioch TOHUMaHHUE TO-
ro, 4ro OoJbIliasi 4acTh TpeOyemoil nHGOpMaALUK MOXKET ObITh MOTydYeHa
yepe3 MHTEpHET ¢ MUHUMAJIBHBIMU 3aTpaTaMu. JTO MPHUBEIIO K MOSIBIIE-
HUIO OTAEJIBbHOM CTaThHU PACXOJI0B HA KOMIIBIOTEPHYIO pa3BeAKy. B HacTo-
A11ee BpeMsl MoJipa3eieHrss KOMIBIOTEPHON pa3BEIKU UMEIOTCA B CHeEll-
ciy>k0ax OOJBIIMHCTBA TocynapcTB. Ilepen HUMM CTOUT 3a/ada MpoBese-
HUS JIETAIBHOM pa3Beaku B MHTEpHETE, OpraHu3auus KaHAJIOB CBSI3H, OCY-
IIECTBIICHUS HH(POPMAIIMOHHBIX BO3JACHCTBUM U 3allIUTHI OT HUX U Ap. Bax-
HEHIast pojib B 3TOM OTBOAUTCS Pa3BEJIKe, BEAYIIEHCS B TJIOOAIbHBIX CETSIX.
Omna BKJIIOYAET B ce€0s1 pa3BElIKy Kak B OTKPBITHIX, TAK U B YCIOBHO OTKPHI-
ThIX UCTOYHUKAX, HE MPETHA3ZHAYCHHBIX IS MyOJIMKAIlMK B CPEJCTBAX Mac-
coBoit unpopmaruu (CMU), Ho noctynHbix B MHTEepHETE. [1OCKONIBKY KO-
JIMYECTBO JAHHBIX OIPOMHO, KOMITbIOTEpHAs pa3Belika HEMbICINMa 0e3 HC-
MOJIb30BAHUS CIECIMAIM3UPOBAHHBIX MHGOpMaIMOHHbIX TexHojorui (IT).
Hamnpumep, 17151 cocTaBlieHUsI CBOJKM 0ObEMOM B OFHY CTpPaHUILY €KETHEB-
HO 00pa0aTkIBajIOCh 7 MJIH CJIOB (IpUMEPHO 15 ThIC. CTpaHMIY).

3HAYUMOCTh Pa3BEAKH MO OTKPBITHIM UCTOYHUKAM HH(POPMALHUH OT-
metuna eme npe3ugeHt CIIA JI. JIxxoHcoH, koTopeid B 1966 r. 3as1Bui1, 4TO
BBICIIME JOCTUKEHUS HE SIBISIOTCA PE3YJbTaTOM MOTHUXOHBbKY IEpEecKa-
3aHHOM TaitHOW MHGOPMAIH, a TPOUCXOAT U3 TEPIICIIUBOTO, €KEIACHOTO
M3YUYEHUS MI€YaTHBIX NCTOYHHUKOB.

[To muenuto ObiBIETO MupekTopa LIPY CIIA P. Xunenkepra, 80 %
pa3BelbIBATENIbHON MH(GOPMALIMK MMOJYYaeTCAd U3 TaKUX WCTOYHHUKOB, Kak
KHUTH, KypHaJIbl, HAYYHO-TEXHUYECKUE 0030pbl, PoTorpaduu, kKommepue-
CKMX aHAJIUTUYECKUX OTUETOB, ra3er, Teje- u paauonepenad. [Ilpu stom
J0JIs1 3aTpat Ha pabOTy C OTKPBHITHIMU UCTOYHUKAMHU (HANpUMEpP, B pa3Be-
neiBateabHOM OrokeTe CIIIA) coctaBnsieT auiib okoio 1 %.

[To onenke 3amecturens HadaibHuKa pasBeaku BMC CIIA B roasl
Btopoii mupoBoii BolHbl aamupaina J.M. 3axapuaca, 95 % undbopmanmu
pa3Beaka BMC yepnana u3 OTKpBITBIX UCTOUHUKOB, 4 % — 13 odunmraib-
HBIX, 1 % — U3 KOHPUAESHIIMATBHBIX UCTOYHUKOB. Hamo cka3aTh, 4To 4a-
CTO MMEHHO 3TOT OJMH MPOICHT SBJISAJICA HEAOCTAIOIINM 3BEHOM, TMO3BO-
JSIOIUM 00€CIIeUnTh MOHUMaHWe cuTyanuu. lIpeacTtaBisercs, 4To 3TO
COOTHOIICHUE COPAaBEIJIMBO HE TOJBKO JJII BOSGHHOW Pa3BEIKH, HO W IS
KOMIIBIOTEPHOM pa3BeKH OPraHOB BHYTPEHHUX JIE]I.
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OCHOBHBIM HMHCTPYMEHTOM IPOBEICHUS KOMIIBIOTCPHON pPa3BEIKHU
SIBJISIETCA TIEPCOHAJbHBIM KOMIBIOTEP, MOAKIIOUCHHBIM K ceth «UHTep-
HET», YTO CHEJNaI0 KOMIIBIOTEPHYIO PAa3BEAKY JOCTYITHOM HE TOJBKO JJIst
HEOOJIBIIMX KOMIAHUM, HO U Ui pusmyeckux jauil. HUYTOXKHOCTH 3aTpar
Ha MPOBEJICHUE KOMIIBIOTEPHOM Pa3BEJKH B COUYETAHUU C BBICOKOM IIEHHO-
CThIO TIOJTydyaemMoil umHdopMaluu ObLla OIIEHEHA MO JIOCTOMHCTBY. YiKe
B 1999 r. 90 % xpynueimux kommnanuit CIIA co3ganu y cedst moapase-
JICHUSI KOMITBIOTEPHOM pa3Beaku. [Ipu 3TOM 3aTparsl KOpHopamuii Ha Ipo-
BEJICHUE KOMITBIOTEPHOM pa3Benku coctaBisiiv 1-1,5 % ot obopoTa u Obl-
JIA BIIOJIHE peHTaGGHBHHl.

Pa3BuTue STOro HampaBlICHUS TOBJIECKIO CO3JaHUE OOBEIUHEHUMN
CIICIMAIUCTOB B 00JIaCTH KOMIIBIOTEPHOM pa3BeAku (WWW.SCip.org
(CIIIA), www.competia.com (Kanama), www.rscip.ru 1 www.razvedka-
open.ru (Poccusi). Ha VYkpanHe moAroTroBka CIENHATUCTOB B 00JIaCTH
KOMITBIOTEPHOM pa3BEJKHU BeIach B XapbKOBCKOM HAIlHOHAJILHOM YHUBEP-
CUTETE PANMORJCKTPOHUKHU, TJ€ TOTOBAT MArucCTPOB MO CIECHUAIBHOCTH
«KoHconuaupoBaHHas HHPOPMALUS.

1.2. Pa3Beka Ha OCHOBE OTKPBITHIX HCTOYHHUKOB HHpOpMAIUN

[IpakTuka nokaspiBaet, uto kHUTH, CMU, KoHCYIBTaHTHI, OUOIHO-
TEKH, 0a3bl JaHHBIX BO MHOTHX CIIy4asiX HE B COCTOSHUU KOHKYPHUPOBAThH
¢ Unarepuerom. [Ipu stom 37 % pecypcoB MuTepHeTa OecriaTHbl, a Bce-
ro uepe3 HTepHET npenocraBiseTcs 10cTyn 6onee yeM Kk 0,6 TpJH 10-
KYMEHTOB.

Pa3Benka Ha ocHOBE OTKPBHITHIX UCTOUYHMKOB (OSINT) — moObiua
o01IeI0CTYTHOW UH(pOpMAIUHU, KOTOpasi pacHpOCTPaHSIETCs Cpeln MoTpe-
ourenei, B IeJISIX YAOBJIETBOPEHUS OTPEOHOCTEN pa3BEAKH.

[IpencraBnennass Hwke uHPoOpManusi B3sita U3 ycraa ATP 2-22.9
[OPEN] MunuctepctBa 06oponbl CIIIA, KOTOpBI ycTaHABIWBAET OOIIME
MOHATHSA, HAMPABICHUS U METOJIbI cOOpa JIAaHHBIX B KOMIBIOTEPHON pa3Be/i-
ke. TekcT aganTupoBaH K NOTPEOHOCTSIM MPABOOXPAHUTEIBHBIX OPTaHOB.

OTKpBITBI UCTOYHUK HE TpeOyeT coxpaHEHUs KOHOUICHIIHAIbHO-
ctu uHpopmanuu. OTKPBITbIE UCTOYHUKH cojepkaT a0 95 % undopma-

' omonos A. T KonkypeHntHas pa3Benka B KoMIblOTepHbIX ceTsix. — Kues : UITPU
HAH Vxkpaunsi, 2013. — 250 c.
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U1, HEOOXOMUMOW JJisi JOCTHMIKEHUSI CUTYaIlMOHHON OCBEIOMIICHHOCTH
MIpU TIPOBEJICHUU ONEPATUBHO-PO3BICKHBIX Mepornpuatuil. [Ipu stom s
JOCTUXKEHUSI MaKCUMaJIbHOU 3 (PEKTUBHOCTH HEOOXOAUMO HCMOJIb30BAThH
pe3yJbTaThl KOMITBIOTEPHON Pa3BEJIKU B KOMIUIEKCE C JPYyTMMU pe3yJjibTa-
TaMH OTIEPATUBHO-PO3BICKHOW AesTeIbHOCTU. HampaBieHHOCTh AesiTelNb-
HOoCTH noapazaeiaeHuid OSINT 3aBUCUT OT NTOCTABJICHHBIX LEJICH.

Xapakrepuctuku OSINT:

1. OSINT ocymiecTBisieTCSl MPEUMYILIECTBEHHO HAa MECTHBIX pECyp-
cax, KOTOPbIE OCBELIAIOT COOBITHUS U PEAKIIUIO HACEJICHUS Ha HUX.

2. Hakomienue no0biToi MHGOpPMALIMU SIBJISIETCS OJIHOW U3 OCHOB-
Hol ynkuueit noapazaenenuit OSINT.

3. ITpu npoBeneHuu noucka B IHTEpHETE YUUTHIBAIOTCS UHCTPYMEH-
Thl U IPOrpaMMHOE 00ECIIEUECHHE, UCTIOIb3yEMbIE B COOTBETCTBUM C TMOJIU-
THUKOM MOAPAa3ICIICHUA.

4. KputepueMm oTOOpa JaHHBIX CIIy>KaT I€IW U 3aJa4u, MOCTaBJICH-
Hble niepe noapasaeneHuem OSINT.

5. TlomyyeHue uCUYEpIBIBAIOMIMX CBEICHUN O penbede, Kiumare,
reONO3UIIMOHUPOBAHNH, YEIIOBEYECKOM (haKTOPE U JP.

6. CBOEBpEMEHHOE MPEOCTABICHNE KaK KPAaTKUX, TaK U MOAPOOHBIX
pa3BeIIbIBATENBHBIX CIIPABOK B paMKaxX MOCTABJICHHBIX 33/1ady. JTO, B YaCT-
HOCTH, TTO3BOJISIET TPOBOAUTH KOPPEKTUPOBKY 1IEJIeH U 3a7a4, MOCTABJIECH-
HbIX Tiepen noapasznesneauem OSINT.

7. Henbro nogpazaenennit OSINT sBnsieTcs TOCTHKEHHUE CUTYallM-
OHHOM OCBEJOMJIEHHOCTH, YTO MOAPA3yMEBAET MPOXOKICHUE BCEX ATAIOB
OT cOOpa AaHHBIX A0 MOHUMAHUS cUTyaluu (cM. puc. 1). B uncie npouero
ATO TMOJPa3yMEBAET COIMOCTABJICHUE BHOBb IMOCTYMUBIIUX JAHHBIX
C HAKOTJICHHBIMH.

8. IIporno3upoBaHrie BO3MOXHBIX CIEHAPUEB PA3BUTHUS CUTYalHH,
a TaK’)K€ CBOEBPEMEHHOI'0 PEarupoBaHMUs.

9. OSINT npoBOAWTCS HE3aBUCUMO OT APYTHX MEPOIPHUATHIM, MPO-
BOJMMBIX B paMKax ONEPaTUBHO-PO3BICKHOM ESATEILHOCTH.

10. ConocraBnenue pesyiabratroB OSINT ¢ undpopmanueit, noaydeH-
HOW MO JIPYyrUM KaHajiaMm, TMO3BOJISICT JOCTUTaTh MOHWMAaHUS CUTYaIlWH,
a TaKk)Ke OIICHMUBATh JJOCTOBEPHOCTHh UMEIOIIEHCsI MH(DOpMAITUH.
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11. Tecnoe corpyanudectBo B nojapaszaeiaeHuu OSINT cnocoOcTBy-
€T MOBBIIICHUIO 3P (DEKTUBHOCTD MOJIy4aeMbIX PE3YJIbTATOB.

OneHuBarOTCS CICAYIONINE XapaKTePUCTUKHU MOJTYYSHHBIX TaHHBIX:

— HaJIe)KHOCTh OTKPBITOIO MCTOYHMKA;

— JIOCTOBEPHOCTH CojiepKaHMs HHGOPMAIIUH;

— COOTBETCTBUE LIEJISM;

— MEpONPUATHS IO 00ECTICYEHUIO OE30MaCHOCTH;

— Trpu CEeKPETHOCTH;

— KOOpJIUHAIIUS;

— ne3uH(popMaIus;

— SI3BIK COOOIIEHUS.

Kenarenbubie TpeboBanusa k corpyaHukam OSINT — nanuuue Tex-
HUYECKUX M KYJbTYPHBIX 3HAHUM, CMEKajika, MPeIyCMOTPUTEIHHOCTD,
00I111eCTBEHHAs1 OCBEJIOMJICHHOCTbD U JIP.

1.3. PazBeaka CIIIA
HA OCHOBE OTKPBITHIX HCTOYHHUKOB HHpOpManuu

OSINT crana ckinagsiBatsest B CIIA ¢ 1947 r.! IIpuznakom uHdop-
MaIIMOHHOTO OOIIECTBA CTAJI0 BO3pacTaHUEe MHQPOPMAIMOHHBIX MOTOKOB,
YTO SIBUJIOCHh OJTHOM M3 MPUYHUH IMOBBIIICHHOTO MHTEpEca K 3TOM 00J1acTH.
OSINT npoBoauT 700Uy W aHAIN3 OPUIUAIBHBIX JOKYMEHTOB, MPOCK-
TOB YCTaBOB M HACTABJICHUH, OTCIICKUBAHUE HOBBIX HAYUHBIX pa3pabOTOK,
0a3 TaHHBIX, CAUTOB, OJIOTOB U APYTUX JOCTYIHBIX UCTOYHUKOB.

[Ipumenenne OSINT no3BOJIAET MONYYUTH OTBETHI HA BOIPOCHI,
BO3HUKAIOIIUE Y BOCHHO-MOJUTUYECKOTO PYKOBOJICTBA CTPAHbI, a TaKXeE
COCPEIOTOUYNTh YCWIHS IPYTUX Pa3BeIbIBATEIbHBIX OPraHOB HA BBIMOJIHE-
HUU OoJiee CIIOKHBIX W Y3KMX 3ajlady, HE PacCIbLIsis CHUJIbl areHTYpHOU
U JPYTUX Pa3BeJOK Ha JOOBIBAHWE TOTO, YTO MOKHO MOJYYHUTh U3 OTKPbI-
ThIX UCTOYHHUKOB. Kpome Toro, OSINT 1o3BoJsisieT moJay4uTh HEKOTOPHIC
JAHHBIE B CIIy4ya€ HEBO3MOKHOCTHU [UJI IPYTMX BUIAOB PA3BEIAKH BBITIOJI-
HUTH TOCTABJICHHYIO 3a/1a4y.

' 3ennn A. PasBenka B cyxomyTHbIX Boiickax CIIIA Ha OCHOBE aHANM3a OTKPHITHIX
MCTOYHUKOB MH(popmaruu // 3apyodexnoe BoeHHOe o0o3penue. 2009. Ne 5. C. 32-38;
I'oBopoB A. Ponb oTkpbITO uHOpPMAIMU ¥ TEHISHIIMM €€ HCIOIb30BaHUS
pa3BencoodmectBoM U MunuctepctBom oboponbsl CIIIA // 3apyOexxHoe BOEHHOE
o6o3penue. 2012. Ne 12. C. 26-31.
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B CIIIA OSINT npoBoasT:

— YnpaBiieHue uccienoBanus BoopyKeHHbBIX CHUJI HHOCTPaHHBIX TOC-
yaapcTB (cOop uHpopMalvu o BOOpyKeHHbIM cuiiaM Poccuu, ctpan EBpo-
nbl, A3un, Jlatuackoit AMmepuku, Kuras, nzydenne HOBBIX (hOpM B CIIOCOOOB
BEJICHUSI BOCHHBIX ONEpalvii, BKIOYasi MpoOIeMbl aCUMMETPUYHBIX BOWH,
JCUCTBUN PA3IMYHBIX TEPPOPUCTUUECKUX OpraHU3AIMM U Jp.);

— HanuoHanbHOE ynpaBlieHUE TE€ONPOCTPAHCTBEHHOW pPa3BEIKU
(kapTorpaduueckoe, TOMOreoAe3MUeCKOe U HaBUTAIIMOHHOE 00ECIeUeHUE
Boopyxennbix cun CIIA);

— Emnnoe 6oeBoe komangoBanue CIIA;

— yueOHbI€ 3aBejicHUs (HampuMep, B OJTHOM M3 KaTOJIUYECKUX KOJI-
nemkert obu1 chopmupoBad Llentp OSINT);

— A3MaTCKuM UCCIeOBaTEIbCKUA WHCTUTYT, PELIAOIIUNA 3aJauu
B uHTepecax OObeauHEHHOro KoMaHaoBaHus BoopyxkeHubix cuin CIHIA
B 30H¢ THXOro okeaHa;

— psiA APYTUX OpraHu3alvii ¥ BEIOMCTB.

Oo6mee pykoBosictBo OSINT B Munucrepcte o6oponsl CIIA ocy-
IIECTBIISET 3aMECTUTEh MUHUCTPA OOOPOHBI O Pa3BEIKE.

Bce uentpst OSINT B CIIIA 00benvHEHBI B aBTOMAaTU3UPOBAHHYIO
unpopmanuonuyio cuctemy (AUC), nnpopmanroHHble pecypchl KOTO-
poli ctanu HasbiBaroTcs Intelink-U, B To BpeMsi kak amnmapaTHbIE CpPE/l-
crBa cetu — DNI-U.

Bonpoc o HeoOxomaumoctu cucteMHodt OSINT Obl1 mocTaBiieH
B 1992 r. B Cenare CIIA. B 1994 r. B pamkax LIPY co3naercs ympasie-
HUE T10 Pean3anuu 3Tou nporpamMmel. B 1995 r. 310 ynpaBiieHue BbITyCKaeT
0a30BbIl JOKyMeHT — «CTparernueckuii miaH paspeacoodiectsa CIIIA mo
HCIIOJIb30BAHUIO OTKPBITHIX MCTOYHUKOB MH(OpMAILMN», TIe ObLIN 3aJI0Ke-
HbI KOHIIENTyalIbHbIE OCHOBBI cOBpeMeHHOM OSINT. B 1996 r. cneumanbsHas
komuccusi KoHrpecca 1o oleHke pojiu ¥ BO3MOKHOCTEW pa3BecOO0IECTBA
nonasepriia kputuke LIPY 3a Henocrarounoe Baumanue k OSINT. B 2004 r.
npe3uneHt CIIA noamucan 3akoH «O pedhopMUPOBAHUM PA3BEIKHU U MPOTH-
BOJECHCTBUM TEPPOPUCTUUECKOU YIPO3€», COMEPKAIIUN YKA3aHUs O BKIIO-
yennu OSINT B kauecTBe MOJHOIEHHONW U PAaBHOMPABHOW pa3Be.bIBa-
TEJILHOW AUCIUIUIMHBI B AesATeNbHOCTh pa3Benku CIIIA, a takxke o dop-
mupoBanun HammonaneHoro mnentpa OSINT. Ilociie atoro HaumHaercs
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komIuiekcHoe cuctemHoe paszButue OSINT (pa3paboTka HOKyMEHTaIWH,
CO3/IaHME OPTraHU3AIMOHHBIX U MEXBEIOMCTBEHHBIX CTPYKTYp U Jp.).
CnenuanucTsl 3TOr0 IEHTPA €XKETHEBHO TOTOBIT 0oJiee 2 ThIC. TOKYMEH-
TOB (BKJItOYasi IEPEBOJIbl, AHATUTHUYECKUE 0030PhI, BUACONOAOOPKH, KapThl
U T. 1.), TEMaTUKa KOTOPBIX OXBAThIBAET MEXKIYHAPOIHYIO MOJUTUKY; BO-
€HHYI0, DKOHOMHUYECKYI0, HAYYHYIO M TEXHOJOTHMYECKYI0 chepbl; 00pb0y
C TEPPOPU3MOM; KOHTPOJIb 32 PACHPOCTPAHEHUEM BOEHHBIX TEXHOJIOTHU;
BHYTPEHHIOIO O€30MacHOCTb U JIp.

B ocHoBy pneiicTByromieit HopMatuBHO#M 0a3pl OSINT mosoxxeHa au-
peKkTuBa JupekTopa HarmoHanbHOU pasBenku CIIA (2006), xortopas
onpeensieT CAEAYOIIME CTPATETNUEeCKUE 3a1aUu:

— npuHuun «mepBoro maray — OSINT nomxHa OBITH «IEPBBHIM
[Iarom» JJisi BCEX pPa3BEIbIBATENIbHBIX IUCIUIUIMH U MPEIIeCTBOBATH
areHTYpHOU pa3BeIKe U Pa3BEAKE TEXHUUYECKUMU CPEJCTBaAMU;

— OMopa Ha CHEHHUATBHO MOJATOTOBJIECHHBIE TPYIIIIBI YKCIIEPTOB B 00-
nactu OSINT, oOydyeHue MeTouKaM AOOBIBaHUS OTKPHITON MH(pOpMAITUU
n BHeapeHue texHosorud OSINT Bo Bce mpouecchl pa3BeAbIBATEIbHOU
NEeATEIbHOCTH;

— TJI00aJIbHBIA OXBAT HICTOYHUKOB MH(OpMAIUY;

— eMHas apXUTEKTypa cpeAcTB, popm u crtocoooB OSINT;

— ucnoJib3oBaHue npuHiuna skunkworks (1. €. BHeapeHue mis pe-
IIEHUS OTJIENbHBIX 3a/1a4 MEePEIOBbIX METOJIOB TOOBIYM HH(OPMALIMU TTPU
MHUHUMYME OFOPOKPATUUYECKON BOJTOKHUTHI).

JupextnBor ycranaBiuBaroTcs mpasuia ympasieHus OSINT, mpo-
BOJUTCSI pa3rpaHUYCHHE OTBETCTBEHHOCTH JOJKHOCTHBIX JIHUII, OMpEie-
JSIFOTCA HE0O0XOoAMMasi CTPYKTypa W MOPSAJIOK B3aMMOJCHCTBHUSI OpraHHU3a-
uuii 1 BegoMcTB paspecoodiectBa CIIA.

Pa3BenanHble MpenocTaBistoTcs 0ojee uyeM 7 ThIC. MoTpeduTenei
(benbrit oM, Ilentaron, LIPY, ®BP, Bcemupnas nndpopmanmionHas ouo-
JMOTEKa, EBpONEUCKUIN MapiIaMEHT, BOCHHO-IIPOMBILIJICHHBIE KOMITAHUU,
Coca-Cola, Procter & Gamble, VISA u ap.).

B cooTBeTCTBUM ¢ HOPMATUBHBIMH JOKYMEHTAMH COTPYIHHUKAM pa3-
BEJIKH 3aIperiaeTcsl MOCeeHNe MUTHHTOB, JEMOHCTPAINN U IPyTUX Me-
ponpusTHUil il cOopa cBeleHHi 0e3 cnenuanbHoro paspemenus. Cyie-
CTBYIOT U€TKHE TIpaBuiia u npu coope unpopmanuu B Mutepuere. Tak, co-
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tpyanukam OSINT npu coope mndopmanuu o rpaxaanax CIIA paszpe-
IIAETCSI UCIOJb30BaTh TOJIbKO MEPCOHATBHBIE KOMIIBIOTEPHI HAa pabounx
MECTax, €CJIM IPYrOo€ HE ONPEAEIIEHO JOMOJHUTEIBHO.

B kauectBe corpynankoB OSINT npuBiekaeTcss TMYHBIA COCTAB Pe-
3epBa Boopyxennbix cui CIIA. C kaxpIM pe3epBUCTOM HNOAIUCHIBACTCS
WHJIUBUyaIbHbIA KOHTPAKT HA OMPEACICHHOE KOJNYECTBO YacOB padOThI
B MeEcCsl], BbIAeTCsl OECIIaTHOE ammapaTHOE M IporpaMMHOE obOecreye-
HUE, MPOBOMSTCS 1iecTuYacoBbie online-kypchl. [Ipu 7TOM BhITaHHBIE TIEP-
COHAJILHBIC KOMIIBIOTEPHI MOTYT OBITh YCTAHOBJICHBI B JIFOOOM yJA00HOM
1Sl pabOThl U1 OTOBOPEHHOM B KOHTPAKTE MECTE, B TOM YHWCIE U JOMa.
[IpuBnekaemple pe3epBUCTHI HE MOJIYYAIOT HUKAKOTO JEHEKHOTO MOOIIpe-
HUSI, HO OHM MOTYT PacCUMUTHIBaTh Ha OJIarogapHOCTh OT KOMaHIOBaHMS,
MeJIaJIu 3a 3aCJIyTy U JOCTHXKEHUS U JaKe Ha MPOJBUKEHHE MO CITyX0e.

B OSINT CIIIA Beaytcs ucciieI0BaHus1, HANPABJICHHbBIC HA:

— CO3JJaHHE CUCTEM MHOTOSI3IKOBOTO IEPEBOAA;

— BBISIBJICHHWE B MyOJIMKyeMOoW B Ti00albHOW CeTH HH(pOpMAIUU
CKPBITBIX TEHJACHUUN pPa3BUTHS OOCTAHOBKH, CBSI3€M MEXIY pa3BellbIBac-
MBIMU COOBITUSIMH, SIBICHUAMH U O0BEKTaMU;

— MCMOJIb30BAaHUE TOMYJAPHBIX B IHTEpHETE METOAOB OpPraHU3aUU
KOJUICKTUBHOM palOThl, HAKOIUJICHUSI 3HAHWUW, OPTaHM3alUd COLMAIbHBIX
ceTei, aHann3a OOJIbIINX JAHHBIX MYJIbTUMEAUNHON NH(POPMALIHH.

1.4. Oco0eHHOCTH KOMNIIOTEPHOM pa3BeIKH

CornacHo AEHCTBYIOLIEMY 3aKOHOJATEIbCTBY, IpaxkaaHe Poccun
BIIpaBe TpeOOBaTh OT AJMUHHCTpPAIIUU TOUCKOBBIX CHUCTEM YIaJCHUS
CCBUIOK Ha HEOCTOBEPHYIO WJIM HEaKTyalbHYI0 HH(popMaiuio o cebe,
COJIepPKAIIYIO:

— KOHTaKTHBIC U TIACTIOPTHHIC TaHHBIE;

— uH(pOpMAIUIO TUYHOTO XapaKTepa;

— uH(GOPMAILIMIO, TTOPOYAIIYIO YeJIOBEYECKOEe JOCTOMHCTBO, UM HE
COOTBETCTBYIOIINE JIEHCTBUTEIHLHOCTH CBEJCHUS, YMAISIONIUE YECTh, J0-
CTOMHCTBO WJIU JIEJIOBYIO PEIyTaIHIO TPaKIaHUHA, IOPUINIECKOTO JIHIIA;

— uHpopMaIuo 00 UMEIOIIEMCSl UMYIIECTBE U (PUHAHCOBOM Oaro-
COCTOSTHUH U T. 1.
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CormacHo nocranosiennto [Inenyma BepxosHoro cyna Poccuiickoit
®eneparun ot 24.12.1993 Ne 13' kacarensro mpumenenus cr. 23 Kou-
crutyuun Poccuiickon denepanuyn OrpaHUYCHUE MpaBa HA TaWHY IEpe-
MUCKH, TeJIe()OHHBIX IEPErOBOPOB, MOUYTOBBIX, TeJerpaHBIX U MUHBIX CO-
0OI11IeHUH JOTTYCKAETCSl TOJIBKO HA OCHOBAHUM CYJIEOHOTO PEIICHUS.

Crarps 152 TK PO’ riacur, 4o rpakJJaHUH BIIpaBe TPeOOBATH II0
CyAy OINPOBEPKEHUS MOPOYAIIUX €r0 YECTh, JIOCTOMHCTBO WM JICJIOBYIO
penyTaluio CBEACHUMN, €CIIM PACIpOCTPAHUBIIMNA TaKUE CBEJICHHUS HE J10-
Ka)k€T, YTO OHU COOTBETCTBYIOT JICHCTBUTEIBHOCTH.

Cratss 5.61 KoAIl P®’ OMpeJIEIIIET, YTO OCKOpPOJICHHE, CoIepKallee-
Csl B IMMyOJIMYHOM BBICTYIUICHHH, ITyOJIMYHO JEMOHCTPHUPYIOIIEMCS IIPOU3BE-
nennu uimn CMMU, BieyeT HajloXKEHHE aAMUHHUCTPATHBHOTO InTpada Ha
rpaXaaH B pa3Mepe oT 3 10 S5 ThIC. pyOsieil; Ha TOKHOCTHBIX JUI] — OT 30
10 50 TeIC. pyOneit; Ha ropuaudeckux Juil — oT 100 mo 500 Teic. pyOnei.

Poccuiickoe 3akoHOAATENBCTBO COTJACYETCsl C OOIIeeBpPOIEeUCKON
MPAKTUKOW PEIICHUS aHAJIOTUYHBIX BOIIPOCOB.

JKuBydecTh — 3TO CBOWCTBO O0OBEKTa COXPAHITh CBOM OCHOBHBIC
(GYHKITUY TIPY BO3JICUCTBUH BHYTPEHHUX 1 BHEITHUX (DAKTOPOB.

[TonsTtue xuBydecTn nHGOpMAIUK B ceTH «IHTepHET» moapaszyme-
BacT IMOTEHIMAILHYIO JOCTYIMHOCTh MH(pOPMAIUA TP BO3JCHUCTBHH -
cTabunm3upyromux GpaxkropoB. PaccMOTpuM HEKOTOPHIE U3 HUX.

1. Co3paHue KONHUM JaHHBIX Ha HECKOJIBKO 3€pPKaJIbHBIX CEPBEPOB
npu ux pasmenieHnu Ha xoctuHre. Hanmpumep, WikiLeaks ucnons3oBan
HECKOJIBKO COTE€H CEPBEPOB, Ha KOTOPHIX XPAHUIIUCH (PparMEeHThI KOIHH.

2. KonupoBanue wuHdOpManuv mOJb30BaTeIsIMU. B 3aBUCUMOCTH
OT XapaKTEepUCTUK HHGOPMAIMHA, KOJMYECTBO KOMUM MOXKET Pa3HUTHCS
OT HYJISI 1O HECKOJIBKUX COTEH.

1 o o
[TocranoBnenne Ilnenyma BepxoBHoro Cyna Poccuiickoii @enepanumn

ot 24.12.1993 Ne 13 (pen. ot 06.02.2007) «O HEKOTOpBIX BOIMpOCaX, CBSI3aHHBIX
¢ npuMmeHenuneM crateit 23 u 25 Koncturyiuu Poccuiickont @enepanum.
* T'paxmanckuii xomekc Poccuiickoit ®enepanun (dacte meppas) ot 30.11.1994
No 51-@3.

Konexkc Poccuiickoit ®eneparuu 00 agMUHHUCTPATUBHBIX IPABOHAPYIICHUSX
ot 30.12.2001 Ne 195-®3 (c u3m., BHeCeHHBIM (eiepaabHbIM 3aKkoHOM OT 31.07.2020
No 278-@3.
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3. Undopmanusa B apxuax NHTepHeTa, Hanpumep, archive.org. Cep-
Bepbl 3TOro pecypca puzmdecku Haxomsarcs B CIIIA u oburmaabHO IpHU-
HaJJIe)KaT 4YacTHOMY JIMIy, MO3TOMY yOpaTh OTTyaa HHbopMalyio 0e3
cankiuu cyga CIIIA HeBo3MOkHO. Takoe paspemieHue Cyj JaBall JIMIIb
nBaxabl. IlepBhIit pa3 — 1Mo TpeOOBaHUIO OJHOM M3 PEITUTHO3HBIX OpPraHHU-
3aIui, JI0Ka3aBIIeH, 4TO B apXUBE HAXOJUTCS KOMUsA MH(OpMaIuu, opu-
THHAJI KOTOpoH ObLT yOpaH mo TpeOoBaHMIO 3aKkoHA. BTopoit pa3 uadop-
MaIMI0 KOPPEKTUPOBAIIU MO TPEOOBAHUIO MPABUTEILCTBA, OOHAPYKUBIIIC-
ro B apXMBE JIaHHBIC, COCTABJISIIONIME TOCYJAPCTBEHHYIO TailHy. ApXUB
HNurepuera, pacnonoxeHHbii B Can-®Opannucko (CIIIA), ocHoOBaH
B 1996 r. ApxuB obecrieunBaeT OeCIIaTHBIN JTOCTYII IJI UCCIIEI0BATEIICH,
HMCTOPUKOB U IIKOJILHUKOB. JleKimapupyeMoi 1ebl0 apXuBa SBJISETCS CO-
XpaHEHUE KyJIbTYPHO-UCTOPUUECKUX IIECHHOCTEH IMBWIM3AIUHU B d10Xy [T
1 CO37IaHHE UHTEPHET-OUOIMOTEKH.

The Wayback Machine — 6a3a gaHHbIX, B KOTOPOH MO>XHO MOCMOT-
pETh, KaK BBITJISCH CAalT paHblIe, JaXe €CIu ero OOJbIIe He CYIIECTBYET.
B oxta6pe 2004 r. BmepBbie ObUIO 3aUKCHPOBAHO HCMOJb30BaHuE The
Wayback Machine B xauectBe mokazarenbctBa B cyae CHIA. Otmeuen
Cly4yal yJaJeHUs YaCTHU apXUBHBIX KOIIUM CAUTOB, COACPKALIUX KPUTHUKY
CalleHTOJIOTUH, TI0 ONIPEACIICHUIO CYyIa.

bubnnorexka Kourpecca CIIIA (www.loc.gov) Kynuia mnpaBa Ha
XpaHEHHUE BCEX MMYyOJIWYHBIX COOOIIEHUM counanbHOM cetu Twitter
¢ 2006 r. 1 Bcex TBUTOB, KOTOpbIE OyAYyT OMyOJMKOBaHbI BIpeab. brubano-
Teka KoHrpecca Takke peanu3yeT U HallMOHAJIbHBIA MPOEKT COXPaHEHUS
U pacripocTpaHeHusi  uudpoBoro  koHTeHta  Digital  Preservation
(www.digitalpreservation.gov) (1 400 koIeKunii JTaHHBIX).

[IpocMOTp pETPOCIIEKTUBEI CAUTOB BO3MOKEH TAKXKE Ha!

— wayback Machine;

— archive.today;

— cachedview.com;

— MoUCKOBBIN 3anpoc B Google: cache:website.com.

Jl1s1 BoccTaHOBJIEHHST HHPOPMAIIUK U3 COIIMATBHBIX CETeH BO3MOXKHO
BOCIIOJIL30BAThCS Attps://russia.undelete.news/ru/pagel/about.
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4. Hexotopoe BpeMs HHpOpMAIds OCTAaeTCs B KOIIAX' [TOMCKOBBIX
CHUCTEM, JAXKE €CJIM OHA yJaJIeHa C CalTa WU U3 COLMAIIbBHOU CETHU, OTKYJa
OHa JIOCTYIIHA MOJIb30BATENISIM. Y aJIMUHUCTPATOPOB PECYPCOB €CTh BO3-
MOXHOCTb yAaJI€HUs CBOETO KOHTEeHTa u3 kaiier Google u Anaexc. MHo-
ro¢ O 4YeJIOBEKE MOKHO y3HaTh U3 ero Oinora. CoruanpHas ceTb Twitter
coOupaeT u BblJIaeT TBUTHI Nosib3oBaTenei. CepBuc Google Replay Bbigaer
TeMaTU4YeCKue CoOOOIIeHUs B Oyiorax.

JInst aBTOMaTHYeCcKOro cOopa COOOIIEHUM MpeIHa3HAUYCHBI TaKKE
RSS-arperaropsi. «Annekc.Jlenta» u Google Reader xonupyrotr uHdoOp-
Maluio cpasy mocie ee pasmemenus. Hanpumep, onqno nz CMU, cBsizan-
HOe ¢ peiaepckoit arakoi oceHbro 2008 r., ymammiao umHpopmaluoo Ha
CBOEM CalTe uepe3 HECKOJbKO 4acoB mociie 3asBieHus [Ipesuaenta Poc-
CHUU O TOM, YTO PEHZIEpOB HAJO0 MPUBJIEKATh K OTBETCTBEHHOCTH. OHAKO
0Ka3ajock, 4To, kKpoMe «SHnaekc.JIeHTb», 3Ta nHbOpMaIus COXpaHWIACh
Ha JIECATKaX JPYyTUX PECYpPCOB.

5. Undopmanus ¢ cailTa MOXKET COXPaHATHCS Ha TMEPCOHAIBHBIX
KOMIIBIOTEPAX KOHEUHBIX MOJIb30BaTEIECH.

VY nanenue nHpopManuu ¢ pecypca He MPUBOJUT K €€ yAAICHHUIO U3
Nurtepuera. Kpome Hee, octaroTcst 1 M poBbIC Clebl, U ITU(POBLIC TEHHU.
[udposoii cien — uHbOpMaIUs, KOTOpas OCTaBISETCS CAMUM TOJIb30Ba-
TeneM npu padore B UHTEpHETE U O KOTOPO MOXKHO UAEHTU(PULIMPOBATH
ero u ero aecteus. Yacto moib3oBaTean JOOPOBOJIBHO YKA3bIBAIOT CBOU
@®.1.0., npuBs3bIBas JaTbHEUIIIYI0 HHPOPMAILMIO K COOCTBEHHOUN JTMYHO-
CTH, JaTy POXKIAEHMS, CEMEUHOE IOJIoKeHue, o0pa3zoBaHue, Mpodeccuio,
MecTa IpeAbIaylle padoThl U MHOTOE JIPYTO€, BKIIIOUasi KOHTAKTHBIE Te-
nedoHbI U azipeca EKTPOHHOU 1ouThl. [{udpoBas Tenr — uHbOpMaus
0 MOJIb30BAaTEIE, CO3JjaBacMasi 0€3 €ro y4yacTus:

— KTO-TO UUIIET MOJIb30BATEINS YepEe3 MOUCKOBBIE CUCTEMBI;

— TOJIb30BaTENb (UTYPUPYET B CIHCKAX BJIECKTPOHHOU MOYTOBOM
PACCBHUIKH;

— uH(OpMaIus B KdII1€ MOUCKOBBIX MAIIINH;

— 3aMKiCcu Kamep HaOJI0ICHUS;

— OaHKOBCKHE TPaH3aKIINY;

— OWJIJIMHT Y,

1
OO6acTh maMsITH, IpeAHA3HAYEHHAS /TSl Bp€MEHHOTO XpaHeHUs! HH(OpMaIuu.
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— IIpojiaXka OMJIETOB;

— JIpYyTOE.

[To onenke aHanmutuueckor kommanuu IDC, crienumanu3upyroniencs
Ha uccienoBanusx peiHka I'T, o0bem nudpooit Tenu yxe B 2007 1. npe-
BBICHII 00BbeM LIMGPOBOTO cliea.

C npobsiemoii penyranuu B IHTepHeTe (HEraTuB B IU(POBOM CIIE/IC
WU B IIU(PPOBON TEHU) €KETHEBHO CTAJIKHUBAETCS BCE OOJIbIIEe TMOJIb30Ba-
teneil. O0 3TOM CBUAETENBCTBYET M MPEUIOKEHUE YCIYT MO YyJaJCHUIO
U(QpOBBIX cieq0B. Tak Ha3bIBAEMbIE MHTEPHET-UYUCTUIIBIIMKN HAJIAKUBA-
IOT KOHTAKThl C aJIMUHUCTPALUSIMHU MHTEPHET-PECYPCOB, a4 TAKKE HUCIOJIb-
3YIOT CIIEHUAIBHOE MPOrpaMMHOE oOecrieueHue il yaaleHus uHpopMa-
IMA C CAalUTOB M W3 Kdmed. OQHAaKO pacCUMTHIBATh HA MOJIHOE YAAJICHHUE
uH(popMauu HE TPUXOAUTCS. JIydIllUM METOJOM OKa3bIBae€TCs BBITECHE-
HUE HEeXeNaTeIbHOW MH(DOPMaIMK HOBBIM KOHTEHTOM: MO3UTHUBHBIM, TIPaB-
IUBBIM U 00bEKTUBHBIM. [l03UTHBHYIO HH(OpPMAIIKMIO B CETH HEOOXOJIUMO
pa3MeniaTh Ha MHOKECTBE 1IEJIEBBIX PECYPCOB, 3a00TSCh O CChUIKaX Ha Hee.

[Ipexne yeM HayaTh ynanarh uHdopmaiuio o cede u3 MHTEepHEeTA,
IIOMHHUTE, YTO:

— ynanenue uapopmaiuu u3 HTepHETa HE ABISIETCS €€ OMPOBEP-
HKECHUEM;

— yJIaJICHUE CBOMX JAHHBIX MPUBOJUT K MOTEPE JAOCTyHa K OOJIib-
IIMHCTBY CEPBUCOB, IO3TOMY MEPE] YIAICHUEM CKOITUPYUTE UX;

— Ha HEKOTOPBIX pecypcax peanu3oBaHa (YHKIUS BEYHOTO XpaHe-
HUSI TaHHBIX;

— MHOT/Ia IPOILE€ OCTaBUTh HMH(OPMAIIUIO B TTIOKOE, YEM «IIOJIHUMATh
mym» (B 2003 1., korga b. Crpeitzang dyepe3 cya noTpedoBasia yIaIUTh
cBoe (OTO, KOJIMYECTBO MPOCMOTPOB HM300pakeHUsi ObL1o MeHblie 10,
a CIIyCTs MECHI] Iocie noaadu ucka — noytu 0,5 MiH).

VY nanute nadopmanuio o cede u3z Google MOKHO, 3anI0IHUB (PopMy
«3anpoc Ha yJaJleHue HE3aKOHHO PaclpOCTPaHIEMOM, HEBEPHOU WIIA He-
aKTyaJbHOM TNEPCOHAIBHOW HWH(OpMALMK M3 Pe3yJbTaTOB TMOKWCKAa Ha
Google.ru». Y panuts nuunyto napopmanuio u3 «Sunexe»: «HegoctoBep-
Hasi, HeakTyajdbHas MHGOpMalKMi O TPaKIaHWHE, CCHUIKM HAa KOTOPYIO
NOJJIEKAT UCKIFOUEHUIO U3 pe3yibTaTtoB noucka “Angekca” (mo “IIpaBy
Ha 3a0BeHuE”)». B CIOXHBIX claydasx clienaTh 3ampoc Ha yJajJeHHUE JINY-
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HBIX JIAaHHBIX MOXHO uepe3 Texmnoiaepxkky «dnaexcy». [lo cratucruke,
«Saaekcy» ynosaerpopser 27 % obpalieHuil.

JlaHHbBIEC B COIMAIBHBIX CETAX YAAISIOTCS OTHOCUTEIBHO JIErKO, UHO-
r7a, OJHAKO, TOJIBKO Y€pe3 HEKOTOPOE BPEMSI ITOCIIE 3aIpoca.

B03MO0XHO UCIIOJIB30BaTh MIPOTpaMMHOE O0eCTICUeHUE IJI yAAJICHUs
uH@opmanuu, Hampumep, deseat.me.

ITo dakTy HapylieHHs aBTOPCKHUX IIpaB MOXKHO 0OpaTUThCs B De-
JIepajdbHYI0 CIIYXO0y 1o Haja30py B cdepe cBA3M, HHOOPMAITMOHHBIX TEX-
HOJIOTUU u MacCCOBBIX KOMMYHUKAIUH (PockomHanzop):
http://nap.rkn.gov.ru. OnHako, ckopee Bcero, B 3TOM ciiydae ImoTpedyeT-
cs cyJeOHOe pa30oMpaTenbCTBO.

Eciau BbI pemmyin oOpaTUThCS ¢ MPOOJIEMON ylalieHusi CBOCU WH-
dbopmanuu B CICIMATIM3UPOBAHHYIO0 OpraHU3alllio, TO, BO-TIEPBBIX, TapaH-
TUWA OBITh HE MOJXKET, BO-BTOPBIX, Bbl OCTAaBJISIETE CBOIO HH(POPMAIIUIO
B OTOM OpraHM3alfy, B-TPEThUX, CTOUMOCTh MOJATOTOBKH M HAIPaBJICHUS
TpeboBaHus 00 yaaieHnn HauuHaeTcs ot 10 Teic. pyOsieil, a YUCTKU BbIa-
Yy B MOMCKOBBIX cucTeMax «SAnaekc» u Google — ot 100 ThIic. pyOek.

B Jla6oparopun Kacnepckoro moadepkuBaroT, 4YTO MOJTHOCTHIO yia-
JUTh JaHHbIe U3 VIHTEepHETa HEnb3sl, TaK KaK KOMHHU 3TOW HH(pOpMAIUU
00s13aTenbHO coxpansitores. [loaTomy:

— He MyOJUKYHTE B OTKPBITOM JOCTYNE T€ JaHHbIE, C KOTOPBIMU
MOYHO BaC aCCOIMUPOBATH;

— HACTpauBalTe MaKCUMaJbHYIO IPUBATHOCTh AHKETHI;

— He J00aBIsIUTe HEU3BECTHBIX B IPY3b;

— BbIKJIaJibIBaliTe B MIHTEpHET HOMEp TeledoHa, KOTOPHIA HUIIIE
OoJiee HE UCTIONIB3YETCS;

— He BhIKIabIBaiiTe cBon @.M.0. u aapec; npu HEOOXOAUMOCTH UX
MOHO COOOIIHUTH OTAEIBHO MO APYroMy KaHaly CBSI3H.

— HCIIOJIb3YUTE HUKHEUM;

— MOMHUTE: BCE, YTO BBl OMYyOJIMKyeTe, MOXKET ObITh UCTOJIb30BAHO
IIPOTHUB Bac.

OTMETHUM HEKOTOPhIE OCOOEHHOCTH KOMITBIOTEPHOM pa3BEIKHU:

— MCTOYHUKOB JAHHBIX JOJDKHO OBITH MHOT'O BO M30€KaHHE OIOPHI
Ha OJJMH MHOTOKPATHO TyOJIUPOBAHHBIM HEAOCTOBEPHBIN NCTOYHUK;
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— HE0OXOJIUMO OLIEHUTH JOCTOBEPHOCTh KaXJOTO HCIOJIb3yEMOI0
HMCTOYHHUKA JAHHBIX;

— MCTOYHUKHU JTaHHBIX JOJDKHBI OBITh HE3aBUCUMBIMHU (IO KpalHeu
Mepe, KOHTEHT OJHOTO HE JIOJIKEH ObITh KOMUEH JIPyToro);

— oTOOp MAaHHBIX JOJHKEH MPOBOJAUTHCS B COOTBETCTBUM C IMOCTaB-
JICHHOM 3aja4el;

— IIPU JIUMUTE BPEMEHU CIPABKA MOXKET HE BKIIKOYATH PA3JIMYHOTO
pOJla IPOBEPKU U AHAIIUTHUKY;

— B CHpaBKE HE JOJKHO ObITh CCHUIOK Ha KOH(UICHIIMATbHbBIC HC-
TOYHUKHU UHPOpMAIIUH;

— BBIBOJIbI U PEKOMEHIAIUU JOJIKHBI OBbITh YETKUMH, KPATKUMU U O/I-
HO3HAYHBIMH, 4 IIPOTHO3bl HOCHUTh BEPOATHOCTHBIA XapaKTEep, HaIpUMED,
B BUJIE COBOKYITHOCTH BO3MOYKHBIX CLICHAPUEB PA3BUTHSA COOBITHIA

— JoBeJieHue MH(OpMaIuy 10 KOHEYHBIX MOTPEOUTENeH JOJIKHO
ObITH B BUJIE, aJTAIITUPOBAHHOM K BOCIPHUATHIO 3aKa3uuka, U ¢hopme, JIETKO
JOCTYIHOM ero moHuMaHuto (Hanpumep, LIPY npenocraBnsno npe3uaeH-
Ty CIIA P. Peifrany exxenHeBHyr0 uMH(OpMaIUIO B BHAE BUACOPUILMA,
KOTOPBIM CHUMAJIM KAl JIEHb, MMOCKOJbKY OBIBIINNA KUHOAKTEP JIyYIIle
BOCIIPUHUMAJI TaKYIO Mo/1auy HH(OpPMAIUN).

1.5. AHOHUMHOe pacnipocTpaHeHre HHGoOpMaU
B ceTu «HTEpHET»

HexoTopbsiMu cepBHUCAaMU 3asBISETCS BO3MOKHOCTh AHOHMMHOCTHU
TOYKHA BBIXOJla B MHTepHET M aHOHMMHOTO pa3MelieHus MH(OopMaIuu.
CyLIECTBYIOT, HAIPEMED, CEPBHCHI, IPEAOCTABIISIOMIIE YCIYTH XOCTHHra
Ha YCJIOBHUSX MOJHOW aHOHUMHOCTH. Kak mpaBuio, OHM pacroyiararoTcs
BHe Poccum u UTHOPUPYIOT >Kajdo0bl POCCUUCKUX TOJIb30BaTeleH
Y BEJIOMCTB B OTHOIIICHUY MAaTEPUATIOB CalTA.

s Beixoma B MutepHer HeoOxomum [P-ampec (oT anrn. Internet
Protocol Address) — yHuKanbHBIN HAeHTUPUKATOP ycTpoiicTBa. OIHOBpE-
MEHHO HE MOKET OBITh JIByX KOMIBIOTEPOB C OJIMHAKOBBIMU I[P-aapecamu.

' Cm.: SIkynos P. A., Sxynosa JI. B. TIporrosst pazutiss CCCP B OTpaskeHHH aHAIH-
tuaeckux matepuasioB [[PY CIIHA (1981-1991) // U3BecTus BhICIIuX y4eOHBIX 3aBEIeC-
Huil. [ToBoikckuii peruoH. ['ymanutapusie Hayku. 2018. Ne 1 (45). C. 105-114.

? XOCTHHT — yCIIyra 110 TPeIOCTaBICHHIO PECYPCOB U Pa3MeleH s HHQOpMAIHK
B lHTepHerTe.
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B npotuBHOM cityyae OyJIeT HEHOHSTHO, KOMY U3 HUX JIOCTaBJISITh JaHHbIE.
[P-ampeca BbIIArOTCS r1p013.al”4z[epyl CIICLIMATIbHO YIIOJIHOMOYEHHOW OpPraHu-
3amyel, a mpoBaiep MprcBauBaeT ITH ajapeca aboHeHTam. [IpoBaiinep —
ATO TOCTaBIIMK ycayr cBs3u (T. €. MTC, Meradon, Poctenexkom u gp.).
[Tonp30BaTenb 3aKI0YAET C HUM JIOTOBOP, COTJIACHO KOTOPOMY KOMITAHUS
MPEAOCTABIAECT eMy NOCTYIl K UHTepHeTy. IMEHHO mToATOMY y IpoBaiie-
pa Bceraa e€cTh JOCTYN K JIMYHBIM JAHHBIM, KOTOPBIE YKa3aHbl BO BpeMs
nokynku ycayr (O.1.0., Homep TenedoHa, JOMAIIHUI aApec U MacHOpT-
HBIE JJAaHHBIE); BCET/Ia MOKHO ONPEAEIUTh, KAKOMY MTPOBANIEPY U B KAKOM
ropoJic NPUHAMICKUT KOHKpeTHbIN [P-anpec.

YcTaHOBIEHUE YCTPOWCTBA, C KOTOPOTO OCYIIECTBIEH BBIXOJ
B IHTEpHET, MOXKET OBITh COMPSIKEHO CO 3HAYUTEIbHBIMHU TPYIHOCTIMU.
[P-anpec MoOXXeT OBITh CTAaTHYECKUM, IMIOCTOSIHHO 3aKpPETUICHHBIM,
HampuMmep, 3a OopUCOM WM KBAPTUPOU, WM JUHAMHYECKUM, KPATKO-
BPEMEHHO MPUCBOCHHBIM MOAKIIOYUBIIEMYCS K IHTEpHETY yCTPOUCTRY.
Crarnueckue ajapeca oObIYHO IjIaTHbIC. UTOOBI CMEHUTHh JUHAMHYECKUN
aJipec, 10CTaTOYHO pa3opBaTh COeAUHEHUE C IHTEpHETOM M YCTAaHOBHUTH
ero 3aHoBo. Jlunamuueckue [P-agpeca HaxonadaTcs B mpenaenax auanas3o-
Ha, BBIJICJICHHOTO IIPOBAUIEDY.

Bce 3anpocsl nonb3oBarens B cetu «HTEpHET» MOMaaaroT Ha cep-
BEp IpoBamMepa, Tak *Ke, Kak U Bce OTBETHI. [IpoBaiiaep BUIUT mocelae-
MbIE€ CAlThl U COXPAHAET B norax” [P-anpeca nocemeHHbIX cepBepoB. Co-
rmacHo nocraHoBieHuro IIpasurensctBa Poccuiickon  Depepanuu
ot 12.04.2018 Ne 445° npoBaiiiep 0053aH XPAHUTH TOUCKOBBIE JAHHbBIC
cBoux kimeHTtoB 30 gHei, a corjacHo 1. 1.1 QenepanpHOro 3akoHa
«O cBs3m»” 06s3aH MPEIOCTABIISTh JOCTYI K JAHHBIM O TpaduKe rocyaap-
cTBeHHbIM opranaM Poccuiickon ®epepannu no 3ampocy. B 2017 .

NuTepHeT-ipoBaiiiep — opraHu3anus, MNPeJAOCTaBISAIONIas yCIAyrd J0CTyIa
K NnaTepHery.
? Jlorn — crcTeMHbIe (A ¢ 3aMUCIMH O COOBITHSX B XPOHOJIOTHYECKOM TOPSIIKE.
> Tlocranosienne IlpaBurtensctBa Poccnmiickoit deneparmu ot 12.04.2018 Ne 445
«O06 ytBepxknennn [IpaBui XpaHeHHs] orepaTOpaMu CBSI3U TEKCTOBBIX COOOIIEHUN
MOJIH30BATENICH yCIyraMu CBSI3U, TOJOCOBOM HMH(pOpManuu, n300paxeHUi, 3BYKOB,
BUJICO- U UHBIX COOOIIEHUN MOJIH30BATENICH YCIIyraMu CBI3W.
4 ®enepanbhbiii 3aKk0H 0T 07.07.2003 Ne 126-D3 «O cBsizu».
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B CIIIA ObLT OTMEHEH 3aKOH, COTJIACHO KOTOPOMY IPOBAM Iepbl MOTJIU T1€-
penaBaTh JIMYHBIC TAHHBIE KIIMEHTOB TOJILKO 110 COTJIACUIO MOJIb30BATENECH.

B cnyuae ucnions3oBanus https mpoatiziep coxpanseT Tojibko IP-anpec
CepBepa, BpeMsl COCIMHEHUS U 00beM Tpaduka. AJipec caiiTa U €ro cojiep-
’KMMOE B JIOTax He coxpaHsatoTcs. B cioydae ¢ http npoBaiinep umeer 10CTyIn
k URL, uctopuu noucka 1 “HGpOpMaIlu, KOTOPYIO Bbl IPOCMAaTPUBAIIY.

B pexume «MHKOTHUTO» Opay3ep HE COXpaHSET UCTOPUIO TMOHUCKA,
HO JIOTH Y MpOBaiijiepa 3aMuChIBAIOTCS B 0OBIYHOM TIOPSIAKE.

Ecnu Bbixon B MHTEpHET OCyIIECTBISUICS yepe3 MyOJUYHYI0 TOUKY
noctyna Wi-Fi, ¢ MobuibHOro TenedoHa, 3aperucTpupOBaHHOTO HA TO/I-
CTaBHOE JIMIIO, TO MECTO BbIxojaa B MHTepHET ycTaHaBiIuBaeTcs 0€3 mpo-
OJieM, HO BBISABJICHUE, KOHKPETHOTO TOJIb30BATENsI MOXKET MPEICTaBIATH
3HAYUTENBHBIE TPYJAHOCTH, MOCKOJIBKY MPOBAWJEpy NHPHU BBIXOJAE YEpe3
Wi-Fi ctaHoBuTCS m3BecTeH ToJibKO niaeHTuduKarop (MAC-aapec) BcTpo-
€HHOM CeTeBOM KapThl ycTpoiicTBa K BHentHero USB-moayns Wi-Fi. Cro-
MMOCTh MOJJOOHOTO MOJAYJIS HEBBICOKA, MMOATOMY €r0 MOTYT MHOTIa MEHSTb.
MAC-anpec He mudpyercss U JOCTyNEH Omeparopam B IMOJTHOM OOBEME.
Bo3moxHo nomenste MAC-anpec poyTepa Wiv NepCOHATBHOIO KOMIIBIOTE-
pa Bpy4HYI0, HO 3TO MOXXET MPUBECTH K MpobdiieMaM ¢ coenuHeHuem. [Touck
MOJIb30BATEIIA B TAKOW CUTYAIMU Yalle BCEr0 OCYLIECTBIISIETCS IIyTEM OIPO-
ca CBUETEJICH WU MPOCMOTPA 3alKUCeil C Kamep HAOIIOICHHUS.

Eciu Beixox B IHTEpHET OCyLIECTBIISIETCA Yepes3 GPRS' ¢ mMo6uis-
Horo Tenedona i GPRS-MonemMa, y Bcex monb3oBarelieil peruoHa ajapec
onnHakoBblil. [logoOHOE MpoUCXOaUT TNpU NOAKIHOYEHHH K WHTEpHETYy
yepes HpOKCI/I-CepBepz, MOJIKJIFOYEHHBIA K MHTEpHETY ¢ OJHOW CTOPOHBI
U K JIOKUIBHOU ceTh — ¢ Apyrou. CoeaMHEHUE C MPOKCH-CEPBEPOM HE

' GPRS — «makernas pPaaroCBsI3b OOIIEro MoJIb30BaHUS — HAJICTPONKa HaJ TeX-
HOJIOTHel MOOMIIbHOU cBA3M GSM, OCyIleCTBIISAIONIAS TAKETHYIO Mepeavy TaHHbIX.
GPRS 1no3BosisieT mosib30BaTeNI0 CETH COTOBOM CBSI3M MPOU3BOJIUTH OOMEH JIAaHHBIMU
C ApyruMu ycrporctBamu B cetd GSM U ¢ BHEIITHUMHM CETSIMH, B TOM 4ucie urep-
HeroM. GPRS mnpennonaraer tapudukanuio no o0beMy nepeaaHHON/MOITy4eHHON
nH(popmaIuu, a He Mo BpeMeHH, TPOoBeIeHHOMY online.

CepBep — cHeUUATM3UPOBAHHBIA KOMIBIOTEP ISl CEPBUCHOTO MPOrPAMMHOIO
obecrieuenus. [Ipokcu-cepBep — MOMOJHUTEIBHBIN CepBEP, KOTOPHIN MO3BOJISIET 3a-
IIMIIATh YCTPOMCTBO OT HEKOTOPBIX CETEBBIX aTaK M IMOMOTaeT COXPAaHSATh AHOHHM-
HOCTb KJIMEHTA.
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TpeOyeT YCTAaHOBKM Ha MEPCOHAIBHOM KOMIBIOTEPE JOMOJHUTEIHLHOTO
nporpaMmMHoOro otecneueHus. B o01miem ciiydae MpPOKCU-CEPBEP MOXKET
ckpbITh [P-anipec mosibp3oBaTeNs WKW 3aMEHUTH €r0, (GUKCUPYS TIPU ITOM
CIEJaHHbIE 3aMpOChl, MOCEIICHHbIE CAaUThl U MOJIYYEHHYIO0 MH(pOpMaIHIO.
Cxkopee Bcero, OecriiaTHbIe MPOKCU-CEPBEPHI JACIATCS MPOIIeAIIeH uepes
HUX HHQpOpManuel (OHM MOJKHBI Ha YTO-TO CYIIECTBOBATh). Pacmona-
raThCsl IPOKCHU-CEPBEP MOXKET B JIIOOOM CTpaHe.

Cy1iecTByeT nporpaMmmMHoOe oOecreueHre, npeIHa3HauyeHHoe s Co-
kpbiTust [P-ampecoB (aHOHMMA3epbl), KOTOPOE HCHOJB3YET MPOKCH-
cepBepsl 151 COKphITUS nHopMmanuu o6 [P-aapece.

VPN (Virtual Private Network — BupTyanbHas yacTHas CeTh) —
0000IIIeHHOE HAa3BaHUE TEXHOJIOT U, MO3BOJIIIOIIMX 00€CIICYUTh OJHO HIIH
HECKOJIBKO CETEBBIX COCIMHEHUM MOBEPX IPYyrou ceTu, Hanpumep, UaTep-
Heta. Bee monbs3oBarenun VPN u ux nndopmanus mapkupytorces. [lanHbie
3amumiaroTcs nyteMm mudpoBanus. s ucnonb3zoBanus VPN tpebyercs
yCTAHOBKA MPOTPaMMHOI'0 OOECIeUueHHs] U ero akTupaius. B pesynbraTe
BMecTo [P-agpeca monw3oBarens oroopaxkaercs IP-anpec VPN. Cunraet-
csl, 4TO ucnoab30BaHue VPN mo3BoOJIsET:

— 00XOJUTh 3aIPETHI PETYIATOPA;

— COXPaHATh aHOHUMHOCTB;

— COXpaHATh KOH(UICHIIMATBHOCTD;

— 3aMAaCKHPOBATH I'€OJIOKAIIUIO;

— IMEPEKPBIBATh MPOBAKUIEPY JOCTYII K TAHHBIM I0JIb30BaTEII;

— CHU3UTH BEPOSITHOCTh YTEUKH U 3alIM(POBKU HHPOPMAIIUH.

[Ipu ucnons3oBanuu VPN nposaiiiep BUIWUT, YTO BbI OTIPABIISETE
mudpoBaHHbIA Tpaduk Ha ompeAeneHHbI ajnpec. OH MOXKET JTOKAIU30-
BaTh 3TOT IP U ycTaHOBUTBH, 4TO OH ucnoab3yercsa g VPN, Ho oTcie-
IIUTh, KAKUE CAUTHI Bbl MOCETWUJIH, NMPOBAKJIEp HE CMOXET (MPU KOPPEKT-
HBIX HaCTPOMKaX).

[Ipu aTOM:

—eciau VPN OecruiatHa, ee x03si€Ba, CKOpee BCEro, MpoJaioT J0-
CTYNHYIO UM UH(OpMaIIHIO;

— VPN-cepBHUCH MOT'YT II€peIaTh JAHHBIE NIOJIB30BATENEN IO pellle-
HUIO CyJa.

25



B Poccuu B 2017 1. BCTynuJI B CHJTy 3aKOH O 3aIpere Ha 00xo 0J10-
KHPOBOK 3alpelieHHbIX CaTOB — oaHON u3 (pyHkiuid VPN-cepBHCOB.
B 2019 r. PockomHaa30p mpuiiena K BeIBOAY, 4To VPN-cepBuchl 3¢ dek-
TUBHEE ITpadoBaTh 32 HAPYIIEHUS, @ HE OJIOKUPOBATb.

B 2013 r. O. CHoynen pacckazan, uto AHb CIIA cnoco6Ho mepe-
xBatbiBaTh VPN-Tpaduk M B3JIaMbIBaTh NMPaKTUYECKHU J1H000€ MU(poBa-
Hue, B ToMm unciie SSH u HTTPS.

1.6. IIpo0yieMBbI KOMIIBIOTEPHOH pa3BeIKH

B NHTepHeTe conepKUTCS 3HAUUTENbHAs YacTh WHPOpMAIINK, HEOO-
XOJIUMOM pa3BeAbIBATEIbHBIM OpraHaM, OJHAKO OCTAETCS OTKPBITHIM BO-
MpOC €€ HaxOXkAeHUS U 2P(HEKTUBHOTO UCIONb30BaHus. [[puunna — mpu-
cymue cetu « THTepHET» HEJOCTATKU:

— BBICOKUH ypOBEHb HH(OOPMAIIMOHHOTO IITyMa;

— cnabas CTpyKTYpPUPOBAaHHOCTh U CBA3HOCTH MH(OpMaIny;

— NUHAMUYHOCTH HH(POpPMAIIUH;

— OTCYTCTBHE LIEJIOCTHOCTH MH(POpMALINH;

— OTCYTCTBHE BO3MOXHOCTH CMBICIIOBOTO TIOMCKA;

— OrPaHUYEHHOCTh JOCTYIA K «CKpbITOMY» VIHTEpHETY.

HecMoTpst Ha 3TO BO3MOXHOCTH MHTEepHETa OIEHMBAIOTCA SKCIEp-
TaMU B 00J1aCTH KOMITbIOTEPHOM pa3BENIKU JOBOJBHO BBICOKO.

[entp npaButTenbcTBeHHOU cBsi3u BenukoOpuranuu (GCHQ) ucnsi-
TBIBAE€T CEPbE3HBIC NPOOJIEMbI C HAUMOM U YJIEPKAHUEM CHEUATUCTOB IO
IT. 3a 2016 r. GCHQ notparun Ha kubeponepaunu 24 % cBoero Oroxe-
Ta, & HA KOHTpTeppopucTuyeckue onepannun — 23 %. B nocnennune romasl
GCHQ He B COCTOSIHMY 3aM0JIHUTh IITaTHbIE BakaHcuu 110 [T, moTomy 4To
KPYITHbIE TEXHOJIOTUYECKHWE KOMIAHUU IJIATAT B HECKOJIBKO pa3 OoJbIIE.
OnHako 111 MHOTHX CIICI[MAJIMCTOB OMBIT pabOThl B TAKOW OpraHU3allUU
NEPEBEUINBAET KOMMEPUYECKYIO BBITOAY.

bazoBoe nmpaBuI0 KOMIBIOTEPHOU pa3BeIKH — coOUpaTh UH(GOpMa-
IO TaM, TJe MPEANPUSTUE BEIET CBOIO JEATEIbHOCTh — HE BCETJa Bbl-
NOJIHUMO (HampuMmep, 0Ka3ajaoch, yTo B BopoHekckoi 001acTu BCero Tpu
uHtepHeT-CMU, U3 HUX JIBa — MOCKOBCKHE); B 3TOM CJIy4ae BBIPYYaAIOT
KOHTAKTHI C JIIOJIbMH.
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[IpoGnemoii sIBISIETCS JOKA3aTEJIbCTBO MPOILLIOTO MNPUCYTCTBUSA
nokyMeHTa B HTepHeTe, Korjaa ero tam yxke HeT. MHornma yagaercs mo-
JYy4YUTh YJIQJICHHBIM JTOKYMEHT, OJJHAKO €ro CJI0XHO O()OpPMHUTH B Kadye-
CTBE JI0Ka3aTEJIbCTBA.

Cl0XHOCTH BO3HHUKAIOT U MPU HEKOPPEKTHOW MOCTAHOBKE 3aJ1aYMU.
31ech HEOOXOIMMO MOHATH UHTEPECHI 3akazuuka. IHorAa emy HEo0Xo-
JIMMO Pa3bACHUTH, UTO MacIITad 3ajJa4u HECOMOCTABUM C BBIJCICHHBIM
OIOKETOM.

Cno>XHOCTH BO3HHUKAIOT U MPHU COOpE AaHHBIX HA TEPPUTOPUU BEPO-
aTHoro npotuBHuKa. Hampumep, B 2019 r. pazseacnyx6s CIIIA 00bsiBU-
JU KOHKYPC Ha OMpenesieHHe TEOJOKAIMH OOBEKTOB HHOPACTPYKTYPHI
B paiioHe T. MypMaHcKa.

Wtak, KOMIbIOTEpHAsi pa3BeAKa OTKPBITHIX HUCTOYHUKOB HH(pOpMa-
uuu (OSINT) — HampaBieHue JEATEIbHOCTH, MO3BOJISIIONIEE IMOTy4aTh
JAQHHBIC U3 OTKPBITBIX DJIEKTPOHHBIX HUCTOUYHUKOB. COOp 3JIEKTPOHHBIX
JAHHBIX BOCTPEOOBAaH U Ha TOCYJAapCTBEHHOM YpPOBHE, B YaCTHOCTH,
B CIIIA. Ilo umMmeromumcsa oneHkaM, He MeHee 80 % pas3BeabIBaTEIbHOM
uHpOpMaIuu JT0OBIBAETCS U3 OTKPBITHIX MCTOYHUKOB. [loaTOMy He mMoj-
JICKUT COMHEHHUIO, YTO JJAHHOE HAIPABJICHHUE JCATEIbHOCTH ABJSCTCSA aK-
TyasibHbIM U 1711 MB/] Poccuu.

Bonpocsl 111 CAMOKOHTPOJIA:

1. JlanTe onpeneneHre KOMIOBIOTEPHON pa3BEIKU OPraHOB BHYTPECH-
HUX JIEIL.

2. Hapucyiite nupamuly HEpApXvUn CUTYallHOHHOW OCBEIOMIICHHOCTH.

3. OueHnTe KOJIMYECTBO pa3BelbIBaTEIbHONM MH(pOpMaINK, JOObIBA-
€MOW U3 OTKPBITBIX UCTOYHUKOB.

4. OueHnTe ypoBEHb 3aTpaT KOMIIAHWW HA KOHKYPEHTHYIO Pa3BEIKY.

5. Jlanite omnpeneneHue pa3BelIKu Ha OCHOBE OTKPBITBIX UCTOYHUKOB
(OSINT). Ilepeuncnure uenu OSINT. Ilepeuncnure ucCHOIB3yEeMbIC
B OSINT uctouHuku nHGOpMaIuu.

6. Ilepeuncnute daktopsl, Baustonme Ha npopegenne OSINT.

7. Kto ocymiectBisier obmiee pykoBojacTBo mpoBeraeHrneM OSINT
B CIIIA?. Kakue opranmszannu u sBegoMmctsa npopogsat OSINT B CIITA?
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8. Ilepeunciure crparerndeckue 3agauu nposeacHuss OSINT B CIIA.
Komy npenocrasiisitorcst pe3yibratsl npoeaeHuss OSINT B CIITA?

9. MaitTe ompenenieHue KUBy4deCcTH UHPOpMAIIMK B ceTh «HTEpHETY.
Kakue (hakTopsl onpeaenstoT )kuByuecTb nHpopmaiuu B cetu «MHTepHET»?

10. Yto takoe [P-aapec? B dyem pazHuiia Mexay CTaTUUECKUM U JU-
HamuueckuM IP-agpecamu? Urto takoe MAC-aapec ycTporicTBa?

11. Yro takoe GPRS? Uto Takoe npokcu-ceprep? Uro Takoe VPN?

12. Tlepeuncnure mpoOIEeMbl TPOBEACHUS KOMITBIOTEPHOUN pa3BEIKH,
KOTOPBIE BAM U3BECTHBI.
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2. METO/bI KOMIBIOTEPHOI PA3BEJIKU

2.1. UudopManuoHHAsA MOTPEOHOCTDH

Cy1iecTByeT HECKOJBKO COTEH OMpeNeNieHU MOHATHUS «HuH(opMa-
LUs», HO HU OJTHO U3 HUX B MOJHON MEPE HE OTPAXKAET CMBICIIA, KOTOPBIN
B HETo BKJIaJbIBaeTcs. [1oaToMy co Bcex Touek 3peHHst yI00HO MCIOJIb30-
BaTh omnpeneneHue geaepanbHoro 3akoHa Ne 149-03: undopmanuss — 310
CBEJICHUSI HE3aBUCUMO OT (POPMBI UX MPE/ICTABICHHUS.

Bo mHoOrux ciy4asix yaoOHO pa3iefiaTh MOHATUS <«JIaHHBIC» U «HH-
dopmarus». JlaHHbBIE — 3TO TO, YTO MOJYYEHO (HAPHUMEP, C MOMOIIBIO
MHOT'OUYHCIIEHHBIX TEXHUYECKUX CUCTEM MOHUTOPHHTA), a HHpOpMAIUI —
TO pe3yJabTaT o0pabOTKH JaHHBIX, KOTOPBI BO3MOXXHO OCO3HATh
Y B JAJIbHEUIIEM IIPUMEHSATH B CBOEH JIEATEIbLHOCTHU.

[ToTpeOHOCTh — 3TO COCTOSIHHME HYXK/IbI B OINPECICHHBIX YCIOBUAX
KU3HU, NEITEILHOCTH, MaTEpPUATbHBIX U HEMaTEpUAJIbHBIX O0BEKTaX, JITO-
JSIX WM OTNPENICICHHBIX COIMAIbHBIX (pakTopax, 0€3 KOTOPhIX KU3Hb 3a-
TpyAHEHA UM HEBO3MOXKHA.

DBOJIIOIINIO KUBBIX CYIIECTB HEJIb3sSI OOBIACHUTH TOJIBKO MPUCTIOCO0-
JIEHUEM K cpejie oOuTaHus. AKTUBHOCTh 00Jiee KHU3HECTIOCOOHA, YeM Tac-
CUBHOCTh. VICTOUHMKOM aKTHBHOCTH >KMBBIX CYIIECTB SIBJISIOTCA MOTPEO-
HOCTH. OTO (GYHKIUMU OpTaHW3Ma, HAIpPaBJICHHBIE Ha MPUCTIOCOOJICHUE
K OKpy>karolei cpeae. Uem OoJpliie MOTpeOHOCTEHN, TEM BBIIIE aKTUBHOCTD,
TEM BBIIIE KOHKYPEHTOCTIOCOOHOCTh. 3 BCeX KMBBIX OpPraHU3MOB, OOUTa-
I0IMUX Ha 3emiie, OoJibllie BCero morpedHocTel y yenoBeka. [loTpedbHOoCTH
BCEI/Ia CBSI3aHBI C HAJIMYMEM Yy 4YeJIOBEKa YyBCTBA HEYJIOBJIECTBOPEHHOCTH,
KOTOpOe 00YCJIOBJIEHO Ae(UIIMUTOM TOTO, YTO Tpedyercs. OHM ONpeaessitoT
00BeKT BHUMaHHUs 4yenoBeka («[oogHONM KyMme TOJBKO XJIeO Ha yMey,
«Y KOro 4to OOJHT, TOT PO TO U ToBOpuUT»). [Io Mepe yaoBieTBOpeHus Mo-
TPEOHOCTH OTPULIATETBHBIE SMOLIUHA CMEHSIFOTCS MTOJIOKUTETBHBIMH.

OpnHa U3 nydmux Kiaccuukanuii moTpeOHOCTEN YeIoBeKa MPUHA/I-
JIeKUT, TOXKany, apeBHerpeueckoMy ¢unocody Imukypy (IV-III BB.
710 H.3.), KOTOPBIN pa3Aesisii HOTPEOHOCTH YeJIOBEKa Ha TPU TPYIIIIHIL.

1. IToTpeOHOCTH €CTECTBEHHbIE M HEOOXOJMMBbIC: 30POBbE, MUTHE,
MU, COH, OTIPAaBIICHUE €CTECTBEHHBIX HAJJOOHOCTEH.
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B mnepByro rpymnmy BXOAST MOTPEOHOCTH, HEOOXOJIWMBIE JJIS MO/I-
JEpKaHUs JKU3HEACATEIbHOCTH opranusMa. Croma ke, BUOUMO, MOXKHO
OTHECTU U MOTPEOHOCTH BO CHE.

2. ITorpeOHOCTH €CTECTBEHHBIE, HO HE HEOOXOAUMBIE: KPOB, OJEXK A,
IIPOJOJDKEHHE POJIA.

Bo BTOpYy10 rpynmy noTpeOHOCTEN BXOAST T€, KOTOPBIE MPOSBISIOT-
CS My APYIUX KUBBIX CYIIECTB U HE SBJISIIOTCS HEOOXOJIUMBIMH ISl TOJI-
JEPKaHUs KUZHEACITEIbHOCTH OpPraHu3Ma. ODMHUKYpP OTHOCHUT CIOJA IO-
TpeOHOCTh B MPOJOJKEHUH poja. Kpome Toro, BUnIumo, croga xe Heoo0Xxo-
IUMO OTHECTH MOTPEOHOCTHh B MOJYYEHUU MH(OPMALIUH, TOCKOJIbKY «HH-
(dbopMaIMOHHBIN BaKyym» (MOHOTOHHSI) OJUHAKOBO I'YOUTENEH W JJIs 4e-
JIOBEKA, W JJIA KUBOTHBIX. [[axe )KMBOTHbIE NHCTUHKTUBHO HM30€TatoT MO-
HOTOHHOM 00CTaHOBKH. Tak, Kpbica MpeANnOYUTAET UCIOJIb30BATh B JIAOU-
PUHTE pa3HbIC MYTH K IHILIE, a HE BCE BpeMs OAWH U TOT xe. OHa cTpe-
MUTCS M30€XaTh MPOCTPAHCTBA, B KOTOPOM MpPOBEJIa MHOTO BPEMEHH,
Y aKTHBHO HILET MEHEE U3YUYEHHBIE YYacTKU. TakuM o0pa3oM, NOJydeHue
BIICYATJIEHUN 00 M3MEHEHMSX BO BHEIIHEM MHUpE, MOJy4YeHUE MH(pOpMa-
Uy sBJsieTcs (Mo kiaccudukanuu JMUKypa) eCTECTBEHHOM, HO HE HE0O0-
XOJIMMOM TOTPEOHOCTHIO YEJIOBEKA, KITHUIIECH ST yMay.

3. [loTpebHOCTH HEECTECTBEHHBIC U HE HEOOXOIUMBIE: POCKOIITb.

B TpeThio rpyniy BXOAAT NOTPEOHOCTH, C(POPMUPOBABIIKECS B MPO-
LIECCE ABOJIOLMM CO3HAHUA, €ro 000COOJIEHUsSA, YTO OMPEAEISIET UX «HE-
€CTECTBEHHOCTh» (OHHM 3HAUMTENIBHO ciabee MPEACTaBIEHbI B OCTaIbHOM
KUBOTHOM MHpe). OgHaKO HEOOXOIUMO UMETh B BUAY, UTO HEKOTOPHIE U3
NOTPeOHOCTEN 3TOM T'PYIIIBI BIUSIOT HA CIIOCOOHOCTh YENOBEKA K BBIKHU-
BAaHUIO B CJIOKMBIINXCA yCIOBUAX. [0 Mepe yBenndeHuss npoOU3BOAUTENb-
HOCTH TPYJla YEJIOBEK BCE OOJNBIIYIO YaCTh CBOETO BPEMEHH U CUJI HaIlpaB-
JISI€T Ha YJOBJIETBOPEHUE UMEHHO 3TOW rpynnbl morpedHocreit. Ilockomnb-
Ky MHpOpManus — 3TO TO, YTO OCO3HAHO, MOTPEOHOCTh YEJIOBEKA B MH-
dopmaruu He0OXOAUMO OTHECTH K TPETHEHN TpyIIIIE.

NudopmanrionHass moTpeOHOCTh — 3TO KeJaHUE TMOIYYEHUs] HH-
dopmaruu. Ecnu npuurHONW BO3HUKHOBEHUS MHPOPMAIMOHHOW MOTpeO-
HOCTH SIBJISIETCSI HE JIFOOOMBITCTBO, a AESTEILHOCTh YEJIOBEKA, TO YJIOBIIE-
TBOpPEHUE MOTPEOHOCTH HACTYMAeT MPHU MOJYyYeHUU MH(OpMAIIMH, O3BO-
JSAIOLIEN PELINTh 3a7a4y, WIH, [0 KpalHEU Mepe, IPU CHUXKEHUU HEOIIpe-
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neneHHocTu. IlokasarensiMu, KOTOpbIE MCHOJIB3YIOTCS IIPU OLIEHKE HAes-
TEJLHOCTH M0 MOUCKY UH(GOPMALINH, SIBJISIFOTCS:

— COOTBETCTBUE PE3YJIbTATOB IIOUCKA 3a1pPOCy;

— IIOJIHOTA YJIOBJIETBOPEHUS 3a1pOCa;

— C)KATOCTh U HATJIAAHOCTD IIPEICTAaBICHUS.

[Ipu mpoBeeHUH KOMITBIOTEPHOW pa3BEAKU, KaK MPABUIIO, AEJIACTCS
TPEXypOBHEBasi OTUYETHOCTh. IIepBblii ypOBEHb — 3TO CIIpaBKa 00HEMOM
He OoJiee OJHOrO JiMcTa Jjsi nepBoro juia. Ha BTopom ypoBHe nmaercs
ckaToe 00OCHOBaHUE KaXKJIOTO IMyHKTa CIPaBKU NepBoro ypoBHs. Ha Tpe-
ThEM YPOBHE COAEPKATCA NOKYMEHTHI, MOCIY>KUBIINE OCHOBAHUEM JIJIA
BTOPOTO YpOBHS. B crpaBkax mpeAnouTUTENbHBI BEPOATHOCTHBIE (hOpMY-
JUPOBKH; B HEKOTOPBIX CIydasXx YMECTHBHI U MapagoKcalibHbie (popMysu-
POBKH, BbI3BIBAKOIINE aJICKBATHBIE ACCOLIUALINU.

2.2. 3akoHoaaTeIbHbIE OCHOBBI POBEICHM S
KOMIIbIOTEPHOI pa3BeIKU OPraHOB BHYTPEHHUX J1eJI

[IpaBOBYIO0 OCHOBY IIPOBEICHHSI KOMITBIOTEPHOW PA3BENKU COCTABJISIOT
Koncturymus Poccuiickon CDe):[epaum/Il, dhenepanbHbIi 3aKk0H 0T 12.08.1995
Ne 144-®D3 «O06 omepaTUBHO-PO3BICKHON JEATEIHLHOCTHY, deepaibHbIN 3a-
KoH 0T 07.02.2011 Neo 3-®3 «O nonuummn» u apyrue ¢peaepaibHble 3aKOHbI U
NPUHSATHIE B COOTBETCTBUU C HUMHU WHBIE HOPMATUBHBIC IIPABOBBIC aKThI (e-
JEPATBHBIX OPTaHOB TOCYAAPCTBEHHON BIIACTH.

Cunraercs, 4TO KOMIBIOTEPHAsT pa3BeAKa MOAPA3IEIACTCS Ha Iiac-
HYI0O ¥ HEINIACHYI0. 3aKOHOJATEJIbHOM OCHOBOW MPOBEACHUS TJIACHOMN
KOMIIBIOTEPHOU pa3Benku siBisgercs 1. 4 ¢r. 29 Koncruryunu Poccuiickoin
Oepepannn: «Kaxaplii uMeeT mpaBo CBOOOJHO HUCKaTh, MOIy4aTh, Mepe-
JaBaTh, MPOU3BOAUTH U PACTIPOCTPAHATh HHPOPMAIUIO JTFOOBIM 3aKOHHBIM
criocooom». B 1. 1 ct1. 11 denepanbroro 3akona «O MOIUIUNAY TOBOPUTCS:
«lTonumusa B cBOEl JEATENBHOCTH O0sA3aHA MCIIOIB30BATH JOCTHKEHUS
HAyKH U TEXHUKH, UHPOPMAIMOHHBIE CUCTEMBbI, CETU CBSI3U, a TAKXKE CO-
BPEMEHHYI0O WH(POPMAIMOHHO-TEIEKOMMYHHUKAIIMOHHYI0 HH(PPACTPYKTY-
py»; B m.4 cr. 11 — «@PenepasbHbli OpraH HCIOJIHUTEIBLHOW BIIACTH
B c(hepe BHYTpPEHHUX €Nl 0OECIEUUBAET MOJIUIMU BO3MOXKHOCTh HCIIOJb-

Kouctutyuus Poccuiickoit ®@enepanuu (OpUHATa BCEHAPOJHBIM TOJIOCOBAHUEM
12.12.1993; ¢ u3m., 01006peHHBIMHE B X0/Ie o01epoccuiickoro rojocoanus 01.07.2020).
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30BaHUsI HMH(POPMALMOHHO-TEIICKOMMYHUKAITMOHHON ceTtu “HHTepHeT”,
aBTOMATU3UPOBAHHBIX HMH(DOPMAIMOHHBIX CHUCTEM, MHTEIPUPOBAHHBIX
OAHKOB TAHHBIX).

[TonpazymeBaeTcs, 4TO OCHOBOM HETJIACHOW KOMIIBIOTEPHOM pa3Be/l-
KU siBisieTcs: geaepaibHbiii 3ak0H oT 12.08.1995 Ne 144-®3 «O06 omepa-
TUBHO-PO3BICKHON JIESITETbHOCTH», B KOTOPOM MPUBEIECH HCUEPIBIBAIO-
M TEPEYEHb JOMYCKAEMbIX 3aKOHOM OIEPATUBHO-PO3BICKHBIX MEPO-
npusatuii. B utone 2016 r. 3ToT nepeyeHb ObUT 10moaHEH MyHKTOM «Iloiy-
YeHHUE KOMIIbIOTepHOU HMHpopmanuny. OIHAKO O HACTOSIIETO BPEMEHU
(mapT 2023 1.) 001IETO IOPUANYSCKOr0 IMTIOHUMAHMS 3TOr0 IYHKTA 3aKOHA
He copmynrpoBaHo. CyllecTBYET HECKOIbKO TOUEK 3pEHUS, HU OJlHA U3
KOTOpBIX HE Bo300sanana. [loaToOMy Ha CErOJHAIIHUI J€HL MPOBEICHUE
ATOr0 OMNEPATUBHO-PO3BICKHOTO MEPOMPUATUS MOMKET OCYIIECTBIATHCS
TOJBKO Ha CBOM CTPaX U PUCK.

OOBEKTOM KOMITBIOTEPHOM pa3BENKHU SABISIOTCS JaHHbBIC, HAXOSAIIU-
€cd B JBOMYHOM KOJI€, HE3aBUCUMO OT HOCHUTEJIS.

OcHOBaHMSIMU TSI IPOBEJICHUSI KOMITBIOTEPHOM PA3BEIKE COTJIACHO
cT. 7 ¢enepanpHOoro 3akoHa oT 12.08.1995 Ne 144-d3 «O6 ormepaTuBHO-
PO3BICKHOM AECATEIBHOCTU SIBIISIFOTCS:

1. Hannuue BO30y»XI€HHOTO yTOJIOBHOTO Jea.

2. Hanuuue cBeieHUM, CTABIINX U3BECTHBIMU MPABOOXPAHUTETHHBIM
OpraHaM, OCYIIECTBIISIIOIINM ONEPATUBHO-PO3BICKHYIO JESATEIbHOCTD:

2.1. CeneHus O mpU3HAKaxX MOJArOTABIMBAEMOr0, COBEPIIAEMOTO WU
COBEPUIEHHOTO MTPOTUBOIIPABHOTO JICSHUS, a TAKXKE O JIMIAX, €r0 MOATOTaB-
JIMBAIOIINX, COBEPIIAONIMX WM COBEPIIMBIINX, €CIIA HET JIOCTaTOYHBIX
JAHHBIX ISl PEIICHHS] BONPOCca O BO30YKICHUH YTOJIOBHOTO Jiefa (B paMKax
OMEpPaTUBHOIO JIeNa, IJIsl MOJTYYEHUsI JTOCTOBEPHOM WH(OpMaIUuU; Ompese-
JISTFOTCSI 11€J1b, 33]Ja4M, CIIOCOOBI M METO/IbI MOJTYyYEHUS UHPOPMALIUHN ).

2.2. CBeneHus 0 COOBITUSX WM JEUCTBUAX, CO3JIA0IIUX YTPO3Y I'OC-
yAapCTBEHHON BOCHHOM, SKOHOMUYECKOW MJIM IKOJIOTHYECKON 0e301macHo-
ctu Poccuiickon ®exnepanuu.

2.3. CBeneHusi O JUIAX, CKPBIBAIONIUXCSA OT OPraHOB JO3HAHWS,
CJIEJCTBUS U CyJa WIN YKJIOHSIOIIMNXCS OT YTOJOBHOIO HAKa3aHUS.

2.4. Cenenus o auiax, 0e3 BECTU MPOMNABIIKUX, U 00 0OHAPY>KEHUH
HEOIO3HAHHBIX TPYMOB.
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3. Ilopyuenus ciengoBatensi, opraHa JO3HAHWS, YKa3aHUSA IPOKY-
poOpa WM ONPEAEICHUS CyJa MO YrOJOBHBIM J€aM, HAXOASAIIUMCS B UX
MIPOU3BO/JICTBE.

4. 3anpochl Jpyrux OpPraHoB, OCYIIECTBIISIONIUX ONEPATUBHO-
PO3BICKHYIO JIESITETBHOCTD.

5. 3ampochl MEXIYHApOJHBIX MPABOOXPAHUTENIBHBIX OpPraHU3alNI
Y TIPABOOXPAHUTEIIBHBIX OPTraHOB MHOCTPAHHBIX TOCYJApCTB (B COOTBET-
CTBHH C MEXJIYHapOIHBIMU JoroBopamu Poccutickont deaepanmn).

VYcioBusAMU NPOBEICHUS KOMITBIOTEPHOM pPAa3BEIKU COTJIACHO CT. 8
dbenepanpbHoro 3akoHa oT 12.08.1995 Ne 144-®3 «O0 omnepaTUBHO-
PO3BICKHOM JIESITEIbHOCTH» B paMKax ONEPATUBHO-PO3BICKHBIX MEPOIPHSI-
THUH SIBJISIFOTCS:

1. CynebHoe pelieHue.

2. Hannuue undopmanuu:

2.1. O nmpusHakax MOJArOTaBIMBAEMOr0, COBEPIIAEMOr0 WA COBEP-
HICHHOTO TPOTUBONPABHOTO AEAHUS, IO KOTOPOMY IMPOU3BOACTBO ITPEIBA-
PUTEIBHOTO CJIEACTBUSA 005S3aTEIBHO.

2.2. O nmmuax, NoArOTABIMBAOIIMX, COBEPIIAOIINX WU COBEPIINB-
IIMX MPOTHBOIIPABHOE NESHHUE, IO KOTOPOMY HIPOU3BOJCTBO IIPEIBAPH-
TEJLHOTO CIEACTBUSI 00s3aTEIBHO.

2.3. O coOBITUSIX WIH JEUCTBUSX, CO3JAIOIIMX Yrpo3y Trocynaap-
CTBCHHOM, BOCHHOM SKOHOMMYECKON HJIM SKOJOTHUYECKOM O€30IIacHOCTH
Poccuiickon ®enepamuu.

3. B city4asx, KOTOpbIE HE TEPITAT OTJIaraTelIbCTBA U MOTYT MTPUBECTH
K COBEPIICHUIO TSKKOTO MPECTYIUICHUS, a TAKKE MPU HAJUYUU JAHHBIX
O COOBITUSIX U JIEUCTBUSIX, CO3MAIOIIMX YTrpo3y TOCyAapCTBEHHOM, BOCH-
HOM, SKOHOMHYCCKOM HJIIM DKOJOTHUECKOM Oe3omacHoCcTH Poccuiickoi
denepanyu, HA OCHOBAHUA MOTUBUPOBAHHOTO MOCTAHOBJIEHUS] OJJHOTO W3
PYKOBOIUTEIIEN OpraHa, OCYIIECTBIAIOMIETO OMEPATUBHO-PO3BICKHYIO JIE-
ATEIBLHOCTB, JIOIMYCKAETCA MPOBEACHUE ONEPATUBHO-PO3BICKHBIX MEPOIPHU-
ATUM, TPETYyCMOTPEHHBIX 4. 2 cT. 8§ (enepanbHoro 3akona ot 12.08.1995
Ne 144-®3 «O0 onepaTUBHO-PO3BICKHON IESITEILHOCTUY, C 00S13aTEIbHBIM
yBelIOMJICHMEM cyaa (cyabu) B TeueHue 24 yacoB. B teuenHue 48 yacos
C MOMEHTAa Hayaja HPOBEICHHUS OINEPATUBHO-PO3BICKHOTO MEPONPUSTHS
OpraH, €ro OCYIIECTBIISIIONIMM, O0s3aH TMOJYyYUTh CYyJIeOHOE pelIeHHE
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O MPOBEJEHUU TAKOTO ONEPATUBHO-PO3BICKHOTO MEPONPUSATUS JTUOO Tpe-
KpaTUTh €r0 NPOBEICHUE.

4. JlonyckaeTcsi TOJIbKO B OTHOILICHUU JIUII, TOA03PEBAEMbIX WA 00-
BUHSIEMbBIX B COBEPIICHUHU TSHKKUX WM OCO00 TSHKKUX MPECTYIUICHUH,
a TaK)Ke JIMI[, KOTOpbIe MOTYT pacrojiaraTb CBEJCHUSIMU 00 YKa3aHHBIX
MPECTYIUICHUSIX. DJIEKTPOHHAs WHMOpMAIUs, a TaKXKE €€ KOIHH, IMOJIYy-
YEHHBIE B PE3YJIbTATE OCYILIECTBICHUS KOMIBIOTEPHOU PA3BEIKHU, XPAHSAT-
Cd B OINEYATAHHOM BHUJC B YCIOBUAX, HCKIIOYAIOIINX BO3MOXKHOCTh
UX MPOCMOTPA U TUPAKUPOBAHUSA NOCTOPOHHUMU JIUIIAMH.

5. B ciydae B030y>X/I€HMsI YTOJIOBHOTO JI€jia B OTHOIICHUU JIUIIA pPe-
3yJbTaThl KOMIBIOTEPHOUN pa3BEKU B COOTBETCTBUU C (peiepaibHBIM 3aKO-
HOM OT 12.08.1995 Ne 144-D3 «O06 omnepaTHBHO-PO3BICKHOM JIESITEIIBHOCTI,
AJIEKTPOHHAs MH(POpMaIUs U OYMaKHBIA HOCUTEIb (pacreyaTku, OTpaXkaro-
IUE COJEP)KaHUE DJEKTPOHHOM HMH(OpMalUK) TEPENAIOTCS CIIEIOBATENIO
JUTSI TIPUOOIIEHUS K YTOJIOBHOMY JIeJy B KaueCTBE BEIIECCTBEHHBIX JOKa3a-
TEJBbCTB. JJaIbHENIINK MOPSIAOK MX HCIOJIB30BaHUS OIPEIECISIETCS YTOJIOB-
HO-ITPOLIECCYAIBHBIM 3aKOHOIaTeNIbcTBOM Poccuiickon deneparum.

6. B ciyyae BOBHMKHOBEHHS YTPO3bl )KU3HU, 3/I0POBbIO, COOCTBEHHO-
CTH OTIEIBHBIX JIMIl 1O UX 3aABJICHUIO WM C UX COIrJIacus B NMHMCbMEHHOMN
dopMme pazpemiaeTcsi OCYIIECTBICHUE KOMITBIOTEPHON pa3BEeIKH, PaBHO KaK
Y MPOCIYIIMBAHUE MEPETOBOPOB, BEAYIIUXCS C UX Tele(OHOB, HA OCHOBA-
HUAWA TIOCTAHOBJICHUS, YTBEPKICHHOTO PYKOBOJHTEJIEM OpPraHa, OCYILIECTB-
JISIFOILIETO  OMEPATUBHO-PO3BICKHYIO JIEATENILHOCTh, C 00S3aTEIbHBIM YBe-
JOMJICHHEM COOTBETCTBYIOIIETO Cy/a (Cy/IbH) B TeUeHHUE 48 4acoB.

[To ocHOBaHMSIM, MPEYCMOTPEHHBIM CT. 5 (heaepaibHOTO 3aKOHA OT
12.08.1995 Ne 144-®3 «O06 onepaTtuBHO-PO3BICKHON AEATEIBHOCTHY, pa3-
pelIaeTcs OCYyIIEeCTBIATh KOMIIBIOTEPHYIO pa3BelIKy 0e3 cyJ1ieOHOro perie-
HUS TIPY HAJTMYUU COTJIacHUs IpakJlaHWHA B MMCbMEHHOU (hopMme.

2.3. IloucKkoOBBIE CHCTEMBI

[lonckoBas cucreMa — KOMIUIEKC MPOTrpaMM, NpeJHa3HAYECHHBIN
1S MHAeKcaluu WH(QOpMalMi U BbIJAYW PE3yJIbTATOB MO MOUCKOBBIM
3anpocam.
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BBOJIIOHI/UI IIOUCKOBBIX CHCTCM XOpOIIO IIPCACTABJICHA B KHHUIC

K. llepmana u I'. Ilpaica «HeBuaumsiii I/IHTepHeT»l. Ha pycckom s3b1ke
KHUTa HE W3JaBallaCh, HO MCIIOJIb30BAHHE OHJIANH-IIEPEBOJA YCTpPAHSET
ATO NPENSATCTBUE.

o cepemunbl 1960-x IT. CBSI3M MEXIYy KOMIBIOTEpAMH HE OBLIO.
B 1962 r. Ob11a chopmyvpoBaHa KOHIETIUS I100aJIbHON KOMITbIOTEPHOMN
cetu. Borionienue 3Toi uaeu B )u3Hb B 1969 r. mpuBeIo K BOSHUKHOBE-
Huto cetu ARPANET, npeareun Mnartepnera. B 1973 r. MunucrepcTBo
oboponst CHIA mnocraBmwiio 3amady oOecCHedYeHHs HAJEHKHOCTH CBS3HU
B YCJIOBUSIX Pa3pyIIUTEIbHBIX BO3ACHCTBUNM Ha MHPpACTPYKTYypy. Pere-
HUE OBLJIO HAWJIEHO B peaiM3allid MHOXECTBA COCAMHEHUN MEXITYy MHO-
xectBoM cetel. [Ipoekt HazBaics Internetting, a ceTh U3 cereil moayyusia
Ha3BaHue Internet.

[To mepe pocTa KOJMYECTBA KOMIIBIOTEPOB B CETHU BO3HMKAala HEOO-
XOJIMMOCTh aBTOMAaTH3aIuu mnovucka uapopmaruu. [Ipu s3ToM moapasyme-
BaJIOCh, UTO OHA B CETU €CTh, HO Ha KAKOM MUMEHHO KOMIIbIOTEpE — HEHU3-
BECTHO. PerieHue ObLJIO HAMIEHO B CO3/IaHUU CIICIMAIBHBIX KOMITBIOTEPOB,
MpeIHa3HAYEHHBIX 1Jis1 ya00HOro oomena daiinamu — FTP-cepBepos, ko-
TOpBIE CYIIECTBYIOT M CerojHs. [IepBrlif MPOTOTUM CETOIHSIIHUX TOWUCKO-
BBIX cuUCTeM, ocHOBaHHbI Ha FTP-cepBepax, nosisuics B 1990 r. OH co3na-
BaJI OOIIMK KaTaJoT U3 KaTajJoroB, XpaHUBIIMXCS Ha pa3Hbix FTP-cepBepax.
B 1991 r. Obu10 cO3MaHO TIpOTpaMMHOE OOECIeueHHEe, COBMEIABIIee JIBa
npotokosa — Telnet u FTP, cranu ncnonb30BaThCA THIEPCCHUIKA. ITOT
aJTOPUTM COXPAHEH U IO CEH JICHb.

B 1993 r. Obu1 co3aan nepBblii web-ckanep, Ha3BanHbld World Wide
Web Wanderer («ckutanen» wim «cTpaHHUK»). OH IpPOCTO OmMpeness
(dakT CcyIiecTBOBaHMUS CTpPAHHUIIBI, HE 3aHOCS €€ B CBOIO 0a3zy JTaHHBIX.
[To3aHee 6a3a maHHBIX POPMUPOBATIACH.

B 1994 r. 0b11 co3nan ckanep WebCrawler (BeO-Be3exo0/1), KOTOPbBIN
WHJICKCUPOBAJI COJICPKAHUE MOCEIIAEMbIX CTPAHUIL U COXPAHSIT PE3YJIbTa-
Tl B 0a3ze JaHHBIX, KOTopas Obljla JOCTyIIHA IO MOMCKOBBIM 3ampocCaM.
B anpene 1994 r. 6a3a naHHbIX coAepkaia uHGOpMaIu ¢ 6 ThIC. cepBe-

' Price G., Sherman C. The Invisible Web: Uncovering Information Sources Search
Engines Can't See. Medford : CyberAge Books, 2001. — 430 p.
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poB. ExxegHeBHbIN npupoct coctabiisul 6osiee 100 HOBBIX cepBepoB. ITO
ObL1a TepBasi MOMCKOBAasi CUCTEMA.

B 1996 r. mosBnsgercs Rambler, B 1997 r. — Yandex, B 1998 1. —
Google, B 2004 r. — pycckos3bpiuabie Bepcun Google u Yahoo!

B cocTtaB KkaxJ10M MOMCKOBOW CUCTEMBI BXOJAT CKAHEPhI, KOTOPHIC
MPOU3BOASAT MOHUTOPUHT CAaTOB U MEPEAAl0T COOpaHHBIC TaHHBIEC HA CBOU
cepBepnl. [lepexon ckaHepa Ha CaWT OCYHIECTBISECTCA MO TUIEPCCHUIKE.
Ecnu runepcchulky Ha caiiT HeT, oH He OyJieT nmpouHAeKkcupoBaH. Ha cep-
Bepe MOMCKOBOM CHUCTEMBbI TEKCT pa30UBAETCS HA OTACIbHbBIC CI0BA, KOTO-
phIE€ 3aHOCATCSI B TaOJIUITYy CEpBEpa BMECTE CO CChUIKOM Ha cailT. [losToMy
3alpoC K IMOMCKOBOM CUCTEME MPEJIOJAraeT €ro COOTBETCTBUE CIIOBaM
B MHJIEKCE MOUCKOBOU CUCTEMbI. OCHOBHOE OTJINYHE MEXIY MOWCKOBBIMU
CHUCTEMaMH 3aKJII0UaeTcsl B CocoOe pacyeTa peleBaHTHOCTH, T. €. CTeIe-
HU COOTBETCTBHS BbIauM 3ampocy. IlopabotaB co cTpaHuliei, cCkKaHep
BO3BpAIIIAETCS HA HEE, HANpUMeEp, Yepe3 JBe Heaenu. Eciu HUKakuX u3-
MEHEHUW HET, CIEAYyIOIIEE IMOCEIICHUE IJIAaHUpPYEeTCsl depe3 OoJiee -
TeNIbHBIN niepro. Ecnu u Toraa ckanep He 0OHApYKUT HUYETO HOBOTO, TO
«HaBeJaeTcsa» croja eme nozxe. [Iporecc paboThl CKaHEPOB U MOCIEMY-
IOIIIEE COXPAHEHUE PE3YJIbTATOB B MHJIEKCE MOMCKOBOW CHUCTEMBbI Ha3bIBa-
€TCsl UHAEKCaIE.

ITouckoBass cucrtemMa HHACKCUPYET HE BCE CTPAHUIIBI CaiTa, IIO-
CKOJIBKY CTOMMOCTh CKaHWPOBAaHUSI HE JOJDKHA MpeBbIIaTh OromkeT. He-
KOTOpBIE OTPAHMYMBAIOT OOIIEE KOJUYECTBO CTPAHUI] B CBOEM HHJIEKCE,
Ipyrue — 4acToTy o0xojaa caiToB. Eciy mouckoBasi cucteMa 1o 3amnpocy
pE3yJIbTaT BBIJAET, a MOMbITKA NEPEUTH HA CTPAHUILy Oe3pe3yibTaTrHa, TO,
CKOpEE BCEro, 3TOTO CANTa yKE HE CYyHIECTBYET, HO ITOMCKOBOM CUCTEME
ATO HEU3BECTHO. TpeThbM OrpaHMUYMBAIOT 00XOJ callTaMH, KOTOPHIE, KaK
CUMTAETCS, COJIEPKAT IOCTOBEPHYIO MHPOPMAIIHUIO.

Kpowme Toro, nuaekcanusi HalJJEHHbIX CATOB HE BCET1a BO3MOXKHA!

— Ha BEpPXHEM YpOBHE cailTa MOXXET HaxoAWUThcs (pailn robots.txt,
cojiep Kalluil CIUCOK 00BEKTOB, KOTOPHIE CO3/IaTelIsl caiiTa MPOCIT HE WH-
JIEKCUPOBAThH; OOJBIIMHCTBO MOMCKOBBIX CUCTEM «YBAXKaKOT» 3TY MPOCHOY;

— WHJEKCUPOBAHHUE caiiTa MOXET OBITh 3alpelieHO BKIIYECHHUEM
MHCTPYKIMHU noindex B 3arojoBOK JOKYMEHTA;
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— BXOJI Ha CaWT MOXKET ObITh 3alpeileH napoyieM (3TOT METOJ
HaMHOTO A(PdeKTHBHEE, MOTOMY YTO B HEM HCIOJB3YETCS TEXHUYECKUI
Oapbep, a He T0OPOBOJILHBIN CTaHIAPT);

— CalT mpeacTapiseT codoi Gopmy, COCTOSIYIO U3 TEKCTOBBIX I10-
JeH, TpeOyrIuMX BBOJA MOJIb30BaTesieM; cama (opMa MOXKET ObITh U3BJIE-
YeHa M MPOMHJIEKCUPOBAHA, HO €€ COJIEPKUMOE OCTAHETCS HEBUJUMBIM
JUUISI IOMCKOBOM CUCTEMBI;

— CKaHep OOHApYKMBAET TMHAMUUYECKU CT€HEPUPOBAHHYIO CTPAHUILY,
MPU3HAKOM KOTOpPOU SIBIIAOTCA cUMBOJI «?» B URL-ampece; HEKOTOpbIE U3
JTMHAMUYECKUX CTPAHMI] MOTYT BbI3bIBATh 3AI[UKJIMBAHUE CKAHEPOB;

— CKaHep oOHapyXUBaeT CTPAHUIlY, HA KOTOPON HEUEero WHAECKCH-
pOBaTh;

— CKaHEp CTaJKUBACTCSI C CAalTOM, MpeiJiararolluM JTUHAMUYECKUE
JAHHBIC B PEXXUME PEaJTbHOI0 BPEMEHU, HANpPUMEDP, O MPUOBITUN PEUCOB
aBHAKOMIIAHWU; C TIPAKTUYECKON TOYKHU 3PEHUS ITOT CAUT UHICKCUPOBAThH
OecroJe3HO;

— ckaHep oOHapyxuBaeT (aitn .pdf, KOTOPBIN TEXHUUYECKU MOXKET
OBITH MpeoOpa3oBaH B OOBIYHBIN TEKCT, OJHAKO 3TO TPeOyeT BpEMEHH
U CPEICTB; UHJAEKCUpOBaHHE popMaToB, OTIMYHBIX OT HTML, 00xonuT-
Cs 10pOro;

— CKaHep oOHapyxuBaeT 0a3y MJaHHBIX, NpPEIJIararouryro BeO-
uHTepdeiic, OJHAKO HE MOXKET MPOUHIECKCUPOBATH NTAHHBIE B CHUIIy YHU-
KQIbHOCTU €€ CTPYKTYpPbl, HTHCTPYMEHTOB U BO3MOXHOCTEU MOUCKA U W3-
BJIC€UEHHUS MH(POpMAIUH.

CaiiTbl, KOTOpbIE HE ObLIM MPOWHIECKCHUPOBAHBI, 00pa3yloT «IIIyOHH-
HBI (WIH «HEBUIUMBINY» ) IHTEpHET, 4acThio KOTOPOro siBsieTcst JlapKHET.

[TogoOHBIE CATHI, OJTHAKO, U3PEAKA CTAHOBSTCS JOCTYITHBI JIJIsl TIOUC-
KoBbIX cucteM. Hampumep, 05.06.2018 nmouckoBble CUCTEMBbI CTad WHIIECK-
CUpPOBATh U BbIIaBaTh CChUIKM Ha JOKYMEHTHI B Google Docs, coaepxaniue
napoju U APYyryro KoHpuIeHnaapHyo nHpopMmaruio. [Ipouciedmiee cra-
JIO pe3yJIbTaTOM XaJIaTHOCTH, MPOSIBICHHOM XO03Si€BaMHU JTIOKYMEHTOB, KOTO-
pble HEHAMEPEHHO CACIAIM MX JOCTYIHBIMH ISl MHJEKCalK. B KoMmanuu
Group IB pekoMeHA0BaIM 3aIMIIATE CBOU JJOKYMEHTHI ITAPOJIEM.
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MpsI BBENM aapec canrta U Haxanu Enter. Uto nmpoucxoaut nanpure?’

Kaxnpiii caliT coctouT U3 MHGOpPMAIMKU, KOTOpasi XpaHUTCS Ha cep-
Bepax. [Toayuus aapec caiita, Opay3ep J0IKEH MOHATh, K KAKOMY CEpBEpYy
o0paTuThCs 3a HHGoOpMaIei, T. €. mpeodpa3oBarth ajpec caiita B IP-aapec
cepBepa. s aToro Opaysep onpeaensier, Mocemaics Ju 3TOT CalT paHee.
Ecnu nma, IP-anpec Oepercss U3 MCTOPUM, €CIU HET, CIeayeT oOpallleHue
K ¢haiinam omepatuBHO#N cucteMbl. Eciin Tam aapeca HET, cieayer oopa-
IIEHUE K HEJAaBHUM aJ[pecaM B POyTepe, Yepe3 KOTOPbI MEePCOHAIbHBIN
KOMIIbIOTED ToJKIIouaeTcs Kk UHTepHery. Eciau u Tam HeT, To Opay3ep oT-
npaBiisieT 3anpoc Ha DNS-cepBep, Kaxaplii U3 KOTOPBIX OOCIY>KHUBAaET
cBOI 4dacTh MHTepHeTa. TaM TOYHO BCE €CTh, HO PE3YJbTAT MOJIYUYUTCS
MennenHee. Ecnu Het, unet obpamienue k apyromy DNS-cepBepy. B urto-
re Opay3sep nosydaet [P-aapec nckoMmoro cepsepa v OTIHPABIIAET IO STOMY
aZpecy 3ampoc Ha Bblgauy UHGOPMAIMK, B KOTOPOM COJIEPKUTCS IOTOBOP
0 mu¢ppPOBaHUH.

Korga cepeep mosnydaeT 3ampoc oT Opay3epa, OH OTIpPaBIET pe-
3yapTaT B Opaysep. s 5Toro gaHHbIE Hape3aroTcs Ha makeThl mo 8 KO
Y HYMEpYIOTCS JJIsl KOPPEKTHOM mocieaytomiei coopku. Ecnu maker naH-
HBIX TEpseTCs, MPOUCXOAUT MOBTOPHAs oTnpaBka. Korga Bce makeThl co-
Opanbl, Opay3ep pazbupaer mokyMeHT Ha cocrtapistomue: HTML; CSS;
JavaScript u ap., utoObl noctpouth DOM-MOJIENE CTpaHULIBI, KOTOPAs CO-
JIEPKUT BCE AJIEMEHTHl U CBA3UM MexAy HuUMU. Ha ocHOBe 3TOi mMojenu
Opay3ep oToOpa)kaeT CTpaHuIly Ha sKpaHe. MHoraa mpu oToOpakeHUH
CTpaHUIIbl TPOUCXOJUT KpaTKOBpeMEHHas 3ajepxka. I[locie 3arpysku
Opay3ep HpoAoJDKAeT padoTaTh HAJ CTPAHUIEH, BBINOIHAA JS-CKpUINT,
MOATPY>Kasi My3bIKYy WJIM BUJEO, 3aMKUChIBas (ailibl cookies, a Takke Mmpo-
TOKOJIUPYS Balllu JEHCTBUS.

[Touck nHpopMany — OJIHA U3 CaMbIX BOCTPEOOBAHHBIX HA MTPAKTHKE
3aJlay, KOTOPYK MPUXOIUTCS peliaTh J0O00OMy MoJib3oBarento MHuTepHera.
Cy1iecTBYIOT TpH OCHOBHBIX cIloco0a noucka nadopmanmu B UntepHere:

1. Yka3zanue agpeca CTpaHUIIBI.

2. Hcnosib30BaHUE TUIIEPCCHUIOK.

3. OOpaiieHue K MOMCKOBOMY CEPBUCY.

Kparkuit mepeBog crarbm What happens when... URL: https://github.com/
alex/what-happens-when (mara obpamenus 14.01.2023).

38



[TorckoBbIE CEpBUCKHI MOTYT OBITh Pa3/iCJICHbI Ha!

1. BcTpoeHHble cpeaicTBa moucka nH(popmaiuy Ha cailTax.

2. ITonGopKH CCHUIOK.

3. Karajiorn ¥ TOUCKOBBIE CHUCTEMBbI (SBJISIOTCS Oa3zaMu JAHHBIX,
B KOTOPBIX XpaHUTCS UHGOPMaLIUS O TaHHBIX, UMetoluxcsi B UHTepHeTe).
Pe3ynbpTaToM 3ampoca SBISICTCS CIMCOK BbIJIaud, COJAEpKalIui aapeca
U KpaTKO€ OINMCAHUE JOKYMEHTOB, COOTBETCTBYIOIIUX 3alpoCy. AKTUBU-
pOBaB ajipec, MOJIb30BATENIb MMOJIyYaeT OpPUTHHAN JOKyMmMeHTa. OTiandue
MOMCKOBBIX CUCTEM OT KAaTaJIOTOB COCTOMT B TOM, YTO MH(OpMAIIUS B IO-
HMCKOBBIX CHCTEMaX IOCTOSIHHO OOHOBJISIETCS CKaHEpamMHu, a B KaTaJoTH
uH(popMaIys 3aHOCUTCSI BpYYHYIO.

4. MeTarnoucKkoBbl€ CUCTEMBI (3TO TTOMCKOBBIE CUCTEMBI, CKAaHUPYIO-
e 0a3bl JaHHBIX MOUCKOBBIX cucTteM). Hanbonee n3BecTHbIe METAoMC-
KOBEIE€ cucTeMbl — Vivisimo, MetaCrawler u MetaBot.

5. CucTteMbl MOHUTOPUHTA U KOHTEHT-aHAJIN3a (CKaHUPOBAHUE, KO-
MUpPOBaHKE W aHAIU3 MHGOPMAIMHU 1O 3aJaHHBIM TEMaM C 3aJaHHBIX pe-
CYpCOB). SI3BIK 3amPOCOB MOJMOOHBIX CHCTEM 00Jjiee Pa3BUT 10 CPABHEHUIO
C OOBIYHBIMH MOHUCKOBBIMU CUCTEMaMH. B HUX, KpoMe TOro, peajin3oBaHa
(GyHKIMS COXpaHEHHs MPOILIBIX 3alPOCOB, COJAEPKAIIMX COTHU 3HAKOB.
Takue cucTemMbl XpaHsAT B CBOMX 0a3ax JTAHHBIX MOJHBIE TEKCThl HCXOHBIX
JOKYMEHTOB, UTO 00ECIEYMBAET COXPAHHOCTh 3TUX JOKYMEHTOB BO Bpe€-
MEHHU. AHAJIN3 TEKCTOB, PEAIM30BAHHBIN B MOJOOHBIX CUCTEMAX, IMO3BOJIS-
€T YCTaHABJIMBATH CBSI3U MEXIY OObEKTaMU, OIIEHUBATh 3MOIMOHAIBHYIO
OKpacKy JIOKYMEHTOB, OTCIIE€KHUBATh XPOHOJIOTHUIO MOSIBICHUSI JOKYMEH-
TOB, BBISIBIISITh IOMUHUPYIOIIYIO TEMATUKY U JP.

6. DKCcTpakTOphl (MMpeaHa3HAYEHBI 1)1 BBISIBJICHUS! B IOTOKE MH(pOpMa-
MM OOBEKTOB, XapaKTEPU3YIOIIUXCS 33JIaHHBIMU TPU3HAKAMU, HAIIPUMED,
MEPCOHA, OpraHu3alusi, COOBITHE, T'€ONO3UIIMOHUPOBAHUE, OTCYTCTBUE Ha
aBTOMAIIMHE HOMEPHOTO 3HaKa YCTaHOBJIEHHOTO 00pa3la u T. 11.).

7. Cuctemsl Tuma Data Mining, npenHa3Ha4YeHHbIE JJISI BBIICICHUS
uH(opmaruu (Toro, 4To MOKHO OCO3HATh) U3 MOJTYUYCHHBIX JaHHBIX. Boc-
TpeOOBAHHOCTH MOJOOHBIX CHCTEM Ha CETOJHSIIHUN JICHh OY€Hb BBICOKA,
OJIHAKO, BUAMUMO, B CHJIYy 3TOro, MHGOpPMaIuu O TOM, YTO OHH MOTYT
¥ HACKOJIbKO XOPOIIIO ATO MOJIy4aeTcsi, KpaiHe MaJo.
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8. CucteMbl JyIsi IPOBEJICHUSI KOMIIBIOTEPHON Pa3BEJKH BKIIOYAIOT
MIOMCKOBBIE CPEJICTBA, pa3pabOTaHHbIC JIJIsl PEUICHUS TTOCTABJICHHBIX 3a]1a4.
OCHOBHOW 3aJ1aueil KOMIBIOTEPHON pPa3BEJIKU SBISECTCS JOCTHKEHUE CH-
TyallUOHHOW OcCBeOMJIEHHOCTH. Ha mepBoMm sTame Mpou3BOAUTCS COOp
JTaHHBIX 00 MHTEpecyoleM o0bekTe. Hanmpumep, eciin 0ObeKTOM SBISIET-
cs (puzmyeckoe JUI0, TO O HEM JOJDKHBI OBITh COOpaHbl JaHHbBIC, HAXOI51-
necss B IBOMYHOM Kkoje (mpeumyinectBeHHO B UMutepHere). [Tomumo
OOI1IeTIOCTYIHBIX CANTOB, COIUAJIBHBIX CETEH U BEJOMCTBEHHBIX 0a3 JaH-
HBIX TOCYJAapCTBEHHBIX OPraHOB MCIOJHUTEIBHOM BiacTh (CM. Mapa-
rpad 2.6), BHUMaHHUE JOJHKHO OBITh YJIEIEHO U MHOTOUYHCICHHBIM HETOCY-
JTApCTBEHHBIM pecypcaM, KOTOPbIE MOTYT COJIep>KaTh HHTEPECYIOIINE TaH-
uele. Hanpumep, B ctpanax EC uenoBek perucTpupyercsi B HECKOJIbKUX
COTHSX 0a3 JaHHBIX (MECTO KUTEIbCTBA, CTPAXOBKa, BOJIUTEIILCKUE TIPABA,
OaHKH, KpeAUTHBIE 010pO, MHGOPMAIIMOHHBIE, PEUTUHTOBBIE, PEKPYTHUHTO-
BbIE€ areHTCTBA, OIOPO MO TPYIOYCTPOMCTBY, MEAUIIMHCKUE YUEThI, CETEBasI
TOPTOBJIsA, KIyOBbl U T. J.). XpaHAmascs B 0a3ax JaHHBIX HHGpOpMAIUs
0 IOPUANYECKHUX JIMIaX e1le 0osiee o0ImpHa.

9. HnTerpupoBaHHbIE CHCTEMBI.

W3 nepeyncieHHbIX HHCTPYMEHTOB MOKMCKA HAaM0OJIee U3BECTHBI MO-
UCKOBbIE cucTeMbI. COCTaBJIEHUE 3aMPOCOB K 3TUM CUCTEMAaM OCHOBAHO Ha
Tpex 0a30BbIX orneparopax anreopsl Joruku: «M», «MJIN» u «<HE».

1. Ucnonp3oBanue B 3ampoce Joruyeckoro «M» o3Haydaer, 4To B BbI-
nadye OyayT JUIIb IOKYMEHTHI, COEpKalllie U TO, U APYTOE.

2. Ilpu nucnonp3oBanuu B 3arpoce jgorudeckoro «MJIM» B Bblmaue
OynyT JOKYMEHTBI, COJep Kallue JIMOO OJHO CJIOBO, JUOO JAPYyroe CjiaoBo,
n1bo 00a ciioBa cpasy.

3. Ecnu cnoBo B 3ampoce nomeueHo jgorundeckuMm «HE», To conep-
’Kalye 3TO CJI0BO JOKYMEHTHI B BblJIauy HE MOMAIYT.

Cko0OKHM MpeTHa3HAYEHBI JJIs COCTABIICHUS CIOKHBIX 3anpocoB. OHU
pPacKpBIBAIOTCS 110 TIpaBWiIaM MateMaTuku. Hampumep, Bbijaua Ha 3ampoc

[anocTon U (ITetp UJIN T1aBen)]

OyJzleT colepkaTh JOKYMEHTHI, yIIOMUHaOMe 0o amoctosa Ilet-
pa, 1160 anoctoia [laBna, 1ubo u TOro, U APyroro.
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KoHcTpyrpoBaHue 3ampocoB BO BCEX MOMCKOBBIX CUCTEMax OCHOBa-
HO Ha 3TUX Tpex omepaTopax. CHHTAKCHUC OMEPaTOPOB IPU ITOM MONKET
Pa3HUTHCS.

S3bIK 32a1IPOCOB MOMCKOBOM cUCTeMbI «SHaEKe». «SHIEKe» naet
BOCIIOJIb30BATbCA MHCTPYMEHTApPUEM HE C TJIABHOW CTPaHUIBl —
yandex.ru, — a y»e IocJie TOro, Kak ObLIa OCYIIIECTBJICHA ITOIBITKA MTOMUCKA.

Mento «PacuiupeHHbIN MOUCK» MO3BOJISIET BEIOPATh PETUOH, B KOTO-

pPOM BBl XOTUTE MCKaTh MH(POPMAIIUIO; BEIOpATh MEPUOJ BPEMEHU pa3Me-
1ieHust H(popMaIuu; 3a/1aTh A3bIK, HA KOTOPOM Bbl XOTUTE HAWTH JaHHBIC.
B03MOXHO HCKaTh KapTUHKH, BUJEO, TOBAPHI, HOBOCTH, BOIIPOCHI, YCIIYTH,
MY3BIKY U T. ]I.

CrnoBa, HamMCaHHBIE B 3aMPOCE CO CTPOUYHOM OYKBBI, B BbIau€ MOTYT
OBITh HAIIMCAHBI ¥ C MPOIUCHOM, U CO CTPOYHOM OyKBBI. ClI0OBa, HAITMCAHHBIE
B 3aIpOCE C MPOMUCHOM OYKBBI, OyAYT BbIAABATHCS TOJIBKO C ITPOIMCHOM.

Jlornueckoe «M». B sa3bike 3ampocoB «Anpekca» sorndeckoe «M»
pean3yeTcs TpEMS pa3HbIMH ONEpaTOPaMH.

1. BmecTto onepartopa «» B 3ampoce UCmoJib3yeTcss OOBIYHBIN MPO-
Oen. B aToM cityyae B ICKOMOM JIOKYMEHTE CJIOBA JOJKHBI PacIoyiaraTbCs
HEJIaJIEKO IpyT OT Apyra. B Bbljaue cHayaga OpuUBOISATCS JTOKYMEHTHI, CO-
JEpKAIINE BCE CIOBA, IPEJICTABIICHHBIE B 3aIPOCE, a Jajiee T€, B KOTOPBIX
Ha OJTHO KJIFOYEBOE CJIIOBO MEHBIIIE.

2. CnoBa, pa3zieieHHbIE B 3alpoce amiepcaHiaom (&amp;), B UCKO-
MOM JOKYMEHTE MOJIKHBI HaXOJIWUThCA B OAHOM MPEIJIOKECHHUHU. AMIIEep-
CaH/Jl JOJDKEH OBITh OT/IEJIEH Mpo0esiaMu ¢ 00€rX CTOPOH.

3. CioBa, pa3gencHHblE B 3anNpoce JIBOMHBIM aMIIEPCAHIOM
(&amp;&amp;), JOJKHBI PUCYTCTBOBATh B UICKOMOM JIOKYMEHTE. Mex 1y
aMIiepcaHaMy He JOJDKHO OBITh MPOOEJIOB, HO caM OMEPaTop OTAEIAETCS
npooesaMu ¢ 00euX CTOPOH.

B 3ampoce Bo3MOkHa peajin3alusi MOMCKa JTOKYMEHTOB, COACpKalIuX
CJIOBa, HAXOSIIMECS IPYT OT Apyra HE Aajiee, 4YeM yKa3aHHO. JlJist 3Toro uc-
MOJIB3YETCSl OMEepaTop /n, TI€ N — 3TO MAKCUMAJIbHOE KOJIMYECTBO CJIOB
MEXAy cloBaMH 3amnpoca. Hanmpumep Bbiziaua Ha 3anpoc [rojoBoii /1 oTyer]
OyzaeT comepxaTh (Ppazy «roj1oBoi oTdeT». bosee Toro, B Beiade OyieT co-
JIEpKaThCsS U «OTYET TOJI0BOI». B BhIgade Ha 3ampoc [TogoBoii /2 oT4eT],
KpPOME TOT0, TTOSIBUTCS «TOJI0OBOM (DMHAHCOBBIM OTUETY.
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Ecmi B MCKOMBIX JIOKYMEHTax AONMYCKAKOTCA PA3JIWYHBIC BAPUAHTHI
HaIKUCaHUsI, TO BCE AT BapUAHTHI MPUBOASATCA B 3aMPOCE B KPYTJIIBIX CKOO-
Kax, pasgeisieMbix onepatopoM «MJIN».

Omneparop link B 3ampoce TpeOyer, 4TOOBI BbIJa4a cojepkaia
BHEIITHUE CaWThl, COJICPIKAIIME CCHhUIKY HAa CaWT, YKa3aHHBIM B 3ampocCe.
DTOT ONEepaTOp 4acTO MCHOIb3YETCS B KOMIBIOTEPHOU Pa3BEIAKE JJIs MO-
MCKA CBSA3€M MHTEPECYIOUIEro JINIA UM KOMIIAHUHU. DTOT ONEpPaTOp MO-
KET COYETAThCAd ¢ OOBIYHBIMHU KIJIFOYEBBIMHU CJIOBAMU, OTHACNSISACH OT HHUX

JIBOWHBIM aMIIEPCAHIOM.
CymiecTByeT BO3MOKHOCTh IMOMCKa II0 KJIFOUYEBBIM CJIOBAaM, Pacmo-
JI0’KEHHBIM B 3arojIOBKE CTPaHUIILI (B CAMOM BEPXY DKpaHa).
Hpyrue onepatopsl 3apOCoOB «SHAEKCa» MpecTaBIeHbl B Ta0M. 1.

Tabmura 1

HekoTopbie onepaTopbl 3anpocoB «SIHaeKca»

Omneparop

Onucanue

IIpumep 3anpoca

[Touck cioBa B 3a1aHHOM (hopMme.

JlomycTUMO UCITOIB30BaTh HECKOJIb-
KO OIepaTropoB «!» B paMKax OJHOIO

3arpoca

[ ' Miynmii ]| — moucK JOKyMEH-
TOB CO CJIOBOM «HULIYyIIUI» B 3a-
JTaHHOU (opMme

[Torck TOKYMEHTOB, B KOTOPBIX 005I-
3aTEJIBHO MPUCYTCTBYET CIIOBO, I€-

pell KOTOPBIM CTOUT «+»

[romoBo¥ + oTueT]

B BbIaye OyAyT JOKYMEHTHI,
00513aTEIBHO COEPKALLUE CIIOBO
«OTYeT»

nn

[Tonck JOKyMEHTOB, COAEPIKALTUX
CJIOBA B KaBbIUKaX B 3aJaHHOM I10-
CJIEI0BAaTEIBHOCTH U (hopme

[«Bo rmyOuHe cuOupcKux pya»]

B Bbiaue OyayT JOKYMEHTHI, CO-
JIEpKaIIKE ATy [IUTATY

[Touck no uTare ¢ NPONyIEHHBIM
cioBoM (cioBamu). OquH onepartop *
COOTBETCTBYET OJTHOMY IPOMYIIEH-

HOMY CJIOBY

[«Bo rmyOune * pya»|

bynyTt HanaeHbl JOKYMEHTHI, CO-
JeprKallie JaHHYIO [UTaTy,
BKJII0Yas MPOIYILIEHHOE CIIOBO
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Omneparop

Onucanue

IIpumep 3ampoca

Omneparop «JIN». lonmyctumo uc-
M0JIb30BaTh HECKOJIBKO OTIEPATOPOB |
B OJJHOM 3ampoce

[>cmuHer | perar]

bynyTt HailieHbl JOKYMEHTHI,

B KOTOPBIX MPUCYTCTBYET JINOO
«3CMUHEIY, THO0 «dperaTy, JI1-
00 U TO, ¥ IPYTO€ CIOBO

I[OKYMCHTI)I B BbIJAYC JOJIKHBI 00s1-
3aTCJIBHO BKJIIOYAaTh CJIOBO CJIEBA OT
3HaKa, HO HC JJOJIKHbI COJICPKATh
CJI0BO, PACIIOJIOKCHHOC CIIpaBa

«BaKyyMHBIU ~ HACOC»

3akpernseT mopsA0K IJTEMEHTOB
B 3ampoce

Omnepatop «-», pacHOJI0KEHHBIN Te-
pea CI0BOM, UCKITIOYAET U3 BbIIAYU
JIOKYMEHTBI, COJIEPKALUE 3TO CIIOBO.
Hckmrogaemoe CI0BO JTOJIKHO pas-
MeEIIaThCs B KOHIIE 3ampoca. Jomy-
CTHMO UCIOJIb30BaTh HECKOJIBKO
OIIEPaTOPOB «-» B OJTHOM 3ampoce.
Hcnonp30Banue orneparopa «-» me-
pen undpoii 6yaeT cunTaThCs 3anpo-
COM Ha TIOMCK OTPHUIIATEIBHOTO YHC-
na. YtoOwI onepatop cpadoTad,
BO3bMUTE CJIOBO, HAUMHAOIIEECs

C HU(PBI, B KABBIYKH

[6a11 - HOBOTOTHUH |

[Touck no caiitaM, pa3MeIIEHHBIM 110
3amanHomy anpecy (URL).
Peructp OykB B afgpece HE YUYUTbI-

[uckangep
url:ru.wikipedia.org/wiki/*]

BACTCA. .
url: . bynyT HaliieHbl TOKYMEHTHI, CO-
UToOBI HATH BCE TOKYMEHTHI, aJipe-
JIepIKaIle CJIOBO «HCKaHIEP»,
ca KOTOPBhIX HAYMHAIOTCS C 3aIaHHO-
aapeca KOTOPBIX HAUMHAKOTCS
rO 3HAYCHUS, TOCTAaBbTE B KOHIIE e .
N c ru.wikipedia.org/wiki
URL cumBon
[uckangep site:narod.ru]
" [Touck mo BceM pecypcam ykazaHHO- |BynyT HaiiieHbl JOKYMEHTHI, CO-
site:

To cauTa

JIEpIKaIe CJIOBO «HCKaHEP»
U pa3MeIIeHHbIC Ha OJTHOM U3 pe-
CypcoB caifta narod.ru
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ru.wikipedia.org/wiki/*

Omneparop

Onucanue

IIpumep 3ampoca

[Touck o caiitam, pa3MEIEHHBIM
Ha 3aJaHHOM xXocTe. UneaTnuen

[uckannep host:www.yandex.ru]

bynyT HaleHbl JOKYMEHTHI, CO-

host:

omnepatopy «url:» ¢ 3aJaHHBIM UMe- |eprKallie CIOBO «UCKaHIEP»,

HEM XO0CTa pa3MeleHHbIE Ha XOCTe
www.yandex.ru

[Touck 1o carrtam, pa3MEIICHHBIM Ha

3alaHHOM XocTe. M IeHThdeH onepa-

TOpy host:, HO UM X0CTa 3aMuChIBa-
[Mckanaep

€TCsl B 00paTHOM TOPSI/IKE: CHavasia o

rhost: rhost:com.livejournal. www]

JIOMEH BEpXHETO YPOBHSI, 3aTEM J10-

MEH BTOPOI'O YPOBHS U T. 1. J{Jis mo-

MCKa 10 BCEM IMOJJOMEHAM B KOHIIE

URL nocraBbsTe cuMBoJ *
[uckanaep domain:ual]

) [Touck mo caitaM, pacnoJIOKEHHBIM .
domain: bynyT HaliieHbl TOKYMEHTHI, CO-

Ha 3aJIJaHHOM JOMEHE
JiepKalue CI0BO «UCKaHIEP»,
pa3MenIeHHbIE Ha JOMEHE ua
[uckanaep mime:doc]

[Touck TOKyMEHTOB C 3aIaHHBIM

mime: |pacmupenuem: pdf, rtf, swf, doc, xls, [byayT nmokasansl TOKyMEHTBI

ppt, odt, ods, odp, odg B opmate doc, coaepxkaiue
CJIOBO «HCKaHJEP»

[Tonck TOKYMEHTOB Ha 3aJaHHOM

S3BIKE:

de — Hemelkuii;

lang: [mckangep lang:ru]

en — aHIJIMNCKUM;
fr — dpanmy3ckui;
r'u — PYCCKHUM
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Omneparop Onucanue IIpumep 3ampoca
— [dbectuBans date:20220224];
— no3aHee 24.02.2022:
[bectuBanps date:>20181010];
— B UHTEpBAJIC MEKIY
24.02.2022 u 10.11.2022 Bxto-
[Ionck TOKYMEHTOB IO 1AaT€ MOCIIEI-
ero u3MeHeHus. ['o yka3piBaeTcs AMTEIBHO:
H .
date: 00s13aTeNbHO, a MeCs }I’/IK €Hb MOXKHO [pectupa, date:
\ i 20220224..20221110];
3aMEHHUTH CHMBOJIOM
— COOTBETCTBYET (heBpaTIO
2022 r.:
[becTuBanp date:202202%*];
— cootBercTByeT 2022 roay:
[becTuBanp date:2022%]
OrpaHI/IquHe 00JIaCTH MMOUCKA 10- |<TEKCT 3ampoca>
cat: KyMEHTaMH, OTHOCSIIIUMHUCS K yKa- |cat:<CMeIIeHHBIN HaeHTH(IKa-
3aHHOMY PETUOHY WU PyOpHKe TOp PErvoHa WU pyOpUKU>
image:  |[louck o Ha3BaHUIO KAPTUHKHU image: lol.jpg
title: ITouck 1o 3aroyioBKam title:ucropuss Windows
o . Brimaer IP Bamrero nepcoHanbHOTO
Mot ip _
KOMITBIOTEpA
nepeBo/I TeKCTa (10 YMOJTYAHHIO
NEPEBO/I: NN -
C PYCCKOTO Ha aHTJIUUCKUM)
HabGepuTte B MOMCKOBOI CTPOKE CJIO-
BO «KaJIBKYJIATOP». BO3MOXKHO 1
KaJIbKYJISITOP —
MIPOCTO HANUCATh BHIPAKCHUE B T10-
HCKOBYIO CTPOKY

C omneparopamMu A3bIKa 3alPOCOB «AHIEKCa» MOXKHO O3HAKOMHUTHCA
Ha CTPAHULIE TOMOIIU «Sunexca» .

HekoTopsie 10MOJIHUTENBHBIE BO3SMOKHOCTH TTIOUCKA B «SHIAEKCEY.

— MmeH «Hactpoitkm» pacnonaraeTcss B HUKHEW YaCTU CTPAHULIBI
IIOMCKOBOM BBIJauH;

— MCTOPHIO TTIOMCKA MOYKHO OYMCTUTh UJIY OTKIIFOYMTH B HACTPOMKAX.

A3bik 3anpocoB mouckoBoi cucreMbl Google. Google — onHa u3
CaMbIX MIOITYJIAAPHBIX ITOUCKOBBLIX CUCTCM.

" Yactsie Bompocs! o moucke «Suaexcan. URL: http://help.yandex.ru/search/ (nata
obpamenus 24.03.2023).
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Ocobennoctu noucka Google:

— Google HacTpoeH Ha NOMCK CTpPaHMI, HA KOTOPHIX KJIIOUYEBHIC
CJIOBa PacCIOJIO0KEHBI HEJJATIEKO JIPYT OT JIPYTa;

— Bc€ OYKBBI BOCIIPMHUMAIOTCS KaK CTPOYHbBIC, HE3aBUCUMO OT pe-
THUCTPA;

— B BeIjaue Google moka3aH OTPBIBOK M3 TEKCTAa C BBIJACICHHBIMU
B HEM KJIIOUEBBIMM CJIOBaMHU;

— BO3MOYKHO 3arpy3UTh CTPAHMILY IO CChUIKe «COXpaHEHO B KJIIIE)
(BUJI CTpaHUILIBI IPH MOCIETHEM €€ MOCEIICHUH IOUCKOBOM CUCTEMOM );

— Google e moapepkuBaeT MOpPGOJOTHIO CIOB, UX H3HAYAIBHO
CJeayeT BBOJUTh B HY)KHBIX (hopMax;

— U1 moucKa (hpasbl 3aKJIIOUYNTE €€ B KaBBIUKU: <)

— KOJIMYECTBO CJIOB B CTPOKE MOMCKA, BUAUMO, HE OTPAaHUYCHO;

— Knonka «MHe moBe3eT» paclojoXeHa Ha TJIaBHOM CTpaHUIIC
Google; npu ee Haxxatuu Google ocyiiecTBIsAET MEPexoa HA CaUT, KOTO-
pbIi IOUCKOBAs CUCTEMA CUMTAET CaMbIM PEJICBAHTHBIM;

— Google pacmo3HaeT Kak aMEepUKaHCKUM (roJ — MECSI[ — JICHb),
TaK ¥ PyCCKHM (JIeHb — MecsI] roj1) hopMaT JaThl;

— BO3MOXXHO (PMIILTPOBATh KAPTUHKH IO pa3Mepy, IIBETY, TUITY, JIH-
IIEH3UM Ha UCII0Jb30BaHUE, KATETOPUM TTOUCKA;

— KaJbKYJATOP (BBOAUTE BBIPAKEHHUE IMPSAMO B IMOUCKOBYIO CTPOKY,
MpUYeM MOJCPKUBAOTCS QYHKIMH, TPa@UKU U TEOPEMBI;

— €CJIM Bl 3HAETE HOMEp aBUapeiica, TO MPOCTO BBEAUTE €ro B I0-
HCKOBYIO CTPOKY, YTOOBI OJTYUYUTh HH(OPMAIIHIO 110 HEMY;

— UMEETCS MHCTPYMEHT IoMcKa MHGOpManuu 00 aKIUsIX pa3HbIX
KOMITaHUH (BBEIUTE «aKIIMM» U Ha3BaHUE);

— €CJIM MHTEPECYeT HCKIIOYMTEIIbHO TeMaThudyeckas HHQopMalus
O pbIHKAX, aKIMSAX U IIEHHBIX Oymarax, TO IpOIIE MEePEHTH B ATOT pasziei
Y MMPOU3BOJUTH MOUCK B HEM.

Omnepatopsl 3anpocoB Google npuBeeHbI B TA0I. 2.
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Tab6mauma 2
HexoTopnblie onepatopsl 3anpocoB Google

Omneparop Onucanue
Jlornyeckoe |Omneparop AND, HanMcaHHBIH 3arjlaBHBIMUA OYKBaMHU U OTICJICHHBIH
«M» (A)  |[mpobenamu ¢ 06eux cropoH: [3cMuHIBl AND ¢peratsi|
Jlornyeckoe |Omneparop OR, HanmMcaHHBIN 3arJIaBHBIMA OYKBaMH M OTACIICHHBIN
«JIN» (v) |mpobenamu ¢ 0b6eux cropoH: [3cMuHLbl OR ¢peratsi|
Jlornueckoe
«Hen Hckirodenrie U3 BbIIauu CTPAHUIL, COAEPKAIIUX CIIOBO: [-CIIOBO]
N [Touck MOKyMEHTOB, 0053aTEITHLHO COIEPIKALIUX HCKOMOE CIIOBO:
[+coBO]
* JIto6oe HemocTaroIIee CIOBO: [TOAOBON * OTYET]
« O06s3aTenbHOE BKIIIOUEHUE CII0BA B TIOUCK: [«CIIOBOY |
Britaua 1OKyMEHTOB, B KOTOPBIX MEXIY YKa3aHHBIMU YacTsIMU (ppa-
AROUND(X)
3bl OyzeT He Oosee X cloB
he: O6pamenue k kamry. [Ipo6ena mocie 1BoeTo4ms OBITh HE JOJIKHO:
cache: [cache:www.bstm.ru]
o Brinaet undopmaruro, nzBectyto Google 00 ykazaHHOU CTpaHHUIIE:
1o [info:www.bstm.ru]. IIpobGena nocne ABoeTOUMS OBITH HE TOTKHO
o OrpaHuyeHue Morcka KOHKPETHBIM JIOMEHOM: [site:www.bstm.ru].
site: [IpoGena nmocine ABOETOUYMS OBITH HE JOJIKHO
file: [Touck ¢aiinos ¢ 3aganHbIM pacimpenueM: [file:doc]
[Touck KOHTEHTA, Pa3MEIIECHHOTO B OJTHOW U3 COLUAIBHBIX CETEH,
@ UTHOPUPYS MIPOUNE CAaUTHI: [(@WBK]
i [Touck koHTEHTa 1O X3MTEry: [#TOKN02021]
link: [Touck cTpaHull, KOTOPBIE CCHIIAIOTCS YKA3aHHYIO:
e [link:www.bstm.ru]. [Ipo6ena nocie 1BoeTo4ust OBITH HE JOJIKHO
Hintitle: ITouck cTpaHull, B KOTOPBIX BCE CJIOBA 3aMpOca COAEPIKATCS B 3aro-
allintitle: noBkax (BHyTpu Tera Title 8 HTML): [allintitle: Bukuneaus ssuaexc|
[Touck cTpaHul, B 3arojIOBKE KOTOPBIX COJEPKUTCS CIIOBO, pacIo-
JI0’)KEHHOE HEMOCPEACTBEHHO MocIe oneparopa. OcTalbHbIE CII0OBa
intitle: 3anpoca MOryT HaXOAUTHCS B JIFOOOM MecTe TeKkcTa. Pazmenienue
[intitle:] mepea KaXaIpIM CIIOBOM B 3alpOCe SKBUBAJICHTHO pa3Melle-
uuto [allintitle:] B Hauane 3ampoca: [intitle: Bukumnenus ssHIEKC |
Ecnu 3anpoc HaumnaeTcs ¢ onepartopa allinurl:, To mouck orpannyu-
allinurl: BAETCSl TEMU JIOKYMEHTaMH, B KOTOPBIX BCE CJIOBA 3ampoca Coaep-

xatcst B URL: [allinurl: narod razvedka]. He paGoraet co cnernuaib-
HBIMH CHMBOJIAMH
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CnoBo, HaMMCAaHHOE CIUTHO ¢ orepaTopoM inurl:, OyaeT HalleHO
JWIIG B afipece CTpaHuilbl IHTepHETa, a OCTabHBIE CIIOBA — B JIIO-

inurl: O0om mecTe Takoi ctpanuilsl: [inurl:tc razvedka]. He paGoTaet co
CHeIUaTbHBIMU CHMBOJIAMH
lated: Breimaer crpanuiisl, moxoxxue Ha ykazanuyto: [related:it2b.ru]. Ilpo-
related: Oerna mocie 1BOeTo4Hs ObITh HE JOHKHO
define: BrimosnHsieT posib cia0Bapsi, MO3BOJSIONIETO MOTYYUTh ONPEIeICHNE

TOTO CJIOBa, KOTOpoe BBe/eHO: [define: pa3Benkal]

HaxoauT Bce uncna BHYTpHU yKa3aHHOTO auana3oHa. [Ipuem momo-
raeT HalTU OTPE30K MEXKY JIaTaMH, MOJICJIA TEXHUKU BHYTPH J1a-
Ma30Ha 3HAYEHM, TOBAPHI 10 HYKHBIM IIeHaM U T. 11.: [20202022]

Vs Haxoaut xoukypentoB Openja: [['aznpomvs]. be3 npobdena

Brimaer HoBocTH ¢ mHTEpecyronux caiToB: [Feed:

Feed:
google.com/alerts]
| OObenMHSIET HECKOJIBKO 3aIIPOCOB
lang: 3amaHue si3pIKa

translate: ABTOMAaTHYECKUH MTEPEBOJ] CI0OBA

Kpome Toro, Hactporiku « THCTpPYMEHTBD) MO3BOJISIOT:

— OrPaHMYMBaTh JMANA30Hbl AT, & TAKXKE MCIOJIb30BAaTh KOMAaHbI
«before» u «after»; MOMCK OCYIIECTBISIETCS HE TOJIBKO B TIOMCKE, HO
U B «KAPTUHKAX», U B «HOBOCTAX»;

— BBIOpaTh KaTEropuu 0ObEKTOB MOUCKA.

Kronka & mossonser HACTPOUTH MOUCK. J[aHHBIE B MOUCKE MO3BO-
0T Google mepcoHanu3upoBaTh JalbHEUIIYHO BbIJA4y Ha OCHOBAHUU
MPOLUIBIX 3arpocoB. MCTOpHIO IMOKMCKAa MOXHO YIaIuThb. B HacTponkax
TaKX€ BO3MOXHO BKJIIOYUTH OE€30IMACHBIM MOUCK, BBIBOJUTH OOJBIIE pe-
3yJbTaTOB HA CTPAHUIIE, OTKIIOYUTH MMOKA3 MOMYJISIPHBIX 3aIIPOCOB B MEHIO
MOJICTAHOBKHU U BBIOPATH PETHOH JIJIs MIOUCKA.

Cnenuanuct no uHpopmanuoHHOW Oe3omacHocTh Jk. JIOHr coOu-
paeT NmoHuCKOBBIe 3ampockl K Google, KOTOpbIE MO3BOISIOT HAUTH UHPOP-
MallMIO, BBUIOKEHHYIO B OTKPBITBINA JIOCTYII 110 HEOCTOPOKHOCTU. Hampu-
Mep, MO 3aIpocy:

intitle:»Welcome to Windows 2000 Internet Services»

MOXHO OBUIO HAWTWU CalThl JIsI BXOJAa B TAHENU YIPaBJICHUS
«Cnyx0 untepHera g Windows 2000». A o 3amnpocy

allinurl:auth user file.txt
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MOYXHO OBLJIO HAaWTH (ailyibl ¢ JIOTHHAMHU U MapOJISIMH TOJIh30BaTE-
JIeH caurTa.

3amnpocsl, nogooHkIe 3TUM, JIk. JIonr Ha3Ban Google Dorks («dork»
MIEPEBOUTCS KaK «IIPUIYPOK»).

C urons 2003 r. Ha caiite exploit-db.com Beaercs nmyOnuunas 6aza
nanHbeiX Google Dorks — Google Hacking Database. Ha 23.01.2021 B Helt
ob10 6 267 3anpocoB. CIHMCOK MOCTOSHHO MOMOJHSAETCS (Hampumep, 3a-
Ipoc JiJIs moucka 0a3 gaHHbIX B hopMaTte xIsx: ext:xlsx inurl:database).

Github Dorks (https://github.com/search) — 3T0 moucKoBBIE 3aIpo-
ChbI, KOTOpBIE TTOMOTAOT HAUTH IIpUBaTHBIE JaHHbe. Hanmpumep, Habupaem
B Google: «gmail passwordy site:github.com. 1 Ha niepBoii ke cTpaHHIlEe
MMOMCKOBOM BBIJIaYM BUJIMM CCHUIKY Ha JOKYMEHT, B KOTOPOM €CTh JIOTHH
u napoib otT Google-moutel. Crkopee Bcero, maposib y>XKe HeaKTyalleH, HO
€CJIM OCTaBUTHb OOHOBJIEHHUS 3a TocienHue 24 yaca, TO €CTh IIAHC HAUTH
JIeHCTBylOIME Tapos. B 2ToM TmoMoXeT omepatop «created:»:
extension:sql created:>2021-01-23.

https://twitter.com/obhedal2/status/1352686678318731264/photo/1
— OoIMH U3 cambIX moJHBIX cnuckoB Github Dorks. B manubpiii MoMmeHT
cymectByeT 6osiee 500 Github Dorks nmst moucka pazauyHbIX TPUBATHBIX
nanubeix. Hampumep, «db password», «db serverd», «b usernamey,
«dbpasswd» marT MIaHC HAWTH JaHHBIE JJIA JOCTyna K 0a3e JIaHHBIX;
«bx_password», «certificate password», «ci_deploy password» uiryT na-
ponu; «extension:sql», «extension:sql mysql dump» — unryT gammnsl 0a3
naHHBIX. HeKoTophie U3 HUX MOKHO BBOJHTH MPSIMO B TOMCKOBOU CTPOKE
Google, no6aBuB «site:github.comy». Hanpumep:

«cloudflare api_key» site:github.com

«admin_passy site:github.com

«api.googlemaps Alzay site:github.com

Hcnonb3ys uyxue API-kimroun, MOXKHO UCIOJIB30BaTh IJIATHYIO (PYHK-
IIMOHATILHOCTh PA3JIMYHBIX CEPBUCOB B CBOMX CKPUITAX U MPUIIOKEHUSIX.

JIJ1st ICTI0JTB30BaHUSI HEKOTOPBIX «JIOPKOBY» MOJXOIUT TOJIBKO IMOHCK
HerocpeacTBeHHo Ha Github, Tak kak B HUX MPUMEHSIOTCS CHEIUAIBHBIC
oneparopsl nmorcka: https://github.com/search.
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Hanpumep, ecniu Github Dorks TpeOyeTr orpanudeHuii mo ucnoiab3y-
€MOMY SI3BIKY MPOTPAMMHUPOBAHUS, TO MCIOIb3YETCSl MMOMCKOBBIN omepa-
Top «language:»:

language:javascript

language:python

language:php

Jns moucka 1O uWMeHaMm (palJIoB  HUCIOJB3YETCS  OmepaTop
«filename:», a nnag QuiabTpauuu pe3yabTATOB MO paciiupeHus (ailios
HYKEH OIepaTop «extension:».

https://docs.github.com/en/github/searching-for-information-on-
github/understanding-the-search-syntax

[ToaHBIN COMCOK MOMCKOBBIX ONEPATOPOB €CTh B OGUIIMATBLHON J0-
kyMmeHTtaiuu Github.

PaccmoTrpuMm rpaduueckyro mouckoByro cucteMy Quintura Search.
[Ipu ee UCTOJIL30BaHUY BO3MOXKHO BBIOpATh MOUCKOBYIO CUCTEMY, Ha KO-
TOpPOil OyJET OCHOBBIBATHCA JAIBHEUIINN MOUCK, HAPUMED, «STHAEKCH.
Pe3ynbrarsl BbIJa4M CTPYNIUPOBAHBI MO KJIACTepaM — CAMThI ¢ OJIM3KUM
HAITOJIHEHHEM (CKOpEE BCEro, CO CKOMMPOBAHHON MH(OpPMAIIMEN) COCTABIIS-
10T Kj1actep. Peann3oBaHa BO3MOXKHOCTh YAAJIEHHs BCErO KJIacTepa U3 BbIa-
YM, YTO 3HAYUTEIIBHO YCKOPSIET PYYHOE PACCMOTPEHUE BBIJAYM U CHIKAET
€ro TPyJ0E€MKOCTh. Peain30BaHbl JOMOJHUTEIBHBIE OIMIWU JJIsl PyYHOU 00-
pabOTKH BbIJIaYu, KOTOPBIE YOOHBI B UCIIOJIb30BaHUU. OJHAKO cama Bblaya
oennee, yem B «Annekce» wim Google. HecMoTpsa Ha ya00CTBO MCMOIB30-
BaHUs MPOMYCK UCKOMOU HH(POPMALINH MPEICTABISETCS HEAOMYCTUMBIM.

Heu3 «Sunekca» «Haiigercs Bce!» HEMPUMEHUM K KOMITBIOTEPHOM
pa3BelIKe, B KOTOPOUM TpeOyeTcsl HATH TOJIBKO TO, YTO HEOOXOJUMO B CO-
OTBETCTBUU C MOCTABJIECHHOU 3amadeu. [1o ciioBaM poCCHICKOTO 3KCIiepTa
B 00J1aCTU KOMIIBIOTEPHOU pa3Beaku A. MacanoBuua, «... U3 23 BUAOB I0-
MCKOBBIX 33Jla4, MHTEPECYIOIIMX AHAIUTHKA CHEUCTyx0, “SAnmexc” ymo-
BJICTBOPHUTEIILHO PELIACT OXHYY .

MO>KHO BBIZICTUTHh HECKOJIBKO HEJIOCTATKOB YHHUBEPCAIHLHOTO TTOUCKA:

— BbIJJaya TOMCKOBBIX CHCTEM, C OJIHOM CTOPOHBI, MEpPErpyx eHa
OeCcrnoJIe3HbIMU JIOKYMEHTAMU; C APYTrOM CTOPOHBI, B HEH OTCYTCTBYIOT

: Bebunap na temy: «Kak nmpoBouTh KOHKYpEeHTHYIO pa3Benky B Matepuere». URL:
https://uralcci.com/news/1958/ (mara obpamenus 20.06.2023).
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HE0OXOUMBIE JOKYMEHTBI, KOTOpPBIE, XOTA U IOCTyNHBI B MHTEepHETe, HO
HEe ObUTH MPOUHACKCUPOBAHBI;

— naHHble B MHTEepHETEe MeHsI0TCs, a oOpaiieHue kK apxuBaMm HH-
TEepHETa He BCETIa BO3MOXKHO;

— MOUCKOBasg CHUCTEMa HE MOXKET OTJIWYUTh BaXXHbIC JAHHBIC
OT «IITyMay;

— MOUCKOBAs CHCTEMa HECITOCOOHA aHATM3UPOBAThH JIAHHBIC C LIEIIBIO
MoJTy4eHus UHPOpMaITUH.

UtoObl TIPEoI0IeTh 3TH HEIOCTATKH, pa3padaThIBAIOTCS CIEIUAIH-
3MPOBAaHHBIC MMOUCKOBBIE CUCTEMBI. CIIHMCOK HEKOTOPBIX U3 HUX MPHUBEIACH
no azapecy http://hrazvedka.ru/category/poisk soft. IlpuBegem omnucanue
HEKOTOPBIX U3 HUX:

— www.softpedia.com/get/Internet/Search-engine-tools-
submiting/Website-Finder.shtml — mounck gaHHBIX Ha caiiTax, IJI0XO HH-
JIEKCUPYEMBIX TMOUCKOBOM cucteMoit (Google; mporpamma mpocta B HC-
MOJIb30BaHMH, €CTh OCCIIaTHAS BEPCHS;

— www.worldin-dustrialreporter.com/solusource — MHOWCK AaHHBIX
B PETPOCIIEKTUBHBIX 0azax maHHbIX Thomas (oxBat — Gonee 100 jet) mo
KOMITAaHUSIM, TIPOJTYKTaM M OTPACIIsIM;

— www.dtsearch.com — OBICTPBII MOKMCK JAHHBIX, B TOM YHCIIEC JTH-
HaMHUYECKHX; peain30BaH MOUCK BO Bcex popmartax MS Office;

— www.strategator.com — MporpamMMHoe oOecredeHue s Puiib-
TpaIuy W HaKOIUICHUs] HHGOPMAITU O KOMITAHUSIX U3 THICSY UCTOYHHUKOB
B CIIIA, Benukooputanuu u EC;

— www.infongen.com — mporpaMMHoe oOeclie4eHHe, HacTpauBae-
MO€ Ha 3ampochl KOHKPETHOTO I0Jbh30BaTENs, OXBaThIBaroOIee OoJiee
35 000 KUCTOYHUKOB ¥ NIPEAOCTABIIAIONIEE MHPOPMALIMIO HA BOCBMH SI3bIKAX;

— visual.ly — nowuck rpaduku B UnTepHere;

— WWW.qUiXey.com — TOHCK CCBIJIOK Ha MpOorpaMMHOE oOecreue-
HUE, CEPBUCHI U PACIIMPEHHUS I Opay3epoB;

— go.mail.ru/realtime — mouck B mail.ru mo o0CyXA€HUIM TE€M, CO-
ObITUI, 00BEKTOB, CYOBEKTOB B PEKUME PEATHLHOTO BPEMEHH;

— weblib.in.ua — nowuck no gokymentam B hopmare pdf;

— www.zanran.com/q — TMOHUCK 0 JokyMeHTaM B ¢opmarax pdf,
xIs, html;
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— www.ciradar.com/Competitive-Analysis.aspx — KoMMepueckas
aHTJIOS3BIUHAS CHCTEMA MTOMCKA JIAHHBIX B «TITyOuHHOMY MHTEpHETE;

— multitender.ru/tenders — mnouck Mo Troc3aKynkaMm, TEHJEepam
1 aykuuoHam B Poccuu;

— Public.ru — apxuB CMMU c 1990 r., ananu3 naHHBIX;

— www.rosspending.ru — MOUCK MO POCCUICKUM TOCY1apCTBEHHBIM
KOHTpakTaM Ha (e/iepaibHOM M PETHOHATLHOM YPOBHSIX;

— cluuz.com — mowuckoBasi cucTeMa JJisi KOMIBIOTEPHOM pa3BEIKU
Ha PYCCKOM SI3BIKE; PEaTM30BaH IMOUCK CBSA3EH MEKIy OOBEKTaMHU.

2.4. ITouck uHpopmManuu 0 GU3HIECKUX JULAX

[IpuMmep UCIOIB30BaHUS SI3bIKA 3aIIPOCOB MOUCKOBOM CUCTEMBI «SIH-
JEKC» B IEJSIX MOucKa WH(OpPManMM O KOHKPETHBIX JIIOASX MPUBEIACH
B E.JI. FOmyka «MHTEpHET-pa3BeKa: pyKOBOJCTBO K eiCTBHION .

Oo6patumcs k 3amnpocy aaHHbix o FOmyke EBrenun Jleonnaosuye.

J{nst Toro 4toOBl COCTaBUTH TAaKOW 3ampoc, B MOMCKOBOM CHCTEME
«SIHaekc» cHavania TpebyeTcs yKa3aTh BCE BApUAHThI HAIMMCAHUSI €70 UMEHHU:
Omyx EBrennit Jleonnposuy, IOmyk Esrenui, IOmyx E., FOmyk E. JIL.,
a Takke B MHOM mocnenoBarebHoCTH: EBrenuit Jleonnmosuu FOmyk, EBre-
Huid FOmyk, E. FOmyk, E. JI. FOmryk. [Tockonbky cioBo «lOuryk» BCAKui
pa3 MOBTOPSIETCS, @ UMS WM WHUIMAIIBI PACTIOOKEHBI HETOCPEACTBEHHO
psanoM ¢ damuauei, To Wi «SHaekca» MmoJgoO0HBIN 3anpoc OyaeT BbITJIS-
JIETh CIEIYIOIINM 00pa3oM:

[+1omryk /1 +(eBreHmil | «eBreHui JICOHUAOBUYY | «E.JLY | «e»)].

— «+» 0003HayYaeT, YTO CJIOBO OO0S3aTEIBHO JOJIKHO IMPUCYTCTBO-
BaTh B TEKCTE;

— /1 o0o3HavaeT, 4To JUOO HEMOCPEACTBEHHO J0 HETOo, JUOO0 HEmo-
CPEACTBEHHO MOCJIE€ HETO JIOJKEH OBITh TEKCT, OITMCAHHBIN aJiee;

— BTOPO# «+» mepel; OTKPhIBAIOIIEH CKOOKOW 0003HAYaeT, 4YTO BHI-
paXKeHHE U3 CKOOOK 0053aTEIHLHO JOJDKHO MPUCYTCTBOBAThH B TEKCTE;

— | o60o3Hauaer noruveckoe «MJIN».

! IOmyk E. JI. UaTepHeT-pa3Beaka: pyKOBOACTBO K AeiicTButo. M. : BepmiuHa,
2007. — 256 c.
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Ecinn B monckoBoM 3ampoce «SHmekca» CiI0BO HalMCaHO CO CTPOU-
HOM OYKBBI, TO B JIOKYMEHTE BbIJAa4l OHO MO>KET OBbITh HANKMCAHO KakK CO
CTPOYHOM, TaK U C MPOMUCHOMN OYKBHI.

KaBbruku 0003Ha4aroT IIUTATY.

3aTeM MPOU3BOAMUTCS JOMOJHUTENIbHAS (QUIbTpAIUs pPe3yJIbTaTOB
BbIJJaYU: BBIOUPAIOTCSA CJIOBA, KOTOPbIE C HHU3KON BEPOSTHOCTHIO MOTYT
BCTPEYATHCS B UICKOMBIX JTOKYMEHTaxX. AMPUOPH 3Ty BEPOSITHOCTH HE OI[€e-
HUTh, MIO3TOMY PEKOMEHIYETCS MCKATh MCKIOYAEMBIE CIIOBA HEMOCPE.-
cTBeHHO B Tekcte. Hampumep, B Beiauy no FOmyky EBrenuto Jleonumo-
BUYY IOIAJAAET TAKOM TEKCT:

«... I'enepan-maiiop.? 6549. UEPTOK. A6pam. 'epmanoBuy. I'ene-
pan-manop aptuiuiepun.? 6550...».

[Ipu ypaneHun cinoBa «reHepam» BO3MOXKHO MOSIBIICHHE JOKYMEHTOB,
rae FOmyk E. JI. yrmomuHaeTcs BMeCTE C HHUM, MO3TOMY CTOUT HAUTH
B TEKCTE CII0BA, KOTOPBIE C HAUMEHBIIIEN BEPOSTHOCTHIO MMPUBEAYT K MOTE-
pe undopmaruu.

B wacTHOCTH, JOKYMEHT COJIEpKal:

OE/IIOHBKHMH HMBan ®enoposud I enepan-neiTeHaHT

OEKJIEHKO Hukonain BnagumupoBuu ['eHepan-iedTeHaHT TaHKO-
BbIX BOMCK

B0O3MOXHO HMCKIIIOUUTh AOKYMEHTBI, COAEpKAIIUe B JIFOOOM MECTE
tekcTa cioBa «OE/JFOHBKWH» nnn « PEKJIEHKO», koTopsie sSBISIIOTCS
OTHOCUTEIBHO PEAKUMH (PaMUIIUSIMU; BHICOKA BEPOSITHOCTH TOTO, YTO UX
YIAJCHUE U3 PE3yJbTAaTOB MOMCKA HE MPUBEIET K IMOTEPE MCKOMOW WH-
dbopmanuu.

[Ipu moucke mepcoH 3a pyOexxom Jydiie oOpamarbcs K «benbiM
ctpanuniam» (White Pages), KoTopble MOX0XH Ha TeJIePOHHBINA CIpaBOY-
HUK. Hanpumep:

[white pages london]

B mrabiion tpedyeTrcsi BHECTH M3BECTHBIE TAHHBIE YEJIOBEKa U IMONY-
YUTh B BbIJAY€ UCKOMBIC JaHHbIE. CEMUAIMCTBI OTMEYAKOT, YTO Ha 3ama-
ne cucrteMa cOopa MHpOpMalMK O MPOXKUBAHUHM padoTaeT >P(HEKTUBHO.
Uepe3 Henmento mOCIE BCEICHUS B apEeHJOBAHHYIO KBAapTHPY YEIOBEK
HAYMHAET TOJIy4yaTh MO TOYTE PEKJIaMHbIEe OOBSIBICHHUS, aAPECOBAHHBIC
au4gHO emy. Takum oOpa3zom, «benblie cTpaHUIb) — JOCTAaTOYHO IIEHHBIN
pecypc, MOAIeP>KUBAEMBIN B aKTyaJIbHOM COCTOSIHUH.
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«Sunexc.Metpuka» — OecIIaTHBIA CEPBHUC ISl OILIEHKH TOCEIae-
MOCTH CalTOB U aHAJIM3a MMOBEACHHUS MMOJIb30BATEIICH.

Social Mapper — nporpaMmHoe 00ecreueHue ¢ OTKPBITBIM HCXO/I-
HBIM KOJIOM JIJIsl TIOUCKA CBSI3EH MEXy TPOPUIIIMHU B COLMAIBHBIX CETIX
4yepe3 pacrno3HaBaHUE JIULI.

Knowem — OecruiaTHbIN CepBUC [Jii MPOBEPKU IO HUKHEHMY
B 400 conpanbHbIX cepBucax U 40 TOMEHHBIX UMEHAX.

SpiderFoot c6op nanubix co 100 OTKpBITHIX UCTOYHUKOB 10 [P-anpecy
WK JoOMeHHOMY uMeHHu. B oTianume ot Maltego, unrepdeiic SpiderFoot
JIOCTyIleH B Opaysepe. Jlag aHanmm3a JaHHBIX, KOTOpPbIE COOMpPAIOTCS
B oiaiiH-pexxume, a He U3 OTKPBITBIX MCTOYHUKOB, HEOOXOIUMO HC-
nois3oBath CaseFile.

CepBuC NPOBEPKH IMOUT Ha «CauThIe» mapoiu: https://leakcheck.io/.
[Tapoau B OCHOBHOM KpaJyTCs BUPYCaMH, KOTOPBIMH 3apa3wiioCh YCTPOU-
ctBo. Co3/larenn BUPYCOB MPOJAOT WIIM IPOCTO BBIKJIAJIBIBAIOT 0a3bl Ja-
HBIX COOpaHHBIX MapoJel C MOYTaMH WJIY JIOTHHAMU Ha pa3indHbie Qopy-
MbI. A caiiT leakcheck nmu6o mokymnaeT 3Tu 6a3bl JTaHHBIX, TUOO MOHUTOPUT
dbopyMbl, Ha KOTOPHIX OHHM MOIJIM TOSBUTbCA. Temerpam-00T
mailsearch bot MoxeT mpoBepsiTh, MOSBIISUICS JIU KOTAa-HUOYAbL Mapoiib
OT MOYTHI, JIoruHa, HOMepa Tenedona (Tonbko CHI') B OTKPBITBIX HUCTOU-
HUKaX, WK, HA000pOT, MOKa3zaThk JOTUH 1o naposto. [locie perucrpanuu
ecth 100 GecrmaTHbix mpoBepok. Hanpumep, no E-mail kirill007@mail.ru
HaiiieHo 17 maposel, OKOHYaHUs KOTOPBIX 3aMEHEHBI Ha 3Be3104kd. Ko-
JMYECTBO 3BE3/I0YEK PABHO KOJMYECTBY CHMBOJIOB, MO3TOMY CHMBOJIBI
B HEKOTOPBIX CIy4asx BO3MOXKHO BOCCTaHOBUThL. Hampumep, onMHHAIIIATS
udp, HaAUMHAIOMKMXCS C BOCBMEPKH — 3TO HOoMep TenedonHa. Ilaponn
ufkjlyst****; ecnu momeHsATh packiagky KJIaBUATYpbl, TO MOJYUYUTCS Tra-
JOAHBIC****  y3-3a MOMyJISIPHOCTH (PUIBMAa MOXKHO MPEINOJI0KUTh, YTO
«ronogubieurpb». [lapons rbhbkk***: ckopee Bcero, 3To «KUPHILT***)),
Ecnu npuobpectu noanucky (160 py0./cyTku), To Bce mapoyin OyIyT IO-
Ka3aHbl B IOJIHOM 00bEME.

Jlns moucka uH@popmaluu 0 PU3NIECKUX JIMIaX BO3MOXKHO HUCHOJIb-
30BaTh CIEIYIOIINE CEPBUCHI:

1. «Snaaexc» (B 2020 r. mOUCK «I0 J0AsIM» OBLII BCTPOEH B OCHOB-
HOM Touck: https://yandex.ru/people). JloOapnsiiTe K MOUCKOBOMY 3aIllpoOCy
VK («BKonTakTe») uinu ab0peBuaTypy Apyroiu conuanbHou cetu. CepBuc
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MPEOCTAaBUT BaM BBIOOPKY, KOTOpasi oOpabaThiBaeTcsl BpydHyto. s 1mo-
MCKa BO3MOYHO UCIIOJIb30BaTh HUKHENM.

2. CepBuC s TOHUCKAa KOHTAKTOB KOpHopaTuBHOW mouthl Email
Finder: https://snov.io/ru/.

3. becnaTHbIl cepBUC I MMOUCKA B COUUANBHBIX CETSX MO KIIOYe-
BoMYy cioBYy Social searcher: https://www.social-searcher.com/

4. ColMalibHbIE CETH JIy4ille MPOBepUTh BpyuHYHO: «BKoHTakTe» —
https://vk.com/search; «Onnoknaccaukm» — https://ok.ru/; «Moit Mup» —
https://my.mail.ru/; «®eicoyk» — https://www.facebook.com. MoxHo wuc-
KaTh 110 E-mail nnu tenedony. Ilpu oTcyTcTBUN PE3yabTaTOB MOUIINATE JIPY-
3€M M POJCTBEHHHMKOB Y€JIOBEKa. llepenaure Ha aHTIIMICKYIO BEPCHUIO, TIE,
BO3MOJKHO, OOJIbIIIE MHCTPYMEHTOB JIJIsl MoucKa. Mcrnonb3yst Te€0no3uIMoH -
pOBaHUE, TMOUIIUTE MECTO, TJe YeJOBEK MpoBOAUT Bpems. llompoOyiite
Ha4aTh MPOIEAYPY BOCCTAHOBJIEHHUS 3a0BITOrO MApOJis, yKa3aB TOT K€
E-mail. Bo3aMo>xHO, BbI HaliieTe CTpaHUUKY, (POTO UM UMs YIETHOM 3aITUCH.

Eciu npoduis B COIMANbHBIX CETAX OTKPBIT, MOKHO CJI€JIaTh BBIBO-
161 0 TpaduKe TepeIBIKEHHUN Baaenblia (IpuMepHoe BpeMs MyOauKaIuu
MOCTOB), MaTEpPUAIBLHOM TOJIOKEHUM (JIOMaIlHUE celiu), MpOKUBAHUU
U MECTE KUTEIbCTBA (T€OJIOKAIS ), KPYre OOIIEHUS.

NHCTpYyMEHTHI MOUCKA T€OJIOKAIUU B COLMATBHBIX CETAX MPUBE]E-
HBI B Ta0JI. 3

Tabnuma 3
ITouck o reoJIOKaNMM B COMUAIBHBIX CETAX
Cpena HNucTpymenT
YouTube mattw.io/youtube-geofind/location
montage.meedan.com/welcome
VK vk.com/feed?section=search
snradar.azurewebsites.net
photo-map.ru
Twitter twitter.com/search-advanced
twimap.com
Snapchat map.snapchat.com
Instagram osintcombine.com/instagram-explorer
instmap.com
Facebook whopostedwhat.com
[Ipouee intelx.10/tools?tab=location
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B Stories M0>HO y3HaTh, UTO YEIOBEKA HET JOMA.

Ecnu npoduias 3akpsIT, AaTa poXKIACHUS, MECTO y4eObl U pabOThI BCE
paBHO aoctynHbl. C 310l MHMOpPMAIIMEH MOXKHO MPOJIOIKUTh MOUCKH Ha
npyrux caiitax. K ToMy ke, ecinu OIM3KHE pEryispHO AensaTcs GpoTo, TO
OHU JOCTYIHBI.

CepBUC YIIOMHHAHHM O 4YEJIOBEKE B COIMAJIBHBIX ceTAX: Social
Mention: http://socialmention.com/

CepBuC MoMCKa IIOCTOB B COIMANIBHBIX ceTsax: Social Searcher:
https://www.social-searcher.com/

Eciu yenoBek ecTh B COLMAIBHBIX CETAX, MOKHO OOpPaTUTHCS K HEMY
Harnpsmyto. Bo3MOKHO 00paTuThCs U K €ro aApy3bsiM. Eciu ke apy3bs He
JAI0T €r0 KOHTAKThl, TO MOXKHO MOMPOCHUTH MepeaaTh HHPOPMAIIUIO.

MoXHO OCYIIECTBUTH MOUCK YEJIOBEKA IO BO3PACTy, TOPOY, IIKOJIE,
COCEISIM, YBIICUCHUSIM.

Cailt www.nomer.org mo3BoJISIET UCKaTh HHPOPMAIIUIO 10 TeiaedOoH-
HBIM cripaBouHuKaM psiia ropoao CHI'. 3nech o tenedony, aapecy umu
dbaMuIyu, UMEHU, OTYECTBY MOXKHO TMOJTYYUTH JOMOJHUTEIBHYI0 HHDOP-
MAIMIO0 B OTHOIIIEHUH UCKOMOTO JIMIIA U €r0 CBA3EH.

Oco6ennoctu noucka B GetContakt:

— MOJTBEPKIECHNE UMEHHU U (aMUIINU;

— cieayeT o0pamarh BHUMaHUE Ha COMYTCTBYIOIINE UKOHKU;

— BO3MOXHO YKa3aTb MECTO paOOThI U APYTUE XapaKTEPUCTHUKHU.

5. Wcnonw3yiiTe MOMCKOBBIE cUCTeMbI «SHaekc» u Google. 3ampoc
MOXKET COJIepKaTh (haMuiuio, uMsi, HoMep Tenedona, E-mail. Bocrionb3yii-
Tech onepatopoM «OR». ChopmupyiTe ClIoXHBIN 3amnpoc, Harpumep, [!EB-
reauit & 'FOmyk && !'»*.05.1963»], rne * — mobas nata. IlompoOyiite
TPaHCIUTEPALINIO HA JIATUHUIIE UMEHU U (paMHJINH, B KaBBIYKaX U 0€3.

6. Jluist ucciienoBaHusl PETPOCHEKTUBBI CAUTa BOCIIOJIBb3YUTECH apXu-
BoM: http://web.archive.org/.

7. U3Bnekute IP-aapec otnpaBurtens E-mail: oTkpoiite opuruHan
nucbma, [P-ampec HaxoauTcs B KBaJpaTHBIX CKOOKaX B CTPOKE
«Received». YTounuTe ero wmecromojoxkeHue: https://ru.infobyip.com/
uiu https://ip2.ua.

8. IMoumute B Skype, Viber, Telegram, ICQ u ap. 3anecure HoMep
TenedoHa k ce0e B KOHTAKThl: BO3MOXKHO, Bbl TOJIy4uTe (HOTO.
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9. IlpousBeaute nmouck no ¢goto, Hapumep, https://ocomp.info/kak-
nayti-cheloveka-po-foto.html.

10. ITo HomMepy TenedoHa HAUHUTE TIEPEBOJT CPEJICTB — Bbl y3HAETE
MM, OTYECTBO U MEPBYIO OYKBY (haMUJIHH.

11. ITouck Ha caifTax oOpa3oBaTeNbHBIX OpraHU3aluil (IIKOJbI BbI-
KJIQJIbIBAIOT CIIMCKH BBIITYCKHUKOB, BY3bl — CITUCKH MTOCTYTMAIOIINX ).

12. B xauecTBe MHCTPYMEHTOB VISl POBEICHHSI KOMITHIOTEPHOU pa3-
BEJIKM PEKOMEHIYIOT:

— https://start.me/p/DPYPMz/the-ultimaye-osint-collection;

— https://start. me/p/ELX0K8/bellingcat-osint-landscape.htm (He pa-
ootaet (08.04.2022), BO3MOKHO, TOJILKO ¢ poccuiickoro IP);

— https://urlscan.io/PDFCandy (ae padortaet (04.04.2022), Bo3MOXk-
HO, TOJIBKO ¢ poccuiickoro [P);

— https://pdfcandy.com/WiGLE (ue pa6otaer (04.04.2022), BO3-
MO>KHO, TOJIBKO C poccuiickoro [P);

— https://www.wigle.net/PublicWWW (#e pabortaer (04.04.2022),
BO3MOKHO, TOJIBKO C poccuiickoro IP);

— https://t.me/DarkSidePlanets/18 (6a3a maHHBIX MO MOWCKY JIFOACH
(okomo 600 I'6) — uepe3 Telegram,;

— https://xinit.ru — MoOUCK 10 HOMEPY COTOBOTO TenedoHa;

— https://publicwww.com;

— https://www.HaiiTu-TenedoH.com;

— https://www.avtobot.net — mouck uH@popmaly O BJIaJACIbIIC aB-
TOMOOUJIS IO HOMEPY;

— https://www.1ibestresume.ru/resources — MHOXECTBO JOIOJHHU-
TEJbHBIX CEPBUCOB.

2.5. Ilouck uHpOpMALUHU 0 IOPUIHUYECKHUX JIULIAX

BusutHON KapTOYKOM KOMNaHuu B MHTEpHETE SBIIIETCA €€ KOPIIO-
paTuBHbIN calT. [IpakThuecku Bcerja momelieHHass Ha caiTe uHdopMma-
1Sl O MECTOPACMOJIOKEHUH, TOJLKHOCTHBIX JIUIAX U OAHKOBCKUX PEKBHU-
3UTax OPraHU3alMu COOTBETCTBYET AEUCTBUTEIBHOCTH.

[Tonck cailTa KOMIIaHWHU, aIpec KOTOPOTO HEU3BECTEH, HAYHUTE
C BBOJIa Ha3BaHMs opraHu3anuu B 3anpoc Google u ananu3a nepBoil crpa-
HUIIbI pe3yJIbTaTOB BbIJauu. Eciii pe3yapTaT OTpULIATENIbHBIN, TOMPOOYii-
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T€ U3MEHUTH 3aIPOC, UCTIOJIBb3Ysl HOMEpa TeJIe(pOHOB, UMEHA JIIOJIeH, AJIeK-
TPOHHOM TOYTHI, Ppusznueckue aapeca. [lonpoOyiiTe UCMONB30BATH APYTUE
MMOMCKOBBIE CUCTEMBI.

OcHOBHYI0O HH(OpMALIUIO O CaliTe MOXKHO Yy3HAaTh 4YEpe3 CEPBUC
Spyonweb. On nokassiBaet [P-agpec xoctunra, uaeHTUGUKATOP JJIsl CEPBU-
ca aHauTuky, daHHble 0 DNS-cepBepax. [IpoBeputh naHHbIE O perucrpa-
1MUY MOKHO Ha caiite DomainBigData — Tyna BBIBOJUTCSI UMSI PETUCTPATO-
pa, nata u apyras uHdopMmanusa. IIocMOTpeTh COXpaHEHHBIE KOIMHU CalTOB
WJIM 3aapXUBUPOBATH UX MOXKHO 4epe3 Internet archive u Archive.is.

UtoObI MPOBEPUTH, HA KOT'O 3apPETUCTPUPOBAH CAUT KOMIAHUM, TIOJIb-
3YIOTCS pecypcoM nic.ru. Bo3MOXXHO NMpOBEpUTH U CBOM CailT, 4TOOBI yOe-
JTUTHCS, YTO Yy HeEro crtaryc «3aHsaT». UToObl MOCMOTPETh HCTOPHIO,
Haxmute « Whois» — «cropuss Whois g nomena *.*y». Baagenern caii-
Ta yKa3aH B cTpoke «Org:». TaM ke ecTh pa3OUBKa MO MEPHOaaM.

Ucnonw3yiite mnouck B Google, Hampumep: site:mgma.com
inurl:members. Mgma.com — 3710 caiiT komnanum, npuaem URL-amgpec
COJIEPKUT CJIOBO «membersy.

3aiuTe Ha CAauT KOMIAaHuU B pazneibl «O Hacy wim «Komannay;
HaWIUTe CIHUCOK YYaCTHUKOB KaKOTO-HUOyAb mepomnpustus. Jlamee wc-
MOJIB3YWUTE collMaIbHbIEe ceT: B Twitter eCTh paCIIMPEHHbIN MOUCK; MOK-
HO HcnoJyib30BaTh cepBuc Foller; nnsa moucka B Facebook MokHO HCIOmb-
30BaTh cepBHC Inteltechniques, mo3BosIOMMI CKOHCTPYHPOBATh 3aIpoc.
Cnoucok nmouckoBbIX (popmynt coopan Ha caiite Plessas, ais moucka B VK
MOHO UCIIOJIb30BaTh calT Vkpt.

IlnaTtusie pecypebl. Komnanuwss Dun&Bradstreet (www.dnb.ru
1 www.dnb.com) pabotaet ¢ 1841 r. Dun&Bradstreet BBIXOIUT Ha KOH-
TaKT C M3y4aeMON KOMMIAHHEW W MPAMO MPOCHUT MPEAOCTaBUTH O cebe
nHpopmanuto. B ciydae oTkaza eil rOBOpST, UTO HENPEAbIBICHUE CBE-
JIEHUN — €€ 3aKOHHOE€ MPaBoO, OJIHAKO B TAKOM CJIy4yae B COOTBETCTBY-
romei rpade OyaeT caenaHa 3amuch 00 3TOM OTKase, 4To JJsi JH000TO
OpeanpuATHsS aBTOMAaTHYECKH O3HA4yaeT KaTacTpoduyeckoe TajeHue
JIOBEPHUS CO CTOPOHBI HHBECTOPOB.

OOparieHue K CIEIUaJbHBIM CEpBHCAaM ITO3BOJISIET MOJIy4aTh HWH-
dbopmanuio o npeanpusaTusax. Yacts 3Toil HHOOPMAITUK HAXOAUTCSA B CBO-
OO0JTHOM JIOCTYII€, YaCTh MPEJAOCTABIACTCS Ha IJIATHOM OCHOBE:
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— CaiThl, MOCBSAIICHHBIE BOIIpocaM O€30MacHOCTH: Www.oxpaha.ru,
www.it2b.ru, www.sec.ru 1 www.agentura.ru;

— MpPOBEpPKa JOMEHHOTO HMMEHHM C HUCHOJIb30BAHHUEM Pa3JIUUYHBIX
caiiToB (Hampumep, www.check.ru) mo3BojsieT yCTaHOBUTh, Ha Yb€ UM
U B KaKOW CTpaHe 3aperucTpUpOBaH CaiT, MHOT/A yKa3bIBAKOTCS TeJIe-
dbOH U agpec BlIajAesblia caTa;

— www.lin.ru — 3aKoHOIATENLCTBO M MHBECTHUIINH;

— www.valaam-info.ru  (BAJIAAM): cBenenuss u3 EI'PHOJI
u EI'PUII; yupenutenbckas IesSTeIbHOCTh HOPUAUYECKOro aulia; abdunn-
POBaHHBIC JIUIIA;

— www.cbr.ru — cait banka Poccum;

— www.spark.interfax.ru  (CITAPK): cBenenus wu3 EI'PIOJI
u EI'PUIT (cBenenust uz EI'PIOJI moctynHbl OecruiaTHO); OanaHChI; ap-
ouTpaxk; 0aHKpOTCTBa; HOBOCTH KommaHui. disclosure.interfax.ru: smu-
TEHTHI, appunrpoBaHHbIe JiHIa (OECIIaTHO);

— www.scrin.ru (CKPUH): cBenenusi 00 y4acTHMKaxX pbIHKA I[E€H-
HBIX OyMar, moJjiekaIiiue pacKpoITHio (OecIiaTHoO);

— www.disclosure.ru: cBeneHrs 00 ydyacTHHUKaX PhIHKA IEHHBIX OY-
Mar, mojiexKalme packpbITHIO (OECILIaTHO);

— www.nalog.ru — caiit ®HC Poccuu (¢ HEKOTOPBIX MMOP HA HEM
CTaJI0 BO3MOKHBIM YacTh MH(OPMALIUU MOJIy4aTh OE€CIIaTHO).

[Tone3nyo uHOpMaIIMIO TaKXke MOXKHO HallTh Ha caiitax CueTHOM
nanatel Poccun, Beiciiero ApoOurtpaxsoro cyna, denepanibHON peru-
CTPAILMOHHOM CIYyXO0bI, ba3bl ’MUTEHTOB AKIUOHEPHBIX MPEANPUATHH,
denepanbHON CyXObl MO (UHAHCOBBIM pPBIHKAM U Jp. AHAIWU3 3TOU
HH(pOPMAIIMU TO3BOJUT MOJYYUTh YCTAHOBOYHBIC JaHHBIC HA WHTEPe-
cyroliee opuandyeckoe nuio (nary, aapec peructpanuu, MTHH, OT'PH),
a MHOT/Ia JAHHBIE U O COCTaBE MPAaBIICHUS, PyKOBOJAUTENE, aKIIMOHEPAX,
rmaBHOM Oyxrantepe u np. Ilepexonm Ha MHOTHE W3 BBIIIEyKa3aHHBIX
OECIUIaTHBIX PECYpPCOB JJis YI00CTBa CIEIMAIMCTOB MPEIyCMOTPEH Ha
caiire http://ci-razvedka.narod.ru.

Bocnone3ynrecs «KeaTeiMu CTpaHULIAMKA) — CIIPABOYHUKOM KOM-
MaHUM, CTPYIITUPOBAHHBIX 10 BUJAM JICSITEILHOCTH, HATTPUMED,

[«OKeNIThIe CTpaHULb) €KaTepUHOYpr| WK

[TopTan ekatepuHOypr|.
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Tam xe MOxHO HaiiTu MHGOpPMAII0O 00 MHOCTPAHHBIX KOMITAHUSIX.
Kpome Toro, MoHO BOCITOJIb30BATHCS:

— www.companieshouse.gov.uk (Benukoopurtanusi);

— www.infoimprese.it (Utanus);

— www.kvk.nl (Hunepnaupi);

— www.justice.cz (Yexus);

— www.infogreffe.fr (Opanmus);

— www.ytj.f1 (OunnsiHansN).

Ha caiite http://ci-razvedka.narod.ru mpuBeseHbl CCBHIJIKHM Ha €BPO-
MEWCKUE TTOMCKOBBIEC PECYpPChl (HEKOTOPBIE U3 HUX UCMOJIb3YIOT COOCTBEH-
HbIE CKaHEephl JUIsl UHJCKCAIIMU TeMaTU4YeCKuX pasnuesioB MHTepHeTa, HO
JIENal0T 3TO MOJHEE, YeM YHUBEPCAIbHBIC TOMCKOBBIE CUCTEMBI).

Jns ynydiieHus: pe3yJibTaTOB MOUCKA MCMOJIB3YIOTCS CJIEIYIOIINE
METOJIbI:

— U3MEHEHHUE KPUTEPUEB MOUCKA;

— U3MEHEHHE PABOIKCAHUS U TPAMMATUKHY;

— TpaHCIUTEpaLUS;

— UCIOJIb30BAHUE CUHOHUMOB;

— TOUCK B KJIIIE;

— MOUCK B apXUBaX;

— nouck no URL;

— yceuenue URL no cismia;

— JIOMEHBI CalTOB.

[Touck  wunpopMammu o  nOpeanpuHuMarene 1no  D.UM.O.:
www.focus.kontur.ru.

Corpynanku @HC Poccuu ctanu akTUBHO MCMOJIB30BAaTh MPHU IPO-
Bepkax uHpopmaiuio M3 HMHTepHeTa: JaHHBIE C CAMTOB KOMMAHUM, HX
KOHTPAreHTOB, PECYpCOB MO MOKUCKY PadOThI, COLMAIbHBIX CETEH U T. II.
Cuauana muszyuvaercsa [P-agpec caiita Ha cepBucax bname.ru, pr-cy.ru win
ip-whois.net/website ip.php. I[IpoBepsercs, kakue emie caiTbl UMEIOT TOT
xe [P-aapec. CBenenust 06 o6mux [P-anpecax v o MpeKHUX BIAIACTb-
[[ax calTa UCMOJIb3YIOTCS Ui JOKa3aTeIbCTBA B3aUMO3aBUCHUMOCTH KOM-
MaHui. ITO MOBOJ, YTOOBI MEPECUUTATh HAJOTH MO CIOPHOM CIEIKE WU
B3bICKaTh HAJIOTOBBIE JOJITM C B3aMMO3aBHCUMOIO FOPUIAYECKOTO JIUIIA.
AKTHBHOCTh KOMITAaHUU B MHTEpHETE M MOCEIIAEMOCTh CailiTa COIMOCTaB-
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JSIOTCA ¢ (PUHAHCOBBIM PE3YJbTATOM KOMIaHuu. ExxeHeBHOE OOHOBIIE-
HHUE HOBOCTEH, COOOIIEHHU 00 yJAadHBIX IMPOEKTaX U OTPaKEHHUE B OTYETE
yOBITKOB — IOBOJI 3alI0I03PUTh KOMIAHUIO B 3aHMXKEHUM HAJIOTOB. OT-
MEUAIOTCS M HETaTUBHBIC OT3BIBBI HA CAiTEe, HAPUMED, O 3aBBIIICHUH IICH,
U OJHOBPEMEHHBIE YOBITKH B OTYETHOCTU. CBEICHUS O KOMIIAHUU, €€ PY-
KOBOJICTBE M KOHTaKTaxX cpaBHUBaKOTCS ¢ gaHHbIMU U3 EI'PIOJI. Hanuuue
aJpecoB JOMOJHUTEIBHBIX O(UCOB HA caliTe, IO KOTOPbIM KOMIIAHUS HE
3aperucTpupoBajga 000coOJIeHHbIE MOoApa3iesieHus, Ipo3uT mrpadamu. To
K€ KacaeTcsa BUJOB JIEATEIbHOCTH, HE yKazaHHbIX B EI'PHOJI, unu accop-
TUMEHTA, KOTOPOTO HET B yueTe. B KauecTBe J0KAa3aTeNIbCTB UCIOIb3YIOT-
Cs CKPMHIIIOTHI C callTa KOMOaHuu. MHTEepecyeT NMpOBEPAIONIMX U Pa3ei
BakaHCHIl. 3apruiaThl U3 OOBABJICHUNM COMOCTABISAIOTCS C OKJagaMH IO
IITAaTHOMY paclnucaHuio. bojee BbICOKHME OOCNaHMUs CBUIECTEIHCTBYIOT
0 3apIuiaTax B KOHBepTax. Pa3nen o mapTHepax UCIOJIb3yeTCs I J0Ka3a-
TEJIHCTBA UCKYCCTBEHHOTO YCIIOKHEHUS CXEMBI TTOCTABKH.

He Tonbko corpynauku OHC, HO 1 TpyIOBBIE UHCIIEKTOPHI, U IPY-
rUe CIEeIHAINCTHI U3y4aloT CAalThI MO MOUCKY PabOThI HA IPEAMET HECThI-
KOBKH MEXJy OOBSBICHUSIMHU O BAaKAaHCUSX M 3apIjlaTaMd B KOMIIaHUH.
Haubonee mnomymsapasie pecypebl:  https://hh.ru,  https://superjob.ru,
trudvsem.ru, rabota.ru, zarplata.ru. [IpoBepsercst nnpopmarus 0 BaKaHCHU-
X U B COLIMAIBHBIX CETSX, HampuMep, Ha https://vk.com/moscow rabota.
JlokazaTenbCTBOM CEpoil 3apIuiaThl OyJET CKPUHIIOT OOBSBICHUS C 00€-
naHueM 0oJiee BBICOKOTO OKJana. PeBU30phl MOTYT OOBUHHUTH KOMITAHUIO
B 3aHWKEHUM 0a3bl MO CTPAXOBBIM B3HOCAM M HEMOJHOM YIEpXKAHUU
HJIDJI, a pusndeckoe JIUIO — B COKPHITUU 10X0A0B. Cyabl MPUHUMAIOT
TaKue J0Ka3aTeabCTBA U MOIAEPKUBAIOT JOHAUYHUCIEHHUS (ITOCTAHOBIICHUE
ApbOutpaxnoro cyaa 3anagHo-Cubupckoro okpyra ot 07.10.2015 no neny
No A27-3089/2015)1. Ha calitax ¢ oT3pIBaMU TPOBEPSIONIUX UHTEPECYET
HeraTuBHas MH(OpPMAIUS 0 KOMIIAHUH, IPUYEM HE TOJIBKO KakK O MPOJIaBIE
WJIM TIOKyTIaTelie, HO €Ile M Kak o paboTtojarene (Hampumep, TO, YTO KITH-
€HTaM He BBIJIAIOT JIOKYMEHTHI, 3aHMUKAIOT 1IEHBI, HE MTPOOMBAIOT KACCOBBIC

' Tlocranosnemue ApGurpaxsoro cyaa 3amagHo-CHOMPCKOro  OKpyra

o1 07.10.2015 mo memy Ne A27-3089/2015 // CyneOHble U HOPMATHUBHBIC AKTHI
Poccuiickoit ®eneparuu. URL: https://sudact.ru/arbitral/doc/81IIKPhSvRKdJ/ (na-
Ta obpamenus: 12.01.2023).
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YEeKH, a COTPYTHUKH MOTYUYar0T cepylo 3apiuiaTy). TpyaoBbie HHCIIEKTOPHI
HIIYT KOMMEHTApHUH O 3aJIepKKax I10 3apIiuiare, pabore 6e3 ohopmieHus u
IpYTUX HAPYIICHUSX MTpaB paOOTHHUKOB.

PeBu30phI M3ydarOT OT3LIBBI M O KOHTpAareHTax KommnaHuu. EauHny-
HBIC OT3BIBBI YKa3bIBAIOT, YTO MApTHEP — «OJHOJHEBKa». Toraa oHM Mo-
I'YT CHATh PAcXOJbl U BBIUETHI MO cAenke. Korma ects U apyrue npu3Haku
He0IaroHaIe’)KHOCTH, CYAbl MOJJACPKUBAIOT HHCIIEKTOPOB (ITOCTAHOBIIC-
Hust JleBsitoro apOuTpaxxHoro ameiisimoHHoro cyaa ot 24.08.2017
o ety Ne A40-16084/17", ot 29.12.2016 no meny Ne A40-99755/16” u ot
19.02.2015 o ey Ne A40-128809/14°).

Bonpimas 6a3a oT36IBOB JocTyHA Ha «[ 1aBHOM hopyMe moTpeOuTe-
aert Poccum» (forum.ozpp.ru). OT36IBBEI 0 pabOTOAATEISIX IO BCEM PETHO-
HaM €CThb Ha caiitax orabote.top, antijob.net, pravda-sotrudnikov.ru u np.
Ha caiite orabote.top Takxke pa3MelieHbl PEUTUHTH paboToaaTeseH,
HarpuMmep, «Cyma HY Xaapl» — cCaMble HU3KOPEHTHHTOBBIC KOMIIAHUH,
«Tyna xanpl» — caMble PEUTHHIOBbIE KOMIAHUU, «Bbl momynspHbD —
camble IpocMaTpuBaeMbie KOMIMaHuu. CKPUHIIOTHI C TOJTOOHBIX CAUTOB HE
JIOKa3bIBAIOT HAJIOTOBBIC HAPYIICHHS, HO MOTYT CTaTh MOBOJIOM i O0Jee
AeTanbHOW TmpoBepku. Ecin aBTOpa OT3hIBA MOKHO HIECHTU(DHUITUPOBATH,
HAJIOTOBUKH BIIPaBE JOMPOCUTH €T0 KaK CBUIETENS U UCIIOJIH30BATh MOJTY-
yeHHbIe nokazanus B cyne (nm. 12 m. 1 ct. 31 u cr. 90 Hanorosoro kojiek-
ca Poccuiickoit CI)C,Z[CpaHI/II/I4).

WHCTIeKTOphl  HCTONB3YIOT — COIMAJIBHBIE CETH, 4YTOOBl HAWTH
U omtpadoBaTh HE3aPETUCTPUPOBAHHBIX MPEANIPUHUMATENCH, O YeM Tpe-

' Mocranosnenne Apburpaxuoro cyna 3amagHo-Cubupcekoro okpyra ot 07.10.2015
o aemy Ne A27-3089/2015 // CyneOubie u HopMmaTHBHBIE akThl Poccuiickoit dene-
pauunu. URL: https://sudact.ru/arbitral/doc/Ya9SW1YdmR1q/ (mara oGpamenus:
12.01.2023).

? TloctanoByeHHe ApOuTpaxHOro cyna 3anaaHo-Cubupckoro okpyra ot 07.10.2015
no aeny Ne A27-3089/2015 // CyneOnble u HOpMaTHBHBIE akThl Poccuiickoit dexe-
pauun. URL: https://sudact.ru/arbitral/doc/8FdcQTIK6e1S/ (mata oOparieHus:
12.01.2023).

> TlocraHoBieHre ApOuTpaxkHoro cyaa 3anaaHo-Cuéupckoro okpyra ot 07.10.2015
no ey Ne A27-3089/2015 // Cynebublie u HopMaTUBHBIE akThl Poccuiickoit depe-
paruu. URL: https://sudact.ru/arbitral/case/iacvCEzfKQJX/ (mara oOparmieHus:
12.01.2023).

4 Hasntorossrit kozekce Poccuiickoit @exeparmu ot 31.07.1998 Ne 146-D3.
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nynpexaatt camu, Hanpumep, YPHC Poccun no MypmaHckoil obactu
(URL: nalog.ru/rn51/news/activities fts/6984434/). Ilpuznakamu HapyiIie-
HUW SIBJISIIOTCSL pEeKJaMa yCIyr, NPOJIBUXKEHHUE TOBApOB U JAp. Takyro MH-
dbopmalnio U3 COIUATIBLHBIX CETEH CyJlbl MPUHUMAIOT KaK J0Ka3aTeIbCTBO
HapylleHus (mocraHoBjaeHHe ApoOutpaxkHoro cyaa Cepepo-3arajaHoro
okpyra ot 02.12.2014 o neny Ne A05-808/2014"). Tly6aukammu B WH-
TEpHETE MOXHO HaWTH 4epe3 cepBUCHl google.com/alerts?hl=ru,
sitesputnik.ru, iqbuzz.pro, youscan.io u ap. HekoTopsie n3 mogo0HbBIX pe-
CYpCOB IIJIaTHBIE.

EcTb caiiThl, garomue JI0CTyl K 0OBSBICHUSIM AVito 110 HOMEPY Telle-
¢dona. [To HUIM MOXHO COCTAaBUTH IPEICTABICHUE O MECTE JKUTEIHCTBA Ue-
JIOBEKA, a MHOTJIa U O €ro JI0XOJE, HallpuMep, €CIu OH MpoAall KBapTUPY.
Caiit mirror.bullshit.agency Beinaet crapbie 00bABICHUS Ha caiiTe Avito.

Cuurtaercs, 4TO MPU HCMOJb30BAHUU TOUCKOBBIX CHCTEM MOXHO
HalTH TONbKO 25 % HeoOxomumon mHbpopmamnuu. Octanbhbie 75 % co-
Jepkarcs B Tak HasbiBaeMoM Deep Web, KOTOpBI HE MHAEKCHUPYETCS.
JloObiBanue »Toit mHpopManuu TpedyeT YpOBHS MPOJBUHYTOIO MOJb30Ba-
tensa. Pecypc OSINT Framework comepXHUT CChUIKM Ha KOJUIEKIIMIO pe-
CYpCOB /I KOMITBIOTEPHOH pa3Beaku — OT coopa aapecoB E-mail no mo-
MCKa B COLIMAJIBHBIX CETSAX U JapKHETE.

B03MOXXHO MpUMEHEHUE UHCTPYMEHTOB JIJIs1 TOMCKA MOIKIIOUYEHHBIX
K IHTepHETYy yCTpOWCTB, HampuMmep, 4Yepe3 NouckoByro cucteMy Shodan,
KOTOpasi MO3BOJISIET MPOBECTH KAYECTBEHHYIO AHAJUTHUKY [0 BOMPOCAM
0€30IacHOCTH, MPOBEPUTH YSA3BUMBIE MECTa KOHKPETHOW Ieiau (OTKpHI-
TOCTb JINYHBIX JAHHBIX, JOCTYIHOUN napoJieil u noptos, IP u T. 1.).

J1i1s1 mpoBeeHNsT KOMIIBIOTEPHOW pa3BEIKU CYIIECTBYET MHOTO pe-
CypcoB (OOJILBIIMHCTBO W3 HUX AHIJIOS3BIYHBIC, HEKOTOPHIC IJIATHBIC, a
HEKOTOphIE CYILIECTBYIOT MeHee ronaa). Hampumep: https://pipl.com,
https://www.spokeo.com, https://thatsthem.com, https://www.beenverified.com,
https://www fastpeoplesearch.com, https://www.truepeoplesearch.com,
https://www.familytreenow.com, http://www.pipl.com,  http://ark.com,
http://waatp.com, http://findpeopleonplus.com, http://fotki.yandex.ru,
http://www.poiski.ru, http://zopeo.com, http://www.spokeo.com,

CyneOnbie u HOPMAaTUBHBIE AKThI Poccuiickon denepaunu.
URL:https://sudact.ru/arbitral/doc/xx90vzqY QSmw/ (nata obpamenus: 12.01.2023).
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http://www.cvgadget.com, http://ru.kgbpeople.com, http://trap.it,
http://yoname.com, http://www.tweenme.net/login.php, http://www.picslikethat.com,
http://www.googleimageslideshow.com, http://www.facesaerch.com. Pyc-
CKOSI3BIYHBIX OECIUIaTHBIX CAaUTOB, KOTOPBIE CYIIECTBYIOT 00Jiee rojia, He TaK
MHOT0, Hanpumep, https://people.yandex.ru.

Coop uHdopmaly Yyepe3 METAOMCKOBYIO CUCTEMY Searx, MO3BOJIS-
IOIIYI0 COOMPATH JAHHBIE AHOHUMHO U3 OoJiee yeM 70 OMCKOBBIX CEPBUCOB.

OTtcnexxuBaHue MECTOIOJIOKEHHS 4elloBeKa IMo ero dororpadusam
B COIIMAJILHBIX CETSIX, HampuMmep, yepe3 cepBuc GeoCreepy.

CepBuc Metagoofil ucnonap3yer nouckoByrw cuctemy Google ajs
u3BjIeUeHUs obmenocTynHbix dainon .pdf, .doc, .ppt u .xIs U3 3aganHoO-
ro J0MEHa.

Bo3moxxno npumenenne Open Source Intelligence Browser Exten-
sion; uzyudenue ciyxk6 DNS, nomenoB, noamomeHoB u IP-aapecos; mpu-
MeHeHue uHbIX nHeTpymeHnToB Kali Tools.

Meron noucka ot E.JI. FOmyka.

1. IleperinnTe Ha CAUT HHTEPECYIOLIEN OPTaHU3ALIHH.

2. [lonyuure agpec a1000T0 M300paKEHUS C ITOTO CalTa.

3. YKopoTHUTE €ro /10 MOCIAETHErO CIAIIIA CIpaBa.

Eciu niepeit 110 noay4eHHOM CChUIKE, MOSIBUTCS 3aIpOC M0 aBTOPU-
3auu. A eclii BBECTH 3Ty cChUIKy Ha pecypce Web ThumbnailExpert, 3a-
MPOC HE MOSIBUTCH.

Yatedo.com — pecypc 1o NOUCKY Jt0Jieid, B Tpoduiie KOTOPBIX yKa-
3aHO HA3BAHWE HMHTEPECYIOUIEH KOMMaHuu. Hampumep, nmpu MoucCKe Io
«romunus Heto-Fopka» BbI MOTy4UTe 3HAYUTENIBHOE KOJINYECTBO PE3Yilb-
TatoB, 0k0J10 20 % 13 KOTOphIX OYIyT coliepxkath (OTO. A MPHU MOUCKE T10
«aBuakoMmmanus Transaero» goto Oyzaet yxe B 60 % Bbigauu.

2.6. Hexoropsbie MeTOaAbI MOMCKA MHPOPMALIUU

bpay3ep coxpaHseT B maMsATH Ballld 3alpOChl, YTO MO3BOJIAET pado-
TaTh ObicTpee. CoxpaHeHue Takxke padoTaeT u ¢ aapecamu E-mail, u ¢ na-
possimu. B HacTpoiikax Opaysepa 3T JaHHBIE JOOCTYNHBL JlocTym
B Google Chrome: Hactpoiika — ABtozanonnenue — Ilaponu; B Mozilla
Firefox: Hacrtpoiiku — KonduneniuansHocts u 6e3omnacHocts — Jloru-
HBI 1 Taposu — CoXpaHEHHBIE JIOTHHBI.
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[IpocMOTp caiiTOB, OTKPHIBABIIUXCSI HA TIEPCOHATBHOM KOMITBIOTE-
pe Tmocie yaaJleHHsi HCTOpPUU MpPOocMOTpa (OomepanuoHHas CcucTeMa
Windows), He3aBUCUMO OT TOTrO, ObLI MCIIOJL30BaH IPUBATHBIN CEaHC
MPOCMOTpa WJIN HET:

1. «BoimonauTh» (Win + R wnn «Ilyck» — «BbIIOIHUTDHY).

2. BBogum cmd u Haxkumaem Enter.

3. B xomangHo# ctpoke BBoauM: ipconfig/displaydns, Enter.

Ha 3KxpaH BBIBEAETCS CITUCOK MOCENIEHHBIX CAUTOB.

MOXHO TakXe CcIenaTb BOCCTAHOBJIEHWE CHUCTEMbI U3 KOIUU WIIU
CUHXPOHM3AIMU JAHHBIX Opay3epa ¢ 00J1auHbIM CEPBHUCOM.

Cepeuc Google Alerts (tTpeBora): https://www.google.ru/alerts# mo3-
BOJISIET y3HaTh, YTO Bac KTo-To uileT B MuTepHere. [nsa noctyna k 00Jb-
meMy KoJndecTBy (QyHKIuM 3aBeauTe akkayHT Ha Gmail. O6paTuTe BHU-
MaHHME, YTO HEKOTOPHIE 3aMpPOChl B KaBbIUKAaX, a JPyrHe — HET. «SIH-
nexkc.Menuana» — 310 ananor Google Alert nyst morickoBuKa «SIHIEKCAY.

Kak mocmotpets mapoas oT Wi-Fi 8 Windows:

1. Haxxmute npaBoit kHonkoi 1o «Ilycky» u BwiOepute «CeTeBbie
MOKJTFOUECHUS.

2. llanee 3anaute B «HacTpolika mapamMeTpoB ajanrtepa.

3. Tam HaiiauTe cBOI agamnTep OecpoBOIHOM ceTu: «becmpoBogHas
ceTb» unu Wireless B onvcanuu ajganrepa.

4. HaxxmuTe Ha HEro npaBoil KHOMKOM U BbIOepUTe «COCTOSTHUE.

5. 3alinute B «CBoiicTBa O€CIIPOBOAHOM CETH».

6. 3aiiquTe BO BTOPYIO BKJIAJIKYy: «be3omacHOCThY.

7. B nmynkte «OTtoOpakaTh BBOJAMMBIC 3HAKW» TOCTABbTE TallOUKy
U 4yTh BBIIIE BBl YBUAUTE TIaposib oT Wi-Fi.

Peructpaius B cepBrcax OCYIIECTBISAETCS MO MUCbMaM CO CXOXXUM
odopmieHrueM u cosepkanueM. [loaTomy pu BBOJE MOUCKOBOIO 3ampoca
subject: verify oTtoOpa3sTcs Bce MHUChbMa, B TEME KOTOPBIX BCTpPEYACTCS
cioBo verify.

OcHOBHBIE CITOCOOBI B3JIOMa naponeﬁlz

— BruteForce naposist — nepe0op BCEBO3MOXKHBIX KOMOUHAIIMA.\;

' URL: https://tproger.ru/articles/vzlom-wi-fi-sposoby-i-programmy/ (zata oGparue-
Hus 07.02.2023).
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— 3noM WPS (Wi-Fi Protectes Setup) — moabop maposs u3z 8
uudp UM B3JIOM CTaHIAPTHBIX 3aBOJCKUX PIN-KOIOB M3 mpuioxeHUn
0a3 JaHHbBIX;

— OeCIpoBOHBIE aaNTEPhl, AKTyaJIbHbIA CIUCOK KOTOPBIX MOKHO
mocMoTpeTh Ha https://hackware.ru/?p=6780;

— (UIIUHT — METOJ, IPU KOTOPOM JAHHBIEC JJIsl BXOJa MOJIb30Ba-
T€JIb BHOCUT CaM; 3TO MOKHO PEain30BaTh CAMOCTOSATEIHLHO JTUOO C MO-
MOIIBIO MIPUJIOKEHUS TUTS B3JIOMa Wi-Fi Wifiphisher:
https://github.com/wifiphisher/wifiphisher;

— B3JIOM poyTepa (cpaboTaeT, €ciu Bbl MOXKETE IOJKIHUYUTHCS
Kk Wi-Fi o npoBoay unu 3Haete BHemHuiul IP-aapec; B »3ToM ciydae
MO>KHO TIOTBITAThCSI MOA00PaTh JOTHUH M MapoJib K pOyTepy; 4acTO OHU
OCTalTCA 3aBOACKUMHU 10 Tuly admin/admin; napons xe ot Wi-Fi Oy-
JIeT JIe)KaTh B HACTPOMKAX).

Kali Linux u B3som Wi-Fi. Kali Linux coaepxut 6osee 300 ytu-
JUT JJI1 TECTUPOBAHUS MH(OPMAIIMOHHOW OE€30MaCHOCTU, HEKOTOPBIE M3
HUX TyOonupyroTca. Bo3mokHa yCTaHOBKAa M CTOPOHHETO MPOrPaMMHOIO
obecrieuennss s B3moma  Wi-Fi.  Ilogpob6uee o Kali Linux:
https://www.youtube.com/watch?v=T0qeXWqOuFk&t=17s.

Jlst monmydeHust root-npaB MPOMUIITUTE B KOMAaHIHOU cTpoke: sudo
passwd u 3amaiiTe mapoJib. 3aTeM Iepe3arpy3uTe KOMIIbIOTEp U 3alauTe
MO/ JIOTUHOM T00t, UTOOBI B JaJIbHEUIIIEM HE MPUIUCHIBATh K KaXI0M KO-
Manze sudo.

OOHOBUTE onepalMOHHYI0 cucTeMy: apt update && apt upgrade —y.

YcranoBute cucteMy KOHTpoJia Bepcuid Git: apt install git —y.

Takke COBETYIOT YCTaHOBUT:

— Atom — TEKCTOBBIH pEAAKTOp I pabOThl C  KOJIOM:
https://github.com/atom/atom/releases;
— Double Commander — anamor Total Commander mas Linux

¢ OOJBIIUM KOJIMYECTBOM IMOJE3HBIX (QYHKITUH;

— Filezilla — nys pa6ote ¢ FTP, SFTP, u FTPS;

— Network Manager OpenVPN — rpaduueckuii unrepdeiic mis
HacTpouiku VPN;
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— Tor Browser isyuimie ckadaTb C O(QUUIHAIBHOTO caifTa:
https://www.torproject.org/; nob6aBpTe peno3uropuu Tor Project B criucok
APT, 3arpy3urte K04 MOJNKUCH MMakeTa U umnoptupyure B APT-kirou.

[Ton Kali Linux peKkoMeHIyIOT Takke MporpaMMHOE oOecrieueHue
Airgeddon, He TpeOyrolee crielMaibHbIX HABBIKOB.

bosnee cnokHble MHCTPYMEHTBI B paMKax JAHHOrO Y4e€OHOro moco-
Oust HE pacCMaTPUBAIOTCS:

— Fern Wi-Fi1 Wireless Cracker — OecrmatHoe nmporpaMMHoOe oOec-
MEYCHUE JIJIsI ayIUuTa OCCIIPOBOHBIX CETEH;

— WepDecrypt — OecmiaTHO€ NpOrpaMMHOE oOOecCIeueHue s
B3JIOMa CETEH, 3alUIIECHHBIX MPOTOKOJIOM WEP;

—Wifiphisher coznaer danpmuByio Touky gocryna Wi-Fi u npeno-
CTaBJISIET €€ MOJIb30BATEII0 BMECTO OPUTHHAIILHOM;

— Infernal Twin Takxe co3gaer gaipuBy0 TOUKy goctyna Wi-Fi;
MIPOTOAMMHOE 00ECIICUCHUE UCTIONb3YETCS I KPaXKu maposei, puimHra,
nepexsara Tpaduka;

— Aircrack-ng mo3BoJISIET OCYIIECTBIATh MEpPEXBaT MaKETOB B Oec-
MPOBOJHOM CETH, UX aHAINU3 U PACIIU(POBKY; MOAXOAUT ISl MOJKIIFOYE-
Hus Kk Wi-Fi ¢ 3ammuroii B Bune WEP nnn WPA mmdpoBanus;

— CommView for Wi-Fi — mporpamMmmHoe obecrieueHue Ay MOHU-
TOPUHIa U aHAJIN3a JaHHBIX B ceTsax cranaaptoB 802.11 a/b/g/n/ac/ax; no-
CJI€ 3axBaTa MakeTOB MPOrpaMMHOE 00ecredeHrne 0TOOPAKAET CIIUCOK TO-
YeK JOCTyIa, y3J0B, YPOBHU CHUTHajla W APYryl0 HHPOPMALHIO; MPO-
rpaMMHOE oOecrieueHue coaepKuT Moayib VolP, koropseiii pabortaer
¢ rosiocoBbIMH cooOmenusimu SIP n H.323.

[lepeunciienHbie criOCOObI OBLIIM OPUEHTHUPOBAHBI HA TIEPCOHAIBHBIN
komnbroTep. Hemocrtatok cMaproHa — €ro MeHblliasi BBIYUCIUTEIbHAS
MOIIIHOCTh, KOTOPOM MOXKET HE XBAaTUTh, Hanmpumep, 1iua BruteForce, HO
B310oM Wi-Fi Bo3aMokeH, Hanpumep, https://tproger.ru/articles/6-hakerskih-
programm-dlja-android-kak-ispolzujut-vash-wi-f1/).

Ecau ayxoii cmapTdoH oKazajics y Bac B pykax (Hampumep, OObEKT
CIIUT WX OTJIYYWJICS), HEOOXOAMMO 3HATh TMApOJh I Pa30JIOKUPOBKHU
AKpaHa M, BO3MOkHO, HoMep Apple ID:
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1. Haliiute quanor B CIIMCKE YaTOB, «CBAUITHUTE» MO HEMY BJIEBO, BbI-
Oepute «IKCHOPT YaTa» U OTMPABbLTE €0, HAPUMEP, HA CBOIO TMOYTY. ITO
M3MEHEHUE, a TAKXKE JlaTa ero coBeplieHus otoopasutcs B Hactpoiikax.

2. 3aiigute B WhatsApp B 4aT ¢ caMuM CcOOOM, HaXXMHUTE Ha «+»
B JIEBOM HIDKHEM YTy, BeiOepuTe «MectononoxeHue» u «JlenuThes reo-
TaHHBIMUY. Bpems, B TeueHre KOTOPOro OyAET NOCTYIMHA aKTyajbHas JIO-
KallMsl MOJIb30BaTENsI, MOYKHO HACTPOUTH OT 15 MuH 110 & u.

3. Bcro wuHdpopmamuoo co cMmapT@oHa MOXKHO CKOIHUPOBATH:
Hactpoiiku — AkkayHT — M3MeHUTh HOMEp. YKaXHUTE APYrOv HOMED.
Ha Hero mpuaeT Ko MOATBEPKICHUS, a BCA UH(MOpPMALIUS BMECTE C TPYII-
namu, MenuadaniaMu 1 MHOTUM JAPYTUM COXPAHUTCS B IPUIIOKEHUU.

4. bnarogapsi GyHKIIMU PE3EPBHOIO KOMUPOBAHHUSA, KOTOpas ycTa-
HOBJICHA 110 YMOJIYAaHUIO, BO3MOXKHO ynanuth WhatsApp, nepeycTaHOBUTh
€ro 1 yBUJIETh apXUB YaTa C yIaJICHHBIMUA COOOIICHUSIMU.

5. Tlporpammuoe obGecrmeuenne VkurSe (https://vkurl.se/): 3ammch
ayauo U BHJECO; KOHTPOJIb NEPENUCKU B conMaibHbIX ceTsax U CMC; KOH-
TPOJIb MECTOHAXOXXJACHUSA, yJajeHHAas OJOKUPOBKA cMapTQoHa; OJIOKHU-
pPOBKa BBIOpAHHBIX MPWIOKEHUHN; CHATHE CKPUHIIIOTOB; aBTOMAaTHYECKas
OTITPaBKa JAaHHBIX HA JIEKTPOHHYIO MOYTY.

6. IIpu ycTaHOBKE MPOrpaMMHOTO OOECTICUEHUS: 3apETUCTPUPYHUTECH
B BELIODAHHOM CEpPBHCE M OIUIATUTE €r0 HMCIOJb30BaHHUE; Pa3peIlnTe ycTa-
HOBKY IIPOTrPaMMHOTO OOECTICUCHUsI U3 HEMPOBEPEHHBIX UCTOYHUKOB; BBbI-
MOJIHUTE HACTPOWKH MPOTPAMMHOI0 00€CTICUEHHUs;, HEe TPOralTe HaCTPOUKH,
Ha3HAaYEHHE KOTOPBIX BaM HEIMOHSATHO; HE BKJIIOYANTE HEHY)KHbIC (PYHKIIWH,
3arpy’karoliue IMpoleccop U yBeIMuUMBarolue Tpaduk; 3apaHee co3IanTe
aKKayHT Jis nojydeHus uHbopmaruu. [locne 3aBepIiieHus: yCTaHOBKU TO-
YUCTUTE UCTOPHIO Opay3epa U yIaauTe YCTAaHOBOYHBIM MaKET.

YtoObl HANTH JIOACH, HAXOIAIIUXCS TMOOIU30CTH, BOCIOJIB3YHTECH
B Telegram ¢yunkuuent «Jlrogu psaom», TOCTyIHOM TOJBKO B MOOMJIBHOM
Bepcuu: Ilepeiiqute B npuiioxkenue Telegram — HaxXxMuTe Ha TPU TOPHU-
30HTAJIbHBIE YEPTOYKH B JIEBOM BEPXHEM YINIy —> MEPEUIUTE B IMYHKT
«JIrogu psgom». OToOpaszsaTcs KoHTakThl Telegram, Haxoasuecs mooIu-
30CTH, a TaK)K€ BCE JIOKAJbHBIC YaThl, KOTOPhIC OBLIM CO3JaHBI B paguyce
6 kM. ['pynnbl paHXUPYIOTCS MO KOJIUYECTBY YYACTHUKOB B 3aBUCHUMOCTH
OT YyJAJE€HHOCTU OT Bac. EciM KOHTaKT OTOOpa3uTCs B CIMCKE, B 4aTe
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MO>XHO HauaTh aHOHUMHOE o011ieHue. Bam HoMmep TenedoHa OCTaHEeTC sl aHO-
HUMHBIM, TIOKa Bbl HE JJOOABUTE YEJIOBEKA B CIHMCOK CBOMX KOHTakTOB. I1o
YMOJIYAHUIO AaHHas (PYHKIMA OTKIro4YeHa. J[jisi Toro 4troObl camomy IO-
MacTh B CUCOK «JItou psimom», HAKMUTE Ha Haamuch «lloka3piBaTh MEHs
3nech». B BaieM tenedoHe nomkHA OBITh aKTHBHA (DYHKIIMS T€OJIOKALIUH,
aB HAcTpoMKaxX KOH(PUACHIMAIBHOCTU mpuioxkeHus Telegram 0MKHO
OBITh YKa3aHO, 4TO (oTorpaduu MOryT IPOCMATPUBATh BCE KOHTAKTHI.

EcTh HECKOJIBKO CIOCOOOB COBEPIIIEHUSI 3BOHKOB C IMOJMEHON HOMEpa:

— JUIs1 3BOHKA 4epe3 Opaysep MOHaA005aTCs HAYIIHUKH ¢ MUKPO(dO-
HOM; CTOUMOCTb 3BOHKa — OT 1 py0./MuUH.;

— JIJIsI 3BOHKA 4Yepe3 MOOWJIbHBINA TelePOoH HYXHO yKa3aTb OCHOB-
HOM HOMEp; CTOMMOCTb 3BOHKa — OT 3—4 py0./MHH.;

— nporpamMmmHoe obecrieuenune SIP-System 115 3alUIIEHHBIX 3BOH-
koB 1 CMC ¢ nmogMeHoi HoMepa; aMUHUCTpAIUs TPUIOKEHUS HE 3aIlu-
CBhIBAET JIOTHM 3BOHKOB; CTOMMOCTbH OJTHOT'O aKKayHTa ¢ MOJAMEHON HOMepa
tenedpora — 690 pyo.;

— cepBuc smska.us.

Metoabl BeieHUs] KOMIIBIOTEPHOW Pa3BEKH, METOJAUKH U TEXHOJIO-
MU €€ MPOBEJICHUSI BECbMa OJM3KH K HUCIOJb3YEMBIM B TPAJULIMOHHOMN
pa3BeIbIBATENBHON AEATEIbHOCTH. [[pUMeHEeHe KOMIIbIOTEPHOU pa3Be-
K1 00€CTICYMBAET:

— HAOMIOJICHUE 3a pemnyTalueld KOMIaHUuM U (GOPMHUPOBAHUE €€
UMUK,

— OTCJIC)KMBAHUE KOHKYPEHTOB, TEXHOJOTUI UJIU PHIHKOB COBITA;

— BBISIBJICHUE BO3MOYHBIX CIUSHHUI U TOTJIONIECHHUIA;

— OLIEHKY MOTEHIUAIbHBIX PUCKOB MTPY WHBECTULIUSX;

— BBISIBJICHUE KaHAJIOB YTEUKU UH(OpMaIUHU.

Meccenmxep Telegram 12.03.2021 no tpeboBanuto PockomHuanzopa
3abnokupoBan 00t «I'ma3 bora» (@EyeOfGodOnionBot), koTopselil 3aHU-
MaJjics TOMCKOM MHGOpPMAIIMK O JIIOAMX, oOpaliasch Kk 6azam JaHHBIX. J{Jis
noucka napopmanuu «I a3 bora» ucnonb30Ban Kak OTKPBIThIE Oa3bl TaH-
HBIX, TaK W 0a3bl JaHHBIX, He3akOHHO Tomnasiiue B Ceth. Ero moamucuu-
KaMu SIBJISUIOCH OKOJIO 5 MJIH moJib3oBateneit. Co3maTenu cepBrca Ha3bl-
BAIOT €r0 NMOMCKOBOW CUCTEMOW W 3asIBJISIOT, UTO JIJISI €r0 UCTHOJIb30BAHUS
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KaXKJIbIi 10JIb30BaTENIb 00s3aH UMETh corjlacue Ha 00pabOoTKy MepCOHaIb-
HBIX JIAHHBIX OT JIMIIA, YbH TAHHBIE OH COOMPAETCS UCKATh.

CepBucslt ®MC MB/ Poccun:

— IIpoBepka 1O CHUCKY HEAEUCTBUTEIIBHBIX POCCUUMCKUX IMACIOP-
toB: URL: http://services.fms.gov.ru/info-service.htm?s1d=2000 http://xn--
blafk4adede.xn--blab2a0a.xn--blaew.xn--plai/info-service.htm?sid=200;

— MPOBEpPKAa HEJCUCTBUTENIBHBIX 3arpaHUYHBIX MACIOPTOB CTAPOIO
obOpasna cpokom aeictBus 5 netT: https://xn--blagjhrthd.xn--blab2a0a.xn-
-blaew.xn--plai/services/invalidpass;

— IPOBEpPKA COOTBETCTBUSI JOKYMEHTa M ajpeca pPEerucTpaluu:
http://xn--blatk4adede.xn--blab2a0a.xn--blaew.xn--plai/info-
service.htm?s1d=2160;

— IPOBEpKa JECUCTBUTEIILHOCTH pa3pelieHnii Ha paboTy U MAaTEHTOB
Ha OCYIIECTBJICHUE TPYJOBOU JAEATEIHBHOCTH MHOCTPAHHBIMU TPaXKJaHAMU
u gunamMu 0e3 rpaxkpaHcTBa: http://xn--blafk4adede.xn--blab2a0a.xn--
blaew.xn--plai/info-service.htm?sid=2060;

— IPOBEPKA JCUCTBUTEIBLHOCTH MPUTIIAIIEHNN HA Bbe3d B Poccuii-
ckyto denepanuio MHOCTPAHHBIX TpPaKJaH W JHI[ 0€3 TpaKIaHCTBA:
http://xn--blafk4ade4e.xn--blab2a0a.xn--blaew.xn--plai/info-
service.htm?s1d=2061;

— MpOBEpKa HAJIMYMUS OCHOBAHWM HJi HEpas3pelieHUs] Bbhe3Ja Ha
Teppuropuro Poccuiickon @enepauiii HHOCTPAHHBIM I'PAXKIaHaM U JIALIAM
0e3 rpaxnancrtBa no auauu MBJI Poccum: http://xn--blafk4adede.xn--
blab2a0a.xn--blaew.xn--plai/info-service.htm?sid=3000.

CepBucst @®CCII Poccun:

— 0aHK TAHHBIX HCIIOJIHUTETbHBIX MPOU3BOJICTB:
https://fssp.gov.ru/iss/ip/;

— PO3BICK IO HCIIOJHUTEIBHBIM TPOW3BOJICTBAM, HAlpuMeEp, 3a He-
yIuIaTy aliMeHTOB: https://fssp.gov.ru/iss/suspect info/ https:/fssprus.ru/ iss/ip;

— IpoBepKa 3ampera Ha Bwle3n u3 Poccuiickon depepauuu:
https://fssprus.net/proverit-zapret-na-vyezd-za-granitsu;

— IIpOBEpKa 3arpera Ha Bele3n u3 Poccuiickon dexepaunu no Ho-
Mepy UCIIOJIHUTEIBHOTO MPou3BoACcTBa: https://pikabu.ru/story/.
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CepBucst ®HC Poccun:

— ceppuc ®HC Poccuu: https://service.nalog.ru/regmon/sign-in.html;

— MPOBEPKa UHIMBUAYAIbHBIX MIpeanpuauMaTteneit: https:/pb.nalog.ru/;

— CEpBUC OIIpEACIICHUSA NHH buznyecKux JIALL;
https://service.nalog.ru/inn.do;

— BBISICHEHUE, 3a0JIOKUPOBAHBI U 0AHKOBCKHE CUETa HOPUIMYECKO-
ro auna WIIn WHIMBHUTYaJILHOTO peANpPUHAMATES:
https://service.nalog.ru/bi.do;

— BO3MOXHOCTh Y3HATh HE TOJIHKO CBOIO 3aJ[0JKEHHOCTb, HO M APY-
rux  ¢usnueckux  Jui, Tpaxman  Poccuiickoit = Denepanuu:
https://service.nalog.ru/debt/;

— MpoBEpKa OpPTaHW3alUA W MHAUBUIYAIbHBIX IPEANpPHHUMATEICH
Ha Hajguyue KoMmmopomeTrupytome wuHbopmanuu: https://pb.nalog.ru/
index.html?&t=1607677244355;

— MOUCK  (UHAHCOBOM  OTYETHOCTH POCCHMCKUX  KOMITAaHHI:
https://bo.nalog.ru/;

— OecCIUIaTHBIA CEPBUC, KOTOPHIA MOMOTAET y3HATh, 3aPETrUCTPHUPO-
BaH JIM YEJOBEK KaK IJIATENBIIMK Hajora Ha mpo(eCCHOHAIBbHBIA JOXOJ
(camozansaTeiii): https://npd.nalog.ru/check-status/;

— nonydeHue BbIMUCKU U3 EI'PH 00 OCHOBHBIX XapaKTepUCTHKAX
Y 3apETUCTPUPOBAHHBIX IMIpaBax Ha OOBEKT HEJABMXKUMOCTU (IMIOHAJAOOUTCS
azpec, 1Mo KOTOPOMY TPOKUBAET YEJIOBEK); IPEAOCTABICHUE CBEJCHUN U3
EI'PIOJI/EI'PUII B anekTpoHHoM BHje: https://egrul.nalog.ru/index.html;

— IPOBEPKA MAPTHEPOB 32 15—30 MHH., BKIIFOUAOIIAsA OUCK 10 «YeEp-
HBIM CIIUCKaM», orpesesieHue (paKTUIECKOro X03suHa Ou3Heca, CBA3H KOM-
MaHUM, €€ YUPEIUTENeH, TeHEPAIbHOTO TUPEKTOpa C IPYTUMHU OpTaHU3AIIH-
samu; uHpopmanus uz EI'PYOJI): http://www.egrul-base.ru/ (iena 500 py0.);

— MOUCK CBEICHHN B peecTpe AUCKBATHU(PUIIUPOBAHHBIX JIMII:
https://service.nalog.ru/disqualified.do;

— CEpBUC ompeneNieHuss  3aJ0/DKEHHOCTH [0 HaJoraM:
https://peney.net/.

— BO3MOYKHOCTH YOSITUTHCS B TOM, UTO IMACHIOPT MPHUHAIICKAT UMESHHO
sTOMy uenoBeky — uepe3 cadt @HC: https://service.nalog.ru/ static/personal-
data.html?svc=inn&from=%2Finn.do — paznen «Y3unats MTHH».
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CepBuc ®TC Poccun:

— HAIlMOHAJIbHAS YacTh €IMHOTO PEEeCTpa 3apErUCTPUPOBAHHBIX Ta-
MOKEHHBIX JICKJIapaIui, MO3BOJIIONIAs ONPEACIUTh KTO, YTO, KOTJa U OT-
KyJia IpuBeE3 B Halry cTpany: http://188.254.71.82/rds_ts pub/.

Cepsucnl cynoB Poccuu:

— 110 J1es1aM 1 cyaeOHbIM akTaMm: https://sudrf.ru/index.php?id=300%#sp;

— 0 TEeKCTaM CyAcOHBIX pereHuid: https://bsr.sudrf.ru/bigs/portal.html;

— CEpPBUC MO CyJAcOHBIM U HOPMATHUBHBIM aKTaM, BKJTFOYAIOIIUM Pe-
IICHUS CYJ0B OOIIeH FOPHUCANKIINKA, apOUTPAKHBIX CYJAOB U MHUPOBBIX CY-
Jiel ¢ KaueCTBEHHBIM Y00HBIM TOMCKOBUKOM: http://sudact.ru/;

— B 0aHKe perieHui apOuTpakHbIX Cya0B: https://ras.arbitr.ru/;

— B KapTOTEKe apOuTpakHbIX Aei: https://kad.arbitr.ru/;

— CEpBUC I TOMCKA W aHAIM3a CYJIeOHOW MPaKTUKU (TTO3BOJISET
aHAJTM3UPOBATH Cy1eOHYIO IPAKTUKY KOHKPETHOTO CYJIbH):
https://caselook.ru/#/search;

— enuHas 0a3za MaHBIX pEHICHUW CyJ0B 00Imel ropucaukiuu Poc-
cutickoit denepanuu: http://xn--90afdbaavObdlafy6eubSd.xn--plai/;

— MOMUCKOBUK OT «SHAEKCca» Mo cyaaM oOlel IOpUCIUKINY (TT03BO-
JSeT UCKaTh MO HOMEpaM Jiell, OTBETYMKAM, HCTI[aM, OTCJICKUBATh MPO-
XOKJICHUE JIeJ1 110 BCeM MHCTaHIuAM ): http://www.gcourts.ru/;

— OTAEJIBbHO peKoMeHayeTcss calT Mocropcyna: https:// www.mos-
gorsud.ru/mgs/services/cases/first-criminal.

CepBucol HOTapHaTa:

— HOTapHUaJbHBIN TOPTal (COAEPKUT CIUCOK C KOOPAMHATAMHU BCEX
YaCTHBIX MPAKTUKYIOIIMX HOTapuycoB Poccun M HOTapHabHBIX Tajar);
IUTSl 3apETUCTPUPOBAHHBIX TOJIb30BATEIEH JOCTYIHA CyAcOHas MpPaKTHUKa
HOTapuycoB U (DailioBbIil apxuB; 0a3a OOHOBIISIETCS €XKEIHEBHO
(http://www.notary.ru/notary/bd.html);

— CepBUC IPOBEPKHU HOTapUaJIbHBIX JTOKYMEHTOB:
http://www kartoteka.ru/ notariat/;

— BO3MOXHOCTh Yy3HaTh, >KMB JIM 4eJjoBeK: https://notariat.ru/ru-
ru/help/probate-cases/.

CepBucsl 'UB/I MB/I Poccun:

— mtpadbl 10 TOCYAAPCTBEHHOMY HOMEPY aBTOMOOMIIS MIIK HOMEPY
CTC: https://xn--90adear.xn--p1lai/check/fines;
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— BO3MOXXHOCTh MPOBEPUTH, JCHUCTBUTEIBHO JIM €TI0 BOJUTEIHCKOE
yAOCTOBEPEHUE M HE JIMIIAIM JIM BOJUTEIbCKUX TMpaB: https://xn--
90adear.xn--plai/check/driver#+;

— BO3MOKHOCTh NMPOBEPUTH aBTOMOOMIL mo VIN-koay, Homepy
Ky30Ba WJIN I1aCCH: https://xn--90adear.xn--plai/check/auto
rudaa.pd/check/auto/;

— npoBepka aBroMoousisa nmo VIN-konay: https://avtocod.ru/;

— pecypc, i€ MOKHO y3HaTh UCTOPUIO aBTOMOOUJIS, 3apErUCTPUPO-
BaHHOTO B MockBe u ITogMockoBbe, BBensi VIN-KOA M1 HOMEpP CBUIETENb-
CTBa O perucrpanuu (BblJjaya COJEPXKHUT: T'OJl BBIITYCKa, MOJEIb, IIBET,
MOIITHOCTb, YKOJOTMYECKHUI KIacC U OOBbEM JBUTATENs, a TAKKEe KOJIUYe-
CTBO BJIAJICTIbIIEB aBTOMOOWJISI, KPOME TOT'O, BBIIAIOTCS TAHHBIE O TTOCIE/I-
HeM ImpoijgeHHoM TexocMmoTpe, o JTII m BO3MOXKHBIX OrpaHHMYCHUSIX):
https://avtokod.mos.ru/;

— CEpBUC MPOBEPKU uUcTopur aBToMoOMiIs mo VIN-koxy (uctopus
BrageHus, uctopus JTII u aBapuii, KpeauTHas HUCTOPUS aBTOMOOWIIS):
http://infovin.ru/.

Cepsuc IIpokyparypa Poccuiickoin @enepanuu:

— Enunblii peectp npoBepok ['eHepasibHOU IPOKypaTypbl Poccuii-
ckoit deneparuu: https://proverki.gov.ru.

JApyrue rocyarapcrseHHsbie cepsucol Poccuu:

— IOpTall OTKPBITEIX MaHHbIX CueTHOW manarel Poccuiickon dene-
pauuu: https://portal.audit.gov.ru/#/;

— peectp HKO, BpimonHstomumx (yHKIIMA HHOCTPAHHOI'O AareHTa:
http://unro.minjust.ru/NKOForeignAgent.aspx.

JLONOTHUTEILHBIN MOUCK 10 GU3UYECKUM U IOPUIMYECKUM JIMIAM:

— HAaXOJWTCSA JIM HUMYIIECTBO B 3aiore: https://www.reestr-
zalogov.ru/search/index;

— peecTp 3aJoroB JBMXKUMOTO uMyImiecTBa: https://www.reestr-
zalogov.ru/state/index;

— peecTp YBEIOMJIICHHMH O 3ajiore JBHXHMOTO HMYIIECTBA:
https://www.reestr-zalogov.ru/#/;

— MpoOBepKa TOKYMEHTOB 00 oOpaszoBanuu: http://obrnadzor.gov.ru/
ru/activity/main_directions/reestr of education/;
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— cepuc ot PocoOpHaa3opa 1o CBeJICHUsIM O JIOKyMeHTax 00 oOpa-
30BaHUU U KBasnukauuu: http://obrnadzordov.ru/;

— CBEJICHUS 0 OaHKpPOTCTBE bu3znIecKux JIWII;
https://bankrot.fedresurs.ru/?attempt=;

— IPOBEpKa peecTpa AoBepeHHocTel: https://reestr-dover.ru/;

— IIpOBEpPKa OOBEKTOB HEJABMKHMMOCTH: https:// www.pocpeectp-
BBLIITMCKA.OHJIANH/;

— OecruiaTHas IIpOBEpKa o0BeKTa HEJIBYKUMOCTH
https://rosreestr.gov.ru/wps/portal/online request;

— crpaBoyHasi HHMOpMaIKs MO 00bEKTaM HEJIBHKUMOCTH B PEKUME
oHJakH oT DenepaabHOM CIyKObI TOCYIaPCTBEHHOM perucTpalyuy, Kajiacrpa
u kaptorpaduu: https://rosreestr.ru/wps/portal/cc_information online; my06-
JTUYHAas KaJacTpoBas KapTa: https://pkk.rosreestr.ru/#/search/
66.08075299999886,100.05436299999829/3/(@6mmbSwv9;

— 101 6a3a u peectp 1mo OM3HEeCy Ha YKpaWHE Ha OJHOM pecypce:
https://protocol.ua/ua/101_publichniy reestr ukraini_polzuytes 1/;

— mpoBepka komnanul u3 bemapycu, Poccun, Ykpaunsl, Kazaxcra-
Ha, Monnosel u Kuprusum: https://legat.by/;

— cepBHuC nNpoBepku mapTHEpPoB B Poccuu: https://honestbusiness.ru/;

— MpOBEpKa IOPUIAYECKUX U bu3IIeCKUX JIUIL;
http://adnotamru.blogspot.com/ (Ha pecypce Oorareiiias, XOT HECKOJIbKO
OecriopsI0YHasT KOJUICKITUS TTOJIC3HEUIIINX CCHIJIOK Ha CANTHI MO MPOBEPKE
IOpUINYECKUX U (DU3NYECKHUX JIUIl; CCBUIKU HE TOJBKO Ha POCCHICKHE pe-
CypCHhI, HO ¥ Ha pecypchl YKkpaunbl, benopyccun, Kazaxcrana);

— uHbOpMaIUs O MPEATPUATHAX, HAXOIAIIUXCS B CTAANN 0aHKPOT-
ctBa (06006maercsa u3 «Kommepcanrta», «Poccuiickoi ra3eTsh»; HHPOpMa-
uus ¢ 2007 roaa no HacTosiiee BpeMsl); Yepe3 paclIMPEHHbIN MOUCK «SH-
JeKca» OTJIWYHO HUIIETCs mo cauty: http://www.law-soft.ru/;

— OU3HEeC-CIPaBKU M TPOBEPKA KPEIUTHBIX HCTOPUU TO JTHOOBIM
KOMITAHHSAM M TIEPCOHAIIMSAM I10 KOHKYPEHTHBIM IICHAM, a TaKKe MHOr0e
apyroe: http://mbcredit.ru/;

— CEpPBUC MPOBEPKH MAPTHEPOB MO O(QHUIMATHHBIM UCTOYHUKAM CTa-
TUCTUKHU (HApSAYy C TOJYyYEeHHEM JaHHBIX 110 OTISIBLHON OpraHu3alluHu,
MI03BOJISICT B KAYECTBE JOTIOJHUTEIBHONW OMIMU MCKATh apuiInpoBaHHBIC
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MEXIy COOOM OpraHM3alliM, a TaKKEe «IIEePEeCEUCHHE» IO TeHepaIbHbIM
TUpEKTOpaM, COOCTBEHHUKAM U T. 11.): https://focus.kontur.ru/;

— MpOBEpKa MapTHEPOB: http://kontragenta.net/;
https://zachestnyibiznes.ru/ http://datafabric.cc/tree;

— OMpeIeJICHUE oreparopa Mo HoMepy Wiu (pparMeHTy HOMepa Te-
nedona, MecropacmonoxeHue W T.1.:  http://rossvyaz.ru/activity/
num_resurs/registerNum/;

— Enuneiii  genepanbHblii  peecTp CBEACHUW O OaHKPOTCTRBE:
http://bankrot.fedresurs.ru/;

— «YepHbI CIUCOK» MO POCCUMUCKHAM CTPOUTEIIBHBIM KOMIIAHUSIM:
http://www.stroi-baza.ru/forum/index.php?showforum=46;

— MPEAOCTAaBJICHUE JTAHHBIX OyXTaJTepCKON OTUYETHOCTH MO 3aIpo-
caM mnoJjib3oBareneit: http:// www.gks.ru/;

— CepBHC II0 MPOBEpKe IUYHOCTH: http://dossier.scorista.ru/;

— OOIIMpHAsT KOJUICKIIUSI CEPBUCOB MO IPOBEPKE «BCETO M BCS»:
http://stop-list.info/;

— OTKPBITHIE TaHHBIE KOMIAHUW, TOBAPOB, YCIYT, CEPBUCOB, TECH/IE-
poB Poccuiickoit deneparunm: https://business-rating.company/;

— YCTaHOBJICHHE TOJIb30BaTENsl MOOMIBLHOTO TenedoHa U €ro MpHU-
MEPHOTO MECTOIOI0KEHHS MMOCPEJCTBOM arperupoBaHus TaHHBIX O HOME-
pe 13 OOIIEeNOCTYIHBIX MCTOYHHUKOB (TEIE(POHHBIX KHMXKEK, OAHKOBCKHUX
CEpPBHUCOB, COIMUANIBHBIX ceTel, o0bsaBieHuid, EI'PYOJI): Tenmouck.py;

— KaTajor opranu3anuii Poccum (IOCTYmHBI TOJHBIE JAHHBIE TIO
12 mau opranuzauuii): http://www.list-org.com/;

— uHbopMaIUsi O IOPUANICCKUX JHUIAX U WHIUBUAYAJIbHBIX TPE-
MpUHUMATENAX (MMOUCK MO Ha3BaHUSM, aJpecy, PYKOBOJIUTEIIO, YUpPEIUTE-
mo, OI'PH u UHH): https://www.rusprofile.ru/;

— KOMIUIEKCHBIM arperatop o(QuUUaTIbHON KOMIIPOMETUPYIOIIEH
nHpopmanuu Ha pusnyeckux aull: https://datame.online/;

— CpaBHEHUE (PUHAHCOBOT'O COCTOSIHUS (PUPMBI C OTPACIEBBIMU T10-
Ka3aTelsIMU U KOHKypeHTamu: https://www.testfirm.ru/;

— uctopwus yenaoBeka B Google: https://takeout.google.com/;

— IIOMCK CKPBITBIX JAaHHBIX B couHaibHOUM ceTu «BKoHTakTey:
220vk.com vk.city4me.com.
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Jomoanuresnbubie cepsuchl MBI Poccun:

— CIIUCOK TEPpPOPUCTOB U IKCTpemuctoB: https://fedsfm.ru/ docu-
ments/terrorists-catalog-portal-act;

— (¢eaepabHBIN CIIUCOK IKCTPEMHUCTCKHUX MaTepHajoB:
https://data.gov.ru/opendata/7707211418-spisokekstremistov;

— BO3MOXHOCTh IIPOBEPHUTH, HAXOJIUTCS JIM YEJIOBEK B PO3BICKE 3a
coBeplIeHHE npecTyruieHui: https://xn--blaew.xn--plai/wanted.

CepBuc ®CHUH Poccun:

— po3bIck: https://fsin.gov.ru/criminal/.

CepBuchbl 0aHKOB:

— MpoBepKa U BOCCTAHOBJICHUE OaHKOBCKHUX CUETOB:
http://www.audit-it.ru/software/acmania.php;

— BC€, UYTO HY>KHO 3HaTh 0 poirax: http://dolgi.ru/servisy.

Apyrue cepsBucsol no Poccun:

— CEpBHUC PACKPBITUS WH(POpPMAIMHM IO IMUTEHTAM IICHHBIX Oymar
Poccumiickoit deneparun: http:// www.e-disclosure.ru/;

— OI'PH: http://xn--claubj.xn--80asehdb/;

— HanOosiee  mojHbli  OI'PH-katamor  kommanuii  Poccuu:
https://ogrn.site/;

— CBEJICHUA O  JIOTOBOpax  00s3aTE€IbHOTO0  CTPaXOBaHMS:
https://nsso.ru/check policy/gop/contract/;

— MOCTOSIHHO TIOTIOJIHSeMas 6a3a JAeKapanuid 0 10X0ax U UMYIIe-
CTBE MYOJWYHBIX JOKHOCTHBIX JIWI: JCMYTaTOB, YHHOBHUKOB, CYJEH,
MPEACTABUTENCH PETMOHAIIBHOM M MYHULMIAJIBHOW BJIACTH, UHBIX Opra-
HOB, FTOCKOpIiopauuii u rockommnanuu: https://declarator.org/;

— [pPOBEpKa KOMITaHU M B Poccuiickon Qenepauuu:
http://kartoteka.ru.

CepBucsl 10 3apy0eKbIO:

— Wurtepnon: https://www.interpol.int/How-we-work/Notices/View-
Red-Notices;

—«Mx  paseickuBaer  HHTepmom»:  https://www.interpol.int/
notice/search/wanted;

— OBP: https://www.fbi.gov/wanted;
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— WCUEPIBIBAIOIIAS U CTPYKTypUpOBaHHAsi 0aza MaHHBIX ISl TPO-
BEepKU KOMIaHui Ha Tepputopuu PecnyOonuku benapycs: http://alexandr-
sel.livejournal.com/33499 . html#cutid1;

— CEepPBUC LTSI MIPOBEPKHU apTHEPOB Ha Ykpaune
http://fellix13.livejournal.com/6683.html;

— peecTp 3aJ0DKEHHOCTEW IO WCIIOJIHUTENBHBIM JOKyMeHTaM Pec-
nyosmku benmapyce: https://minjust.gov.by/directions/enforcement/debtors/;

— cepBHC NMPOBEpKH MapTHEPOB 1o benapycu: https://kartoteka.by/;

— miatrgopMa MO CHUCAHUIO W MpOJaxe J0JroB B bemapycu:
https://dolgovnet.by/;

— CepBHC NMPOBEPKH MapTHEPOB B benapycu: https://contragento.by/;

— EI'PIOJI 51 YaCTHBIE MPEANTPUHUMATEIIN benapycu:
http://egr.gov.by/egrn/index.jsp?content=Find;

— MOMCKOBHUK O YKPaWHCKUM peecTpaM: https://youcontrol.com.ua/;

— MpoBepKa IOPUINYECKUX I Ha Ykpaune:
https://youcontrol.com.ua/ru/;

— MpPOBEpKa MOPUANYECKUX U (DU3WYECKUX JHUI[ Ha YKpauHe:
http://forum.razved.info/index.php?t=58835;

— 0a3a maHHBIX odmopHEIX KoMmmanui (320 TwIC.) (poccuiicKue
rpa)xJaHe 4acTo 0OHapyKUBAKOTCS KakK 170:¢ BIIAJICTIBIIbI):
https://offshoreleaks.icij.org/.

2.7. IlpuMepbl KOMINILIOTEPHON Pa3BeAKHU

Mo:kHO IpUBECTH CJIeAYIONIHAE IPUMEPbI KOMIILIOTEPHOH Pa3BeIKH.

B 1999 r. B ropuandeckuii otnes AMEpPUKAHCKOTO OM3HEC-IIEHTpA
B I. JOxH0-CaxanuHcKke MOCTyNUIO MOPYYEHUE PYKOBOJICTBA O MPOBEIE-
HUU DKCIIEPTU3BI TOTOBSIIErocss KOHTpakTa. COTpYJIHUK OTAEia TOTOBUT
C Ucnoyib30BaHneM MHTepHeTa J10Che Ha KOHTpareHTa, MOCJE 4Yero JaeT
3aKJIIOYEHHUE, YTO IKCIEPTU3Y MPOBOJIUTH HE HYXKHO: 3a 10 MUH. OH OOHAa-
PY>XKHMBaeT KOMIIAHUIO-KOHTPAreHTa B PEecTpe JOHKHUKOB U €IIIe B KaKOM-
TO YEPHOM CITHCKE.

Opnna 13 pa3pabOTaHHBIX TEXHOJOTUM HA3BIBACTCS «CICHASIIUN BeO-
KaTaJor»: MporpaMMHOE oOecriedeHne aBTOMATHUYeCKH coOupaeT MHOOP-
MalMio TI0 3aJaHHOW TeMme (HampuMep, TOPTOBJie OpYKHEM B AJDKHUPE)
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C HECKOJIbKMX TBICSY AHIJIOSI3BIYHBIX HMCTOYHUKOB HOBocTed. Ilombopka
HOBOCTEM TYT JKE MEPEBOJAUTCS HA PYCCKUU S3BIK.

B 2010 r. ®oHa 37€KTPOHHBIX pyOekel BbIMrpall UCK K MuHucTep-
ctBy toctuiiuu CIHIA u nisitu Apyrum deaepaibHbIM BeIOMCTBaM, B KOTOPOM
B COOTBETCTBHMU C 3aKOHOM O CB0OOje MH(MOpMAIMU TPeOOBaJl PaCKPHITh
CEKPETHBIC MHCTPYKIIMH, OMUCHIBAIOIIUE PAOOTY CHEICITYKO C COIMaIbHBI-
MU ceTssMu. [lodmydeHHBII Ha pykKd B pe3yibTaTe pa3OupaTeabCTBa
33-CTpaHWYHBIN JOKYMEHT CBUJETEIBLCTBOBAT O TOM, UYTO MPABUTEIHCTBCH-
HbIE areHThl HCIOJL3YIOT caiitel Facebook, MySpace, Linkedln, Twitter
U IPYyTHUE COLMAIbHBIE PECYPCHI, CO3/1aBasi (hajbIIIMBbIC YUETHBIC 3aMKUCH.

[Ipunoxenue Strava, KpoMe IMPOYEro, COOMPAET AaHHBIE CO CIOP-
TuBHBIX GPS-TpekepoB u orobOpaxkaer ux Ha kapre. Uem OO0JbIIe UCIOb-
3yeTCS MapuipyT pa3HbIMHU JIOAbBMH, TEM spue€ OH cBeTUTCS. OKa3anochk,
YTO B HEKOTOPBIX PETMOHAX MOCPEAN MYCTHIHA HA KAPTE BUHBI AKTUBHBIE
MapuIpyThl, OTPAHUYCHHBIE OTHOCUTEILHO HEOOJIbIION Tuioaibio. Kpome
TOTr0, B 3TUX PalOHaX MPUIOKEHUEM Strava MoJb3yITCA TOIbKO BOCHHBIE
CHIA. 910 mo3BONsET yTBEPKAATh, YTO TAM, IJI€ €CTh AKTUBHOCTH, PaC-
noJyiaraeTcsi BoeHHas 6aza. K mpumepy, 3To cpaBeyinBo s ApraHucTa-
Ha. [lyOnuyHble JaHHBIE, KOTOPHIMU TIOACJIWICS  IOJIb30BATENb-
BOCHHOCITYXaIllMi, YKa3bIBAIOT HE TOJIBKO HAa MECTOMOJIOKEHUE 0a3bl, HO
Y Ha rpaduk CMEHbI MaTpyJieid, MapUIPyTOB UX MPOXOXKICHUS U IPYrue
JeTaIu, COCTAaB KOTOPBIX OYEBUIHO SIBJISICTCS BOCHHOM TalHOM.

B poccuiickoil apMun puKasbl 3alpelialoT UCHOJIb30BAHUE JTFOOBIX
JUYHBIX MEPE/IaloIUX YCTPOUCTB HA TEPPUTOPUU BOEHHBIX OOBEKTOB, UTO
CIIY’KUT TPUYMHON MOCTOSIHHBIX KO0 CO CTOPOHBI BOEHHOCTY>KaIIUX,
OJIHAKO CIMOCOOCTBYET COXPAHEHUIO BOCHHOW TaHBI.

UccnenoBarenu u3 CHIA oTciaeXuBaIu CUTHAIBI MOOWIIBHBIX Tenedo-
HOB, HaxoAuBIIMXCs Ha mosuroHe B HeHokce (ApxaHrenbckas 00J1acTb)
bbio ycraHoBieHO 48 MOOUIIBHBIX YCTPOMCTB, YaCTh U3 KOTOPBIX MO3/IHEE
nepeMmectunacb B Mocky, Cankr-lIletepOypr, CeBepoaBUHCK U ApXaH-
reqbek. OHO U3 YCTPOIMCTB MepeMecTHIOCh B AzepOaiiikaH, a emie 0JH0 —
Ha KyOy. VTBepkmaercs, 4To i CIEXKKH HCHOJb30BaIUCh HaHHBIE GPS,
KOTOpBIE (DUKCUPYIOT MOOMIIbHBIC TIPUIIOKEHUS TOTPEOUTENEH.

Cnyx6a Thula MunHucTepcTBa 000poHBI M3pauns pasmectuiia Ha
nopTajge MO YPE3BBIYANHBIM CUTyalMsIM KapTy PacHoJIOKEHUS] IEHTPOB

78



TECTUPOBAHUSI HAa KOPOHABUPYC MO Bced cTpaHe. MIHTEepakTHUBHas KapTa
MO3BOJISIET BMECTE C TPAKJAHCKUMU IIEHTPaMU JIOKAJIU30BaTh CEKPETHHIE
00BEKTHI U3PANITBCKON apMUHU.

C noMonIp0 MOUCKOBBIX 3alPOCOB, CBSI3aHHBIX C SJCPHBIM OPYKU-
€M, ObLIM OOHApY’>KEHBI JIaHHBIE C MIECTH aMEPUKAHCKUX BOCHHBIX 0a3.
B 2013-2021 rr. Boennocnyxkamue CIIA B EBpomne ucnonp3zoBaiu
MPUWIOKEHUS IS 3ayuyuBaHus uHPopmanuu. KapTouku, moMoraromiue
B 3allOMUHAHUU MaTepuaia, nonanu B Uutepuet. Halinena undopmaius
O PacMmoJIOKEHUM Kamep, 4acTOTe MNaTpyJtieil, mapojii U OCOOEHHOCTHU
MIPOIYCKOB.

B 2022 r. B ceTh «yTeKkin» 0a3za aaHHbIX «SHaekca» u Delivery:

— https://saverudata.info/map/#lng=30.18704;1at=59.85851;zoom=19
(Pabotaet Tonbko yepe3 VPN);

— https://saverudata.info/ u https://saverudata.info/map/.

Wtak, B paMKax JaHHOM TJIaBbl ObUIO JaHO MOHATHE 00 MH(pOpPMAIIU-
OHHOM MOTPEOHOCTH, a TAKIKE PACCMOTPEHBI BO3MOKHOCTH JJISI €€ yJIOBJIe-
TBOPEHUSI JOCTYIHBIMU UHTEPHET-CcpeacTBamMu. [IpuBeaeHsl mpuMepsl 10-
Obrun MHGOPMAIIMU, KOTOPhIE MOTYT OKa3aThCs MOJE3HBIMH B JICSTEIBHO-
ctu MBJI Poccun.

Bonpoch! 111 CAMOKOHTPOJIA:

1. B uem pa3zHunia Mexay JTaHHBIMU U UHPOpMAIAECi?

2. Yto Ttakoe noTpedHOCTh? Ha Kakue rpynmnsl DNuKyp pa3aesiui no-
TpebHocTH yenoBeka? K kakol W3 3TUX rpynn Bbl Obl OTHECIH MOTPEO-
HOCTb B MH(popmaruu?

3. JlanTe XapakTEpUCTHKY YPOBHEM OTYETHOCTH IPHU IPOBEICHUH
KOMITBIOTEPHOM Pa3BEIAKMU.

4. Yto cocTaBisieT MPaBOBYK) OCHOBY NPOBEICHUS KOMIIBIOTEPHOM
pa3Benku? UTo ABIAETCS 3aKOHOIATEIbHON OCHOBOM MPOBEACHUS TIIACHOU
KOMIIBIOTEPHOU pa3BEIKH; HEMIIACHOM KOMITBIOTEPHOM Pa3BEIKMU?

5. Ilepeuncnure OCHOBaHUS U MPOBEIACHUS KOMIIBIOTEPHOUW pa3Bel-
KA B paMKax ONEpPaTUBHO-PO3BICKHOMN NEATEIILHOCTU. B Kakux ciaydasx Jo-
MyCKaeTcs MPOBEJICHUE KOMIIBIOTEPHOM pa3Beaku 0e3 cy1e0HOro perieHus ?

6. Kakue cnoco6nl noucka uHpopmanuu B MHTEpHETE BBl 3HAeTe?
Kakue Thmbsl TOMCKOBBIX CEPBHUCOB BbI 3HAETE?
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7. Kak pabotaer mouckoBas cuctema? UTo Takoe MeTarouCcKOBas
cucremMa?

8. Kak ocyiecTBisieTcsi 1OMOTHUTENbHAsT QuibTpalusi pe3yabTaToB
BbIJ1a4M?

9. Ilepeuuciaure UHCTPYMEHTHI MOKCKa UHGOpMALMU O (HU3UUECKUX
JIMIIaX B COLMAIBHBIX CETAX; B TOMCKOBBIX CUCTEMAX; IO I'€OJIOKAIIHNH.

10. Kak ocyiiecTBUTh NPOBEPKY JOMEHHOTO UMEHU KOPIIOPATUBHOIO
caiita? Kak nonmyuuts cBeaenusa o kommnanuu u3 EI'PHOJI u EI'PUII? Ka-
KHE CEPBUCHI MOXKHO JOTOJHUTEILHO MCIOJIB30BaTh JJIsS MOMCKa UHOOP-
Maly 0 KOMITAaHUHU?

11. Ilepeuncnure nprueMsbl aHATUTUKH, OCYIIECTBISIEMON COTPYIHU-
kamu @HC Poccun, no pe3ynprataM KOMOBIOTEPHOUN pa3BEIKU.

12. Ilepeuncnure cepBucChl (henepaibHBIX OPraHOB UCIIOJHUTEIHHOMN
BJIACTH, UCMOJIb3YEMbIE B KOMIIBIOTEPHOU pa3BeIKE.
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JAK/IIOYEHUE

O06o0011ast M3710KEHHBIM B y4EOHOM ITOCOOMM MaTepHrall, HallOMHUM,
YTO JESITEIBLHOCTh MO J00bYe MHGOpPMAIIMK CBOMCTBEHHAS! HE TOJIBKO Ye-
JIOBEKY M MJICKOTUTAIOIIUM, HO U NTHUIIAM, U HACEKOMbIM. JTa MOTPeO-
HOCTh C(HOpMHpOBaacCh B MPOLIECCE IBOJIOIUU U C PA3BUTHEM TEXHOJIO-
ruil ToJibko Hapactaer. «KTo Biageer mH@opmainuen, TOT BIaJCET MU-
pPOM» — 3TH CJIOBA AHIJIMKACKOTO MOJMTUYECKOro nesrens Y. Uepuwinid
MOKHO CUMTaTh HauajoM COBpPEMEHHOU MH(MOpMalMoHHOM 3moxu. O0mue
3aKOHOMEPHOCTH pPa3BUTHUSL OOIIECTBa HE OOOILIM CTOPOHOM U MPaBo-
oxpaHuTenbHble opraHbl. C MOMEHTa CBOETO BO3HMKHOBEHHS OH ObUIH
OPUEHTHPOBAaHBl Ha JOOBIYY oOmepaTUBHO-0pO3BICKHON WHpOpMAIUH,
a B pamMkax MHGPOPMAIMOHHOTO OOIIEeCTBAa K 3TOMY Ja00aBWiach HE0OXO-
JTUMOCTh TIOJYYEHHSI ONEPaTUBHO-PO3BICKHOW HHGOPMAIMU C TOMOIIBIO
coBpeMEHHBIX [T — KOMIIbIOTEpHON pa3BEIAKHU.

K coxalneHuro, CrienuaaucToB B 00JIaCTH MOJYYEHHS] KOMITbIOTEPHOM
uHGOpMALIUU CPEU COTPYAHUKOB OPraHOB BHYTPEHHHUX JEJI MaJyo, a Mpo-
rpaMMHOE OO€ecIrieyeHue sl TPOBEACHUSI KOMIBIOTEPHOUN pa3BEIKU LIEHTpa-
JIM30BAHHO TOKA HE MOCTABIISIETCS, IOATOMY Ha CErOJIHAIIHUNA I€Hb COTPYA-
HUKU OPraHOB BHYTPEHHHUX M€, KaK MPaBWJIO, ISl MPOBEICHUS KOMIIbIO-
TEPHOU pa3BEIKU MOTYT MOJI30BATHCS TOJIBKO YK€ TOTOBBIM MPOrPAMMHBIM
obecrieueHreM, HanooJee 3pHEKTUBHOE U3 KOTOPOTO SIBJIACTCS MJIATHBIM.
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