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PE®EPAT

Ortuer 87 ¢., 15 uctouH.

AHITIMUCKUM  S3BbIK, KUBEPIIPECTYITHOCTh, HAPKOITPECTYITHOCTE,
BOPBFA C HAPKOITPECTYTIHOCTBIO B CETU UHTEPHET, ITPOOUJIAKTUKA
HAPKOITPECTYIIHOCTU B KUBEPITPOCTPAHCTBE, OPTAHbI BHYTPEHHUX
AEJI

OOBEKTOM KCCIETOBAHUS SIBIIICTCS OpraHu3anus 00pa3oBareiIbHOrO MpoLecca
OOy4Yarommxcsi NpA W3YYCHHUM Y4YEOHOW IUCHUIUTMHBI «MHOCTPaHHBINA SI3BIKY» MO
HanpaeieHuo noarotoBkn 40.03.02 OOecrieyeHHe 3aKOHHOCTH W IPABOIMOPSIKA
(ITpoune oOpazoBarenbHON mporpaMMbl — OneparuBHO-PO3BICKHAS JACSATEIBHOCTD
(IEATENBHOCTD  MOAPA3ACICHUN MO KOHTPOIK 3a OOOpPOTOM  HAPKOTHKOB,
OCYLIECTBISIIOIIMX  BBIABICHHUE, TNPEAYNPESKIACHUE, TMPECCYCHUE W PACKPBITHE
MPECTYIIEHUHA, COBEPIIAEMBIX C MCITOJIb30BAHUEM WH(}OPMALMOHHO-
TENEKOMMYHUKALMOHHBIX TEXHOJIOTUH.

Ilens wuccmenoBanus: onpeacacHue >PPEKTUBHBIX METOJO0B M CPEICTB
(OpMUPOBAHUS W Pa3BUTHUS Y OOYUAOIIMXCS HABBIKOB MPOQ)e CCHOHANBHOM (IEITOBOA)
KOMMYHUKALMN HA aHTTIMIHCKOM SI3BIKE.

Meroauka  WCCNENOBaHWA:  JUIS  pealu3alydyd  IOCTABICHHBIX  LENEH
UCIOJIb30BaHbl OOLICHAYYHBIE METO/IbI O3HAHUS, AHATTMTHYECKANA U KOMITAPATUBHBIN
METO/BI.

Hayunas HOBM3HAa MCCIENOBAHUS 3aKIIFOYACTCA B TOM, YTO NPEMIOKEHA
CUCTEMA MPAKTHYECCKUX 3aJaHWi, CTUMYJIMPYIOLMX (OPMHUPOBAHUE HHOS3BIYHOM
KOMMYHUKAaTHBHOH KOMIIETEHLIMM OOYYarOIIMXCsS B MPOLIECCE MOArOTOBKHA K Oonee
YCOEMHONW peanu3aiuu (YHKIUOHAIBHBIX OOS3aHHOCTEH Ha mpakTuke B cdepe
IIPOTUBOJACHCTBASL ~ HAPKOIPECTYITHOCTH, UCTHONB3YIOIIEH  WH(OPMALMOHHO-
TEJICKOMMYHUKAMOHHBIE TEXHOJIOTUW. Pe3ynbrartel HMCCIENOBAHUS MOTYT OBITh
UCMONB30BaHbl B 00pa3oBareibHBIX OpraHm3anmsx cucrembl MBJl Poccun npu

W3yYEHUH YUeOHOH nuCUMIUIAHBI « MTHOCTPAHHBIN S3bIK» (AHIIIMHACKAN).
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CONEPKAHUE

OCHOBHAA YACTb OTHETA OHHP..........
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BBEJAEHUE

[ToTpeOHOCTH paA3NTUYHBIX KAaTErOpHid COTPYJHUKOB TMOJHMLIAA B HM3YYEHUH
WHOCTPAHHOI'O S3bIKA JUKTYIOTCS KOHTEKCTOM peaM3alii MX MpodhecCrOHAIBHBIX
¢yakumii. [IpodeccMOHaNBHO OPUEHTUPOBAHHOE OOYUYEHME, COOTBETCTBEHHO,
JOJKHO YUUTBIBATH KOHTEKCT Cep UX MPUMECHEHUSI.

Onnolt u3 nenel 00y4eHUs HHOCTPAHHOMY SI3bIKY SIBIIIETCS (POPMHPOBAHUE U
Pa3BUTHE  WHOSI3BIYHOM  MPO(ECCHMOHATBHO  3HAUYMMOH  KOMMYHHKATHBHOWM
KOMIETCHIIMKA, OBJIAJEHUE KOTOPOM  OTKpbIBacT OyAyllMM  CHENUAIACTAM
BO3MOKHOCTH TPOQECCHOHATBHOIO OOIICHUST C HOCUTENSIMU S3bIKA, YTCHUS W
NOHMMAaHUS ayTEHTUYHBIX UCTOYHHUKOB JUIsi U3BIECYCHUS MPOPECCUOHATBHO BAKHON
uH(pOpMaLUH.

COOTBETCTBEHHO, (opmMupoBaHuE MPaKTUKO-OPUEHTUPOBAHHON
KOMMYHHUKATHBHOW KOMIIETEHIMM CPEACTBAMH WHOCTPAHHOIO S3bIKA, SIBJISFOTCS
3TanoM, COCTABHOH 4YacThi0 (HOPMUPOBAHMS MPOPECCHOHATBHON KOMIETEHIMH
COTpyIHUKOB moapazacnacHuii OBJI, oOecreuuBarommMx KOHTPOJb 3a 000POTOM
HAPKOTHKOB, OCYLICCTBIISIFIOIIMX BBISBIICHUE, NPCAYNPEKICHUE, TNPECCUCHUE U
PACKPBITHE MPECTYIUICHUH, COBEPLIAEMBIX C HCIOIb30BAHUEM HH(POPMALIMOHHO-
TEJIEKOMMYHUKAMOHHBIX TEXHOJIOTHA.

Hapsiny ¢ y3k0 HanmpaBIE€HHBIMH LEASAMHU JTOCTH)KEHUS ONPEACICHHOIO YPOBHS
HABBIKOB PEANM3ALMKN UHOS3BIYHOW KOMMYHUKALMHU, TPOUCXOAUT MPOLECC YCBOCHHUS
HOPM KyJIBTYPOCOOOPA3HOro OOUIEHHS C TMPEACTABUTENSMU UHBIX 3THO-KYJIBTYPHBIX,
NOJIOBO3PACTHBIX,  CYOKYABTYPHBIX  €cOOOIIECTB, (QOopMHpYyETCs  MOTPEOHOCTH
COOMIONECHUS KYJIBTYPhI OOMICHUS C KOJJIEraMu 10 pad0TE U HACETICHUEM.,

HMHOCTpaHHBINA sI3BIK TAKXKE CHOCOOCTBYET OOECHEYECHHIO OOIIEr0 Pa3BHTHSA,
PACIIMPEHUID  KPYyro3opa, (OPMHPOBAHUIO  MHUPOBO33PEHUYECCKHX  YCTAHOBOK,
PA3BUTHI0  MHTEIUICKTYAJIbHBIX ~ CMOCOOHOCTEW  OoOydarowmmxcs, oOecrneunBas

COCOOHOCTh KaK paboTaTh CAaMOCTOSITENBHO, TAK U B KOMAH/IE.
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CtpykTypHO yuyeOHOE mocoOue coctouT u3 AByX pasnenoB (PART 1 u 2),
noapazaessiommxcss Ha TeMbl (Unit), Marepraiibl KOTOPBIX PEATM3YIOT BA)KHEHIIHME
IUIAKTUYECKUE TPUHIUINB CUCTEMHOCTH, WHAMBUIYAIM3ALMK, JOCTYMHOCTH, a
TAK>KE HATJISIHOCTH.

B mocoOum mnpeacraBieHbl y4eOHbIE Marepvalibl HA AHIJIMACKOM  SI3BIKE,
TEMATUYECCKH  OXBATHIBAIOIIMI BOMPOCH  KJIacCH(PUKALMK  KUOCPHPECTYIUIEHUH,
COBEPIIACMBIX C HMCHOJB30BAHUEM HH(POPMALMOHHBIX W TEJIEKOMMYHHUKAIIMOHHBIX
TEXHOJIOTHM, OOIIECTBEHHBIX TMOCIECACTBUI KHOEPIPECTYIUICHHIA, KiIaccu(puKkanmm
HAPKOTUYECKUX BEHICCTB M BHJOB HAPKOMPECTYIUICHWH, B TOM 4YHCIE C
WCIOJb30BAHUEM KHOCPIPOCTPAHCTBA, CTPATETMUYECKUE HAMPABICHUS W TAKTHKY
OpraHM3allid  MPOTUBOACHCTBHS  HE3aKOHHOMY  OOOpOTY  HApKOTMKOB B
KAOEPIPOCTPAHCTBE NPABOOXPAHUTEIBHBIMA OpraHaMu  3apyOEKHBIX CTpaH |
Poccun, a takxe npounakTHuecKyro padoTy B 3TOM cepe NeATENLHOCTH.

YueObHoe mnocoOue MNpeaHa3HAuYEHO Ui OOYYAOIIUXCS [0 HaMPaBICHHUIO
noarotopkn  40.03.02 OOecnieueHue 3akoHHOCTH W npasonopsaka (ITpodub
oOpazoBarenpHOi  mporpammbel  —  ONEpaTUBHO-PO3BICKHAS  JACATEIBHOCTD
(IEATENBHOCT  MOJAPA3ACTACHUI MO KOHTPOJKO 3a OO0OpPOTOM  HApPKOTHKOB,
OCYIIECTBIISIOIIMX  BBISIBIICHUE, MNPEAYNPEKACHUAE, TPECEUCHUE W PACKPBITHE
NPECTYTUICHUH, COBEPIIACMBIX C M CIOJIb30BAHUEM WH(pOpMamOHHO-
TEIEKOMMYHUKAIMOHHBIX ~TEXHOJIOTUH, a TaKKe COTPYAHUKOB MPAKTUYECKUX
NOMPA3AC/ICHU  MONMIMH,  OCYIICCTBISIOIMX  OpPraHu3aguio  padoTel MO

MPOTHUBOJACHCTBUIO HAPKONPECTYITHOCTH B CETH « UHTEPHETY .



OCHOBHASA YACTDb OTUHETA O HUP

Y4eOHoe TOCOOME COCTOUT M3 BBEICHUS, IBYX PA3JEIIOB, 3aKIFOUEHUS, CITUCKA
UCIOIb30BAHHBIX HCTOUYHUKOB.

Bo BBeneHnn omnpeaencHa aKTyaJlbHOCTh TEMBI M 33/1a4M MCCIEAOBaHUS, €T0
TEOPETUYECCKAs M MPAKTUYECKas 3HAYUMOCTb.

CTpyKTypHO y4eOHOE TOCOOHE NMPEACTABICHO CACAYIOIUMH Pa3acIaMH:

Paznen 1 (PART 1). Combating drug crimes in cyberspace (bopvba c
HAPKONpeCcmynileHusMU 6 Kubepnpocmpancmee) BKIIOYAET B ceOs 7 TeMm, uid
U3yYEHUs KOTOPBIX MPEANararoTcs pasHooOpasHble 3aAaHus, O0CCIECUMBAOLINAEC
MIPEONOJICHUE  JIEKCUKO-TPAMMATHYECKUX  TPYAHOCTEH  QHIIIMACKOTO  A3BIKA,
UCTOJIB3YEMOTO U CNEHUAIBHBIX — LENEH, Mpexnonaratomume  pabory ¢
npo(heCCHOHAIBHO-OPUEHTUPOBAHHBIM TE3ayPYyCOM W HAIMPABICHHBIE HA Pa3BUTHE
YMCHHNA Pa3IMYHBIX BUAOB UTEHHUs (O3HAKOMHUTEIBHOIO, U3yUYarolEro, TOUCKOBOIO),
HABBIKOB AHHOTHPOBAHHS MPOPECCUOHATBHBIX TEKCTOB, a TakXke (HOPMUPOBAHUE
CHELMAIBHBIX KOMMYHHUKATUBHBIX HAaBBIKOB OOywarommxcs. [IpennokeHHas cucreMa
YOPOXHEHUH CMOCOOCTBYET AKTHBM3aUMU Y4YeOHO-MO3HABATEIBHOW aAKTUBHOCTH
00y4Yarommxcsi ¥, COOTBETCTBEHHO, JOCTHKCHHUIO BBICOKOM cTeneHu 3(h(PEKTUBHOCTH
npouecca M3Y4YeHUs MPAKTUKO-OPUEHTUPOBAHHOIO y4yeOHOro Marepuana. B
NPEICTABICHHBIX pa3fciiax TaKKe COAEPXKATCs JOTOJIHUTEIbHBIE —MaTepuaibl
(3aaHusl, TEKCThI, DIOCCApUM) JUJIl  BBITOJHCHHUS PpabOThl B MPOIECCE
CaMOCTOSITENIbHOM MOATOTOBKM K AyAMTOPHBIM 3aHATUSAM W MOAPA3yMEBAET PadoTy C
TEMATHYECKH PEIICBAHTHBIMU TEKCTAMM, BBIMOJHEHUE JICKCHUECKUX YHPAKHCHHHA W
OTpabOTKy MNPAKTHYECKUX HABBIKOB NEpPEeBoAa W pedepupoOBaHUS CHEHUAIBHON
JUTEPATYPHI.

Tema 1.1. (Unit 1.1. Cybercrime) (Kubepnpecmynnocme)) TNOCBAIIEHA
OMUCAHUI0 CYIIHOCTH TMOHSATHS «KHOEPIPECTYMHOCThY, NPHUHATOH B CHUCTEME

HpOTHBOI[GfICTBHH MNPpCCTYIIHBIM nocArarc/yibCTBaM C HUCITOJIB30BAHUEM
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WH(OPMAMOHHO-TEIEKOMMYHAKALIMOHHBIX TEXHOJIIOTUH B Poccum M 3a pyOe:KoM.
Kpome »5rToro, B HaHHOH TeMe€ MPEACTABIEHBI JUIS HW3YYCHHs DJIEMEHTHI
3aKOHOJATENbCTBA OTACIBHBIX TOCYIAPCTB, OMPENCISIONIME HOPMAaTWBHYK 0aszy B
yKa3aHHO# cdepe O0pBObI ¢ MPECTYMHOCTHIO.

Tema 1.2. (Unit 1.2. Types, laws, protection and prevention of cybercrimes
(Buowl xubepnpecmynienuil, 3auuma om KubepnpecmynHocmu u npohuiakmudeckas
paboma)) MOCBALIEHA U3YYCHHUIO KIACCH(PHUKALIMKA MPECTYIUICHUIA ¢ UCTIOIb30BAHUEM
KAOEPIPOCTPAHCTBA, KBATM(PHUKALMKA 3THX BHUAOB MPECTYNMHBIX MOCATATENIBCTB,
OpPraHM3alKA CHCTEMBI 3alIUThl KUOESPIPOCTPAHCTBA, a4 TAKKE MEP NMPEBEHTUBHOTO
XapakTepa, pPealu3yeMbIX KaK B TMPAKTHKE OTeueCTBCHHbIXx OBJ[, Tak wu
COOTBETCTBYIOLIMX CTPYKTYP B HEKOTOPBIX AHIJIOTOBOPSIIMX CTPaHAaX.

B meme 1.3. (Unit 1.3. Types, laws, protection and prevention of cybercrimes
(Buabl kubepnpecTyieHui, 3ammTa 0T KUOSPIPECTYMMHOCTH U MPOPUIAKTAYECKAS
paboTa)) Ha aHIVIMIACKOM SI3bIKE MPEACTABIICHBI YYCOHBIE MaTEpPHaIbl, B KOTOPHIX
paccMaTpUBAKOTCS  COUMANbHBIE,  (PUHAHCOBO-TEXHOJIOTUYECKUE,  MMUJKEBBIC
NOCIICACTBHS NPECTYIUICHAN C MCIOJIb30BAHUEM WH(OPMAMOHHO-
TEJICKOMMYHUKAMOHHBIX ~ TEXHOJOTHMA, OMNpPENENsIeTCs CTENEHb 3TOr0  Bpela,
WHTEHCUBHOCTD, & TAKXE TPEHbI BOCIPOU3BOICTBA KHOEPIPECTYIMHOCTH B YCIOBHSIX
pazsutus [T npocTpaHcTBa B MUPOBOW MEPCIEKTHUBE.

Tema 1.4. (Unit 1.4. Classification of drugs (Knaccugpurxayus napkomudeckux
geugecme)) MpenaracT Ajas U3yYeHUsl TEMATUKY, MOCBALICHHYIO KacCU(pUKALUIM
HAPKOTHYECKHUX BEIIECTB, NPUHATHIM B OTICIBHBIX 3aMaAHOEBPONECHCKAX CTPaHAX U
OMUPAOIIMMCS HA TAaKHE NPHU3HAKW, KAK XUMHUYECKHI COCTaB (AJKOTrOJib, OIMUATHI,
OeH30/1Ma3ananbl, KAHHAOWHOWIbI, 0ApOUTYparkl), CTENEHb BO3ACHCTBHS HA OPraHu3M
YeJIOBEKA (JEIPECCAHTHI, CTUMYIISTOPBI, TAJUTFOLMHOTEHBI, UHTAISHTEI), TI0 YPOBHIO
npaBoBbIX nociencTeuii (kimaccel B CIIA, rpynmbl B BenmukoOputanun).

B meme 1.5. (Unit 1.5. Drug-related crimes on the Internet

(Hapronpecmynienus, cogepuidemvie ¢  UCHOMb308anuem cemu  Humeprem))
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NpefcTaBfieHbl y4yeOHble MaTepuasbl, MOCBALLEHHbIE MNPECTYrNIeHnsM B ciepe
He3aKOHHOro 060poTa HapKOTUYECKUX CPeACTB, COBEPLUAEMbIX C MPUMEHEHWEM
NPenMyLLECTB TENIEKOMMYHUKALUMOHHOW ceTu VIHTepHeT, AaHa KX Knaccugumkaums,
0COBEHHOCTW.

Tema 1.6. (Unit 1.6. Drug-related cybercrimes penalties (HakasaHve 3a
HaPKOMPeCTYM/eHNs, COBepLUaemMble B KMOEPNPOCTPAHCTBE)) COAEPXUT MPaKTUKO-
OpPUEHTUPOBaHHbIE Y4ebOHble TEKCTbl M 33AaHus, KOTOpble Mpu3BaHbl 06ecneyvnTb
(hopMMpOBaHME MHOA3bIYHLIX 3HAHWIA M HaBbIKOB B 00/1aCTN CUCTEMbI HaKa3aHMs 3a
MPecTynieHnsa B Cepe He3aKOHHOro 060poTa HapKOTWMYECKMX BELLECTB, KOTOpble
COBEpLUAtOTCA B MMPOBOM KMOEPMPOCTPaHCTBE.

Tema 1.7. (Unit 1.7. Prevention of drug-related crimes in cyberspace
(MpodmnakTKa  HapKOMPEeCTYMNEeHWA,  COBepLUaeMbIX  C  UCMONb30BaHUEM
KnbepnpocTpaHcTBa)) o6ecrnevmBaeT pa3BMTUE NpParMaTUYeCKON NIMHIBOKY/IbTYPHOM
KOMMETEHLMN B paMKax U3y4yeHUsi TeMaTUKK, NOCBALEHHOW MONOXUTENIbHOMY OMbITY
MPEeBEHTMBHOW AeATeNIbHOCTY MPaBOOXPaHUTENbHbLIX OpraHoB 3apy6eXkHbIX CTpaH Mo
MPOTUBOAEVCTBUIO HAPKOMPECTYMNMHOCTU B BUPTYa/IbHOM MPOCTPAHCTBE.

Pasgen 2 (PART 2. The basics of professional communication with foreign
citizens  (OcHOBbl  NPOCYECCUOHA/ILHON ~ KOMMYHMKAUMK € MHOCTPaHHbIMM
rpa>kjaHamn)  COAEPXMT  MPO(ECCUOHAIbHO  3HAYMMble  KOMMYHUKaTUBHbIE
cUTYyauun, UMATUPYIOLME pas3/inyHble 3Tarbl OOLLEeHMS COTPYAHMKOB MOMULMKU C
MHOCTPaHHbIMW TpadKAaHaMN Ha aHr/IMMCKOM A3blke B NPOLECCe BbIMOMHEHUS UMK
CNY>KeOHbIX  3afay, CBA3aHHbIX C  MNPOTMBOAEACTBMEM U NMPOPUNAKTUKON
HapPKOMPeCTYNHOCTN B CeTU VIHTepHeT.

B pamkax O0CBOeHMS [aHHOrO pasgena obydvalowymcs npegsiararoTcs
NMPOeCCNOHA/IbHO-OPUEHTUPOBAHHbIA  TEMATUYECKNIA  CUTYaTUBHBIA  FNOCcapuid,
CMOCO6CTBYHOLLMI  OOOralleHMio  CfoBapHOro  3anaca WM pacluMpeHus
npoeccroHaIbHOro  Te3aypyca, YC/OBHO-PeyeBble U peyeBble  YNpaXKHeHUs,

HanpaB/iEHHblIE Ha pPa3BUTUE KOMMYHUKATUBHbLIX HaBbIKOB o6yL|a+ou_u/|xc>1 B
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npo(ecCHOHAIBHO  OOYCITOBIIEHHBIX ~ CUTYalUMsX;, HWMHTALMOHHBIC  33JaHWUS,
00€CneUnBaOIUE BEIPAOOTKY YCTOMUYMBBIX HABBIKOB ABTOMATU3WPOBAHHBIX PEaKUUil
B PA3JIMYHOM CUTYaTMBHOM KOHTEKCTE MPOQPECCUOHATBHON AEATEILHOCTH.

Tema 2.1. (Unit 2.1. Fighting drug-related crimes on the Internet (bopvba c
Hapxonpecmynienusmu 6 cemu HMumepnem)) CHOCOOCTBYET TPEHUPOBKE W
3aKPEIJICHUID  HABBIKOB KOMMYHHMKAUMU  NPOQECCHOHATbHO-OPUEHTHPOBAHHOIO
B3aMMOJICHCTBUS COTPYAHUKOB MOJUIMH C JIUIAMH, TIOJ03PEBAEMBIMHA B COBEPIICHUT
NPABOHAPYIICHUNA B c(pepe HE3aKOHHOr0 000pOTa HAPKOTHKOB MPU MCHOJIB30BAHUH
WH(OPMAMOHHO-TENEKOMMYHHUKAIIMOHHBIX TEXHOJOTHHA.

Tema 2.2. (Unit 2.2. Drug prevention interviews with foreign citizens
(llpogunaxmuyeckue Oecedvl ¢ UHOCMPAHHBIMU SpadicOanamu)) O00ECIEUnBAET
(OpMUPOBAHUE YCTOMYMBBIX HABBIKOB B3aMMOACHCTBHS B MPOLECCE MYTEM
MOJEJIMPOBAHUS  CHTyaUuid MpOQUIAKTHYeCKOH padoTbl € MHOCTPAHHBIMHU
rpaXkJAaHaMH 10 MPOTUBOJAECHCTBUIO TPOTUBOIPABHOMY MOBEAECHUIO.

B 3akntoueHnr JaHbl BEIBOJBI 10 HAYYHO-HUCCIIEIOBATENBCKON PadoTe, yKa3aHbl
HauOoJiee YPPeKTUBHBIE POPMBI U METOJBI YUeOHOU pabOThl ¢ OOYYAKOIMKUMHUCS IO
(OPMUPOBAHWIO  WHOSI3BIYHONH  KOMMYHHMKATHBHOH  KOMIETCHLIMH, a4  TaKXKe
AHTJIOA3BIYHOTO Te3aypyca cepbl MPABOOXPAHUTEIBHONU AEATEILHOCTH MO O0PBOE C
HAPKOMPECTYIUICHUSIMA C NMPUMEHEHHEM HH(POPMALIMOHHO-TEICKOMMYHHUKAMOHHBIX
TEXHOJIOTHUA.

CHHCOK HKCMOJIb30BAHHBIX HWCTOYHUKOB COACPKHT HAYYHYH) W YYEOHYIO

JUTCPATypy, a TakKKC CCbUIKM Ha ayTCHTHUYHLIC CaﬁTBI, Haxoqdmueca B OTKPLITOM

JOCTYyTIE.
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SAKVIIOYEHHUE

Y4eOHoe nmocobue « AHTTTUHCKUHN SI3BIK Al COTPYIHUKOB MOJHLIKAKA: O0pbda ¢
HE3aKOHHBIM ~ 000POTOM  HApKOTHKOB B ceTh «UHTEpHET»» COCTABICHO B
coOTBETCTBUM ¢ Paboueit mporpammoil yueOHOH qucuminHbl « MTHOCTpaHHBIN S3BIKY
no HanpaeieHuo noarotoBku 40.03.02 ObecrieyeHne 3aKOHHOCTH M MPABOIMOPSIKA
(ITpoune oOpazoBarenbHON mporpaMMbl — OneparuBHO-PO3BICKHAS JACSATEIBHOCTD
(IEATENBHOCTD  MOAPA3ACICHUH MO KOHTPOIK 32 O00OPOTOM  HAPKOTHKOB,
OCYIICCTBIISIOIIMX  BBISBICHUE, MPEAYNPEKACHAE, MPECECUCHUE W PACKPBITUE
NPECTYIICHUH, COBEPIIACMBIX C MCIOJIb30BAHUEM WH(}OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTH )).

[TocoOue HaueneHo Ha pa3BUTHE CHOCOOHOCTH K JIEJIOBOMY OOIIEHUIO,
Npo(EeCCUOHATEHON KOMMYHHMKAIMK O0yYaroIInuXcs 00pa30BaTe/bHbIX OPraHu3aluii
cucrembl MBI Poccun B xoz1e peanmu3zanmm 00pa3oBaTeNIbHbIX TPOTPamMM.

[TocoObue conepkUT ydeOHbIE MaTepUajibl HA  QHTJIMHACKOM  SI3BIKE,
OXBAaTBHIBAIOIIAE PA3JIMYHBIC ACHEKThl MPOTUBOACHCTBUS HE3aKOHHOMY 000pOTY
HAPKOTUKOB M MHBIM MMPABOHAPYIIEHUSAM B KMOCPIPOCTPAHCTBE; MPAKTUKY OOPBOBI €
STUMHM BHJAMHM TpECTyIuicHuid B Poccum W €€ mpenenamu,; KOMMYHHKaTHBHO
OPUEHTHPOBAHHBIE CUTYallUd, WMUTUPYIOIIUME B3aUMOJCHCTBUE COTPYIHUKOB
nojapasaesicHuii mosmuuu Poccuu, 00eCnEUYMBAKOIIAX MPECEUEHUE TMPECTYIIIEHUH,
COBEpIIACMBIX C  HWCHOJB30BAHUEM  MH(POPMALMOHHO-TEIICKOMMYHUKAIMOHHBIX
TEXHOJIOTHUA.

B xone HayuyHO-mcCnenoBarenbCKoH pPadOThl YCTAHOBIEHO, YTO HamOosee
JNEHUCTBEHHBIMU (pOpMaMK OpraHu3anuy 00pa3oBareIbHOIO MPOLECCA, HALEIEHHOTO
HA (OPMUPOBAHME MHOS3BIYHON KOMMYHHMKATUBHONH KOMMETCHLIMM OyayIIuX
COTPYIHUKOB TOJHMIMKA B YKa3aHHOH c(epe ACATENbHOCTH, SBISIOTCS YCIOBHO-
pEUEBBIC M PEUYEBBIC 3aJaHUs (IUAJIOTHW, MOHOJIOTH, KIUIIC), & TaKKEe HMMHUTALUs

MOJIeNIEll  CUTYaTUBHO-OOYCJIOBJICHHON  MPO(EeCCHOHATbHON  KOMMYHUKAIMU
11



MOMULEUCKUX C HMHOCTPAHHBIMU TPAKIAHAMHU, COMPOBOKIAAOIIMECST KOMILJIEKCOM
YIOPOKHCHUA, OPUECHTUPOBAHHBIX HA Pa3BUTHE Oa30BBIX HABBIKOB ONPEIACIICHHUS,
UCMOJIb30BAHUSA M AKKYMYJIUPOBAHUS  JICKCUKO-TPAMMATHYECKUX  C€IAUHMUIL
npo(hecCrOHAIBHOTO Te3aypyca.

Marepuansl, coaepkamecs B padoTe, 1enecoo0pa3Ho MCHOIb30BaTk KaK HA
MPAKTUYECKUX 3AHATUAX IO PYKOBOACTBOM MPENOAABATENSA, TAK U JJI Pa3MELLCHUS
B DJICKTPOHHOU 00Pa30BaTEIbHON CpPEE C LEABI0 OPraHu3allMk CaMOCTOSTEIbHOM
paboThl 00YyYAOIINXCS MPU U3YUYCHUU YUCOHON AUCIUIUIAHBI «MTHOCTpaHHBIA S3BIK»
B oOpazoBarenbHbIX opraHusanusx cuctembl MBJ[ Poccun, a taxke s co3aaHus
ANEKTPOHHBIX  YYEOHBIX MOCOOWH, JUIsl TMOMOJHEHUS  YYEOHO-METOIUYECKOTO

KOMILJIEKCa o y4eOHOIA JUCIUIUINHE «HMHOCTpaHHbIi S3BIKY.

12
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HPEANCIOBHUE

[TpodeccnoHaIbBHO  OPHEHTUPOBAHHOE OOYYEHHE OCHOBAHO HA  YYETE
noTpeOHOCTEN COTPYAHUKOB MOJUIMN B U3YUEHUN WHOCTPAHHOTO SI3bIKA, TUKTYEMBIX
ocobeHHOCTsIMU Tipodeccnn. Llenpro 00yuYeHHsT WHOCTPAHHOMY SI3BIKY SIBISIETCS
(OpMUPOBAHME M PAZBUTHE WHOS3BIYHON MPO(PECCHOHAIBHO OPUEHTUPOBAHHO M
KOMMYHHKAaTHBHOH KOMIETCHLIMH, OBIAJACHHEC KOTOPOW OTKPBIBAET Oyaymum
CHELMATTUCTAM BO3MOXKHOCTH MPO(PECCHOHATLHOTO OOIICHUS ¢ HOCHTEISIMHU SI3bIKA,
YTCHHS AYTCHTHYHBIX MCTOYHUKOB IJI1 MOMOJHEHHs Te3aypyca mpodecCHnoHATbHO-
3HAYUMOTOKOHTEKCTA.

B 371001 CBs3M, MPaKTUKO-OPUEHTHPOBAHHAS KOMMYHUKATUBHAS KOMITCTEHIMS,
(dopmupyemasi CpeICTBAMU WHOCTPAHHOTO S3bIKA, SIBIISIFOTCS BKHBIM KOMIIOHEHTOM
npo(hEeCCHOHANIBHOW KOMIIETEHIIMM COTPYAHMKA NPAKTHYECKUAX MMOAPA3ACICHUIA,
OCYIIECTBIISIOMMX OPraHM3alMI0 JEATEIbBHOCTH 10 KOHTPOJIIKO 3a 000pOTOM
HAPKOTUKOB, TIOCKOJIBKY OHU OOECIEUMBAIOT TICUXOJIOTHYECKUH KOHTAKT U KYJIBTYPY
OOLICHHUS C KOJIJIETaMH, PYKOBOJUTEIISIMU, YMEHHE Pad0TaTh B KOMaHAE, POPMUPYIOT
HABBIKM MEXJIMYHOCTHOTO OOIIEHUS, CAMOKOHTPOJS, JUCLUILTMHUPOBAHHOCTH,
0CO3HaHUE MPOPECCHOHATBHOTrO aoyra. COTPyJHUK MPAKTHYECKHAX MOAPA3ICICHUN,
OCYIIECTBIISIOMMX OPraHM3alMI0 JEATEIbBHOCTH 10 KOHTPOJIIKO 3a 000pOTOM
HAPKOTUKOB, KaK JHLIO OQUIUAIBHOE, B OOUICHHHA C TPaKIaHAMHM JOJDKEH OBITh
TOJICPAHTHBIM, KOPPEKTHBIM, BEXKITUBBIM.

HWHocTpaHHbId  sI3bIK  CIIOCOOCTBYET — (POPMHUPOBAHMID W PA3BUTHIO
npo(EeCCHOHANIBHBIX ~YMEHUW W JEJIOBBIX KAYeCTB JIMYHOCTHM  COTPYJHHUKA
NPAKTUYECKAX MOAPA3ACICHUIN, OCYIIECTBISIOMMX OPraHUu3alu0 IEATEIBHOCTH MO
KOHTPOJIFO 3a OOOPOTOM HApPKOTHMKOB, TaK Kak OH TECHO CBs3aH CO cdepamu
YKUZHEJCATENIbHOCTA OOIIECTBA M JACT BO3MOXKHOCTH 0OJIE€ HIMPOKOrO MO3HAHWUS
npo(eccuoHanbHON  CEPBI, KYJbTYpbl Apyrux crpaH. OAHOW W3 BaKHEHIINX
(OYHKIMHA WHOCTPAHHOIO s3bIKA SIBASETCS OOECMEUYCHHE OOIIEer0  Pa3BUTHS,
paclupeHus — Kpyrozopa  oOyvarommxcs, (OpMHUpPOBAaHHME  MHUPOBO33PCHUSL.
HMHOCTpaHHBINA SI3BIK SBISETCS WHCTPYMEHTOM (POPMHPOBAHUS HEOOXOAUMBIX JUIS
npo(hEeCCHOHANIBHON JIEATENBHOCTH YEPT JIMYHOCTH, YTO CBUAECTEIBCTBYET O €ro
BOKHOW  BOCHMTATENBHONM posid. HMHOCTpaHHBIA  SI3BIK  CIIY)KUT — Pa3BUTHIO
WHTEIJIEKTYAJIbHBIX  CMOCOOHOCTEH  oOydvarommxcsi, olecneynBas CHOCOOHOCTh
padoTarh CaMOCTOSITENIbHO W TBOPYECKM TMPH BBINOJHEHUM PA3IMUYHBIX 3aJaHU C
UCMOJb30BAHUEM JIMHTBUCTUYECKUX CIIOBAPEH M TI'PAMMATUYECKMX CIPABOYHUKOB,
o0yvyarmux W KOHTPOJIbHO-U3MEPUTENBHBIX METOAMYECKMX MAaTepUalioB Ha
Pa3IAYHBIX HHPOPMALMOHHBIX TUIAT(POPMAX.

K OCHOBHBIM MHHOBaLMsSM B C(EPE WMHOSI3BIYHOTO OOpa30BaHUS OTHOCSTCS:
KOMIETEHTHOCTHBIA ~MOAXOA Kak Kareropus 0O0pa3oBaTeNIbHOM  MapajurMbl,
(GOopMUPOBAaHWE M PA3BUTUE KOMMYHUKATHBHOH KOMIETCHUMH COTPYIHUKOB
TPAHCIIOPTHON TOJUIMKM JJIE OCYLIECTBICHUST MPO(PECCHOHAIBHON MEXKYIBTYPHOU
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KOMMYHHKALMKM, MNPOPECCHOHANIM3AIMS W NPAKTHYECKAs HAMPABIECHHOCTh Kypca
WHOCTPAHHOIO $I3bIKA, MPHUMEHECHUE COBPEMEHHBIX METOJOB M CPEACTB OOYyYCHHS,
YCUWJICHHE POJIA CAMOCTOSITENIBHON pab0OThl 00YYarOIIHUXCS.

Y4yeOHoe mocoOue COmepKUT Yy4deOHBbIM MaTepuall Ha aHMJIMHCKOM S3BIKE,
OXBAaTBHIBAKOIIMANA BOMPOCHl KIACCU(PUKALMU HAPKOTHYECKMX BELIECTB, OOPBOBI €
HE3aKOHHBIM TPOM3BOJCTBOM M PACHPOCTPAHCHUEM HAPKOTHUKOB, OPraHu3aluu
JESATEIILHOCTA TMPABOOXPAHUTENBHBIX OPraHoOB 3apyOeKHBIX CTPaH MO BOMPOCaM
NPOTUBOJICHCTBHS HE3AKOHHOMY OOOpPOTY HApKOTHKOB M HAMPABJICHO HA PA3BUTHE
CHOCOOHOCTH K  JIEJIOBOMY  OOHICHHIO, NPOQECCHOHATBHON KOMMYHUKALAX
oOyuaronuxcst 00pa3oBareybHbIX opraHu3aiuii cucrembl MBJl Poccun B xone
peanu3anuy 00pa3oBaTeNbHBIX TPOTPaMM.

[Tpennaznayeno st oOyvarommxcs no cnenuaibHocTi 40.03.02 Obecnevenne
3akoHHOCTH ¥ mpaBonopsaka  (IIpogwune  oOpasoBarenbHOW mporpaMmbl  —
OnepaTtuBHO-PO3BICKHAS ACITENBHOCTD (ACITENBHOCTh NOAPA3ACICHHNA IO KOHTPOIIO
3a O0OpOTOM HAPKOTUKOB, OCYIIECTBISIONIMX BBISBICHHUE, MPEAYNPEKIACHHE,
NPECEUEHUE M PACKPBITHE MPECTYIUICHHN, COBEPLIAEMBIX C HCIOJIB30BAHUEM
WH(OPMAMOHHO-TEIEKOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTWI)) B 00pa3oBaTelbHbBIX
opranm3anusax cucrembl MBJI Poccun, a Takke COTPYAHHUKOB HPAKTHYECKUX
NOPa3ACIICHUI MOJIMIMY, OCYLIECTBISIIOIMX OPraHU3anui0 paboTel ACATEIBHOCTH
10 MPOTUBOACHCTBAIO HAPKOMPECTYMHOCTH.



PART 1
COMBATING DRUG CRIMES IN CYBERSPACE

UNIT 1

CYBERCRIME

Ynp. 1 MNMpoyunTainTe 1 BblyunTe CNOBa.

cybercrime - KnbepnpecTynneHue, KNGepnpecTynHoCTb

offence - HanageHwve, NpecTynsieHne, NpPaBoHapyLUeHVe

target- uenb, 3agaHne

espionage - LUNMOHAX

to curb - caep>uBaTb, OrpaHMYMBaTbL

litigation - cyge6HbI npouecc, Takba

Anti-Phishing Working Group- paboyas rpynna no 6opb6e ¢ (oULLNHIOM
applicable- npumeHMMbIA, NOAXOAALLMIA, NPUTOAHbIN

federal intervention - (befepasbHOe BMeLIATENbCTBO

formulation and enforcement - pa3paboTka 1 obecrneyeHne cob/HOAEHNS
Council of Europe - EBponericknin CoseT, CoBeT EBponbl

self-defense laws - 3aKOHbI O camo3aLyuTe

stiff penalty - cTporoe, cypoBoe HakasaHue
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contravene - MPOTUBOPEUNTb, HapyLLIaTb, BO3paXKaTb, OCMapuBaTh
US Defense Department - MuHuctepctso 06opoHbl CLUA

Ynp. 2.NpounTaniTe 1 NepeBeanTe AaHHbIE CIOBOCOYETAHUS:

Use of a computer and computer network, the source of the crime or the target,
nation’s security, financial well-being, final theft cross-borders, despite intense
efforts, law enforcement officers, the abuse of new technology, consequently,
increased attempts, to curb the spread, the US Homeland Security, thriving ground for
cybercrimes, the Anti-Phishing Working Group, a common legislative basis, more
applicable to cybercrime, cybercrime threatens national security, the prevention of
cybercrime, the formulation and enforcement of cyber law, to adopt uniform laws, the
close interconnection, the Computer Misuse Act, newer and stiffer penalties, to curb
hacking activities.

Ynp. 3.MNMpounTanite n nepesesmnTe CrefyOLNA TEKCT.

Cybercrime is any offense that includes the use of a computer and computer
network. The computer involved might have been the source of the crime or the
target. Cybercrimes might target a nation’s security or financial well-being. Globally,
both government and non-government connected individuals conduct cybercrime
including espionage and final theft cross-borders.

CYBERCRIME AND LAW OF DEFENSE IN THE UK AND US

Cybercrime is a growing global problem. Despite intense efforts by law
enforcement officers to stop the practice, cybercrime continues to spread. The abuse
of new technology has also led to the spread of this practice. Consequently, there have
been rising numbers of cyber-attacks in the United Kingdom (UK) and the United
States (US). These countries have reported cybercrimes for many years and despite
the increased attempts to curb their spread, they continue to increase.

The American government has taken cyber security with utmost importance. In
fact, the US Homeland Security considers America as a thriving ground for
cybercrimes. This is because America is not only a victim of such attacks, but also the
source of most attacks. The Anti-Phishing Working Group recently produced new
statics that show the growth of cybercrimes within the past years. Increased awareness
of cybercrime in the UK and America has largely informed the rise in the number of
cybercrime litigation in both countries. However, most of these litigations do not have
a common legislative basis.

UK AND US LAWS ON CYBERCRIME
USA



Since federal and state governments govern American states, the process of
formulating laws divides between the state and federal governments. Usually, state
laws are more applicable to cybercrime, unless there is a special situation where there
Is a need for Federal intervention. For example, when cybercrime threatens national
security, Federal cyber laws may apply. Alternatively, when the prevention of
cybercrime requires the uniform application of law, the Federal government may
intervene in the formulation (or enforcement) of such laws. Therefore, because of the
distributed functions of state and federal governments, both governments have
contributed in the formulation and enforcement of cyber law.

Nonetheless, because of the political differences in America, every state
formulates and enforces their laws. There is therefore no legal requirement for all
American states to adopt uniform laws.

UK

Specific legislations on cybercrime in Europe form UK’s cyber laws. Indeed,
there is a close relationship between Europe’s public policy on self-defense and UK'’s
legislations on the same. For example, the UK is subject to cybercrime legislations, as
formulated by Council of Europe (CoE). Therefore, the provisions of self-defense
laws (under the convention) are applicable in the UK, as they are applicable in other
European countries (that are signatories to the convention). The close historical,
geographic, and economic relation between UK and Europe inform the close
interconnection between the UK and Europe’s cyber laws.

Nonetheless, the most common law governing cybercrime in the UK is the
Computer Misuse Act of 1990. The government has however updated this act with
newer and stiffer penalties. The quest to update this law came from the inadequacies
of existing laws to curb hacking activities within the UK.

Ynp. 4.0TBeTbTe Ha BONPOCHI K ynp. 3:

1 What is a cybercrime?

2. What has led to the spread of this practice?

3. What kind of laws are more applicable to cybercrime in the USA?

4. Is there a relationship between Europe’s public policy on self-defense and
UK’s legislations?

5. What is the most common law governing cybercrime in the UK?

Ynp. 5.06cyante B napax cnegywouMe BOMpoCcbl. HauyuHainTe Bawiu
oTBeThbl cnegyrowmmn pasamu: | think / don’t think..., To my mind..., In my
opinion..., Itseemstome., Asfaras| know ., etc.

1 What associations do you have when you hear the term «Security» or
«Cybersecurity»?



2. Is it important to protect your computer? Why?

3. What dangers do people face when they go on-line?

4. 1t is important to know the basics of cybersecurity these days. Do you agree?
5. Are there any resources online that explain the main web threats?

ynp. 6. lpounTailiTe M KPaTKO W3NIOXKWUTE HA AaHI/IMIACKOM S3blKe
coflepXkaHue cneayroLLero TeKcTa:

THE RIGHT OF DEFENSE

Normally, every country has a right to defend its people against any form of
attack. However, technological advancements have introduced a new form of attack,
which contravenes the conventional wisdom regarding the right to defend a country.
The cyberspace is the platform where conventional rules of self-defense have been
broken. However, several countries still adopt a conventional approach to prevent
cyber-attacks. For example, the US uses the military to defend the country against
cyber-attacks. Anyway, there are many risks associated with adopting a military
approach to defending a country against cyber-attacks.

The UK and the US share the same approach to cyber-attacks. Both countries
propose the use of force when cyber-attacks result in death, injury, harm, or
destruction of property. However, the US has been most vocal about this provision. In
fact, there are loud calls in the US to treat cyber-attacks like «ordinary» attacks if they
cause death or property destruction. The US Defense Department claims that it will
not hesitate to use force to defend itself against cyber-attacks that can kill, destroy
property, or harm its people.

Self-defense laws aim to protect people and organizations from injury, or harm.
However, the changing technological nature of the environment has brought new
challenges to the applicability of these laws. Often, the law has played catch up to
cyberspace attacks and some countries are still grappling with the challenge of
enforcing self-defense laws without contravening other laws. The provision for the
enforcement of self-defense laws poses unique challenges to the enforcement of the
same laws in the cyber world. Therefore, albeit cyber-attacks may bear the same
characteristics of an armed attack, it is difficult for organizations to evoke self-
defense laws, even as outlined by article 51 of the UN charter. Some of the unique
challenges posed to the enforcement of self-defense laws in the cyber world include
proportionality issues, the transnational nature of cyber-attacks, and the difficulty
experienced in identifying the attacker.

Besides the above challenges, it is similarly difficult to invoke self-defense
laws (at least in the conventional way) in cyber-attacks because cyber-attacks (often)
do not lead to the direct loss of life.

It is therefore pertinent for international and local laws to encompass the unique
dynamics of cyberspace attacks. The introduction of a new set of laws to
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accommodate these dynamics may be a good start for many countries to address the
unique challenges of the cyber world.

Ynp. 7. OTBeTbTe Ha BONPOCHI K ynp. 6:

1 What does the US useto defend the country against cyber-attacks?

2. The UK and the US share the same approach to cyber-attacks, don't they?

3. What is the purpose ofthe laws of self-defense?

4. Do the unique problems arise when applying self-defense laws in the
cyber world?

5. Why is it difficult to invoke self-defense laws (at least in the
conventional way) in cyber-attacks?

6. Is it important that international legislation takes into account the unique
dynamics of cyberattacks?

ynp. 8. PaccTaBbTe YacTu npegsio>xkeHna B nNpaBUJIbHOM MOPAAKE:

1 People, has, to defend, against, of attack, every country, any form, its, a right
normally.

2. Have been broken,the cyberspace, where, of self-defense, the platform, is,
conventional rules.

3. And, share, the same approach, the UK, to cyber-attacks, the US.

4. Aim, to protect, and organizations, or harm, self-defenselaws, people, from
injury.

5. Of these laws, has brought, of the environment, technological nature, the
changing, however, new challenges, to the applicability.

6. Is, loss of life, the above, it, to invoke, in cyber-attacks, cyber-attacks, do not
lead, because, to the direct,besides, self-defense laws, similarly difficult, challenges.

Ynp. 9. OtckaHupyiite QR-Kogbl, 4TOObl WU3y4MUTb [AOMOHUTENBHYIO
NHopMaL Mo 06 onpeaeneHUn npobnemsl Knbepbe3onacHOCTH:
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UNIT 2

TYPES, LAWS, PROTECTION AND PREVENTIONOF
CYBERCRIMES

Ynp. 1 MNMpoyunTaiiTe 1 BblyunTe C/OBA.

World Wide Web - BcemupHasa naytvHa, UHTEPHeT

Account hacking - B3/10M y4YeTHOI 3anucu

phishing - uwWWHr

identity theft - Kpayka nepcoHaNIbHbIX AaHHbIX

fraud - MoLleHHMYeCcTBO, 0O6MaH

to combat - 6opoTbCs, cpaxKaTbCs

misconduct- nNpocTynok

assault -HanageHwe, artaka; LITYpM, MPUCTYM; C/OBECHOE OCKOpPOieHMe U yrposa
OeACTBUEM

malware - BpefioHocHoe O (cnocobHoe HaHecTw yuiepb WM BbIBECTU M3 CTPOS
NH(OPMaLMOHHO-BLIYUCINTENBHYIO CUCTEMY, HaNpUMep, BUPYC)

crook - 34. nayT, 06MaHLLMK

n



havoc— nanvka, pa3opeHue, pa3pyLicHue

phonehacking (phreaking) -teneoHHOE  MOIICHHHMYECTBO,  Tene(OHHOE
JKYJIIbBHAYECTBO, (PPUKUHT

embezzlement — pacTpara, XUILICHUE, TPUCBOCHUE

harassment — ockopOneHue, N3AeBaTeIbCTBO

blackmail— manTtax

ransomware — TIpPOrpaMMa-BbIMOTarellb, MPOrPaMMA-IIAHTAKUCT, MPEIHAZHAYCHA
JUIS  BBIMOTarelibCTBA, OJOKHPYET JOCTYN K KOMIBIOTEPHOM CHCTEME WK
OPEIOTBPAIIACT CUUTHIBAHUE 3alMCAHHBIX JAHHBIX, C TPEOOBAHMEM OT >KEPTBBI
BBIKYyTIA

cryptojackers — KpUNTOXakepbl

adware— peKIaMHOE TPOrPaMMHOE 00€CIICUEHHE

botnet — 60THET, O0T-CETH

Yup. 2. lIpouuTaiiTe u nepeBeIuTe JAHHBIE CJIOBOCOYCTAHUS:

The World Wide Web, wide range of activities, a number of online crimes,
breach of data, account hacking, phishing, identity theft, fraud, cybercrime
infiltration, stricter legislations, combat cybercrime, criminal misconduct, through a
network, technical gadgets, financial gain, distribute malware, business assaults,
hacktivist demonstrations, the French Telegraph System, gained access to financial
markets, data theft, misleading calls, phreaking, identify and monitor, via attachments,
a plethora of novel attack vectors, go online, weaknesses and possibilities.

Yup. 3. lIpouuraiiTe u nepeBeauTe CJACTYOMMNA TEKCT.

INTRODUCTION TO CYBERCRIME

The World Wide Web allows us to access easily a wide range of activities. In
reality, our use of the internet is essential for the successful completion of our daily
tasks and activities. However, accessing the internet can also lead to a number of
online crimes, such as breach of data and account hacking.

A number of cybercrime cases including phishing, identity theft, and fraud,
have surged in recent years. Cybercrime infiltration 1s anticipated to increase further.
This emphasizes the significance of creating more effective and deterrent legal
structures, as well as stricter legislations, to combat cybercrime. In this situation, it
becomes important to examine the country’s existing cybersecurity legislation to see
if they provide adequate protection against these crimes.

Cybercrime 1s defined as any criminal misconduct carried out through a
network, technical gadgets, or the internet. Although some cybercrimes are intended
to cause harm to the victim, the vast majority are committed for financial gain.
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Individuals and corporations are both targets. Individuals are typically part of a
bigger assault in which the hacker tries to distribute malware across machines for-
profit motive. Business assaults, on the other hand, are usually a one-shot deal.
Business 1s also far more prone to be the subject of hacktivist demonstrations, which
constitute a type of cybercrime in their own right.

ORIGIN OF CYBERCRIME

Despite the fact that the internet is only roughly 30 years old, experts believe
the 1834 hack to be the first cyberattack in history. Two crooks infiltrated the French
Telegraph System and gained access to financial markets, conducting data theft.

Some early cyberattacks, which began in the late 1800s and the early 20th
century, saw cybercriminals target telephone infrastructure. Only two years after the
invention of the telephone, adolescent guys stole into Alexander Graham Bell’s
telephone firm and wreaked havoc by misleading calls. Phone hacking, also known as
phreaking, became popular in the 1960s and 1980s.

Rene Carmille, a French computer scientist, broke into the Nazi data registry in
1940 to disrupt their intentions to identify and monitor Jews.

The introduction of email in the 1980s brought with it phishing schemes and
viruses sent via attachments. Web browsers, like computer viruses, had grown
prevalent by the 1990s.

Because of the nature of these platforms, the broad use of social media in the
2000s only exacerbated cybercrime, particularly data theft. Malware infections and
data theft have surged rapidly over the last 10 years and show no indications of
slowing down anytime soon.

With the evolution of the internet, hackers now have a plethora of novel attack
vectors at their disposal. As more and more ordinary devices — refrigerators, washing
machines, heating systems, light bulbs, and so on — go online, cybercriminals gain
new weaknesses and possibilities.

Yup. 4. OrBerbTe HA BONPOCHI K yHp. 3:

1. Is the Internet essential for the successful completion of our daily activities?
2. What online crimes do you know?

3. How is cybercrime defined?

4. When did the first cyber-attacks begin?

5. What is phreaking?

Yop. S. IIpourure YTBEp:KIAEHHS M CKAaXKHTE, HABIAIOTCH JH OHH
ucTuHHbIMA (TRUE) wim aoxuabimu (FALSE). WUcnpaBbTe HenpaBWJIbHbIC
MPEeAT0KEeHHS.
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1 Accessing the internet canlead to a small number of online crimes, such
as breach of data and account hacking.

2. A number of cybercrime cases including phishing, fishing, identity theft,
and fraud, have surged in recent years.

3. Cybercrime is defined as any criminal misconduct carried out through a
network, technical gadgets, or the internet.

4. Rene Carmille, a French computer scientist, broke into the Nazi data
registry in 1940 to disrupt their intentions to identify and monitor Jews.

5. The introduction of email in the 1980s brought with it fishing schemes
and viruses sent via attachments.

6. With the evolution of the internet, hackers now have a plethora of novel
attack vectors at their disposal.

Ynp. 6. 3aKoHUUTE cnepyroLlme npeaioXxeHus.

1 The World Wide Web allows us to access easily a wide range of .

2. Cybercrime is defined as .

3. Individuals are typically part of a bigger assault in which the hacker tries
to distribute____across machines for-profit motive.

4. Rene Carmille, a French computer scientist, broke into the Nazi data
registry in 1940 to disrupt their intentionsto .

5. Because of the nature of these platforms, the broad use of social media in
the 2000s only exacerbated .

6. As more and more ordinary devices go online, cybercriminals gain new

Ynp. 7. TlpoumTailTe W nepeBeauTe CledylOWNA TeKCT, obcyanTe
MNONYYEHHY MHOPMALMIO B Mapax, COCTaBbTe ANanoru.

TYPESOFCYBERCRIMES

Cybercrimes, especially through the Internet, have grown in importance as the
computer has become central to commerce, entertainment, and government. These
crimes usually represent an extension of existing criminal behaviour alongside some
novel illegal activities. They include:

Theft via cyberspace: Cyber theft is a sort of cybercrime that includes an
individual infiltrating another person’s or company’s system in order to steal wealth,
private information, financial information, or proprietary information. Identity theft
and embezzlement are examples of fraudulent crimes that might be classified as cyber
theft crimes.

Cyberbullying. Bullying an individual online is referred to as cyberbullying.
Cyberbullying includes any threat to a person’s safety, coercion of a person to say or
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do anything, and expressions of hatred or subjectivity against someone. While
children are more likely to be victims of cyberbullying, adults are not exempt.
According to a survey, 40% of polled teens said they had encountered online
harassment, while 24% of adults aged 26-35 said they had experienced cyberbullying.

Malware. Malware 1s a term that refers to any software program that is meant to
infiltrate or harm a device. Viruses are a type of software that falls under the malware
category. Viruses may cause a range of problems once they enter a device. They may
delete files, record your keystrokes, erase your disk drive, or otherwise corrupt your
data.

Phishing. Phishing happens when fraudsters act as an organization in order to
dupe victims into disclosing important information. Scare techniques, such as
notifying the victim that their bank account or personal device is under assault, are
frequently used by cybercriminals to fulfil their phishing aims.

Extortion via the internet. Cyber extortion i1s a type of blackmail that takes
place through the internet. In these occurrences, cybercriminals target or try to harm
the person and demand pay or a reaction in order to halt their threats.

Ransomware. Ransomware 1is a sort of cyber extortion that uses malware to
achieve its purpose. This software threatens to disclose the victim’s data or to block
the user from retrieving his/her data unless the cybercriminal gets a predetermined
sum of money.

Cryptojacking. When hackers utilize other people’s processing resources to
mine cryptocurrency without their permission, this is referred to as cryptojacking.
Cryptojacking varies from cybercrimes that utilize malware to enter the device of a
victim to steal data whereas the cryptojackers are not interested in stealing a victim’s
data. Cryptojackers, on the other hand, employ the computing power of their victim’s
gadget. Despite appearing to be less harmful than other cybercrimes, cryptojacking
should not be taken lightly because falling prey to it can drastically delay one’s device
and render it vulnerable to further cyber assaults.

Cyber spying. Cyber spying occurs when hackers target a public or private
entity’s network in order to gain access to classified data, private information, or
intellectual property. Cybercriminals may utilize the sensitive information they
discover for a variety of purposes, including blackmail, extortion, public humiliation,
and monetary gain.

Spyware. Spyware is a software that cybercriminals employ to monitor and
record their victims” actions and personal information. Often, a victim downloads
spyware onto their device, giving a cybercriminal unwitting access to their data.
Cybercriminals can access a victim’s credit card data, passwords, web cam, and
microphone depending on the type of spyware employed.

Adware. Adware 1s software that you may unintentionally download and install
when installing another program. Every time someone views or clicks on an
advertisement window, the developers of adware programs profit financially from
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their actions on people’s computers. Although some adware software is lawful and
inocuous, others are invasive due to the type and number of ads they display. Many
nations consider some adware applications to be unlawful because they contain
spyware, malware, and other dangerous software.

Botnets. Botnets are malware-infected computer networks. Malicious hackers
infiltrate and gain control of these machines in order to do things online without the
user’s consent, allowing them to commit fraudulent crimes while remaining
undetected. They may send spam emails and conduct targeted hacks into a company’s
assets, financial records, data analyses, and other vital information.

Dating hoodwinks. Some hackers utilize dating websites, chat rooms, and
online dating apps to pose as possible mates and attract people in order to have access
to their data.

Hacking. Any illegal access to a computer system is generally referred to as
hacking. When a hacker gains unauthorized access to a company’s or an individual’s
computers and networks, they can obtain access to important corporate information as
well as personal and private data. Despite this, not all hackers are crooks. Some
«white hat» hackers are employed by software businesses to identify faults and gaps
in their surveillance systems. These hackers get into a company’s network in order to
uncover existing holes in their clients’ systems and provide fixes to such issues.

Cybercriminals or «black hat» hackers may desire to go clean and abandon
their criminal activities occasionally. In these circumstances, one of the finest
possibilities 1s to work as a security analyst for the organizations they used to torture.
These individuals have greater expertise and experience with network intrusion than
the majority of computer security specialists.

Yop. 8. O3arnaBbre KaKablii a03am TEKCTA HA AHIVIMECKOM SI3bIKE H
BBINNIINATE U3 KAKA0T0 a03ana 3-5 KJI04eBbIX CJI0B.

Yup. 9. llondepure K c10BamM B Tal/Mue COOTBETCTBYIOIIHE ONPEAeIeHHs
JaHHbIC HUKE.

cyberbullying, malware, botnets, hacking, adware, spyware, cyber spying,
ransomware, cryptojacking, dating hoodwinks

1) monitoring and recording the actions and personal information;

2) attacking of public or private entity’s network in order to gain access to classified
data, private information, or intellectual property;

3) malware-infected computer networks;

4) any software program that is meant to infiltrate or harm a device;

5) any illegal access to a computer system;
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6) threat to disclose the data or to block the user from retrieving his/her data unless
getting a predetermined sum of money;

7)any threat to a person’s safety, coercion of a person to say or do anything, and
expressions of hatred or subjectivity against someone;

8) any adware software;

9) utilizing dating websites, chat rooms, and online dating apps to pose as possible
mates and attract people in order to have access to their data;

10) utilizing other people’s processing resources to mine cryptocurrency without their
permission.

Yup. 10. IIpournrTe YTBEP:KIACHHA H CKAKHTE, SABJISIOTCH JH OHH
ucTUHHBIMH (TRUE) wmam noxkabimu (FALSE). HcnpasbTe HenpaBHJIbHBIC
MPEeAT0KEeHHS.

1. While children are more likely to be victims of cyberbullying, adults are
not subjected.

2. Viruses may delete files, record your keystrokes, erase your disk drive, or
otherwise corrupt your data.

3. Ransomware threatens to disclose the victim’s data or to block the user
from retrieving his/her data unless the cybercriminal gets money.

4. Cryptojacking utilizes malware to enter the device of a victim to steal
data, the cryptojackers are interested in stealing a victim’s data.

5. Adware 1s hardware that you may unintentionally download and install
when installing another program.

6. Botnets may send spam emails and conduct targeted hacks into a
company’s assets, financial records, data analyses, and other vital information.

7. «White hat» hackers are employed by software businesses to identify faults
and gaps in their surveillance systems.

8. Some people utilize dating websites and dating apps to pose as possible
mates and attract people in order to have access to their data.
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UNIT 3

THE CONSEQUENCES OF CYBERCRIMES

-CYBERCRIME-
AVWAREENNESS

SSCUKPBVItIIHYRUU

SECrUF PASSWORD.

ynp. 1. lNpoynTainTe 1 BblyunTe C/0BA.

Consequences of cybercrime-nocneactamsa KubepnpecTynHoCcTy
brunt - TsKecTb, yaap, bpems
trafficking- Toproeatb 3anpeLLeHHbIMY BeLLecTBamu, UMeTb Aefio, TOProBaTtb
blackmail- waHTax, BbIMOraTensCTBO
stock value- LeHHble Bymarn, CTOMMOCTb aKLMia
clients- KnveHT, 3aKa34uunK, NOA3ALLMTHBINA, MNOKYyNaTe/b
fines- wrpad, neHs
penalties- wrpad, HakasaHWe, B3bICKaHWe
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cutting-edge tools and technology— nepeaoBble UHCTPYMEHTBI U TEXHOJIOTUX
hitmen — HaeMHbIE YOUTAIIBI

encrypted— 3ammppoBaHHBIN

cybercrime economy — 3KOHOMHKA KHOEPIPECTYMTHOCTH

firewall — Gpanamay>p

Yup. 2. lIpouuraiite u nepeBeauTe JaHHbIE CJI0BOCOYCTAHUSA:

The significant danger, may be disastrous, bear the brunt, trafficking to harmful
websites, unusual purchases, lose access to their accounts, to harass and blackmail
victims, financial loss, brand harm, loss of reputation, gaining access to government
information, cutting-edge tools and technology, to sell national defense and security
information, hidden behind many redirections, encrypted pages, heinous actions, are
concerned identity, run in such circles, accessible for purchase on the dark web, as
well as for our liberty.

Yup. 3. lIpouuraiiTe u nepeBeauTe CJACTYOMMNA TEKCT.

The actual extent of cybercrime is hard to determine. Because of the significant
danger of data loss, the consequences of cybercrime may be disastrous. The
consequences of cybercrime may be divided into three categories:

Individual

Individuals bear the brunt of the consequences of cybercrime. With the gadgets,
there may be difficulties such as data breaches, identity theft, or trafficking to harmful
websites, among other things. As a result, one may notice unusual purchases on their
credit cards and lose access to their financial accounts. Furthermore, fraudsters may
utilize data saved on smartphones to harass and blackmail victims.

Business

Businesses may suffer from the loss of sensitive data, financial loss, or brand
harm, among other things. It can have a direct impact on the value of a firm, and the
stock value can result in a loss of reputation, clients, and so on. Companies that fail to
secure client data will face fines and penalties. Furthermore, a malicious user may sell
critical data from the firm to other businesses.

Government

Gaining access to government information with the purpose of misusing it is a
serious breach of data. Cybercriminals employ cutting-edge tools and technology to
obtain access to extremely sensitive government data. The primary goal of attacking
government data 1s to corrupt or sell national defense and security information.
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Cybercrime as a business

The dark web, which is distinct from the deep web, has its own economy where
cybercrime occurs. Criminals purchase and sell adware, botnets, data lists, and other
items 1n order to conduct fraud and identity theft. However, there is a darker side to
the dark web.

The dark web 1s used for a variety of purposes, including sex trafficking, the
spread of child pornography, hitmen, and much more. There’s a sector of the internet,
hidden behind many redirections and encrypted pages, that allows such heinous
actions to take place. We’re referring to it as the «cybercrime economy».

Due to the extensive paper trail created by accessing the internet, criminals who
engage in such operations are concerned about their identity. Access to relevant
portions of the dark web is typically possible through a combination of TOR browsers
(The Onion Router) and a secure virtual private network, as well as the confidence of
individuals who run in such circles.

The data, especially if it was compromised in a data breach, is almost certainly
accessible for purchase on the dark web.

In the majority of cases, your identity is used to make fraudulent transactions as
anybody could use a different identity on the internet. Securing our personal data is
critical, not just for the money in the bank account, as well as for our liberty.

Yup. 4. OrBerbTe HA BONPOCHI K yHp. 3:

1. What are the most common consequences of cybercrime?
2. What are the consequences of cybercrime for individuals?
3. What are the consequences of cybercrime for businesses?
4. What are the consequences of cybercrime for government?
5. Does the dark web have its own economy?

6. What purposes are the dark web used for?

7. Could anybody use a different identity on the Internet?

Yup. S. llog0epure CHHOHUMHYHBIC MAPHI U3 KOJIOHOK A u b.

A Due to b Various
Different Cyberterrorism
Furthermore Personality
Cybercrime Web

Identity The Onion Router
Network Besides

TOR Information

Data Because of
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Yup. 6. llog0epure mapbl AHTOHUMOB U3 KOJIOHOK A u b.

A Behind b Public
Possible Front
Sensitive Limited
Criminals Secondary
Extensive Police
Primary Insensitive
Cutting-edge Improbable
Private Obsolete

Yup. 7. llpouuraiiTe u nepeseauTe CJACAYOIUNA TEKCT, COCTABbTE KPaTKUii
MepecKas Ha AaHIVINICKOM SI3BIKE.

CYBERCRIME LAWS AROUND THE GLOBE
Cybercrime is a worldwide issue that necessitates a cohesive global reaction.
Diftferent countries throughout the world have enacted several cyber laws that specify
the offences and punishments for cybercrime. Some of these are as follows:

The United States of America

Computer fraud and abuse are prohibited under the Computer Fraud and Abuse
Act (CFAA), 18 USC 1030. These are cyber defense legislations. It safeguards federal
systems, bank computers, and Internet-connected systems. It protects them from
intrusion, threats, vandalism, spying, and being corruptly utilized as fraud
instruments. It is not a complete provision, but rather covers holes and crevices in the
protection provided by other federal criminal statutes.

Few other cyber legislations prevalent in the US are Cybersecurity Information
Sharing Act (CISA), United States Code, and The Framework for Improving Critical
Infrastructure Cybersecurity Version 1.1.

Canada

A complicated legal and regulatory structure governs data protection and
cybersecurity in Canada. Failure to comprehend this framework and actively mitigate
risks (or the effect of such risks when they materialize) can have major legal and
financial ramifications for a business. As a result, understanding this quickly growing
area of law and governance is critical for enterprises that operate in Canada (in whole
or in part) or have business partners operating in Canada.

The Personal Information Protection and Electronic Documents Act, SC 2000 ¢
5 (‘PIPEDA’) along with the Criminal Code of Canada is a data privacy act that
essentially provides two key cybersecurity duties for Canadian private sector
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organizations. The PIPEDA mandates organizations to report specific cybersecurity
events to the regulator and impacted persons, as well as to implement proper security
protections.

European Union

The EU intends to create a single set of guidelines and laws covering
cybersecurity and data protection. Directives are legislative actions that establish
legally obligatory objectives for all member nations. Once enacted, each country must
enact its own laws and regulations to fulfill these objectives.

The General Data Protection Regulation (GDPR) is the most comprehensive
and unified piece of cyber law in the EU. It has a direct impact on foreign
corporations doing business in the EU and applies to all organizations dealing with
the personal data of EU residents, regardless of where the organization is based. The
GDPR, which was established in 2018 to harmonize data protection and privacy rules
across member nations, is now in effect. It empowers member governments to impose
severe penalties on organizations that fail to comply.

The Cybersecurity Act is another significant advancement in cybersecurity
measures that directly affect enterprises. It went into effect on June 27, 2019, with the
goal of boosting network security for vital industries.

China

When China’s Cybersecurity Law went into effect in June 2017, it created the
groundwork for a defense plan against widespread cybercrime and possible nation-
state strikes. The rule places a special emphasis on «critical information infrastructure
operatorsy, requiring them to keep personal and essential network data within China.
However, the criteria might be imprecise and wide, and even organizations in the
financial industry may fall under the category of information infrastructure operator.
Multinational firms must keep data generated in China within the country’s
boundaries, collaborating with local cloud data center providers or developing their
own centers in partnership with a local company.

The Data Security Law (DSL) was passed by the People’s Republic of China’s
National People’s Congress Standing Committee on June 10, 2021. The DSL’s
primary goal is to safeguard and secure important data related to national security and
the public interest.

The United Kingdom

In the United Kingdom, the Computer Misuse Act, of 2013, criminalizes all
«unauthorized» access, bolstered by even broader clauses criminalizing preparatory
conduct and the trafficking of technology used for unauthorized computer access.

Yup. 8. OrBerbre HAa BONPOCHI K yHp. 7:
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1. What cyber defense legislations of the USA do you know?
2. What are the functions of the PIPEDA?

3. What does the EU intend to create in cybersecurity?

4. When did China’s Cybersecurity Law go into effect?

5. What is the DSL’s primary goal?

6. When was the Data Security Law (DSL) passed?

7. What is the essence of the 2013 Computer Misuse Act?

Yup. 9. Ilpourure YTBEpKACHHSI H CKAXKMTE, SIBJSIOTCH JH OHH
ucTUHHBIMH (TRUE) wmam noxkabimu (FALSE). HcnpasbTe HenpaBHJIbHBIC
MPEeAT0KEeHHS.

1. Cybercrime 1s a worldwide issue that necessitates a cohesive global
reaction.

2. Computer fraud and abuse are prohibited under the Computer Fraud and
Abuse Act (CFAA), 18 USC 1030.

3. As a result, understanding this quickly growing area of law and

governance 1s critical for individuals that operate in Canada (in whole or in part) or
have business partners operating in Canada.

4, The EU intends to create a single set of guidelines and laws covering
cybersecurity and data protection.
5. The Cybersecurity Act 1s another significant advancement in

cybersecurity measures that directly affect individuals.

6. When China’s Cybersecurity Law went into effect in June 2017, it
created the groundwork for a defense plan againstsome cybercrimes and
possiblestrikes.

Yup. 10. IIpouunraiite u nepeBeauTe CJACIYHIIMNIA TEKCT.

FAMOUS INCIDENTS RELATING TO CYBERCRIMES
(A)

Cyber assaults and data breaches are common occurrences. If we read tech
news, we might have come across headlines indicating cybercriminals are continually
developing and implementing new cyber risks.

In late 2019, the Australian Cyber Security Centre issued a warning to national
businesses about the Emotet virus, a significant global cyber threat. Emotet was
created to crack simple passwords, steal information, and inject other malware onto
computers. This virus was a financial trojan with a variety of characteristics and
capabilities that has been affecting governmental bodies, public enterprises, and
private groups all over the world since 2014.
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Cyber security risks are not limited to technology firms; they have also invaded
the video gaming sector. An excellent example is Capcom, a Japanese video game
creation business, which had a data breach. Capcom’s plans for the next four years
were disclosed online in November 2020 when thieves stole its systems. Not only did
the attack have an influence on the company’s 2021 releases, but it also raised
concerns among its consumers about the security of their personal information.

The evidence presented above indicates that cybercrime may affect every type
of company in any industry.

Yahoo was negotiating a transaction with Verizon at the time of the
announcements. The transaction price was reduced by an estimated $350 million once
the news surfaced. It’s frightening to believe that this was one of the greatest data
breaches in history, and Yahoo delayed three years to announce anything about it.

The Blackshades RAT was a popular extortion tool about the same period, if
not earlier. A Distant Access Tool, or RAT, allows a remote computer to operate yours
without requiring a physical connection. The vast majority of RATs are used legally,
such as when a computer maker gives the assistance.

CYBERCRIME IN INDIA
(B)

With approximately 658 million internet users as of February 2022, India has
the world’s second-largest internet population. Cybercrime in India cost Rs.1.25 lakh
crore in 2019, putting India in second place among nations hit by cyber-attacks
between 2016 and 2018. Ransomware assaults are becoming more common, and
many cybercriminals operate from their homes. In other words, cybercrime in India
may be described as unlawful access to a computer system without the consent of the
legitimate owner or location of criminal activity and can range from online cracking
to denial-of-service assaults. Phishing, spoofing, DoS (Denial of Service) attacks,
credit card fraud, online transaction fraud, cyber defamation, child pornography, and
other forms of cybercrime are examples.

There are several vulnerabilities in devices such as mobile phones that
individuals use to access services. An examination of the attack vector in a mobile
phone found that other than the programs, there are 15 distinct points through which a
hacker might gain access to it. Bluetooth, communication modules, microchips,
operating systems, CPUs, and Wi-F1 are all examples.

Hackers have devised a number of methods for acquiring user passwords by
leveraging the inadequate IT infrastructure at employees’ residences. Indeed, the
frequency of cyber assaults is growing, with 7 lakh documented intrusions through
August of this year—a stunning 175 percent rise over the same period last year.

So, let’s take a closer look at India’s current cybersecurity regulations and what
advances and improvements we may expect in the future.
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IIpumeuanmue.

Lakh (;1akx) u crore (Kpop) — TPAAMLMOHHBIC €AWHUIBI UCYUCTEHUST OOJIBIINX
yucen B banmanew, Uaaun, Henane, [1akucrane u Ha [lpu-Jlanke. Mcnons3yrorces
yaiie, 4YeM €BpoMneickiue MWIIHMOH 1 Mummapa. CooteercTBeHHO, 1 lakh = 100 000
(100 TBIC.), 1 crore (cr) = 10 000 000 (10 mmH.).

Re. (MH. u. Rs) — Indian Rupee — pynus (cocrout u3 100 maiic), neHexHas
enuanna PecnyOnmuku UHaus.

GROUNDS OF CYBERCRIME IN INDIA
©

Even though it 1s unlawful, cybercriminals frequently select an easier approach
to generate money. They target cash-rich organizations, like banks and other financial
institutions, where large sums of money are handled on a daily basis. They hack
sensitive information by taking advantage of flaws in IT security mechanisms. The
following are the reasons why IT platforms are so vulnerable:

accessibility— due to the complexity of technology, there are several ways to
breach a computer system. Hackers can obtain access codes, sophisticated voice
recorders, retina scans, and other data that can be used to circumvent security
measures;

complex codes— operating systems are used to run computers, and these
operating systems are made up of millions of lines of code. Because the human mind
1s flawed, errors can occur at any time and in such cases, cybercriminals take
advantage of every code error;

ability to store data in a relatively small space— a computer has the unique
ability to store data in a very tiny space. This makes it easier for someone to take data
from other storage devices and utilize it for personal gain;

carelessness— one of the hallmarks of human behavior is negligence. As a
result, there is a chance that when securing the computer system, we may make a
mistake that allows cybercriminal access and control over the computer system,;

evidence loss— data relating to the crime can be readily deleted. As a result,
evidence loss has become a very widespread and evident problem that paralyses the
mechanism behind the cybercrime investigation.

CYBERCRIME CASES IN INDIA
(D)
The following are notable cybercrime incidents that have resulted in massive
losses for well-known Indian firms.
In 2018 a massive data breach involving 1.1 billion Aadhar card users occurred.
The hacked data contained personal information such as Aadhar, cellphone, PAN, and
bank account numbers, as well as I[FSC codes. Surprisingly, unknown merchants were
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quickly selling Aadhar information on WhatsApp for Rs 500 per individual. In
addition, for a meagre Rs 300, one could obtain a printout of anyone’s Aadhar card.

Canara bank’s ATM servers were attacked in a cyber assault in mid-2018.
Skimming devices were used by hackers to acquire information from 300 debit cards.

Pegasus spyware is a type of malicious software that infiltrates a device,
collects data, and then sends it to a third-party provider without the user’s permission.
NSO Group, an Israeli cyber weaponry company, designed it. It mostly needed links
to function. When a consumer clicks on one of these links, Pegasus is instantly
installed on their phone. According to the Indian news portal The Wire, a leaked
global database of 50,000 telephone numbers alleged to have been provided by
different government clients of NSO Group includes over 300 verified Indian mobile
telephone numbers, including those used by ministers, opposition leaders, journalists,
the legal community, businesses, government employees, scientists, rights activists,
and others.

IIpumeuanmue.

Aadhar (AADHAR) Card — kapTo4ka 31€KTPOHHOTO YIOCTOBEPEHUS JIMYHOCTH
IPaXIaH WK JIHLI, UMEIOIIUX BHJl HA )KUTENIBCTBO B MHImu.

PAN (Permanent Account Number) — yHUKaJIbHBIA WACHTHPUKALMOHHBIHA
HOMEp Hajtoronarensimka B Maamu.

IFSC (Indian Financial System Code) — 11-3naunblii OyKBEHHO-IU(PPOBOH KOA
uAcHTA(PUKALIMKA OAHKOB, 3aPETMCTPUPOBAHHBIX B MHIMN.

Yup. 11. OrBerbre Ha Bonpocs! K ynp. 10:

1. What are common occurrences of cyber incidences?

2. What was Emotet virus created to?

3. What do you know about Capcom's, a Japanese video game creation
business, data breach?

4. What does a Distant Access Tool, or RAT, allow to perform?

5. India has the world’s second-largest internet population, hasn't it?

6. What are the reasons why IT platforms vulnerable?

7. What are the features of Pegasus spyware?

Yup. 12. 3anoqHuTe NPONYCKH HEOOXOAUMBIMH NPEAJIOTAMH:
1. Pegasus spyware is a type ... malicious software that infiltrates a device,
collects data, and then sends it ... a third-party provider ... the user’s permission.

2. They hack sensitive information ... taking advantage ... flaws ... IT security
mechanisms.
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3. This virus was a financial trojan ... a variety ... characteristics and
capabilities

4. The evidence presented ... indicates that cybercrime may affect every type
... company ... any industry.

5. ... other words, cybercrime ... India may be described ... unlawful access ...
a computer system ... the consent ... the legitimate owner or location ... criminal
activity.

6. Hackers have devised a number ... methods ... acquiring user passwords ...
leveraging the inadequate IT infrastructure ... employees’ residences.

Yup. 13.11lepeBenure HAa AHIHIICKHIT SI3BIK.

OcnoBo#i DarkNet spnsiercs TOR Opay3ep — aHOHMMHAasi CETb BUPTYaJIbHBIX
TYHHEJIEH, MPEAOCTABISIFOLICH Mepeaady AAHHBIX B 3aiMPpoBaHHOM Buac. CalThl B
TOR CKpbITBI M HE HaxoAdTcs B OOIIEM JOCTYME, a MEPEAABAEMbIE MAKETHI C
uH(popManuMeil npsuyTcs B APYrMX Makerax, m3o0paxkas oObruHblii Tpadmk. TOR
Opay3ep MCHONB3yET TAK HA3bIBACMYIO «JIYKOBYIO MAPLIPYTH3ALMIO» — BECh TpauK
OpOrpaMMbl POXOAMT B 3aIM()POBAHHOM BHUAEC YEPE3 CHCTEMY MPOMEKYTOUYHBIX
Y3J10B, HaXOASIIUXCS B Pa3HbIX CTpaHax. K KOHEYHOMY cailiTy XOCTHHT-NpoBaiiaepa
oOparaeTcss OOUH U3 CEPBEPOB B LEMOYKE, a HE KOMMBIOTEP MOb30BaTelss. OQHAKO
nepenada JaHHBIX OT KOMIbrOTEpa monb3oBarens TOR k mepBoMy y3ay W OT
NOCJICAHETO y371a K CAlTy HE MHUQPYETCS, YTO SABISETCS YA3BUMOCTBIO, MTO3BOJISIFOLICH
aHAJTM3UPOBATH TPAPUK U B37IAMBIBATH MAKETHI.

TOR Opay3ep mno3BOJISIET OOOWTH OJOKUPOBKM CANTOB, YCTAHOBJICHHBIC
UHTEpHET-NIpoBaiiaepoM. C NMOMOLIBIO CHEUAIBHON KOHCOJIM TOT, KTO MOJB3YETCs
Top Opay3epom, Bcerga MOKET MOCMOTPETh «ILEMOYKY O€30MacHOCTH», B KOTOPOW
OTOOpa)KarOTCs BCE MPOMEKYTOUHBIC Y3JIbl, 3aJCHCTBOBAHHBIC TNPU OTKPBITHU
cTpanuupl. bpaysep npousBoanutcsa amepukanckoil komnanueit The TOR Project, Inc,
KOTOpast JEKIapUpPyeT, YTO 3TO «BBIOOP BCEX MONB30BATEINECH, KOTOPBIE JKEIIAKOT
CKPBITb CBOE MECTOIONIOKEHUE NpH MpeObiBaHUM B CeTH», a PeaslbHO OOCITY>KHBACT
WHTEPECHI OPraHu30BaHHON MPECTYTHOCTH.

Yop. 14. JlaiitTe kparkue omnpeaejJeHus CJACAYIOIINX TEPMHUHOB HA
AHIVIMICKOM SI3BIKeE.

botnets, hacking, adware, spyware, cyber spying, ransomware, cryptojacking,
dating hoodwinks, cyberbullying, malware

Yup. 15. Pacumdpyiite ciaenywomue ad0peBHATypPbl, NEPEBEAUTE UX HA
PYCCKHH S3BIK.
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The TOR, PAN code, [FSC code, ATM, DoS, CFAA, DSL.

Ynp. 16. Ilpoumraiite W  mnepeBeauTe  CJHCAYOIIHIA  TEKCT.
OTBeTHTEHABOIIPOCHI.

1. What is antivirus program designed for?

2. What 1s an important tool for privacy?

3. What should complex passwords include?

4 Why should data backup be a routine procedure?

PROTECTION AGAINST CYBERCRIME

In order to protect ourselves from the perils of cybercrime, the following
preventative actions can be taken:

- It 1s required to install an antivirus program. An antivirus program is designed
to safeguard users against cybercrime. Modern programs monitor the machine’s data
for harmful content and give real-time security against dangers like phishing.

- Making use of a Virtual Private Network. A VPN connection will protect your
online privacy. It’s an important tool for privacy, which protects people from identity
theft.

- Unsolicited emails, text messages, and phone calls should be avoided,
especially if they utilize the crisis to coerce people into circumventing standard
security safeguards.

- Change the Wi-Fi network’s default password to something more secure.
Limit the number of devices that may connect to the Wi-Fi network and only allow
trustworthy devices to connect.

- Use lengthy and complicated passwords that incorporate numbers, letters, and
special characters.

- Make sure to update all the systems and programs, as well as to install and
maintain an antivirus software up to date.

- Data backup should be a routine procedure since data may be quickly
destroyed, infected, or manipulated.

Yup. 17. lIpounraiite, nepeBeauTe TEKCT, OTBETHTE HA BONPOCHI.

1. Why do cyber thieves usually collaborate with each other?

2. Are mobile devices exposed to dangerous software such as computer viruses?
3. What should a person do while using or visiting social networking sites?

4. What are key pieces of security software?

5. What is the role of a firewall?

PREVENTION AGAINST CYBERCRIME

28



To combat cybercrime, multidimensional public-private alliances involving
authorities, the digital tech industry, information security groups, internet firms, and
financial nstitutions are required. Cyber thieves, unlike their counterparts in the
physical world, do not compete for dominance or control. Instead, they collaborate to
enhance their talents and even assist one another with new chances. As a result,
traditional crime-fighting strategies cannot be employed to combat cybercrime.
Mentioned below are some steps to prevent cybercrime.

Use complex passwords. Use various login details combinations for separate
accounts and avoid writing them down.

Keeping online profiles secret. Make sure to keep your social networking
profiles private. Make sure to double-check your security settings. Take caution with
the information you put on the internet. Once 1t’s on the Internet, it’s there for good.

Safeguard mobile devices. Many individuals are unaware that their mobile
devices are exposed to dangerous software such as computer viruses. An individual
should only download software from reputable sites. It is also critical that your
operating system 1s kept up to date. Install antivirus software and utilize a secure lock
screen in addition. Otherwise, if you misplace your phone or lay it down for a few
seconds, anyone may see all of your personal information on it. Someone may even
install malicious software that uses GPS to follow your every step.

Safeguarding data. Encrypt sensitive files such as financial documents and tax
returns, to protect your data.

Secure online identity. When 1t comes to protecting one’s identity online, an
individual should be vigilant. When providing personal information such as your
name, address, phone number, and/or financial information on the Internet, you must
exercise extreme caution. While making an online purchase, etc., be sure to check
whether the websites are safe. This includes turning on your privacy settings while
using or visiting social networking sites.

Safeguarding computers with security sofitware. For basic internet security,
several types of security software are required. Firewall and antivirus software are key
pieces of security software. A firewall is typically the first line of defense for your
computer. It governs who can communicate, and access the computer via the internet.
Assume a firewall to be a type of ‘policeman” who monitors all data attempting to
flow to and from the computer via the Internet, permitting transactions that it knows
are secure while preventing «bad» traffic such as cyberattacks.

As people’s reliance on technology grows, cyber laws throughout the world
must be constantly updated and refined. Cybercrime can be managed, but it takes the
combined efforts of governments, Internet or network providers, intermediaries such
as banks and shopping sites, and most crucially, consumers.
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Ynp. 18. TpoutnTe YTBEPXAEHUSA W CKaXUTEe, ABAAKOTCA /A OHU
NCTUHHbIMKU (TRUE) unu noxHbiMn (FALSE). WcnpaBbTe HenpaBW/bHbIE
NpeanoXeHuns.

1 To combat cybercrime, multidimensional public-private alliances
involving authorities, the digital tech industry, information security groups, internet
firms, and financial institutions are required.

2. As a result, traditional crime-fighting strategies can be employed to
combat cybercrime.

3. Someone may even install malicious hardware that uses GPS to follow
your every step.

4. When providing personal information such as your name, address, phone
number, and/or financial information on the Internet, you must exercise extreme
caution.

5. Firewall and dangerous software are key pieces of security software.

6. Assume a firewall to be a type of ‘policeman’ who monitors all data
attempting to flow to and from the computer via the Internet, permitting transactions
that it knows are secure while preventing «bad» traffic such as cyberattacks.

Ynp. 19. lononHUTe 1 nepeBeanTe cnefyroLme npeanoXkKeHus.

1 To combat cybercrime....

2. Many individuals are unaware that their mobile devices ....
3. An individual should only download ....

4. Someone may even install ....

5. While making an online purchase, etc., be sure ....

6. Firewall and antivirus software are . .

7. Assume a firewall to be atype of ‘policeman’who ....

8. As people’s reliance on technology grows ....

Ynp. 20. MoarotoBbTe YCTHOE COO6LLEHNE HA aHT/IMACKOM fA3blKe M0 TeMe
«The consequences of cybercrimes».
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UNIT 4

CLASSIFICATION OF DRUGS

Ynp. 1. MpoyntaiTe 1 BblyunTe CNOBA U BblPaXXEHUS.

impact - BAnAHWE, BAVATb

brain chemistry - Mo3rosas akTMBHOCTb

substance - BewlecTBO, CybCTaHUMA

well-being- coctosiHMe (YenoBeka)

toprescribe - BbINUCbLIBaTL (IEKAPCTBO)

totarget - 3aTparvneatb, ObITb HanpaB/lEHHbLIM Ha
perception - BocnpusTue

mood - HacTpoeHue

administration (use) of drugs - ynoTtpe6sieH1ne HapKOTMKOB
drug abuse - 3no0ynotpebneHne HapKOTUKaMK, HAPKOMaHNA
drug misuse - He3aKOHHOE YNoTpeb1eHe HAPKOTMKOB
addiction - npuBblkaHue

withdrawal - abCTVHEHTHbIA CUHAPOM

to be addictive - Bbi3biBalOLWMIA NpyBbIKaHWe dependency - 3aBUCMMOCTb
physicalharm - u3snyecknii Bpeg,

legalconsequences - npaBoBble NOCeACTBUA

feeling of euphoria - owyuieHne andopun

feeling of tiredness - ouyLleHMe yCTanocTu

to lower inhibition - cHMxaTb ypoBeHb NOAABMIEHHOCTY
sleep disorder - paccTponCTBO CHa

auditory hallucinations - cnyxoBble ranitoLMHaunm

In N0 way - HW B KOEM C/yyae

side effect - NO6GOYHbIN 3hPeKT

Ynp. 2. MpounTaiiTe fAaHHble TPynnbl C/MOB. 3aTeM NepeBeauTe MX C
OMNOpPOi1 Ha 3HaYeHNs cNoBOO6GpPa30BaTeNIbHbIX 3/1EMEHTOB:

to alter (n3meHATL) - alteration;
to use (Mcnonb3oBaTh) - usage - misuse - user - abuser - to abuse - to misuse;
to prescribe (BbInNuUcbIBaTb) - prescription - prescribed;
to depend (3aBuceTb) - dependee - dependent - independent - dependency;
medic (MeguumMHCKMIpPaboTHMK) - medical - medication - medicine;
class (knacc, kateropus) - classify - classification - classified;
physics (usmka) - physical - physician;
centre (LeHTp) - central - centralize - centralized - centralization.
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Ynp. 3. lMpoynTainTe 1 NepeBeanTe cneaytoLine cnosa:

Brain, medicine, origin, diagnosis, behavior, abuse, consequence, possession,
manufacturing, psychiatric, alcohol, liquor, opioid, benzodiazepine, cannabinoid,
barbiturate, anesthesia, epilepsy, withdrawal, heroin, hashish, marijuana, depressant,
stimulant, hallucinogen, inhalant, mushrooms, chemicals, harmfulness, amphetamine,
distribution, penalty.

Ynp. 4. lNMpounTainTe 1 nepeBeanTe cneaytoLine cnoBoCOYeTaHUA:

Central nervous system, brain chemistry, bodily function, chemical substance,
mental well-being, chronic patient, synthetic origin, pain killer, long-term damage, to
alter behaviuor, with regard to, to lead to dependency, synthetic origin, chemical
similarity, feelings of elation, physical harm, physical health, synthetic drug, chemical
makeup, to damage health, to increase concentration, highly dangerous, visual
hallucinations, paint thinner, nail polish remover, to produce effect, to cause damage,
legitimate medical use.

Ynp. 5. MpountainTe n nepeseanTe cneayrownii TEKCT.

WHAT IS A DRUG?

Drug is any substance that alters the central nervous system, brain chemistry or
bodily functions. There are many definitions of this term because there are different
meanings of the word “drug” regarding to medicine, law and usage.

In general, a drug is defined as “a chemical substance used in the treatment,
prevention, or diagnosis of disease or used to otherwise enhance physical or mental
well-being. ”

Medical drugs may be prescribed by doctors for a limited time or for use on a
regular basis for chronic patients. Recreational drugs or street drugs are drugs that
target the central nervous system and brain. Many recreational drugs lead to abuse and
dependency.

Drug classifications are a way to organize drugs into categories. The British
and American law enforcement systems use several classifications of drug substances:
(1) according to chemical semilarities (among natural and/or synthetic substances);
(2) according to the impact on the mind and body (the effects produced on people and
the level of mental or physical harm); (3) according to legal consequences (legal
limits for drugs such as possession, distribution or manufacturing).

Ynp. 6. OTBeTbTe Ha BOMPOCHI K TEKCTY:
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1 Why is there no single definition of a drug?

2. How can drugs be used in medical purposes?

3. What are street drugs?

4. What can recreational drugs lead to?

5. What are the grounds for classifying drug substances into categories?

Ynp. 7. MpounTainTte N nepesegnTe CNeayroLnin TEKCT:

CHEMICAL MAKEUP CLASSIFICATION
The chemical makeup classification includes such classes as alcohol, opioids,
benzodiazepines, cannabinoids and barbiturates.
Alcohol is the most widely abused legal substance across
the world. Alcohol creates feelings of euphoria and lowers
inhibitions, but it also severely effects judgment, perception
and reaction times. Alcohol is a central nervous system
depressant, but it causes the most severe long-term damage
to the liver.
Opioids (or opiates) take shape of natural and
synthetic origin. They serve as powerful pain killers, but
can also cause feelings of intense pleasure, leading to
addiction. Opioids are some of the most addictive of all
known substances and they are also some of the
deadliest. Some of the most well-known opioids include
heroin, Fentanyl, Oxycodone.

Benzodiazepines (or Benzos) have medical aims
to treat psychiatric and sleep disorders, but they are very
commonly abused. Benzos are highly addictive, and can
cause numerous medical and psychiatric problems when
not used as intended. Examples of Benzos include
Ativan, Valium. Xanax.

Cannabinoids are a class of drugs
that creates feelings of elation, known as a

“high”, but they also negatively impact mental and physical functioning.
They are less addictive than other drugs but can seriously damage a
person’s mental and physical health. Examples of cannabinoids include
marijuana, hashish, hashish oil.
Barbiturates act on the central
nervous system by slowing down its functioning.
Barbiturates were historically popular for the treatment
of psychiatric and sleep problems, and they are still
used for anesthesia and treatment of epilepsy and
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headaches. Barbiturates are highly addictive. Examples of barbiturates include
Amytal, Luminal, Pentobarbital.

Ynp. 8. Hanaute B TeKcTe ynp. 7 3KBUBANIEHTbl CNeAylLWMUX COB U
CNIOBOCOYETaHWN:

- XMMWYECKNiA cocTas,

- UI3MEHSATbL BPEMSA peakuuu,

- UMETb eCTECTBEHHOE MPOUCXOXIEHME,

- BbI3bIBaTb OLLYLLUEHWE A/INTENILHOrO HacNaXAeHWs,

- ABNATLCS OJAHUMW N3 CaMbIX CMEPTOHOCHbIX BELLLECTB,
- BELLIECTBA, BbiI3blBalOLLME HaMbOMbLLEE MPUBLIKAHME,
- UMEeTb XMMUYECKOE CXOACTBO,

- BbI3bIBaTb MPUNOAHATOE HACTPOEHME,

- TalnLLIHOEe Macno,

- 3aMeAIATb (hYHKLMN,

- NIeYeHNe NCUXMATPUUECKMX PaCCTPOIACTB,

- TO/10BHast 60/b.

Ynp. 9. lNoaTBepauTe UAM ONPOBEPrHUTE AaHHbIE HUXE BbICKa3biBaHUA,
Mcnonb3ysa BblpaxkeHs It’strue - MpasunbHo. It’sfalse - HenpaswnbHo.

1 Chemical makeup classification comprises such classes as alcohol,
stimulants, benzodiazepines, cannabinoids and barbiturates.

2. Alcohol is a central nervous system depressant.

3. Opioids are not addictive among all known drug substances.

4. Cannabinoids include cannabis, hashish, hashish oil.

5. Barbiturates affect the central nervous system by slowing down its
functioning.

Ynp. 10. O6GbSACHUTE Ha aAHINMIACKOM $3blKE OCHOBHbIE Pa3NMuUa MeXAy
KnaccaMy HapKOTMYECKMX BELLECTB, BXOAALIMX B KNaCCU(MKALMIO Ha OCHOBE WX
XMMWUYECKOro COCTaBa.

Ynp. 11. MpounTanite 1 nepesenTe ClefyroL M TEKCT:

DRUG EFFECT CLASIFICATION
Drug classification based on effect contains depressants,
stimulants, hallucinogens, inhalants.
Depressants create feelings of relaxation and tiredness.
They may be legally used against mental illness and sleep
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problems but they are very commonly abused because they may also create feelings
of euphoria. Depressants are also some of the most highly dangerous and can cause an
overdose. Examples of depressants include alcohol, opiates, barbiturates.

The primary use of stimulants increases energy, concentration and
wakefulness. In the short term, stimulants increase productivity and performance with
an excited high of pleasure. In the long term, stimulants are very addictive and have a
very high potential for abuse. Examples of stimulants include Adderall, cocaine, meth
(crystal meth).

Hallucinogens alter the user’s perception of reality, often
resulting in auditory and visual hallucinations. Although
hallucinogens are generally less addictive than other drug classes,
their immediate impacts are generally more severe and dangerous.
Examples of hallucinogens include LSD, Psilocybin mushrooms,
PCP.

Inhalants are a vast range of chemicals

that are ingested primarily by breathing them in. Most inhalants are
commonly used materials that are in no way designed to be
ingested by humans. Most inhalants produce feelings of a high. The
use of inhalants is incredibly dangerous and causes many serious
health effects. Examples of such inhalants include paint thinner,
nail polish remover, petrol.

Ynp. 12. NMoabepuTe K cnoBaM, COAepXXaLlMMCS B KOOHKE A, CUHOHUMbI
U3 KONIOHKN B 1 nepeBeanTe MOMYyUYeHHbIE CUHOHMMWUYHBLIE NMapbl Ha PYCCKUIA
A3bIK:

A B
effect people
humans substance
legally to create
material legitimately
pleasure elation
to design impact
condition well-being

Ynp. 13. N3yunte K 3anomHUTE cnocobbl ynoTpebreHMsa HapKOTUKOB.
YKaxute, KakK  00blMHO  YynoTpebnAwdT  HApKOTUYECKMe  BeLlecTBa,
cocTaBngowmne BTopyto kKnaccuukaymto (Drug effects classification).

Methods of use Drug substances
inhale - BAbIXaTb
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ingest - ynoTpe6/1Tb BHYTPb
Inject - genatb MHBLEKLMIO
sniff- HioxaTtb

smoke - KypuTb

chew - »xeBaTb

Ynp. 14. WN3yunte Tabnuuy 1, cocTaBbTe YCTHOE COOOLLUEHME Ha
aHITMNCKOM $A3blKe O XapaKTePHbIX OCOBEHHOCTAX OTAe/IbHbIX HAPKOTUYECKUX
BELLLeCTB.

Table 1
The primary forms of drug substances, their slang names and average time of
action
Drug substance Form Street names Duration
Cocaine white crystal powder coke, snow, sniff, 15-30 min
dust, flake
Crack tan or white pellets rock, ball, rock, 5-15 min
tornado, crystal
Heroine white powder dope, mud, boy, 13-15 min
skunk, dragon
Marijuana a green mixture of dried weed, pot, hash, 2-3 hrs
flowers and leaves green, grass, trees
LSD soaked small squares of L, acid, cid, tabs, up to 12 hrs
paper similar to postage  blotter, superman,
stamps or absorbed into  California sunshine
sugar cubes
Anabolic steroids gel, cream, liquid abolic, gym candy,
juice, pumpers
Ecstasy (MDMA) pills X, xtc, rolls, Adam 3-6 hrs
& Eve, beans

Ynp. 15. TpounTaiTe W KPaTKO WU3NOXUTE Ha aHrUACKOM $3blKe
cofeprKaHue crnefyroLero TekcTa:

THE HISTORY OF DRUG USE IN THE UNITED STATES
Heroin is unfortunately a very popular choice of drug in the American culture
today. The drug didn’t just “show up” in the late 1960’s. Instead, opium began to be
rather popular just in the late 1800°s. There were a lot of opium dens scattered
throughout the “Wild West”. Cocaine arrived here via Chinese immigrants who came
to work on the railroads. Instead of drinking whiskey in bars, the workers were
relaxing in candle lit dim rooms smoking opium. It wasn't uncommon for them to
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spend several days & nights at the den eventually becoming physically addicted to the
drug. However, alcoholism was a bigger problem that time.

From the late 1800's to the early 1900's the reputable drug companies of the day
began manufacturing legally drug kits. These kits contained a glass barreled
hypodermic needle and vials of opiates (morphine or heroin) and/or cocaine packaged
neatly in attractive, engraved, tin cases. Laudanum (opium in an alcohol base) was
also a very popular elixir that was used to treat a variety of disorders. Laudanum was
administered to kids and adults alike - as freely as aspirin is used today.

Heroin, morphine and other opiate derivatives were unregulated and sold
legally in the United States until 1920 when Congress recognized the danger of these
drugs and enacted the Dangerous Drug Act. This new law made the purchase of these
drugs illegal and federally regulated. By the time of passing this law, however, it was
already too late. A market for heroin in the U.S. had been created. By 1925 there were
about 200,000 heroin addicts in the country.

Ynp. 16. CoctaBbTe M BblyunTe coobLeHMe no Teme «Knaccuukaymm
HapKOTUYECKMX BELLECTB», ONMpadch Ha CneaytoLLne nooXeHus:

1 What is a drug?

2. Types of drugs according to the purposes of use.

3. Main classifications of illegal drug substanses.

4. Chemical makeup classification: classes, description, examples.
5. Drug effect classification: classes, description, examples.
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UNIT §
DRUG-RELATED CRIMES ON THE INTERNET
Yup. 1. IlpounTaiite U BbIyUHnTe C/IeAYIOIIHE CJI0BA H CJI0BOCOYETAHMSI:

computersoftware — KOMIIBIOTEPHOE MPOTPAMMHOE 00ECTIEUEHUE

access — J0CTyM

website — BeO-caiiT

online — 3JIEKTPOHHBIM CIOCOOOM (OHJIAMH)

to control drug svia (over) the Internet — KOHTPONIMPOBATH HAPKOTUKHU 10
Huteprery (mocpeactsom MHTEpHETA)

profile — nmpoduib, yd4eTHBIE JaHHBIC

distribution channel — kanan nocraBku

demand of drugs — cipoc Ha HAPKOTUKHU

authorization— aBropusanus, NOJYyYEHUE PA3PELICHUS

customer base— kreHTcKas 0aza

web monitoring — MOHUTOPUHT (KOHTPOJIb) HHTEPHETA (CETH)

website hosting facility — ¢pakTruueckoe MECTOHAXOXKACHUE caiiTa

social media — counanpHbie ceTH

payment processing facility — kommiekc 00pabOTKH OHJIAHH TIaTeKen

restriction — OrpaHuYEHUE, 3aMPET

drug legislation — 3akoHonarenbcTBO B chepe HOH

to shut down a site — 3aKpbITBCANT

copy-cat site — KOnusi peajibHOTO caiTa

to provide a challenge — 6pocatb BbI30B

¥Ynp. 2. IlpouuraiiTte naHHbIe Tpynnbl CJA0B. 3aTeM nepeBeIuTe HX C
ONOPOoJi HA 3HAYEHHUSI CJI0BOOOPA30BATEIbHBIX 3JIEMECHTOB:

license (muuen3ust) — licensed — unlicensed,;

to distribute (pacnpenensate) — distributor — distribution — distributing;
toxic (Tokcu4HbIi) — toxicology — toxicological,

potent (MoliHbI# ) — potential — potentially;

category (kareropusi) — categorize — categorized;

to enhance (ycunuBate) — enhancer — enhancement;

to addict (mpuctpactuthes) — addict — addictive — addiction,;
pharmacy (anteka) — pharmaceutical — pharmacology — pharmacist.

Yup. 3. llpounTaiiTe u nepeBeauTe CJASAYOIIUE CJI0BA:
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Sale, distribution, unlicensed, website, purchasing, profile, novel,
pharmaceutical, psychoactive, tan-enhancer, target, illicit, online, counterfeit, toxic,
restriction, guarantee, impurity, totality.

Ynp. 4. TpounTainTe 1 nepeseamnTe cnefytoLine c10BOCOYETAHUSA:

point of access, pharmaceutical drugs, distribution website, available to buy,
illegal drugs, non-licensed pharmaceutical drugs, novel psychoactive substances, legal
substitutes, psychoactive properties, to search for drugs, average age, pain medication,
‘dark web’, correct authorizations, online pharmacy, potentially toxic substance,
quality guarantee, to deceive users, legitimate medications, ‘Legal highs’, measuring
the demand, Web Mapping Project, international enforcement and collaboration.

Ynp. 5. MpounTainTe 1 nepeeeanTe TEKCT.

ONLINE DISTRIBUTION OF DRUGS IN THE UK

The UK statistics show that users who buy or search for drugs online are
mainly young (average age - 23 years) and male (59%), with the largest proportion
(35%) searching for ‘party’ or ‘club’ drugs. Cannabis, prescription stimulants, pain
medication and heroin are also widely searched for.

There are many online channels through which users can purchase psychoactive
drugs. One such route is the ‘dark web’
accessible only with the correct authorizations
and computer software. According to the
national report, there are about 45,000 drug
products for sale on these sites.

It is difficult to estimate the number of
online pharmacies and the size of their
customer base. There are a number of risks
buying drugs from online pharmacies. The drugs may be counterfeit and harmful to a
user’s health, containing potentially toxic substances. Another major risk is drug
misuse. The requirement for a prescription controls the use of potentially addictive
and harmful substances, whereas illicit online purchase of drugs has no such
restrictions.

Another problem is the sale of unlicensed drugs over the Internet. A Google
search for ‘buy diet pills online’ caused the foundation of hundreds of websites
offering a range of medications to buy. These websites are often marketed as real
online pharmacies, with quality guarantees, well-designed websites and drug
information and advice, potentially deceiving users into thinking that they are buying
legitimate medications. The biggest sellers are diet and hair loss medications, as well
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as tan-enhancers. Chemical analysis shows high levels of impurities in products from
50% of online shops, potentially putting users at risk of a variety of health harms.

‘Legal highs’ form an emerging drug market which is highly adaptable and able
to adjust to rapidly changing drug legislation. For example, in 2021 a total of 101 new
substances were identified: 31 cathinones, 30 cannabinoids, 9 phenethylamines, 5
opioids, 5 tryptamines, 4 benzodiazepines, 4 arylalkylamines and absolutely new 13
substances.

Ynp. 6. OTBeTbTe Ha BOMPOCHI K TEKCTY:

1 What are the main categories of users who buy drugs online?

2. What drug substances are mainly searched for on the Internet?

3. What is the “dark net”? How can it be used for illegal purchase of drug
substances?

4. What are the risks buying drugs from online pharmacies?

5. What kind of problem does the sale of unlicensed drugs over the Internet
represent?

6. What is the totality of new illegal substances identified in 20217

Ynp. 7. Hangute B TekcTe ynp. 5 3KBUBANEHTbl Cheaylowmx ClOB U
C/I0BOCOYETAHUM:

- MpegnuncaHHble CTUMYNATOPSI,
- 06e360nMBatoLLIee CPeaCTBO,

- TCMXO0aKTVBHbIe HAPKOTUKMN,

- cnoco6 (MapLupyT, NyTb),

- OHJIaiH anTeka,

- (hasibCUPULMPOBAHHBIN 1 BPEAHbINA,

- peuenr,

- TabneTku Ana NoxyaeHwus,

- XOpOLUO NpoAyMaHHbI Be6-CaiT,

- 0[00peHHble MeAMLMHCKWE Npenaparb,
- YPOBeHb MpuMecei,

- (hopmMmnpoBaThb PbIHOK.

Ynp. 8 lMoaTBepauTe MK ONPOBEPrHUTE AaHHble HUXE BbICKa3blBaHUA,
MCNonb3ys BblpaxeHs It’strue - MpasunbHo. | t’sfalse - HenpasunibHo.1

1 The UK statistics show that users who buy or search for drugs online are
mainly young (average age - 25 years) and female (59%).
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2. There are many online channels, for example ‘dark net’, through which users
can purchase psychoactive drugs.

3. The drugs, searched for on the Internet, may be counterfeit and harmful to a
user’s health, containing potentially toxic substances.

4. Another problem is the sale of non-licensed drugs over the Internet.

5. Chemical analysis shows high levels of impurities in products from 50% of
online shops.

Ynp. 9. MNMpouutainTe n nepeseauTe TekCT. lNpuaymanTe 3arofioBKM K
Kakgomy 13 ab3aues 1 BbIMULWKTE K HAM K/lo4YeBble cnosa (4-5 cnos).

DRUGS AND THE INTERNET IN THE UK

The Internet offers a unique point of access for the sale of unlicensed and illicit
pharmaceutical drugs through illegal distribution websites. The relatively new
phenomenon of purchasing of drugs online has opened up new ways for researching
the distribution channels, risks and profiles of persons who purchase such drugs.

The types of drugs available to buy online
can be categorized as: illegal drugs, non-licensed
pharmaceutical drugs, pharmaceutical drugs,

| N te 'n et novel psychoactive substances.
iy 1 Illegal drugs are drugs which are
L legislated as illegal under the Misuse of Drugs
d ®i *lsoelg""%mimg"cC'Tfp?t}'qna' Act 1971 and are unlawful for an individual to
J "WIngfiniG . .

possess (for example, heroin, cocaine, ecstasy).
Non-licensed pharmaceutical drugs are
drugs which have not received a licence for
treatment are not safe for use by the UK drug regulatory authorities. For example

certain weight-loss drugs, tan-enhancers.

Pharmaceutical drugs are drugs that are used in everyday medical practice, are
licensed by medical authorities. They are illegal if distributed without prescription.
For example, anxiety and pain medication drugs, which are strictly controlled partly
due to their addictive nature, are popular targets for illicit distribution.

Novel psychoactive substances (Legal Highs) are synthetic drugs which have
not yet been controlled under the Misuse of Drugs Act 1971 and are available to buy
as legal substitutes for more common drugs. They are typically sold as products such
as plant feeders or incense. An example is Mephedrone which shares the psychoactive
properties of cocaine and amphetamines.

Ynp. 10. OTBeTbTe Ha BONPOCHI K TEKCTY:

1 What are the ‘profits’ of illegal distribution of drugs via the Internet?
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2. What types of drugs can be found on the Internet?
3. What are the illegal drugs?

4. What are the non-licensed pharmaceutical drugs?
5. What are the pharmaceutical drugs?

5. What are the Legal Highs?’

Ynp. 11. Haingute B TekcTe ynp. 9 3KBMBaNeHTbl CAeaylowmx CnoB U
C/I0BOCOYETAHUM:

- NpofaXka He3aKOHHbIX HapKOTUKOB,
- MOKynaTb HapKOTUKW,

- He3aKOHHO MMETb B MO/Ib30BaHNN,
- NIMLEH3MS NeYebHON AedaTeNbHOCTH,
- HaApKOTUKMW A5 CHUXKEHMS Beca,

- 6e3 peuenTa,

- CUMHTETMYECKME HAPKOTUKMN,

- yaobpeHue,

- 6naroBOHMe,

- MNCUX0aKTMBHbIE CBOWCTBA.

Ynp. 12. NMopgbepuTe K cnoBaM, COAepXKaLlMMCS B KOMOHKE A, CUHOHUMbI
U3 KOJIOHKN B 1 nepeBeauTe MOMYyYEHHbIE CUHOHMMWUYHbLIE NMapbl Ha PYCCKUIA
A3bIK:

A B
addict ratio
proportion pain killer
to buy to purchase
pain medication illegal
counterfeit damage
illicit user
harm false

Ynp. 13. lMpouuTtainTe W nepeBeanTe TeKCT. KpaTKo WU3I0XUTE Ha
aHTIMACKOM A3blKe 0CO6EHHOCTH nporpamm aHTUHAPKOTUYeCKOro
MOHUTOPUHra cTpaH EC B ceTn MIHTepHeT.

ANTI-DRUG WEB MONITORING
The monitoring ofthe Internet has become essential
in the process of measuring the demand and sale of drugs.
The law enforcers established many projects to control
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drugs via the Internet. For example, the Psychonaut Web Mapping Project recorded
the availability of legal drugs on the Internet via extensive monitoring of websites,
chatrooms, online shops, forums, Ebay, Google searches and social media. They
reported 203 websites and 414 substances/products, highlighting the scale of the
availability of legal drugs on the Web, but also the fact that the majority of these
substances and their effects were previously completely unknown to professionals in
this field.

Currently the EU Madness Project is
continuing to monitor drug substances in Europe in
order to prevent health harms and update relevant
professionals. The project aims to “monitor, test,
profile, and feed back into education and
prevention knowledge relating to the types of
drugs emerging, their associated characteristics,

and potential harms”.

Regulating the online drugs market is notoriously difficult. Manufacturers,
suppliers, website hosting and payment processing facilities are typically based in
different countries. That means that highly coordinated international enforcement and
collaboration is necessary to control the market. Furthermore, whilst individual sites
can be identified and shut down, copy-cat sites appear under different names which
are difficult to monitor. In general, the online drugs market provides a unique
challenge to law-enforcement, healthcare providers and the research community.

Ynp. 14. MpountainTe n nepesegute TeKCTbl. COCTaBbTE Pe3tOMe MO HUM
Ha aHTTMACKOM fA3blKe.,

OPERATION HYPERION

In October 2016, law enforcement authorities from across the world came
together to carry out Operation Hyperion. The operation targeted buyers and sellers of
illicit drugs, weapons and fake and stolen identities, and other illicit activities using
darknet marketplaces.

As a result of Operation Hyperion, Swedish law enforcement authorities
arrested Sweden’s largest suspected darknet marketplace vendor, suspected of making
millions of Swedish kronor in profit by distributing illicit drugs in the country and to
customers outside Sweden. As part of Operation Hyperion, the National Prosecution
Service of the Netherlands launched a hidden service to showcase the detection and
prosecution of many large vendors on darknet markets.

Operation Hyperion was carried out by law enforcement authorities in
Australia, Canada, Finland, France, Ireland, the Netherlands, New Zealand, Spain,
Sweden, the United Kingdom and the United States, and was supported by Europol.
The takedown of a darknet market provides investigators with a rich data source.

43



Exploring and analyzing the accumulated data gained from several takedowns in a
central database generates investigative leads. The planning and execution of
Operation Hyperion was made possible by analysis of data obtained through
Operation Onymous and other investigations into darknet trading activity
investigations.

A good intelligence picture allows law enforcement authorities to focus
resources and activities on investigating the most active and prolific vendors. The
deconfliction of investigations is essential to prevent interference from different
investigations. Cyberpatrol actions allow law enforcement authorities to gather
intelligence and identify high-value vendors and targets and their criminal activities,
with the objective of initiating follow-up investigations and operations. Overall, these
actions contribute to the development of a common law enforcement approach as well
as innovative tools, techniques and tactics to combat criminality on the darknet and to
deter criminals from becoming active on darknet markets. These actions significantly
improve the cooperation between investigators targeting different types of criminality,
including drug trafficking, firearm trafficking, the distribution of counterfeit
documents and the trade of any other illicit commodities on the darknet.

[MpumeYaHue.
Kronor (Swedish) - kpoHa (WBefckas) - OCHOBHAaA [eHeXHas eauHuLa
LLiBeynn.

ALPHABAY & HANSA SHUT DOWN

Two major law enforcement operations, led by the FBI, the US Drug
Enforcement Agency (DEA) and the Dutch National Police, with the support of
Europol, shut down the infrastructure of an underground criminal economy
responsible for the trading of over 350 000 illicit commodities including drugs,
firearms and cybercrime malware. The coordinated law enforcement action in Europe
and the United States ranks as one of the most sophisticated takedown operations ever
seen in the fight against online criminal activities.

AlphaBay was the largest criminal marketplace on the darknet, utilizing a
hidden service on the Tor network to effectively mask user identities and server
locations. Prior to its takedown, AlphaBay reached over 200 000 users and 40 000
vendors. A conservative estimation of USD 1billion has been transacted in this
market since its creation in 2014. Transactions were paid in bitcoin and other
cryptocurrencies.

Hansa was the third largest criminal marketplace on the darknet, trading in
similarly high volumes of illicit drugs and other commodities. Both markets were
created to facilitate the expansion of a major underground criminal economy, which
affected the lives of thousands of people around the world and was expressly designed
to hinder the ability of law enforcement to bring offenders to justice.
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DISRUPTION OF DARKNET TRADE

The disruption of darknet markets is a key area of activity for law enforcement
authorities in the fight against the online trade in illicit goods. In many cases, these
actions have targeted the largest darknet markets in terms of the number of vendors,
sales and products on offer. Overall, these actions have disrupted the online trade in
illicit drugs and reduced overall trade activity. They have also generated intelligence
and investigative leads, allowing investigators to focus on the most successful
vendors and the most active buyers. Disrupting darknet trade also undermines
customer confidence in the reliability and availability of darknet markets.

Recent high-profile international operations, such as Operations Onymous,
Bayonet and GraveSac, have generated substantial intelligence and awareness of the
quickly expanding scope of the trade in illicit drugs on the darknet. The exploitation
of the anonymity provided by the darknet in combination with other encrypted means
of communication and payment systems, such as cryptocurrencies, poses a challenge
for law enforcement authorities in terms of detection, attribution and disruption.

ynp. 14. CocTaBbTe M  BblyynTe  cooblleHMEe NO  TeMme
«KnbepnpecTynHOCTb N HAPKOTUKN,

45



UNIT 6
DRUG-RELATED CYBERCRIMES PENALTIES
Ynp. 1. MpoyntaiTe 1 BblyunTe CNOBA U BblPaXXEHUS.

dependency - 3aBUCUMOCTb

penalty - HakasaHue

punishment - HakaszaHue

tosupply - noctaenstb

prison-TopbMa

sentence - NpMroeop

guardian- onekyH

career- cufenka

aggravating- otaryatouiee (Hanp., 06CTOATENLCTBO)
mitigating- cmaryatoLee (Hanp., 06CTOATENILCTBO)
to take (34.) - NpuHUMaTL

psychoactive- NCMXOTPONHbIiA

online trade - oH-naiiH (yganeHHas) TOProens
transaction - TpaH3aKuua, AeHeXHbIV niaTex (nepeso)
cryptomarket - pbIHOK KpUNTOBa/HOTbI
cryptocurrency - KpunToBa/itoTa

virtual currency - BupTyanbHas BantoTa

vendor - npopgasew, aunnep

Ynp. 2. MpounTaiiTe fAaHHble TPynnbl C/MOB. 3aTeM NepeBeauTe MX C
OMopoVi Ha 3Ha4YeHNs CNOBOO6GPA30BaTE/IbHbIX 3/IEMEHTOB:

to sell (npopasatb) — seller - selling;

to depend on (3aBuceTb) - dependent - independent - dependency;

to prison (3akno4aTh B THOPbMY, THOPbMA) - prisoner - imprisonment;
to supply (noctaensate) - supplier - supplying- supplied;

to carry (MMeTb Nnpu cebe, NepeBO3nTb) - carriage - carrier - carrying;
to deal (npopasats) - dealer - dealing.

Ynp. 3. lMpoynTainte 1 nepeBeanTe cneaytoLine cnosa:

Prison, sentence, penalty, supplying, producing, substance, to carry,
psychoactive, called, guardian, carer, quantity, aggravating, mitigating.
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Ynp. 4. MpounTainTe U NnepeBeanTe CNneayoLLne c/I0BOCOYETaAHUSA:

Prison sentence, drug-related crimes, to take drugs, to carry drugs, called
‘supplying’, the type of drug or substance, dealing or producing, nitrous oxide,
psychoactive substances, guardian or carer, the class and quantity of drug, personal
history, aggravating or mitigating factors.

Ynp. 5. MpouunTaiite n nepeBeante TeKCT. OOGBLACHUTE Ha aHINNCKOM
f3blKe  OCHOBHbIE  pa3nMuus  MeXxay HaKazaHusMU 33 COBEPLLEHUS
NPECTYNNEHWNI, CBA3AHHbIX C HAPKOTUKAMU U NMCUXOTPOMHbLIMU BELLLECTBAMMU.

THE UK DRUG PENALTIES

Living in the UK people can get a fine or prison sentence if:

. take drugs;

. carry drugs;

. make drugs;

. sell or deal drugs (also called ‘supplying’ them).
The UK penalties depend on the type of drug or substance, the amount people

have, and whether they are also dealing or producing it.

Psychoactive substances can include things like nitrous oxide (‘laughing gas’).
People can get a fine or prison sentence if:

. carry a psychoactive substance and intend to supply it;

. make a psychoactive substance;

. sell, deal or share a psychoactive substance (also called supplying
them).
If people are under 18, the police are allowed to tell parents, guardians or carers

that they have been caught with drugs.

The penalty for drug-related crime in the UK will depend on:

. the class and quantity of drug;

. where a person and drugs were found;

. personal history (previous crimes, including any previous drug
offences);

. other aggravating or mitigating factors.

Ynp. 6. OTBeTbTe Ha BOMPOCHI K TEKCTY.

1 When can people get a fine or prison sentence ifthey live in the UK?

2. What does selling, dealing or sharing a psychoactive substance mean
together?

3. Whom should the police inform if people are under 18 and they have been
caught with drugs?
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4. What will the UK penalty for drug-related crimes depend on?

Ynp.7. Mopbepute K cnoBaM, CoAepXallumcst B KONOHKE A, CUHOHUMbI U3

KONOHKN B 1 nepeseguTe NosiyyeHHbIe CUHOHUMWYHbIE Napbl Ha pyCCKI/II‘/JI A3bIK.
CocTaBbTe CBOM COOCTBEHHbIE npegnoXXeHnqa ¢ KaxxabiM C/1I0BOM:

A B
to supply jail
quantity factors
drug distribution
penalty amount
circumstances to sell
drug user punishment
prison narcotic
selling drug addict

Ynp. 8. Hangnte B TekcTax ynp. 5 v 7 aKBMBaNeHTbl CNeaytowmx c/ioB u

CNNOBOCOYETaHUN:

- TOProBAsi HAPKOTUYECKMMMU BELLLECTBAMY;

- MCUXOTPOMHOE BELLIECTBO;

- HaKasaHue 3a NPecTymn/eHne, CBA3aHHOE C HAPKOTMKaMU;
- MOXXHO oLLTpachoBaTh;

- BWf, HAPKOTMYECKOrO BELLECTBa;

- TIOPEMHOE 3aK/IOUEHME,;

- OoTAryaroLee 1 cmsaryaroLee 06CToATeNbCTBA.

Ynp. 9. Bblpa3uTe MHeHMe, C ONOPOIi Ha BOMPOChI, JaHHble HUXE:

1 Why do you think people take drugs?

2. Do you think drugs lead people into crime?

3. Should people be punished in any way for using drugs? How
should they be punished?

4. Should there be punishments for dealing in drugs? How should
they be punished?

5 What would be the advantages and disadvantages of making all
drugs legal?

6. What would happen if alcohol and tobacco were made illegal?

1. Is there a drug problem in your town/ country?
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Ynp. 10. CocTaBbTe M BblyunmTe CO0OLLEHME MO Teme «PacrnpocTpaHeHue
HapKOTUKOB MOCPeACTBOM ceTu VIHTEPHET N HaKasaHue»,
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UNIT 6
PREVENTION OF CYBERCRIMES ON THE INTERNET
Ynp. 1 MpoyntaiTe 1 BblyunTe CefytoLimne cnosa 1 CI0BOCOYETaHUS:

health care - cuctema 3apaBoOXpaHeHUS

to have an effect - Bo3aecTBOBaThL

to prevent re-offending - npegynpexaeHve peunarsa (NOBTOPHOMO
COBEPLLEHNSA MPECTYMNEHNS)

to alert - onoBsewatb, Npeaynpexaarb

involvement - yyacTtue, coy4yacTue

under the influence of drugs - nog Bo3aencTB1EM HAPKOTUKOB

drug administration - ynoTpe6neHme HapKOTUKOB

alcohol abuse - 3noynotpebneHve ankoronem, ankoroansm

to intervene - BMeLLMBATLCA

to acquire drugs - npuobpeTaTb HAPKOTUKK

treatment - feyeHme

Imprisonment - THOPeMHOE 3aK/yeHue

occasional use - HeperynsipHoe ynotpe6sieHue

to resist pressure - NPOTUBOCTOATb JaB/IEHMNIO

Ynp. 2. lMpounTaliTe AaHHble TPynnbl cnoB. 3aTem nepeBeanTe UX C
OMOpPOoN Ha 3Ha4YeHnsa cNoBOOBGpa3oBaTe/lbHbIX 3/IEMEHTOB:

effect (atpdpekT) - to effect - effective - effectiveness;
to initiate (HaumHatb) - initiative - initiation - initiator;
to prevent (Npegynpexaatb) - prevention - preventive;
to press (0aBUTb) - press - pressure;

to behave (Bectu ce6s) - behavior - behavioral;

to resist (conpotusnATbCA) - resistant - resistance;

to risk (puckosartb) - risk - risky - riskless;

to arrest (apecToBbIBaTb) - arrest - arrestee - arrested,;
to treat (neunTb) - treatment - treated - untreated.

Ynp. 3. lpounTainTe 1 nepeseamnTe cneytoLne cnoBa:

Criminology, category, tertiary, initiative, justice, violence, bullying,
involvement, community, re-offending, recidivism, pharmacological, imprisonment,
approach, intervention, alternative, mentoring, cognitive-behavioral, lowering,
worldwide, hotline,
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Yup. 4. llpounTaiite u nepeBeauTe CIACAYIOUIHE CJI0BOCOYCTAHUS:

Prevention category, drug-related crime, health care, criminal justice system, to
alert the general public, domestic violence, social services, involvement in crime,
preventing re-offending, socially desirable, consequences of misuse, vulnerable
family, to address a broader public, crime rate, forms of care and support,
detoxification program, alcohol abuse, mixed approach, drug-related risk behavior,
parental drug use, at-risk individuals.

Yup. S. IlpounTaiite u nepeBeauTe TEKCT.

THE GENERAL ISSUES IN PREVENTION
OF DRUG-RELATED CRIME

Criminology defines three prevention categories — primary, secondary, and
tertiary. They are taken from the field of health care. These categories are defined as
follows.

Primary prevention refers to programs or initiatives aimed at people who have
never been involved in the criminal justice system, such as programs to educate or
alert the general public or young people about domestic violence or bullying in
schools.

Secondary prevention refers to programs specifically targeted to children and
young people who are identified by the social services, educational or justice systems
as being at risk of involvement in crime.

Tertiary prevention refers to programs for those who are in the criminal justice
system and/or returning to the community, with the aim of preventing re-offending.

In this regard, there are three types of preventive approaches for the prevention
of drug-related crime:

- the prevention of illegal drug use,

- harm reduction (the prevention of drug-related risk behaviors),

- the prevention of recidivism.

Yup. 6. OrBerbTe HA BOPOCHI K TEKCTY.

1. How many prevention categories does Criminology define? What
are they?
Who does the primary prevention aim at?
Who are the targets of the secondary prevention?
How does the tertiary prevention differ from the previous ones?
What approaches are used to prevent drug-related crimes?

SR LN
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Ynp. 7. MpoyunTanTe U NepeBefnTe TEKCT NMUCbMEHHO.

THE EU DRUG CRIMES PREVENTION STRATEGIES

The prevention of illegal drug use is an obvious way of preventing drug-related
crime. Prevention programs may have an effect on both drug use and drug-related
crime risks.

The aim of primary prevention is to prevent
drug use in the entire population. The European
Union has implemented five ways of primary
prevention: through schools, families, in the
community, by focusing on a particular group, or by
addressing a broader public through media
campaigns. This is not surprising that the majority of government implemented anti-
drug initiatives worldwide are school-based. This type of prevention can teach young
people how to resist pressure to use drugs, or to learn the importance of a healthy
lifestyle. Family influence is one of the most important risk for drug use. Many
countries place particular emphasis on providing support to vulnerable families and
young children to avoid parental drug use resulting in later drug use by children.
Media campaigns involve the use of telephone hotlines, websites and social media to
provide information to young people and answer their questions.

Secondary prevention targets children and young people identified as being at
risk of drug use or having already begun occasional use. The Europeans have two
approaches: the use of school-, family- and community-based intervention programs,
and the training of professionals who can identify at-risk individuals and help them
obtain the appropriate type of support. The United States has a mixed approach. On
the one hand, there are more than 300 prevention programs. On the other hand,
professionals in regular contact with young people are trained to identify those who
are drug-involved and intervene appropriately.

The main focus of tertiary prevention is on the prevention of crime committed
under the influence of drugs or in order to acquire drugs. Individuals arrested for
offences related to their personal drug use usually reoffend if their dependence is
untreated. Drug treatment is both a means of preventing drug use and a means of
lowering drug-related crime rate. Drug treatment may be used as an alternative to
imprisonment. Treatment includes detoxification programs and pharmacological
therapy, as well as a variety of additional forms of care and support (cognitive-
behavioral approaches, motivational interviewing, mentoring programs, etc.).

Ynp. 8. OTBeTbTe Ha BOMPOCHI K TEKCTY:

1 What is the best way of preventing drug-related crimes?
2. What is the aim of primary drug prevention?
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3. What are the ways of primary drug prevention?
4. Who targets the secondary crime prevention?
5. What does the drug treatment include?

Ynp. 9. Hangnte B TeKcTax ynp. 5 1 7 aKBMBaneHTbl Cneayowmx cnos u
C/I0BOCOYETAHUM:

- C(hepa 34paBoOOXpaHeHNS,

- laBaTb 3HaHWS LUMPOKMM CNOSIM O6LLECTBa,

- cOy4acTue B NPeCTyn/eHnN,

- BO3BpaLLeHMe K 00bIYHOMN YKN3HW,

- CHVDKeHVe Bpeja,

- NPECTYN/IEHNSA, CBA3AHHbIE C HAPKOTMKaMMU,

- NepBMYHasA (BTOpPUYHas, TPETUYHAA) NPOINIAKTIKE,
- @aHTU-HapKOTMUYecKas nporpaMmmMa (MHULmMaTunBea),
- yaenaTb 0coboe BHUMaHMe,

- NporpamMma BMeLLaTeNbCTBa,

- IMLa, HaXxoaALMecs B 30He pUCKa,

- ObITb B MOCTOSAHHOM KOHTaKTe,

- CNOCO6 CHWKEHWSA YPOBHSA NPECTYNHOCTH,

- BONONHUTENIbHAsA (DOPMa MOLAEPIKKM.

Ynp. 10. Mopbepute K cnoBam, cofepXKallMMcs B KONOHKE A, CUHOHUMBI
N3 KONOHKM B 1 nepeBeanTe MOMYYEHHbIE CUHOHUMWYHbLIE Mapbl Ha PYCCKUNA
A3bIK:

A B
use attention
illegal society
focus treatment
individuals administration
community irregular
therapy criminal
occasional persons

Ynp. 11. CoctaBbTe M BblyuynTe coobuieHne no teme «lMpodunaktnka
HapKOMNPECTYMNHOCTU B CeTU IHTepHEeT».
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PART 2

THE BASICS OF PROFESSIONAL COMMUNICATION

WITH FOREIGN CITIZENS

UNIT 1

FIGHTING DRUG-RELATED CRIMES ON THE INTERNET

SITUATION 1

DESCRIPTION OF A SUSPECT

Yup. 1. Belyunre ¢/j10Ba U CJI0BOCOYCTAHUS.

appearance
photo kit

medical survey
facial characteristics
range of suspects

BHEITHOCTD
(dboTopodOT

MEIUIIMHCKOE OCBUACTEIHCTBOBAHNE
YePTHI JIUIA

KPYT TI0/I03PEBACMBIX

male MYKCKOH
female JKEHCKHIA

age BO3pacT
complexion LBET JIAIIA
extremely dangerous 0c000 onacHbIi
leaflet 0OBSBICHHE
face type THII JIUIA
Mongolian MOHTOJIbCKHMA
Caucasian KABKa3CKHii
Middle Asian CpelHea3naTCKui
European €BpONENCKUIA
African aQpUKaHCKUI
Arab apaOckuii
Carribean KapuOCKuit
description OMUCaHUE
feature 4yepra, 0COOEHHOCTh, TPUMETA
height poct

build TENOCIOXKEHUE
hair BOJIOCHI

nose HOC

eyes ry1a3a

Yup. 2. [Ipounraiite u 3anoMHuTe (Ppaspl.
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Excuse me, officer?

[TpocTuTe, MONULECHCKAN?

Please, help me!

ITomoruremMHe, nokayicra!

By all means.

O0s3aTeNnbHO.

Glad to help if I can.

Pannomous, eciimcmory.

What’s happened? (What’s the matter?/
What is the trouble?)

Yronpouszouwno?

Somebody hit me over my head with a
stick, grabbed my luggage (bag) and ran
away.

KT0-T10 ynmapuim mMeHd majnkoi 1o
rOJIOBE, BBIXBATHJ MOH Oarax
(MOKO CYMKY) W CKPBIJICSI.

I’ve been robbed. All my things have been
stolen.

Mens orpabuim. YKpaaeHbl BCE
MOM BEILH.

Would like to sit down here?

Bbl He xoTenu Obl TPUCECTH?

Howdoyoufeel?

Kak BbI ce0s1 uyBCTBYETE?

Thank you. I am well (unwell).

briaronapro Bac, xopouio (1ioxo).

When (where) did 1t happen?

Koraa (rzne) sronpounsouio?

Near the railway car.

PsnoMm ¢ BaroHom.

Can you describe the criminal ?

Brbl MokeTe onmncarb
NPECTYIHUKA?

Yes, sure. (Yes, of course.)

Jla, KOHEYHO.

What did the criminal look like?

Kak BbITIIsIIEN TPECTYNHUK?

How old is he?

CKONBKO €My JIE€T?

To my mind

[1o MOEMY MHEHHUIO

What was he dressed in?

Bo 4to oH ObLT O1€T?

Please sign this report.

[Ipoury moanucare 3T0T
ITPOTOKOJLI.

Yup 3. Onpenenure npuMepHbIil BO3PACT U THII JIMLA.

3anoMHauTe!

[Tpu OTCYTCTBMM TOYHOM MH(POPMALIMK O BO3PACTE YeIOBEKA (HAPUMEP, OTCYTCTBUE

JOKYMEHTOB), BO3PACT YKA3bIBAETCS MPUOIH3UTEIBHO.

Hampumep, 25-30 yearsold (25-30 nem).
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Ynp. 4. U3yunTe HOBYKO JIEKCHKY, ¢ MIOMOIILI0 KOTOPOi MOKHO OMHCATH
POCT, TEJIOC/I0KEeHHE H JINIO0 YeJI0BeKa.

Height short ( under 160 cm ) HEBBICOKHIA
medium ( under 170 cm) CPEIHETO POCTa
tall ( under 180 cm ) BBICOKHIA

higher than tall ( past 190 cm ) | 04eHb BBICOKHIA

Build

weak — crmaboe solid - kopenactoe
medium - cpeaHee athletic - armeTnyeckoe
Hair

fair - cBerneie, dark - TemHBIE, gray - ceaple, auburn - pebkeBartele, jet-black -
uccuHs-4epHbIe, long - jumHHBIE, short - kopoTkue, curly - Berommecs, straight -
npsiMble, wavy - BOTHUCTHIE, thin - ToHKME, scanty - xkuakue (peakue), rich - rycreie

Nose
| straight - npsivoii, up-turned - B3mepHYTHIA, hooked - Kproukomateii, flat - |
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NPUNNKCHYTbIW, sSnub - KypHocblin, aquiline - opNNHbBINA

Eyes
dark - TemHble, blue - ronyo6sle, hazel - kapue, green - 3eneHoBatble; deep-set -
rnyboko nocaxeHHble, close-set - conmkeHHbIe K nepeHocuue, slanted -packocble

Ynp. 5 TlpounTtailTe M nepeBeanTe Ccnedytoline CnoBOCOYETaHUS Ha
aHITMACKNIA A3bIK.

MponaBwunii 6e3 BecTW, KPyr noA03peBaemMblX, MYXXCKOW / >KEHCKMWIA nof,
NMPUMEPHBIA BO3PaCT, KaBKa3CKWA TUM NnLa, €BPOMencKuin TUM fvua, UBeT fimua,
CPefHUA pOCT, POCT Bbllle CPefHero, CpefHee TeNIOCNOXKEHNE, KOpeHacToe
TeI0C/OXeHWe, cefble/depHble, KaK CMOJIb BOSIOCHI; BbIOLLMECS, BO/IHUCTbLIE, MYCTbIE;
MPAMOIA, KYPHOCBI, B34EPHYTbIA HOC; Kapue, ry60Ko NocaXeHHble, pacKocChle r/asa,
CpeAHeasuaTCKUii TUN LA, MOHTO/IbCKUAM TUM NALA, BbICOKUIA U XYLOLLABbIN.

Ynp. 6. MpounTainTe 1 nepeBeanTe Ha PYCCKUIA A3bIK YacTy nuLa.
FACE

Ynp. 7. CoeguMHuTe CnoBa, OMNMCbIBalOLLME YacTW Tena W nuua, W
obpa3yinTe CNOBOCOYETaHUS.

height green, hazel, deep-set, blue, close-set
build tall, short, higher than tall, medium
ear curly, wavy, short, rich, jet-black, dark
legs and arms up-turned, straight, aquiline, snub

hair long, short

nose upper, lower, full
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eyes athletic, medium, weak
lip small, oval, round, triangular

Ynp. 8. MNpounTainTe 1 nepeBeanTe Ha PYCCKMI A3blK OPUEHTUPOBKY Ha
Mo/l03PEBAEMOr0 B COBEPLUEHNM HAPKOMPECTYMNEHUIA.

GLEN STEWART GODWIN

Nicknames: Michael Carrera, Michael Carmen, Glen Godwin, Glen S.
Godwin, Dennis H. McWilliams

Date of Birth: June 26, 1958 Hair: Black

Place of Birth: Miami, Florida Eyes: Green

Height: 6'0” Complexion: Medium to Dark

Weight: 200 pounds Sex: Male

Build: Medium Race: White

Nationality: American

Occupations: Self-employed intool supplies, mechanic

Scars: None

Marks:

Remarks: Godwin speaks Spanish. He is charged of cocaine distribution
via darknet.

Ynp. 10. lNepeBeanTe C PycCKOro Ha aHr/IMNCKUIN S3blK OPUEHTUPOBKK Ha
N1, pasbiCKMBAEMbIX NOMNLMEN.

Pas3bicknBaeTcs!

1 KeHwwmHa, Ha Bug 35-37 net, pocTt okono 160 cM., NAOTHOro
TeNI0CNOXeHWs, rnasa Kapue. bbina ogeta B 6eyt0 KOPOTKYH KYPTKY, MOMYyO0TUHKM
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CBETJIOTO LIBETA, CHHUE JKUHCHI, CBETIIYIO Bsi3aHyro manky. [Togo3peBaercs B cObITE
(aTbIIMBBIX TATUTBHICYHBIX KYITEOP.

2. My>xunHa, Ha BAX 30-35 J€T, CIIOPTHUBHOTO TEJIOCIOXKEHUS, pocT 175-
180 cM. BooCkl KOpOTKHE, TEMHBIE, HEMHOTO ceabple. Ha myedye mmeercs TaryupoBKa
B BUJIE KUHXKana. Pycckuid, panee mpoxkuBall B T. Carka, UenssOMHCKOW 00nacTH.

3. Mononoit myxunna 18-20 ner, XyIomaBoro TeOCIOKEHUS, BBICOKOTO
pocta. Bojockl KOPOTKHE, CBETIIBIC. THII JMLla - €BPONECHCKUA. bbll OIET B TEMHBIN
CHIOPTHBHBIA KOCTIOM M Y€PHbIE KPOCCOBKH. Oco0asi MpUMeTa: Ha JICBOH PyKe HIpam
pazMepoMm 5-7 cMm.

4. My>kurHa, Ha BUJ OKOJIO 20-25 JIET, CPEAHETO TENOCIOKEHUSI, PocT 173-
175 cm. BT OAET B TEMHO-CEPYIO TOJICTOBKY € IBYMSI TIOJIOCAMH HA PYKaBaX, YEPHBIC
CHOPTHBHBIC OPIOKHM, TEMHYIO 00YBb. My>KUMHA MOJ03PEBACTCS B COBEPIICHUMN KPAXKU
U3 MarasuHa.

Yup. 11. BcraBbTe B OpPHEHTHPOBKH HHPOPMALMIO MO CMBICAY H
nepeBenTe HX HA PYCCKU SI3bIK.

WANTED!

A of approximately 1 -20 years old of Middle Asian type of face. She
has medium and weak build. She has long, wavy and thin . Her 1S up-
turned and her eyes are hazel and slightly slanted. On the right hand there is a long
deep scar. She is dressed in blue Turkish denims, cowboy long-  shirt, short
black jacket, modemn style gray =~ -coat and heavy army boots. There is also a
large green nylon rucksack in her arms.

a CRIMINAL!

A of approximately 30 - 5 years old of European type of face.

has tall height and athletic . He has short auburn and flat nose.

His eyes are blue and deep-set. He has many tattoo marks on his fingers. He is
dressed in dark wool trousers, classic style white long-sleeve shirt with a silk gray tie
and dark-blue sweater. He has also winter black coat and on. He has a modern
style attaché-case, which is made of artificial leather. On the left hand he wears
golden ring with ruby.

Yup. 12. lIpouunraiiTe n nepeseauTe AUAJIOT.
Foreigner: Excuse me, officer? Help me, please!

Police officer: Glad to help you if I can. Please, calm down and tell me what
the trouble is.
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Foreigner: Thank you. I was waiting for my train on the platform when
somebody who was behind hit me, grabbed my bag and ran away. Oh, my god! All
my things have been stolen.

Police officer: What was in your luggage?

Foreigner: Some of my clothes, my ID, paying cards and a mobile.

Police officer: When did it happen?

Foreigner: It was about 6 o’clock.

Police officer: 1 see. Can you describe the criminal?

Foreigner: I'll try. It was a young man of medium height and athletic build. He
had a short haircut. His hair was black. His face was long. He had a wide forehead,
plump cheeks, blue eyes, a straight nose and full lips.

Police officer: That's OK. What was he dressed in?

Foreigner: To my mind, he was dressed in a black jacket, a dark blue shirt,
dark trousers and black shoes.

Police officer: 1 see. We will do our best to identify and apprehend a criminal.
Please sign the report.

Foreigner: Thank you very much!

Yop. 13. IlepeBeaure auAAOr Ha AQHIVIMHCKUHA $3bIK, HCHOJb3YS
npeaio:KeHHbie Gpa3bl, U BLIYUHTE €ro HAU3yCTh.

Compyonux nonuyuu: 3apaBcTByiiTe. Mornu Obl BBl HAM MOMOYb?

Hnocmpannwiii epadxcoanun: 3apasctByiite. [Tonpodyro (171 try).

Compyonux noauyuu: Mbl Pa3pICKMBAEM YEJIOBEKA, MOJ03PEBAEMOI0 B
pacnpoCTPaHEHH HAPKOTHKOB (drug dealing) B Bamem OOLICKATUHW. 3HACTE JIM B
YTO-TO O TAKHUX CIAydasX?

Unocmpannwviii  epascoanun: Jla, s chbliai(a) Takue pa3roBOPbl CPeau
cTyaeHTOB. Ho 60r0Ch, 4UTO MOMM COKYPCHUKaM (classmates) HE IOHPABUTCS, €CIH 5
pacckaxxy Bam 00 3TOM.

Compyonux noauyuu: Y cnokoiitecb. HUkTO He y3Haet o Bac (Nobody knows
about you). Kpome TOro, 310 Balll rpaKAaHCKHUA 10T U 00S3aHHOCTb.

Hnocmpannwviii epasxcoanun: Hy nagno. YemsamoryBammnomous (What can I do
for you)?

Compyonux noiuyuy.: 3HAKOMBI JIU BbI C 3TUM 4eJioBekOoM? OH Bal Apyr?

Hnocmpannwviii epasxcoanun: Het, OH MHE HE APYT, HO Mbl yUYUMCS HAa OJHOM
¢axynbrere. Kpome Toro, mel 3emitsiku (home boys).

Compyonux noauyuu: A OTKyAQ BbI?

Hnocmpannoii epasxcoarun: Mel n3 JIueum.

Compyonux nonuyuu: [loasatHO. Bbl camu ynmoTpeOnsieTe HApKOTHKK?

Hnocmpannwiii epadxcoanun: Her, Hu B xoem citydae (No way)! 1 Oynymmid
Bpay W 3TO BPeIHO (harmful) ans 310pOBBSL.
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CoTpygHUK nonmumu: A 3TOT Ball 3eM/IFK, OH YMNOTpeb/seT ankoronb Wm
HapKOTUKK? U ecnu pa, TO Kakune?

IHOCTpaHHbIiA rpadkKaaHnH: Mbl MyCynibMaHe 1 ankorosib OH To4YHo (exactly /
forsure / definitely) He ynoTpe6nseT. Ho A crblwan, Y4To Y HEro BUAeN ratuL.

COTPYAHVK NOAMLUMA: STOT HAPKOTUK OH pacnpoCTpaHAeT?

HOCT paHHbIin rpa>KaHuH: BO3MOXHO, HO S TOYHO He 3Hato.

CoTpygHuk nonvumu: Tak. Bbl 3HaeTe, Kakum Crocobom OH MX peasnsyet
(distribute)?

MHOCTpaHHbIn rpadkdaHuH: [oeopAaT (Theysay), YTO OH HM C K KeM He
BCTpeYvaeTcs NMMYHO (inperson). 310 6eCKOHTAKTHbIN Crocob.

CoTpyaHuK nonvumu: TloHATHO. A Kak ero 30ByT? MoxkeTe onucatb €ro
BHELLUHOCTbL?

MIHOCTpaHHbIn rpadkaaHuH: Ero 3oByT Pawmg anb-Cannax. OH cpefHero
pocTa, XyaoLasbldi. Camblil 06bI4HbIA NapeHb (Themostordinaryguy).

CoTpyaHuk nonvuun: CKonbkKo emy neT? Kakume y Hero Bosochbl, rnasa? EcTb
N 0Co6ble NPUMETbI?

MHOCTpaHHbIA rpadkaaHuH: Emy 28 neT. Bonocbl y Hero 4epHole, rycrble.
"nasza 6onbluve, N Kapue, Kak y Bcex apabos. Mpumetbl? MNoxanyn (Maybe), ecTb
0AHa ocobeHHoCTb. OHHeMHoOroxpomaeTHaneBytoHory (He has a slight limp on his
left leg).

CoTpyaHuK nonmumn: BoT Kak? AcHo. Cnacnbo 60nbLUoe 3a UHGOpMaLMIO.
Bbl Ham nomorsin. MNpoLwy Bac coxpaHuTb Hawly 6ecepy (interview) B TaviHe.

IHOCT paHHbIiA rpa>KaaHvH: A NoHMMato.

CoTpyaHuK nonvummn: Xopowlo. Torga, 4O CBMAAHMS.
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SITUATION?2
FIGHTING DRUG-RELATED CRIMES

Ynp. 1 MNpoymnTainTe 1 3aNOMHUTE CNOBA.

drug addict

to take drugs
police station

to hitch-hike

to pick up

to crumple
cannabis
dangerous drugs
pOssession
needle

fix

syringe

hard drug

to roll back
cigarette packet
gutter

empty

silver paper

to make a fuss

HapKoMaH
MPUHMMATb HAPKOTUKM
MOSINLENCKNIA Y4aCTOK
MyTeLlecTBOBaTb aBTOCTOMNOM
NMoAHUMATb

CBOpauunBaTtb

KoHoMNA

ornacHble HapKOTUKK

XpaHeHune

urna

[o3a

wnpuy,

TSOXKENble HAPKOTUYECKNe BeLLecTBa
CBOpayunBaTtb

nayka ot curapet

KaHaBa

nycTow

(honbra

CYeTUTLCA

Ynp. 2. [poyTunTe 1 3aNOMHUTe (hpasbl.

What is name?

Show me arms, please.

Are you all right?

How did you get here?

Here you are!

Tell me your date of birth, please.

What country are you from?

How old are you?

Do you have to make a fuss?

Bawle nma?

MokaxkmnTe Baluu

PYKW, NOXasnyuncTa.

C Bamu Bce B nopsaake?

Kak Bbl 34ecb 0Kasanmcb?
[Moxkanyicral!

HasoBute MHe paty Bawero
POXAEHWA.

3 KaKoW Bbl CTpaHbI?

CKonbko Bam net?

What is the purpose of your visit to our Kakas Lenb Ballero BusuTa B Hally

country?

CTpaHy?
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What drugs have you been taken? Kakune HapKoTuKu Bbl NpuHAIn?
Anything | can get. Bce, uTO Mory gocrarts.

I should take you to the police station. A fomkeH goctaBuTs Bac B
MOSINLENCKNIA YHaCTOK.

Ynp. 3. lpounTainTe 1 nepeBeanTe CneayroLime cnoBa U CNOBOCOYETaHUSA
Ha aHTTMNCKNN A3bIK.

MpUHUMAaTb HapPKOTUKM, ObiTb OMACHbLIM, LUMPWUL, U WIAbl, [03a, appecToBaTh,
repOVH CMELLaHHbIA C KOKauHOM, MMeTb Mpu ceGe KOHOM/K, MyTeLlecTB0BaTb
aBTOCTOMOM, OTKPbITb MaKeT, CBEPHYTbIi KyCOK (DO/bri, KOPUYHEBOE BELLECTBO,
TSKe/ble HAPKOTUKM, BpocaThb B KaHaBy, A0CTaBUTb B MOMNLEACKUIA YYaCTOK.

Ynp.4. Kakoe C/l0BO NNLLIHEE B KoKW rpynne? Movemy?:

(A (B)
cannabis dangerous narcotic drug
heroin hard narcotic drug
hashish legal drug
pharmacy
(€ (D)
drug addict trafficking
crack abuser selling
cock user distribution
drug law possession

Ynp. 5. MNepedpasnpyinTe npeanoXkeHns 3aMeHNB Bbl[leIEHHbIE CNOBa Ha
MOAXOAALLYIO MO CMbIC/TY NEKCUKY TEMBbI.

1 Very high doses of drugs are dangerous for the health.

2. The number of crimes committed by the drug users increases every year.
3. That is a hard drug, prohibitted by the law.

4. Why do you make a noise?

5. What drugs have you been used?

Ynp. 6. MpounTaiiTe 1 nepeBeanTe ANANOr Ha PYCCKUIA A3blK; BblyynTe
ero HaumsycCTb.
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A police officer sees ayoung van lying on the steps of a block of offices. The
young man is dirty and has long, unkept hair. He looks pale and thin and rather
helpless. Thinking that the young man is ill, the policeman walks over to him and
speaks to him.

Policeman: Are you all right?

Foreign citizen: Yes. |’'m tired, that’s all.

Policeman: What is your name?

Foreign citizen: David Legge.

Policeman: You are British, aren’t you?

Foreign citizen: Yes. | am from Belfast.

Policeman: Tell me your date of birth, please.

Foreign citizen: January, 5-th.

Policeman: Okey. What is the purpose of your visit to our country?
Foreign citizen: | am travelling around.

Policeman: How did you get here?

Foreign citizen: | hitch-hiked. Why are you asking me so many questions?
Policeman: That’s my duty. Come with me. | want to find out more about you.

As the young man gets up, he takes a cigarette packet from his pocket and
throws it into the gutter.

Policeman: Why have you thrown that away?

Foreign citizen: 1t’s empty. What did you think of me?
Policeman: Pick it up and give it to me.

Foreign citizen: Here you are! | tell you it’s empty.

The policeman opens the packet. There are no cigarettes in it, but he sees that
it contains a small piece of crumpled silver paper. He unwraps the silver paper and
finds that it contains apiece ofbrown substance.

Policeman: This looks like cannabis!

Foreign citizen:It is. 1°d forgotten that it was there.

Policeman:It is an offence to possess cannabis. | am going to arrest you.

Foreign citizen:OMG! Do you have to make a fuss over a little piece of hemp?

Policeman:Yes. It’s a serious matter to have dangerous drugs in your
possession. Show me your arms.

The young man rolls back his sleeves. His arms are covered with red needle
marks.
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Foreign citizen:l haven’t got any hard drug on me. Several days have already
gone since | last had a fix.

Policeman: What drugs have you been taken?

Foreign citizen:Anything | can get. Mostly heroin mixed with cocaine if I can
get them. | swear | haven’t any on me. Look, here are my syringe and needles.

Policeman:All right. Come with me.

Foreign citizen: Will | be able to return home?

Policeman: Perhaps. How old are you?

Foreign citizen:Eighteen. My parents think that | am working in France.
Policeman:l am going to take you to the police station. It is not for me to decide what

penalty is for your illegal action. Follow me!
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UNIT 2

DRUG PREVENTION INTERVIEWS WITH FOREIGN CITIZENS

Ynp. 1 MNMpoymnTtainTe 1 3aNOMHUTE CNOBA.

addiction NpuBbIKaHWe

dependence 3aBMCUMOCTb

withdrawal abCTUHEHTHBIN CUHAPOM
Intoxication NHTOKCUKaLMA (OTpaB/ieHne)
overdose nepeaos3npoBKa

recreational use ynoTpe6sieHne paam passrieyeHuns
indicator Nnpu3HaK

threat to health (life)
healthy lifestyle

short-acting drug
long-acting drug

route of administration (use)
occasional use

amount

coordination

natural (synthetic) origin

yrpo3a 340p0Bbi0 (KN3HN)
3[10POBbI 06Pa3 XN3HK
HapKOTMK KOPOTKOro AeicTBUA
HapKOTMK A/IMTENbHOr0 AeCTBUSA
Crnocob ynoTpe6ieHuns
HeperynspHoe ynoTpebnexHve
00beM, KONMMYECTBO
KoopAMHauus, KOHTPONb
pacTuTeNibHoe (CUHTETUYECKOE)

MPOUCXoXaeHne
symptoms CUMNTOMbI

to smoke KypuTb Tabak, curapetsbl

to vape KYPUTb 3M1eKTPOHHbIE CUrapeThbI

Ynp. 2. lMpoyTtunTe 1 3aNOMHUTE (hpasbl.

Do you use drugs?
Do you know people who use drugs?

What substances do they use?

How long do they use drugs?

Are the drugs harmful for people’s
health?

The use of cocaine and especially crack
are extremely dangerous for our health.
Marijuana is less addictive but not less

Bbl ynoTpebnsete HapKOTUKN?
Bbl 3HaeTe noaen,
yNoTpebnAT HAPKOTUKN?

Bbl 3HaeTe, KakuMe HapKOTUKMU
ynoTpebnarT?

Kak [0/1ro oHM uX ynoTpebnsoT?
HapKoTvKu BpeaHbl Ans 340p0BbsA?

KOTOpbIE

OHU

YnotpebneHne KokavMHa W 0OCOBGEHHO
Kp3Ka 04YeHb ONacHO A/151 30POBbA.
MapuxyaHa B MeHbLUEeiA  CTEneHw
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dangerous.

Does your friend smoke cannabis?

Is he (she) vaping or smoking?

Have you seen any syringes in his (her)
possession?

What do you know about drugs?

How do you know that anyone uses
drugs?

What are the indicators of marijuana
(hashish, LSD) use?

- sudden change in behaviour

- dialated pupils

- thirst, dry mouth

- runny or stuffy nose

- elevated heart rate

- red eyes

- drowsiness

- hallucinations

- nausea, vomiting

What are the consequences of different
drug use?

People use drugs because they ...

- want changes in their lives

- want to make new friends

- wish recreation

- are boring

- are protesting
something

- wish to try something new

- think it’s a problem-solving

- don’t want to be different
from others

against

BbI3bIBAET MPUBbLIKaHKE, HO OHA He MeHee
oracHa.

Balu ToBapuLL, KypuUT MapuxyaHy?

OH (oHa) KypuT?

Bbl BUfenu y Hero (Hee) wnpuupl?

UTO0 Bbl 3HaeTe 0 HAPKOTUKAX?

Kak MoHATb, YTO 4enoBeK ynotpebnser
HapKOTUKMN?

KakoBbl NpU3HaKu ynoTpe6sieHns
MapuxyaHbl (rawmwa, JICA)?

- BHE3anHOe U3MeHeHMe NoBeAeHMS
- pacLIMpPeHHbIe 3paydku

- Xaxpaa, CyXoCTb BO pTy

- HACMOPK W/IN 3a/10XEHHOCTb HOCa
- yyallleHHOoe cepauebreHne

- NOKPaCHeHue rnas

- COH/IMBOCTb

- rannrLUMoHaummn

- TOLWHOTa, pBOTa
KakoBbl  nocneacTaus
Pa3INYHbIX HAPKOTUKOB?
JTroan ynotpebnsatoT HapKOTUKKU, NOTOMY
YTO OHU ...

- XOTAT U3MEHEHWIA B XXN3HW

- XOTAT 3aBECTN HOBbIX APY3el

- XOTAT pasfneyeHuni

- CKyyYaroT

- NPOTECTYIOT

- XOTAT NPOCTO nonpobosaTtb

- AYMatoT, YTO 3TO peLleHne Npobem

- He XOTAT OTAMYaTLCS OT APYrnX

ynotpebneHus

Ynp. 3. lMpouuTaiiTe ¥ nepeBeanTe CredyloLMe CAOBOCOYETAHMS Ha

AHTIMNCKUN A3bIK.

YNoTpe6nsaTb HAPKOTUKKM, ObITb BPeAHbIM [/ 3[0POBbS, Bbl3blBaTb OO/bLLEE

(MeHbLUee) npviBblKaHue,

NpW3HaKn ynoTpe6neHus,
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cepALebueHmnsl, TOLLIHOTA, MOKPacHeHWe rfa3, MOCNeACTBuUs, pelleHue npo6/em,
Ccnoco6 ynoTpe6nieHns, OTPaBneHne, 3A0PO0BbIA 06pa3 XN3HU, KypeHUe 3NMeKTPOHHbIX
CUrapeT,

Ynp.4. Kakoe CMoBO NNLIHEEe B KaXA0W rpynne? MNMoyemy?:

(A) (B)
jail herbal
camera natural
prison synthetic
goal vegetable
(€ (D)
drug addict trafficking
drug abuser transportation
drug dealer distribution
drug user shipping
(E) (F)
theft to tackle drugs
seizure to proliferate drugs
confiscation to combat drugs
forfeiture to fight drugs

Ynp. 5 TllpounTainiTe WHGpoOpMaUuO O BO3AENCTBUM HAPKOTUKOB Ha
opraHuam uvenoBeka. CocTaBbTe KpaTKWiA AOKNaj Ha aHT/IMIACKOM $i3biKe NS
CTYAEHTOB-MHOCTPaHLEB.

HEALTH EFFECTS OF DRUGS
Drug use can result in drug addiction, serious impairment, illness and death.
Health risks of commonly used drugs include the following:

. Cocaine- Risk of heart attack, stroke and death

. Ecstasy - Risk of liver failure and heart failure

. Inhalants- Risk of damage to heart, lungs, liver and kidneys from
long-term use

. Marijuana- Risk of impairment in memory, learning, problem
solving and concentration; risk of psychosis - such as schizophrenia,
hallucination or paranoia - later in life associated with early and frequent use

. Methamphetamine- Risk of psychotic behaviors from long-term
use or high doses
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. Opioids- Risk of respiratory distress or death from overdose

Ynp. 6. Mepetpasupyiite NpeanoXxeHus 3ameHWB CnoBa B CKOBGKax Ha
NOAXOAALLYIO MO CMbICNY NIEKCUKY TEMBbI.

1 Very high doses of depressants cause poisoning.
2. The effects of barbiturates are in many ways similar to the effects of alcohol.
3. Irregular use of stimulants can cause a stuffy and runny nose.
4. A large volume of amphetamines over a long period of time can develop
psychosis.
5. Chronic users experience memory problems and speech difficulties, panic
and loss of control.
6. Methamphetamine causes risk of psychotic behaviors from long-term use
or a very high dose.

Ynp. 7. CocTaBbTe ANanor ¢ YefI0BeKOM, YNOTPEONSIOLIMM HAPKOTUKN, Ha
OCHOBe €ro pacckasa o0 cebe. [locTapaiiTecb O0O6bACHUTbL eMy Kak
usmonornyeckne, TaK W NpPaBOBble  NOCNEACTBUS  310YNOTPe6NeHus
HapKOTUKOB. VICMONb3yiiTe aKTUBHYO NIEKCUKY MO TEME.

Hi. My name is Alexander. | was born and still live in Ekaterinburg. | used to
be a common boy when | was young. | wasn’t different from my mates. The school
classes were not interesting for me - | was inattentive, ingenious and got mostly poor
maks. At the 4thform | went in for skating as many of my friends did. | was not very
successful, but these years in sport were the best in my life. | took part in many
competiones in different towns and cities, saw many sights. At the same time, my
friends started smoking, drinking alcohol and even trying drugs. | didn’t care about all
that as | was busy with sports those days.

But all had changed in the High School when I began smoking occasionally.
The last class | started with a new school. At that time, | was no longer interested in
sports and | gave up training, and since | had a lot of free time, | started hanging out
with new friends from school. There | tried to smoke grass for the first time as
recreation. | did it because my friends smoked it. | liked drugs right away, | thought
that this was exactly what | really needed to make myself happy and in a good mood.
Self-confidence appeared and it seemed to me that | was incredibly cool!

By the time | entered college, | was already smoking marijuana and drinking
beer. | have made new friends. We felt so cool that in the first year we started robbing
the third-year students of their scholarship. We did not scare of anyone or anything.
During that period, | earned my first criminal record for stealing a motorcycle. My
friend was already using heroin at that time and, looking at him, | decided to keep up.
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From the first time, this drug seemed terrible to me, because | was seized with a very
strong fear.

Then | started trying new drugs because | didn’t like heroin, and the effect of he
pot wasn’t enough even mixed with alcohol. After some time, I tried all the dangerous
drugs and chose the best ones for myself. At some point | tried amphetamine - a
dance drug. And that’s when it seemed to me that it was exactly what | was looking
for.

| have created a comfortable mode of use for myself: | smoked grass at work,
on weekends | had fun in clubs under amphetamine, and after that | took heroin and
diluted all with alcohol. | started trying new modern drugs: “speed”, “salt” and “vape
mixtures”. | was sure | could control my use, but failed. Now I’'m a complete,
disgusting drug addict and | don’t see any way oui.

Notes:
- to give up (training) - oOTKasaTbCA, «3abPOCUTLX
(TPeHPOBKWN)
- to hung out - CNOHATLCA, «TYCOBATLCA» (CN3HT)
- scholarship - ctuneHans
- to earn criminal record - NoAy4YnUTLCYAMMOCTb
- pot (grass) - «TpaBKa» (CM3HT), MapuxyaHa

Ynp. 8. TlepeBeanTe BOMPOCbI Ha pycckuini A3blK. CocTaBbTe
npounakTnyeckne decedbl (Ananoru) c (a) WKonbHUKamu, (6) ctyaeHTamu, (B)
HapKO3aBUCUMbIMU, WCMNOMNb3YS MPEASIOKEHHbIE BOMPOCbl. Bblyunte uX
Han3ycTb.

. Do you think alcohol is a drug?

. What is alcoholism?

. Do you know of any alcoholics?

. How would you stop if being an alcoholic?

. Do you know how much alcohol is in beer?

. Do you know how much alcohol is in vodka?

. What are some of the characteristics of drunk people?

. Is alcohol addictive? What about tea, coffee, and chocolate?

. Should marijuana be illegal?

. Do you think marijuana should be legal or illegal? Support your
opinion with facts.

. Why do you think marijuana is illegal?

. Is marijuana grown in your place of living?

. What are the ways ways drug users use marijuana?

. Do you think tobacco companies would like to sell marijuana?
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. Why do you think that tobacco is a legal drug?

. Are any of your friends addicted to tobacco?

. What are the different ways to use tobacco?

. Do you know anyone who smokes a pipe?

. What is the difference between pipe tobacco and cigarette tobacco?

. What do you think about chewing tobacco?

. Is there any difference between “soft” drugs such as marijuana and
“hard™ drugs like crack, heroin, cocaine, etc.?

. Is ecstasy a soft or a hard drug?

. Should there be punishments for dealing drugs?
. Should there be punishments for using drugs?
. Should drug dealers get the death penalty?

. If heroin were legal, would there be less crime? For example,
burglary and robbery.

. Are any people more easily addicted to drugs than others?

. Do some people have addictive personalities?

. If you are addicted to drugs, what should you do?

. What else can people become addicted to?

. Why are some drugs more addicting than others?

. Why do some people get addicted when others do not?

. What happens in the brain of a person that causes addiction?

. Do you know how much illegal drugs cost?
. Do you think it 1s easy to buy illegal drugs where you live?

. Which is worse, a peaceful drug addict or a violent non-addict?

. Should pregnant women be arrested for child abuse if they use
drugs when they are pregnant which may affect the baby?

. Should women be prevented legally from drinking any alcohol or
smoking when pregnant?

. Do you think it is a good idea to have safe, legal injecting rooms

for intravenous drug users, where they can use clean equipment and sterile
water?

. Cancer patients find that marijuana stops their pain. Should it be legal for
them?

. Do you think experimenting with alcohol and cigarettes leads to
experimenting with harder drugs?

. Do you think ecstasy i1s dangerous?

. At what age should it be legal to drink and smoke?

. Do we use too many prescription drugs?

. What are natural remedies?

. Are natural remedies like homeopathy and herbal medicine drugs too?

. Do we give too many prescribed drugs to children?
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. Why 1s the cost of prescription drugs so high?

. Have you ever used a prescription drug without a prescription?

. What do you think society ought to do about people who spend most of
their time and money getting high on illegal drugs? Why?

. Should employers be allowed to “drug test” their employees? If so, why?
. Why do you think people start using drugs?

. What should happen to babies who are born addicted to drugs?

. What would you do if someone in your family were addicted to drugs?
. What do you know about drugs?
. What are some dangerous drugs?

. What drugs do you think are useful?

. What drugs are addicting?
Do you think that marijuana should be legal for medical uses with a prescription from
a doctor?
What does crack cocaine do to your body?

. What does it do to your mind?

. What will happen if you keep on using?

. How do you stop yourself from using 1t? / How does an addict quit

using it?
What kind of drugs are the most popular in your country?

. What kind of “legal” drugs are the most popular?
. Are we as a society addicted to legal drugs?
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JAKJIIOYEHUE

Y4eOHoe mocobne « AHTTTMHACKAN SI3BIK AJIE COTPYAHHMKOB MOJIULMK: Ooprda C
HE3aKOHHBIM  00OPOTOM  HApPKOTHKOB B ceTH «MHTEpPHET»» COCTAaBIEHO B
coOTBETCTBUM ¢ Paboueit mporpammoil yueOHOH qucuminHbl « MTHOCTpaHHBIN S3BIKY
no HanpaeieHuo noarotoBku 40.03.02 ObecrieyeHne 3aKOHHOCTH M MPABOIMOPSIKA
(ITpoune oOpazoBarenbHON mporpaMMbl — OneparuBHO-PO3BICKHAS JACSATEIBHOCTD
(IEATENBHOCTD  MOAPA3ACICHUN MO KOHTPOIK 3a OOOpPOTOM  HAPKOTHKOB,
OCYIICCTBIISIOIIMX  BBISBICHUE, MPEAYNPEKACHAE, MPECECUCHUE W PACKPBITUE
NPECTYIICHUH, COBEPIIACMBIX C MCIOJIb30BAHUEM WH(}OPMALMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOTH )).

[TocoOue HaueneHo Ha pa3BUTHE CHOCOOHOCTH K JIEJIOBOMY OOIIEHUIO,
npo(EeCCUOHAIBHON KOMMYHHMKAIMK O0yYaroIInMxcs 00pa30BaTe/bHbIX OPraHu3aluii
cucrembl MBI Poccun B xoz1e peanmu3zanmm 00pa3oBaTeNIbHbIX TPOTPamMM.

[TocoObue conepkUT ydeOHbIE MaTepUajibl HA  QHTJIMHACKOM  SI3BIKE,
OXBAaTBHIBAIOIIAE PA3JIMYHBIC ACHEKTHl MPOTUBOACHCTBUS HE3aKOHHOMY 000pOTY
HAPKOTUKOB M MHBIM MPABOHAPYIIECHUSIM B KHOEPIPOCTPAHCTBE; MPAKTUKY OOPHOBI €
STUMHM BHJAMHM TpECTyIuicHuid B Poccum W €€ mpenenamu,; KOMMYHHKaTHBHO
OPUEHTHPOBAHHBIE CUTYallMd, WMUTUPYIOIIUME B3aUMOJCHCTBUE COTPYIHUKOB
nojapasaesicHuii mosmuuu Poccuu, 00eCnEUYMBAKOIIAX MPECEUEHUE TMPECTYIIIEHUH,
COBEpIIACMBIX C  HWCHOJB30BAHUEM  MH(POPMALMOHHO-TEIICKOMMYHUKAIMOHHBIX
TEXHOJIOTHUA.

B xone HayuyHO-mcCnenoBarenbCKoH pPadOThl YCTAHOBIEHO, YTO HamOosee
JNEMUCTBEHHBIMU (pOpMaMKM OpraHu3anuy 00pa30oBaTEIbHOIO MPOLECCA, HALEIEHHOTO
HA (OPMUPOBAHME WMHOS3BIYHOM KOMMYHWKATUBHOM KOMIIETCHUMH Oymaylimx
COTPYIHUKOB TOJHMIMKA B YKa3aHHOH c(epe ACATENbHOCTH, SBISIOTCS YCIOBHO-
pEUEBBIC M PEUYEBBIC 3aJaHUs (IUAJIOTHW, MOHOJIOTH, KIUIIC), & TaKKEe HMMHUTALUs
MOJENICH  CHUTYaTMBHO-OOYCIIOBIICHHOW  MPO(ECCHOHAIBHOM  KOMMYHHKALIAW
NOJUUEHCKUX C WHOCTPAHHBIMM TPAXKJIAHAMHU, COMPOBOKAAFOIIMAECS KOMILIEKCOM
YIPXHEHWH, OPUEHTHPOBAHHBIX HA Pa3BUTHE OAa30BBIX HABBIKOB OIPEICIICHHUS,
UCTNONB30BAHUS M AKKyMYJIMPOBAHHS  JICKCHMKO-TPAMMATHUYECKHX  CIUHMII
npo(hecCrOHAIBHOTO Te3aypyca.

Marepuansl, coaep:xamuecs B padoTte, 1enecoo0pa3Ho UCMOb30BaTh KaK HA
NPAKTHYECKHUX 3aHATUSX MOJ PYKOBOACTBOM MPEMOAABATEINS, TAK U AJIs1 PA3MEILCHUS
B DJICKTPOHHOU 00Pa30BaTEIbHON CpPEE C LEABI0 OPraHu3allMk CaMOCTOSTEIbHOM
padoThl OOYYAOIIKXCS MPH M3YYEHUHN YUEOHOM MUCHUIUIMHBI « IHOCTPaHHBINA S3BIKY
B 00pazoBarenbHbIX opraHusanusax cuctembl MBJ[ Poccun, a Takke isi co3naHust
ANEKTPOHHBIX  YYEOHBIX MOCOOWH, JUIsl TMOMOJHEHUS  YYEOHO-METOIUYECKOTO
KOMIIJIEKCA M0 Y4eOHOH nucuuminie «MIHOCTpaHHBIN S3BIK.
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